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WEAK MEMORY IS HARD!

e Xx86 proved tricky to formalise correctly [sarkar et al., POPL 09;
Owens et al., TPHOLs'09]

 Bug found in deployed "Power 5" processors jaigiave et al., CAV'10]

e C++ specification did not guarantee its own key property
[Batty et al., POPL'11]

 Routine compiler optimisations are invalid under Java and
C++ memory models [Sevcik, PLDI'11; Vafeiadis et al. POPL'15]

e Behaviour of NVIDIA graphics processors contradicted
NVIDIA's programming guide jAiglave et al., ASPLOS'15]
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For an atomic operation B that reads the value of an
atomic object M, if there 1s a memory order seq cst
fence X sequenced-before B, then B observes either the
last memory order seq cst modification of M
preceding X in the total order S or a later modification
of M 1n 1ts modification order. jopenct 2.0 standard, 20157
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"OpenCL'
withoutsc

let mo
let sb
let b

ca & (l!nonatmicloc)’?)

pa
(rf*-1; mo) \ id

(* Access modes £)

let mo_acq = memory_uorder_scquire
let mo rel = memory order_release
let mo acq rel = memry_nrder_acq_rel
let mo_rlx = memory_uorder_relaxed
1let mo_sC = md'lory_order_seq_cst

(* Scope annotations )
let s_wi = memory_scope_work_item
let s wg = memory_ scope work qroup
let s dev = memory_scope_device

let s_all = memry_scope_all_sm_devices

(* Synchronisatior ¥)
(6AAAAA46t§AAAAA446t'

let acq = (mo_acg | mo_acq rel | mo sc) & (R| F)
let rel = (mo_rel | mo_acq_rel | wo sc) & (W | F)
(* Fences sequencec before or after *)

1let Fsb = [F]; sb

let sbF = sb; [F]

(¥ Relense sequence *)
let rs' = wi | (unv; [R & W])
let s =mo & rs' & ~((mo & ~rs') ; mo)

(* Inclusive SCOpeS *)

let incl = wg & 5_wg™2 | dev & s_dev"2 | s_all"2

(* Inclusive SCOpeSs, less conservative
(unused) version *)
let incll = ([s_wgliwg) | ([s_dev];dev)
| (Is all];unv)
let incl' = incll & incll”-1

(* Release-acquire synchronisation ¥)

let ra swir) =
([r & rel]; Fsh7: W\ s _wil; rs?: [r]; rf;
R\ s wil; sbF?; [acqg &r]) & incl & ~wi

(* Barrier synchronisation *)
1let bar sw(r) = (entry fence ¥ exit fence) &
same B & ~wi & wg & r*2

(* Allowed to synchronise on the other region *)
leat scf = mo_sc2 | (6 &L &F)2

(* Global and local synchronises with *)
let gsw = ra sw(G) | bar sw(G) | (scf & ra swilL))
let lsw = ra swil) | bar_sw(l) | (scf & ra_sw(G))

(* Happens-before *)
(i***iiiiﬁﬁf***iiii)

(* Global and local happens-before *)

let ghb = (((6"2] & (sb | (I * 11)]) | gsw)+
1let 1hb = (([L"~2) & (sb | (I * 11))) | lswi+
show ghb

show lhb

irreflexive ghb as 0-HbG

irreflexive 1hb as O-HbL

(* Coherance *)
(**1***“3?***'

let cohihb) = (rf*-1)7; mo; rf?; hb
irreflexive coh(ghb) as 0-CohG
irreflexive coh(lhb) as 0-CohL

(* Consistency of reads *)
(?YYT**?%W?**YVV**??YYYVV)

(* A load can only read from 2 store that already
happened. *)
irreflexive rf; {(ghb | Llhb) as O-Rf

(¥ Visible side aeffects ™)
let visihb) = (W * R} & hb & loc &
~((hb & loc); [W]; hb)

(* A non-atomic load can only read from a store
that is visible. *)

empty (rf;[G & nonatamicloc])\vis(ghb) as 0-NaRfG

empty (rfi;lL & nonatamicloc])\vis(lhb) as 0-NaRfL

(* Consistency of RMWs ¥
irreflexive rf | (mo:mo; rf*-1) | (mo; rf) as 0-Rmw




"OpenCL'

withoutsc

let mo = co & (l!nonatonicloc)“2)
let sb = po

let rb = (rf*-1: mo) \ id

(* Access modes *)

let mo_acg = memory_uorder_acquire
let mo rel = memory order release
let mo acq rel = memnry_nrder_acq_rel
let mo_rlx = memory_uorder_relaxed
1let mo_scC = menory_ordor_seq_cst

(* Scope annotations *]

let s_wi = memory_scope_work_item

let s wg = memory_scope work qroup

let s dev = memory_scope_device

let s_all = menory_scope_all_svn_devices

(* Synchronisatior )

(#AAAALA“#AAAA&A&&#.

let acq = (mo_acq | mo acq rel | mo sc) & (R | F)
let rel = (mo_rel | mo_acq_rel | wo sc) & (W | F)

(* Fences sequencec before or after *)
1let Fsb = [F]; sb
let sbF = sb; [F]

(¥ Relense sequence |
let rs' = wi | (unv; [R & W])
let s = mo & rs' & ~({(mo & ~rs') ; mo)

(* Inclusive SCOpeS *)

let incl = wg & 5_wg™2 | dev & s_dev"2 | s_all"2

(¥ Inclusive SCODES3, less conservative
(unused) version *)
let incll = ([s_wgliwg) | ([s_dev];dev)
| (Is all] ;unv)
let incl' = incll & incll™-1

(* Release-acquire synchronisation *)
let ra swir) =
([r & rel]; Fsh?: W\ 5 _wil; rs?: [r]; rf;

(* Barrier synchronisation *)
let bar sw(r) = (entry fence ¥ exit fence) &
same B & ~wi & wg & r*2

(* Allowed to synchronise Or the other region *)

let scf = mo s~z | (6 & L & F)"2

(* Global and local synchronises with ¥)
let gsw = ra sw(G) | bar sw(G) | (scf & ra swil))
let lsw = ra _sw(l) | bar_sw(L) | (scf & ra_swi(G))

(* Happens-before *)

(* FEEEET TP RERETTEY)

(* Global and local happens-before *)

let ghb = (((6"2] & (sb | (I * 11)]) | gsw)+
1let 1hb = (([L"~2) & (sb | (1 * 11))) | lswi+
show ghb

show lhb

irreflexive ghb as 0-HbG

i rreflexive 1hb as O-HbL

(* Coherance *)
(‘**17711“WT*'

let cohihb) = (rf~-1)7; mo; rf?; hb
irreflexive coh(ghb) as D-CohG
irreflexive coh(lhb) as 0-CohL

(* Consistency of reads *)
(#YTY*Vii??Yvavﬁi*#Y*f**)

(* A load can only read from 2 store that already
happened. *)
irreflexive rf; (ghb | Llhb) as O-Rf

(¥ Visible side affects ™)
let visthb) = (W * R) & hb & loc &
~((hb & loc); [W]; hb)

(* A non-atomic load can only read from a store
that is visible. *)

empty (rf;lG & nonatamicloc])\vis(ghb) as 0-NaRfG

empty (rf:lL & nonatamicloc])\vis(lhb) as 0-NaRfL

(* Consistency of RMWs ¥
= oimo. 1) | (mo:rf) as 0-Rmw

Key publication: ACM POPL 2016 (with Batty & Donaldson)
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Key publication: ACM POPL '17 (with Batty, Sorensen, & Constantinides)
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Model of the lock() lock()
-transac.;ti_onal LDR W5, [X0] MOV W7,#1
lock elision ADD W5,W5,#2 STR W7, [X0]
Model of DFOCGSS
the ARM STR W5, [X0] unlock()

unlock()

architecture / ! T




Model of the lock() lock()

‘transactional LDR W5, [XO0] MOV W7,#1

lock elision ADD W5,W5,#2 || STR W7, [X0]
Model of process

STR W5, [X0] unlock()
unlock()

the ARM

architecture / ! T

Key publication: ACM PLDI '18 (with Chong & Sorensen)
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memory order acquire);
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r = atomic load(é&y, **not supported**
memory order acquire);
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OpenCL
r = atomic load(é&y, lock();
memory order acquire); r =Y;

unlock();
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SCHEDULING ATOMICS

Clock cycle: 1 ‘ 2 3 4 5 6
rl = x load x
r2 = ai.:omlc_load(&y, oad y
acquilire)
r3 = z load z

"Too aggressive!" ... oris it?
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4 a) Performance of global analysis compared to thread-local analysis, using weak atomics
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Key publications: ACM FPGA '17, IEEE Trans. on Computers '17, IEEE FCCM '18 (with Ramanathan, Fleming & Constantinides)
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THE FUTURE?

"Lack of C-to

The biggest problem with HLS,

-RTL formal verification"

according to a worldwide survey of 750 hardware engineers
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