Adding Licensing and Access Control to an Internet

Accessible Softw are Release Management Tool by

Michael W. Hollis

B.S., Missouri Institute of Technology, 1983

A thesis submitted to the

Faculty of the Graduate School of the

University of Colorado in partial fulfillment of the requirement for the degree of

Master of Science

Department of Computer Science

1997

This thesis for the Master of Science degree by

Michael W. Hollis has been approved for the

Department of

Computer Science by

_________________________

_________________________

Date________________

Abstract

T his paper describes the design and implementation of a Licensing Systemand an Access Control Systemfor a Software Release Management T ool. T he

Software Release Management T ool provides a process through which software can be made available to and be obtained byits users. T his tool is designed to automate and optimize the retrieval of a software system´s components. Because the tool allows users to retrieve software systems over the internet, some regulation is in order. A Licensing Systemis used to insure each user agrees to certain terms and conditions prior to retrieving a software system. An Access

Control Systeminsures that each user has been given permission to retrieve a software system. T hese systems work together to regulate the software retrieval process.

Contents

INTRODUCTION ................................ ................................ ................................ ................................ .. 1

REQUIREM ENTS ................................ ................................ ................................ ................................ . 2

ANALYSIS ................................ ................................ ................................ ................................ .............. 6

O BJECT D IAGRAMS ................................ ................................ ................................ ................................ ... 6

P OSSIBLE S CENARIOS FOR I NPUT ................................ ................................ ................................ ............... 8

DESIGN ................................ ................................ ................................ ................................ ................. 12

P ART O NE : A L

OOK AT THE SRM T OOL ................................ ................................ ................................ 12

P ART T WO : A L

OOK AT THE W EB B ROWSER I NTERFACE ................................ ................................ ....... 17

IM PLEM ENTATION ................................ ................................ ................................ .......................... 28

P ART O NE : E NHANCEMENTS TO THE SRM T OOL ................................ ................................ ................... 28

P ART T WO : E NHANCEMENTS TO THE W EB B ROWSER I NTERFACE ................................ ......................... 32

CONCLUSIONS ................................ ................................ ................................ ................................ ... 35

BIBLIOGRAPHY ................................ ................................ ................................ ................................ 36

Figures

F IGURE 1: A

N OBJECT DIAGRAM OF THE HIGH LEVELSYSTEM ................................ ................................ .. 6

F IGURE 2: A

N OBJECT DIAGRAM OF THE A CCESS C ONTROL S YSTEM AND ITS CHILDREN .......................... 7

F IGURE 3: A

N OBJECT DIAGRAM OF THE LICENSE PAGE AND ITS CHILDREN ................................ .............. 7

F IGURE 4: P OSSIBLE I NPUT S CENARIOS ................................ ................................ ................................ .... 9

F IGURE 5: T HE P RESENT SRM T OOL S ELECTION P AGE AND THE P ROPOSED SRM T OOL S ELECTION

P AGE ................................ ................................ ................................ ................................ ............... 12

F IGURE 6: T HE P RESENT SRM S

UBMIT S OFTWARE P AGE ................................ ................................ ...... 13

F IGURE 7: A N EW P AGE TO C REATE OR M ODIFY A G ROUP ................................ ................................ .... 14

F IGURE 8: A N EW P AGE TO R EMOVE A G ROUP ................................ ................................ ...................... 15

F IGURE 9: N EW A DDITIONS TO THE S UBMIT S YSTEM R ELEASE AND M ODIFY S YSTEM R ELEASE TOOLS .. 16

F IGURE 10: A

USER - VIEW DIAGRAM SHOWINGHOW THE SYSTEM WILLAPPEAR WHEN THE U SER

ATTEMPTS TO ENTER A S OFTWARE G ROUP ................................ ................................ ...................... 17

F IGURE 11: A

USER - VIEW DIAGRAM SHOWINGHOW THE SYSTEM WILLAPPEAR WHEN THE U SER

ATTEMPTS TO R ETRIEVE A S OFTWARE S YSTEM ................................ ................................ ............... 17

F IGURE 12: S

CENARIO 1 - R

ETRIEVE DENVER AND ITS DEPENDENCIES ................................ ................... 18

F IGURE 13: S

CENARIO 2 - R

ETRIEVE LONGMONT AND ITS DEPENDENCIES ................................ .............. 19

F IGURE 14: S

CENARIO 3 - R

ETRIEVE ORANGE AND ITS DEPENDENCIES ................................ ................... 20

F IGURE 15: S

CENARIO 4 - R

ETRIEVE PASADENA AND ITS DEPENDENCIES ................................ ............... 21

F IGURE 16: S

CENARIO 5 - R

ETRIEVE VENICE AND ITS DEPENDENCIES ................................ .................... 21

F IGURE 17: R

EGISTERINGFOR A S OFTWARE G ROUP OR A S OFTWARE S YSTEM ................................ ...... 22

F IGURE 18: T HE E XISTING S OFTWARE L IST W EB P AGE ................................ ................................ .......... 23

F IGURE 19: T HE E XISTING S OFTWARE R EQUEST R ETRIEVE P AGE ................................ .......................... 24

F IGURE 20: T HE E XISTING R ETRIEVE P AGE ................................ ................................ ............................ 25

F IGURE 21: T HE N ETSCAPE L OGIN M ECHANISM ................................ ................................ .................... 25

F IGURE 22: T HE N EW R EGISTRATION B LOCK ( MAY BE INCLUDED IN ALICENSE PAGE ) .......................... 25

F IGURE 23: A S

AMPLE OF A P ROPOSED L ICENSE A GREEMENT P AGE WITH TWO L ICENSE A GREEMENTS

APPENDED -- N O R EGISTRATION B LOCKIS USED ................................ ................................ ............ 26

F IGURE 24: A S AMPLE OF THE P ROPOSED L ICENSE P AGE WITH R EGISTRATION B LOCK ATTACHED ........ 27

F IGURE 25: T

HE IMPLEMENTED SRM T OOL S ELECTION P AGE ................................ ............................... 28

F IGURE 26: T HE N EW SRM C

REATE G ROUP P AGE ................................ ................................ ................ 28

F IGURE 27: A

DDING A N EW U SER TO THE A CCESS C ONTROL S YSTEM ................................ ................... 29

F IGURE 28: I

NCLUDING U SERS FROM AN E XISTING G ROUP ................................ ................................ .... 29

F IGURE 29: T HE N EW SRM S

UBMIT S OFTWARE P AGE ................................ ................................ ........... 30

F IGURE 30: T HE N EW L ICENSING / A CCESS P OPUP FOR THE SRM S

UBMIT S OFTWARE P AGE ................ 31

F IGURE 31: I

NITIAL SRM W EB P AGE IF NO G ROUP P ARAMETER IS E NTERED ................................ ........ 32

F IGURE 32: I

NITIAL SRM W EB P AGE IF A S ECURE G ROUP N AME IS E NTERED ................................ ....... 32

F IGURE 33: A

CCESS C ONTROLFOR S CENARIO 1 - R

ETRIEVE DENVER AND ITS DEPENDENCIES .............. 33

F IGURE 34: L

ICENSE A GREEMENT W EB P AGE N UMBER O NE FOR S CENARIO 1 - R

ETRIEVE DENVER AND

ITS DEPENDENCIES ................................ ................................ ................................ ........................... 34

F IGURE 35: L

ICENSE A GREEMENT W EB P AGE N UMBER T WO FOR S CENARIO 1 - R

ETRIEVE DENVER AND

ITS DEPENDENCIES ................................ ................................ ................................ ........................... 34

Introduction

T he Software Release Management tool (SRM) is an application that is designed to aide software developers and users in the software release process. T his tool was developed byvan der Hoek, Hall,

Heimbigner and Wolf[1]. Using the Software Release Management tool, a software user can retrieve complex software systems via the internet.

Allowing users to retrieve software over the internet, however, does evoke some concern[2]. By introducing an access control layer into the SRM retrieval process, one can limit the possibilityof uninvited software retrieval and usage. Access control can be used to authenticate a user and verify authorization to retrieve the requested software package.

A licensing layer provides a means to displaya shrink-wrap license agreement prior to software retrieval[3]. T he shrink-wrap license agreement is widelyrelied upon for mass market distribution of software. Shrink-wrap agreements are unsigned license agreements which state the acceptance on the part of the user is indicated byopening the shrink-wrap packaging or, in our case, byclicking on a button labeled ^I agree to the terms and conditions~.

T he intent of this paper is to walk the reader through the Software Development Process[4] that was used to develop the licensing and access control enhancements. T he first step is to establish the requirements that are needed for SRM´s access control and licensing system. After these requirements have been established, it is time to step back and analyze the problem. T he results of this analysis is the input needed for the design of the software. T his paper follows with requirements, analysis and design sections to document each of these steps. An implementation section is used to highlight the changes to the design that were needed to successfullyimplement the enhancements.

Requirements

T he first step in the analysis process is to tryto determine what features the user would want in a licensing and access control mechanismfor SRM. T he question that comes to mind is: Howwill the

Licensing and Access Control Systems for SRM be used? I constructed four user scenarios:

1. No Licensing or Access Control systemneeded - T his is the easiest scenario to implement. T he existing SRM systemaccommodates this scenario with no improvement. It is important to keep this scenario in mind, however, when implementing a licensing and access control mechanism. T here must be an easywayfor the user to elect not to have anylicensing or access control.

2. Public Domain Software - Software released to the public domain bydefinition do not need to be access controlled. SRM should grant software retrieve permission to all users.

Each user that retrieves this software, however, mayneed to complybythe terms of a licensing agreement. It will be convenient for the user if licensing agreements fromdependent public domain systems are combined on a single web page. T his waya single click on a confirmation button will allowthe user to retrieve all of the public domain software in the dependencygraph.

3. Private access to a group of Software Systems - A group of users has a collection of proprietarysoftware releases theywould like to privatelyaccess. T his scenario allows for the private beta test of a software system. T here is no licensing requirement for access. If a user proves valid identification, access is granted.

4. Public access to a Software Group with a standard License Agreement for each

Systemwithin the Software Group - T he software developer would like the public to be able to access all released software, provided each individual has agreed to some terms and conditions. T hese terms and conditions are constant for each software release that resides within the Software Group.

I believe that the above four scenarios represent the main ways in which licensing and access control functionalitywill be used within SRM. T here are other possibilities, however. Perhaps a group of users would like to have default licensing and global access for their software group. Anylicensing and access control systemmust allowfor maximumflexibility.

SRM should not bind users to the confines of one of the situations that I have defined. Licensing and access control must be flexible enough to work with anypossible user scenario. Byexamining situations above, I discovered eight main entities or objects:

Software System- A software entity(programor group of programs) that is submitted to and retrieved fromSRM.

Software Group - A set of software systems that logicallybelong together. T he systems may be used together, or theymaybe used bythe same group of customers.

License Agreement - T he terms that a user must agree to in order to use a particular Software

Systemor Software Group.

License Agreement Page - A World-Wide-Web accessible document that a customer must read prior to obtaining access to a Software Systemor a Software Group. A License

Agreement Page mayrequire the customer to fill in personal information.

Access Control System- A systemused to insure that unwanted access to a Software System or a Software Group is not attained.

Customer - An individual who would like to retrieve a Software System.

UserId - A unique identifier for a customer or group of customers.

Password - A unique sequence of alpha-numeric characters that is known onlybya single customer, or bya group of customers. Each UserId will have a Password.

Each of the above entities must interact with each other in a specified manner. It is important to carefullydefine this interaction prior to designing the system. Howwill an Access Control System affect a Customer? What will the relationship be between a Software Group and a License Agreement?

T he list of requirements belowcompletelydefines howthe SRM Licensing and Access Control System should function:

· A Software Group will consists of a number of Software Systems.

· Each Software Systemmayoptionallyhave a License Agreement.

· Each Software Group mayoptionallyhave a License Agreement.

· T wo types of License Agreements will be available:

· T he Standard License Agreement

· A CustomLicense Agreement

· If a Software Group has a License Agreement, it becomes the default License Agreement for each Software Systemwithin the Software Group. T his default agreement maybe overridden bycreating an individual License Agreement for anyparticular Software

Systemwithin the Software Group.

· SRM will present each License Agreement on a web page.

· SRM mayoptionallycombine each Standard License Agreement with other Standard

License Agreements on a single web page. T he person who submits the Software System or who creates the Software Group can decide whether the Standard License Agreement maybe combined with:

· all other Software Systems’ Standard License Agreements,

· onlyStandard License Agreements fromsoftware submitted fromthe organization that submitted this Software Systemor

· onlyStandard License Agreements fromsoftware submitted bythe individual who submitted this Software System

· no other Standard License Agreements.

· Each Standard License Agreement mayoptionallyinclude anyof the following blocks:

· An Agreement Block for the text of the agreement.

· A Registration Block so that the user can provide personal information.

· T he CustomLicense Agreement is an alternative to the Standard License Agreement. It is defined solelybythe user as a stored web page. T he user must write the web page in the

HyperT ext Markup Language (HT ML)[4].

· A CustomLicense Agreement is not combinable with anyother License Agreements.

· Each Software Systemmayoptionallyhave an Access Control System.

· Each Software Group mayoptionallyhave an Access Control System.

· If a Software Systemor a Software Group has an Access Control System, SRM will only allowaccess to a user that has a registered UserId and corresponding Password.

· Each Software Group and Software Systemwill optionallyhave a means for a user to register for a UserId and Password.

· If a user requests registration within a Software Systemor a Software Group that is accepting newregistrations, a standard web page will appear informing the user that SRM has received the request. If the request is approved, a web page will informthe user that

SRM will email back a user identification name and password. A systemadministrator will then need to email the newuser´s UserId and Password.

Page 6

Analysis

Object Diagram s

With the help of the GradyBooch methodology[5], I drewa set of object relationship diagrams that include each of these entities. Even though I will not be implementing the SRM improvements in an object-oriented programming language, I still find value in using object-oriented analysis techniques.

In Figures 1 through 3, each cloud represents an object or entity. A square on some cloud (hereforth called objectA) represents the "has a" relationship. A line is drawn fromthis square to a circle drawn on some other cloud (hereforth called objectB). T his notation indicates that objectA "has a" objectB.

Using Figure 1 as an example, one can saythat a Software Group "has a" License Agreement. T he numbers on the diagramshowquantity. In Figure 1, note that one Software Group (designated bythe numeral 1 bythe square) has zero or one License Agreements (designated bythe 0:1 notation bythe circle).

Figure 1 : An object diagram of the high level system

Figure 1 shows four of the eight entities discussed in the Requirements section. A Software Group

consists of zero to N number of Software Systems. A Software Group has zero or one License

Agreements, and has zero or one Access Control System. Likewise, a Software Systemhas zero or one

License Agreement, and has zero or one Access Control System.

Figure 2 : An object diagram of the Access Control System and its children

Figure 2 shows the Access Control Systemand it´s underlying entities. An Access Control Systemhas

from1 to N UserId’s. Each UserId has one Password. T he diagramshows the Customer or Group of

Customers in a lighter shade to indicate that it is an outside influence and is not part of the software.

Nevertheless, each Customer or Group of Customers has one UserId and one Password.

Figure 3 : An object diagram of the license page and its children

Figure 3 shows the connection froma Software Retrieve Action to a License Agreement Page to a

License Agreement and the entities that each License Agreement has. It also illustrates a new

relationship -- the "is a" relationship. In this figure there are two types of License Agreements, a

Standard License Agreement and a CustomLicense Agreement. It is important to note that each

License Agreement "is a" Standard License Agreement or "is a" CustomLicense Agreement, but not

both. A Software Retrieve Action (or a request froma user to retrieve software) will produce 0 to N

License Pages. A License Page mayhave from1 to N License Agreements. If the License Agreement

is a Standard License Agreement it will have zero or one Agreement Blocks and zero or one

Registration Blocks. T he CustomLicense Agreement adds more flexibility. If a user does not wish to

be confined byusing the Agreement Block and Registration Block format, the user mayelect to create

a CustomLicense Agreement. T his will require writing an HT ML coded web page.

Possible Scenarios for Input

T his section looks at some of the possible input scenarios. Figure 4 shows two Software Groups,

Colorado and California. T he left side of the table shows the settings for each Software Group. Note

that the "L.A. Combinability" column indicates whether the License Agreement will be combinable

with all other License Agreements (All), onlyagreements fromthe same organization (Organization),

onlyagreements fromthe same individual (Individual), or not combinable with anyother agreement

(None). Each Software Group contains a number of Software Systems. T he right side of the table

shows settings for these systems. T he table also shows additional columns to identifywho submitted

the system, and what organization submitted the system.

Examine the two Software Groups shown in Figure 4. Note that the Colorado group has selected to

have a default License Agreement that is combinable with all other License Agreements. Colorado,

however, has no Access Control Systemin place. T he California group does have an Access Control

System, but elects not to have a default License Agreement.

Figure 4 : Possible Input Scenarios

Let us consider five different possibilities of Software Systemretrieval:

1. Retrieve "denver" and its dependencies - in Figure 4 note first that the Colorado Software

Group has no Access Control System, so anyone should be able to enter it. T he denver systemis

dependent on three other Software Systems: greeley, loveland and granby. T he denver systemhas an

Access Control Systemin place, and, so does the dependent granbysystem. T herefore, the user should

be expected to enter a valid UserId and Password for both denver and granby’s Access Control System

prior to successful retrieval. T he denver systemhas no License Agreement, but the Colorado Software

Group has defined a default License Agreement. SRM must present this default agreement to the user

prior to allowing a successful retrieval of the denver system. T he greeleyand granbySoftware Systems

also have License Agreements that will need to be presented to the user. SRM should not combine the

License Agreement for the granbysystemwith denver or greeley’s License Agreement. T his is because

the granbysystemmayonlybe combined with other systems that were submitted bythe Universityof

Northern Colorado (UNC). T he greeleyand denver Software Systems were submitted bythe

Universityof Colorado, Boulder (UCB). SRM should be able to combine the greeleyand denver

License Agreements. T his is because the denver License Agreement is combinable with all other

License Agreements and the greeleyLicense Agreement is combinable with all other systems’

agreements fromthe Universityof Colorado, Boulder.

2. Retrieve "longmont" and its dependencies - T he longmont systemhas no License Agreement

and no Access Control System. T he Colorado Software Group, however, does have a default License

Agreement. SRM should present this agreement prior to successful retrieval. T he longmont systemis

dependent on the lyons systemfromthe Colorado group and the pomona systemfromthe California

group. Access control is in place for the California group. T he user will need to enter a valid UserId

and Password for the California group prior to retrieval. T he lyons systemhas defined a License

Agreement. SRM should be able to combine this agreement with the default License Agreement

needed for the longmont system. T he pomona systemhas also defined a License Agreement.

Pomona´s agreement, however, is not combinable with anyother License Agreements. T herefore,

SRM will need to present the License Agreement for the pomona systemon a separate web page.

3. Retrieve "orange" and its dependencies - note that the California Software Group has an Access

Control System. T he user should be required to enter a valid UserId and Password before entering

into this group. T he California Group does not have a default License Agreement. T herefore, each

Software Systemwithin the California Group is responsible for setting up their own License

Agreement. T he orange Software Systemhas three dependencies: balboa, tustin and irvine. T he tustin

Software Systemis the onlyone of these with an Access Control System. A user should be expected to

correctlyenter a UserId and Password for the tustin systemprior to successful software retrieval. T he

orange systemhas a License Agreement that is combinable onlywith License Agreements for Software

Systems submitted bythe Universityof California, Irvine (UC-Irvine). Since all of the dependent

systems have been submitted byUC-Irvine, then SRM should be able to combine all of the License

Agreements, correct? No, this is not the case. T he License Agreement for the balboa systemis

restricted. It mayonlybe combined with License Agreements fromSoftware Systems submitted by

Katie. While, the orange systemwas submitted byKatie, the irvine systemwas not. In this situation,

two outcomes are possible. Both of Katie’s Software Systems (orange and balboa) could get their

License Agreements combined on a single web page. T his would leave a separate web page for the

irvine License Agreement. Alternatively, the implementation maycombine the irvine and orange

License Agreements leaving a separate web page for the balboa License Agreement. Either solution

meets the requirements.

4. Retrieve "pasadena" and its dependencies - T he pasadena systemhas an Access Control System

in place. A user would therefore need to enter a valid UserId and Password to retrieve pasadena. T he

pasadena systemis dependent on the pomona system. Both the pasadena and the pomona systems have

License Agreements. T he SRM implementation, however, should not be able to combine these

agreements. T his is because the pomona system´s License Agreement maynot be combined with any

other agreements.

5. Retrieve "venice" and its dependencies - T he venice systemdoes not have an Access Control

Systemin place. It is, however dependent on a malibu systemthat has an Access Control System.

T herefore, the user should be expected to enter a valid UserId and Password for malibu prior to

successful retrieval. Both venice and malibu have License Agreements. In this case, these agreements

should be combinable with each other.

Design

Part One: A Look at the SRM Tool

Figures 5 and 6 showthe present and proposed SRM T ool Selection Page and the present SRM Submit

Software Page. Figure 5 also shows the additions needed to the SRM T ool Selection Page. Presently,

the user creates a Software Group using the separate SRM-ADDGROUP executable. Likewise, the

user deletes a Software Group using a separate SRM-REMOVEGROUP executable. T hese functions

should each be integrated in the SRM tool. Integration is necessarybecause adding a group will no

longer be a simple task. T he proposed enhancements will require the user to select licensing and access

control options when the user creates a newgroup. Functionalitywill also need to be added to modify

the access control and licensing parameters for an existing group. T his will be accomplished this via

the ModifyGroup tool.

Figure 5 : The Present SRM Tool Selection Page and the Proposed SRM Tool Selection Page

Figure 6 : The Present SRM Submit Software Page

Figure 7 : A New Page to Create or Modify a Group

Figure 7 shows the options the user will need to select when the user creates a newgroup. T he

implementation will sensitize and desensitize these options according to what the user selects. First,

the user will fill in a Group Name. Next, the user decides if a License Agreement is required. If the

user clicks on the License Agreement box, the Standard License Agreement will become sensitized and

selected. T he user can elect to deselect the Standard License Agreement byclicking on the Custom

License Agreement box. If the user selects the Standard box, the Agreement Block, Registration

Block, and Combinable boxes are highlighted and are selectable. If the user selects the Agreement

Block box, the Scrolled T ext widget underneath it is highlighted and is editable. T he user can select

whether a Registration Block will be added to the License Agreement. T he user can also select a

combine option for the Software Systems’ License Agreements. If the user selects the CustomLicense

Agreement, the URL for HT ML file field is highlighted and can be edited.

After choosing the License Agreement details, the user can then select if an Access Control Systemis

desired. If the user chooses this box, the scrolled text field with UserId and Password information will

appear. T he user can nowadd a list of valid users and their passwords. If the user does not enter any

UserId´s or Passwords, an error box will appear informing the user that at least one UserId and

Password is needed to implement a valid Access Control System. It is possible to copya set of

UserId’s and Passwords fromanother group byselecting a group fromthe "Groups:" scrolled list

widget and clicking on the "Pull Users in" button. If it is desirable to issue newUserId’s and Passwords

at a user’s request, the user should not select the "Do NOT accept newusers" box. If this is not

desirable, the user must select the ^Do NOT accept~ option.

T he user will employthis interface to Modifyan existing Group. A page will appear asking the user to

select which group to modify. After selecting the group, the tool will fill in the information for the

selected group into the formshown in Figure 7. Clicking the Accept button will accept the changes

made to the licensing and access control policies for the group.

Figure 8 : A New Page to Remove a Group

Figure 8 shows the interface needed to remove a group. SRM will not allowa user to remove a group

that contains existing SystemReleases. T he existing ModifySystemRelease tool (see Figure 5) will be

used to change group affiliations of each release. A user can select the ModifySystemRelease tool to

rename the group the Software Systemis associated with. Byrenaming each Software System´s group, the user can move all of the Software Systems fromone Software Group to another. T he user can

therefore emptya Software Group prior to removal.

Figure 9 : New Additions to the Submit System Release and Modify System Release tools

T he interface shown in Figure 9 will be added to the Submit SystemRelease and ModifySystem

Release operations. T his interface will have an identical look and operation to the formshown in

Figure 7. T his formwill be inserted after the "FT P: and WWW Home:" fields and prior to the

"Detailed Description:" field in the existing Submit SystemRelease interface shown in Figure 6.

Likewise, the similar ModifySystemRelease page will have this formadded, where the formis filled

in with information fromthe selected release.

Part Two: A Look at the Web Browser Interface

Figure 10 : A user-view diagram showing how the system will appear when the User attempts to enter a Software

Group

Figure 10 diagrams the interaction as a user attempts to enter a group. T he user maydirectlyaccess the

existing Software List Web Page (shown in Figure 18) onlyif there is no Access Control Systemfor the

requested Software Group. If an Access Control Systemis in place, the Netscape Login Mechanism

(shown in Figure 21) will insure proper validation of the UserId and Password. Figure 11 shows

additional links fromthe Software List Web Page.

Figure 11 : A user-view diagram showing how the system will appear when the User attempts to Retrieve a

Software System

Figure 11 diagrams the interaction as a user attempts to retrieve a systemand its dependent systems.

Fromthe Software List Web Page the user will select a Software Systemto retrieve. At this point, the

existing Request Retrieve Web Page (shown in Figure 19) will appear. Dependencies for the selected

Software Systemmayexist. At this point the user mayselect to retrieve onlythe initiallyselected

Software System. T he user may, however, alternatelyselect to retrieve the initiallyselected Software

Systemand the set of Software Systems that are dependencies of the initiallyselected system. From

this page, there are four possibilities. In case one, SRM does not need to showanyAccess Control or

License Agreement interfaces for the user to retrieve each of the systems. In this case, the user can

directlyget to the SystemRetrieve Web Page. T his page confirms that one has retrieved the selected

Software Systems. In case two, there are one or more Access Control Systems defined, but there are no

License Agreements. Here, the user can retrieve the systemafter the user has entered a valid UserId

and Password for each Access Control Systemvia the Netscape Login Mechanism. In case three, there

are both Access Control Systems and License Agreements. After entering valid UserId’s and

Passwords for each Access Control System, the user sees one or more License Agreement Web Pages.

In case four, there are no Access Control Systems, but one or more License Agreements exist. In this

case, the user proceeds fromthe Request Retrieve Web Page to the License Agreement Web Page or

Pages. After the user has agreed to each License Agreement, the desired Software Systems are

retrieved.

Figure 12 : Scenario 1 - Retrieve denver and its dependencies

In the Analysis section of this paper, I defined five possibilities for Software Systemretrieval. In this

section I will examine howeach of the five different retrieves work using this design. In the scenario

shown in Figure 12, the user attempts to retrieve the denver systemand all of its dependent systems.

T he user selects the denver systemfromthe Software List Web Page. T he Request Retrieve Web Page

will then appear. In this case, the user selects the "Retrieve denver and its Dependencies" button.

Because both the denver and its dependent granbysystemhave Access Control Systems, the user will

need to enter UserId’s and Passwords for both denver and granby. T he License Agreements will appear

on two Web pages. T he denver and greeleyLicense Agreements are combinable. T he granby

Agreement will appear on its own page. If the user agrees to the terms of each License Agreement the

user proceeds to the SystemRetrieve Web Page. T his page provides confirmation that the user

successfullyretrieved the desired Software Systems.

Figure 13 : Scenario 2 - Retrieve longmont and its dependencies

In the scenario illustrated in Figure 13, the user would like to retrieve the longmont system, its

dependent lyons system, and its dependent pomona system. T here is no access control in place for the

Colorado group or for anyof the Software Systems. T here is, however, an Access Control Systemin

place for the California group. T he user will need to validlyenter a UserId and a Password for the

California group prior to retrieving the package. T wo License Agreement Pages will appear. T he

longmont and lyons agreements will be combined. T he pomona agreement maynot be combined and will therefore have its own page. After the user agrees to the three License Agreements, SRM will

retrieve the selected Software Systems.

Figure 14 : Scenario 3 - Retrieve orange and its dependencies

In Scenario 3, the user is retrieving the orange systemand its dependencies. T he California Software

Group has an Access Control System. T hus, SRM will not allowa user to see the Software List Web

Page until the user has entered a valid UserId and Password. T he dependent tustin systemalso has

access control defined, so the user must enter a valid UserId and Password for it as well. T wo License

Agreement Web Pages appear. One combines the orange and balboa systems. A second page appears

for the irvine system. If the user agrees to each of the terms in the three License Agreements, the user

will then successfullyretrieve the orange, balboa, tustin and irvine systems.

Figure 15 : Scenario 4 - Retrieve pasadena and its dependencies

Figure 15 shows the process of retrieving the pasadena systemand its dependencies. In this case, the

user provides a valid UserId and Password for the California Group Access Control System, and the

pasadena Access Control System. T he License Agreement for pomona maynot be combined with any

other agreement. T herefore, the License Agreements for pasadena and its dependent pomona system

appear on two separate License Agreement Pages.

Figure 16 : Scenario 5 - Retrieve venice and its dependencies

Figure 16 shows howa user will retrieve the venice systemand its dependent malibu system. Access

Control Systems for the California Software Group and the malibu Software Systemare in place. SRM

will combine the License Agreements for the venice and malibu Software Systems.

It is important to note that because the proposed systemis flexible, a large number of scenarios are

possible. Byhaving a flexible system, the implementation can be assured for a maximumnumber of

user situations.

Figure 17 : Registering for a Software Group or a Software System

T he capabilityto register a newuser can be implemented bycreating Software Group and Software

SystemRegistration Web Pages. Figure 17 illustrates the links for each of these Web Pages.

If the user is attempting to register for a Software Group, a web page will appear that will allowthe

user to select a group. SRM must, in this case, limit the group selection. A user would not need to

register for a group that does not have an Access Control System. A user would not be able to register

for a group that is not accepting newusers. If either of these conditions exist for a group, that group

will not appear on the Software Group Registration Web Page. Once the user has selected a group and

has pressed the "OK" button, the Successful Registration Web Page will appear. T his page will prompt

the user for an email address. A systemadministrator will then be responsible for creating a new

UserId and Password for the user. T he administrator would also need to email the newUserId and

Password to the user’s entered email address.

If the user is attempting to register for a Software System, the Software SystemRegistration Web Page

must allowthe user to select fromanygroup. If an Access Control Systemexists for the group, the

Netscape Login will verifythe user has a valid UserId and Password prior to advancing to the Software

SystemSelection Page. T he Software SystemSelection page will onlydisplaySystems that have an

Access Control Systemand are accepting newusers. Once the user has selected a systemand has

pressed the "OK" button, the Successful Registration Web Page will appear.

Figure 18 : The Existing Software List Web Page

Figure 19 : The Existing Software Request Retrieve Page

Figure 20 : The Existing Retrieve Page Figure 21 : The Netscape Login Mechanism

Figures 18 through 21 are for reference. Each shows more detail of the web pages that appear in the

interaction diagrams of Figures 10 and 11.

Figure 22 : The New Registration Block (may be included in a license page)

Figure 22 shows the Registration Block. T his block optionallyappears as part of a Standard License

Agreement. T his block allows a user to enter all of the information needed to register for a Software

System.

Figure 23 : A Sample of a Proposed License Agreement Page with two License Agreements appended -- No

Registration Block is used

Figure 23 shows a sample License Agreement Page. Note that two Standard License Agreements have

been appended to a single page. Byappending Standard License Agreements, the user is given the opportunityto read the agreement for each desired system. Pressing the ’I agree’ button confirms that

the user agrees to all of the terms in each agreement. Nowthe user mayretrieve several pieces of

dependent software with a single click.

Figure 24 : A Sample of the Proposed License Page with Registration Block attached

Figure 24 shows a second sample License Page. In this example, onlyone Standard License

Agreement appears. T his agreement contains an Agreement Block and a Registration Block.

Implementation

T he implementation of a Licensing and Access Control Systemfor SRM went according to design with

a fewnotable exceptions. Each variation to the design is documented in this section.

Part One: Enhancements to the SRM Tool

Figure 25 : The implemented SRM Tool Selection Page

T he newSRM T ool Selection Page looks identical to that planned in Figure 5. T he ordering of the

buttons was changed. T he user will use the SystemRelease tools more often than the Group tools.

T herefore, it is more intuitive to have the SystemRelease tools appear above the Group tools.

Figure 26 : The New SRM Create Group Page

Figure 26 shows the implementation for the SRM Create Group Page. T his page is similar to the

design shown in Figure 7. Some of the widget highlighting could not be accomplished due to the

limitations of the T cl/T k programming language[6]. T he design also omitted the entryfor a Group

Header. Input for a header is needed to be consistent with the original SRM Create Group function.

T he ^Do NOT accept newusers~ button in Figure 7 was replaced with an Accept NewUsers button to

be more intuitive. T he four buttons on the bottomroware consistent with other SRM pages.

Figure 27 : Adding a New User to the Access Control System

Adding, including and deleting UserId´s fromthe Access Control Systemis accomplished byusing the

three button interface shown in Figure 27. T he ^Add~ button will instantiate a popup. T he ^Add New

User~ popup will prompt the operator for a UserId and a Password.

Figure 28 : Including Users from an Existing Group

Figure 28 shows the Include operation. Pressing the include button will instantiate a popup to pull in

UserId´s fromthe selected Software Group. Each duplicate UserId will result in a popup instantiation

to notifythe user that the duplicate entrywill not be created.

Figure 29 : The New SRM Submit Software Page

Figure 29 shows the newSRM Submit Software Page. T his page is similar to that shown in Figure 6.

T he difference is the addition of the ^Access / Licensing~ button. T his button will create a popup

which will prompt the user for Licensing and Access Control parameters for the newSoftware Release.

Our original design (shown in Figure 9) indicated that I would insert the Licensing and Access Control

parameters into the Software Release page (rather than use a popup). Inserting the Licensing and

Access Control selection widgets, however, would have made the SRM Submit Software Page very

long. T he popup allows the user to more easilyignore Licensing and Access Control if desired. If the

Access / Licensing popup is not instantiated, no Access Control Systemor License Agreement will be

installed for the newSoftware Release.

Figure 30 : The New Licensing / Access Popup for the SRM Submit Software Page

Figure 30 illustrates the newLicensing / Access popup. T he look and feel of this popup is identical to

the SRM Create Group Page shown in Figures 26 through 28.

Part Two: Enhancements to the Web Browser Interface

Figure 31 : Initial SRM Web Page if no Group

Parameter is Entered

Figure 32 : Initial SRM Web Page if a Secure

Group Name is Entered

Figures 31 and 32 illustrate the initial SRM Web Page. Implementation of this page depends on the

parameters used on the http request. If no GROUP parameter or an incorrect GROUP parameter is

entered, the page shown in Figure 31 will appear. T his will prompt the user for a correct Software

Group name. Pressing the Select button will re-initiate the request with a valid GROUP parameter

inserted into the http request.

If the user is attempting to access a secure Software Group and no USERID and PASSWORD

parameters are entered, the Web Page shown in Figure 32 appears. T his page will prompt the user to

enter a valid UserId and Password combination for the requested Software Group. Pressing the Select

button will re-initiate the request with the entered USERID and PASSWORD parameters inserted into

the http request.

Once valid entryinto a Software Group is established, the Software List Web Page shown in Figure 18

will appear. T his page allows the user to select the desired Software Systemfor retrieval.

Figure 33 : Access Control for Scenario 1 - Retrieve denver and its dependencies

T he scenarios for retrieving Software Systems and their dependencies (shown in Figures 12 through 16)

were used to test the retrieve implementation. T he onlychange to the design involved the use of the

Netscape Login Mechanism. Using the Netscape Login did not allowthe flexibilityneeded for the

Software Systemretrieve operation. T here is no wayfor the Netscape Login Mechanismto examine all

of the Access Control systems within a retrieve hierarchy. T he alternative was to create the Access

Control Web Page shown in Figure 33. Because the Access Control Web Page uses cgi-bin script[7]

for its generation, it has the abilityto check all of the Access Control systems in advance. T his ^look

ahead~ capabilityis needed when a user is trying to retrieve a hierarchyof Software Systems. Using

the ^look ahead~ feature allows us to pass through each Access Control Systemprior to retrieving any

Software Systems. If a valid UserId and Password for one of the Access Control Systems in the

retrieve path can not be entered, the retrieve fails. None of Software Systems in the retrieve path can

be obtained.

T he Access Control Web Page contains all of the entryneeded to retrieve each selected Software

System. T he Web Page shown in Figure 33 has an area to enter UserId´s and Passwords for both the

denver and the granbysystems. T his meets the requirements for scenario 1 shown in Figure 12.

Figure 34 : License Agreement Web Page Number

One for Scenario 1 - Retrieve denver and its

dependencies

Figure 35 : License Agreement Web Page Number

Two for Scenario 1 - Retrieve denver and its

dependencies

Figures 34 and 35 showthe two License Agreement Web Pages for Scenario 1. T he separation of Web

Pages for each of the scenarios was implemented according to the design. Each scenario was used to

verifycorrect implementation.

Conclusions

T he work described in this paper enhances an internet accessible software release management tool.

An access control and licensing systemwas not part the original SRM implementation. Each of these

systems, however, is needed for the successful use of SRM over the internet.

Implementing licensing and access control systems to retrieve individual pieces of software is not a

complicated problem. Implementing these systems to retrieve a hierarchyof interdependent software

system, however, does add some complexity. Integrating these systems into an existing tool also adds a

degree of complexity. T he use of a clearlydefined Software Development Process was of great

assistance in breaking down a complicated problem.

T he implementation of these enhancements was successful. It is myhope that adding these

enhancements will be, in part, responsible for the success of the Software Release Management tool.

Bibliography

[1] Andre van der Hoek, Richard S. Hall, Dennis Heimbigner, and Alexander L. Wolf. Software

Release Management. T echnical Report CU-CS-806-96, Universityof Colorado Department of

Computer Science, Boulder CO 80309, August 1996.

[2] Dan Farmer, Sun Microsystems, Incorporated. Improving the Securityof Your Site byBreaking

Into it. Available on the world wide web at http://www.alw.nih.gov/Security/Docs/admin-guide-

to-cracking.101.htm .

[3] David L. Hayes, Fenwick & West LLP. Shrinkwrap License Agreements - NewLight on a Vexing

Problem. Available on the world wide web at http://www.fenwick.com/pub/shrink.html# 3 .

[4] Massachusetts Institute of T echnology/World Wide Web Consortium. Hypertext Markup

Language - 2.0 , September 1995. Available on the world wide web at

http://www.w3.org/pub/WWW/MarkUp/html-spec/html-spec_toc.html .

[5] GradyBooch. Object-Oriented Analysis and Design with Applications. Benjamin/Cummings

Publishing Company, 1993.

[6] John K. Ousterhout. Tcl and the Tk Toolkit . Addison-WesleyPublishing Company, 1994.

[7] National Center for Supercomputing Applications. The CGI Specification . Available on the world

wide web at http://hoohoo.ncsa.uiuc.edu/cgi/interface.html .