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Abstract. Concurrent programs are difficult to verify because the proof
must consider the interactions between the threads. Fine-grained con-
currency and heap allocated data structures exacerbate this problem,
because threads interfere more often and in richer ways. In this pa-
per we provide a thread-modular safety checker for a class of pointer-
manipulating fine-grained concurrent algorithms. Our checker uses own-
ership to avoid interference whenever possible, and rely /guarantee (as-
sume/guarantee) to deal with interference when it genuinely exists.

1 Introduction

Traditional concurrent implementations use a single synchronisation mechanism,
such as a lock, to guard an entire data structure (such as a list or a hash table).
This coarse-grained synchronisation makes it relatively easy to reason about
correctness, but it limits concurrency, negating some of the advantages of mod-
ern multi-core or multi-processor architectures. A fine-grained implementation
permits more concurrency by allowing multiple threads to access the same data
structure simultaneously. Of course, this makes it far harder to reason about
correctness.

There has been a lot of reseach [9,11,1,24,29] on verifying coarse-grained
concurrent programs, but hardly any on verifying fine-grained concurrency. Re-
cently, we have presented a new logic, RGSep [28], and demonstrated its use
in precisely and concisely describing the inter-thread interference of fine-grained
concurrent algorithms—thus making the proof of fine-grained concurrent pro-
grams easier. The logic merges aspects from both rely/guarantee reasoning [15]
and concurrent separation logic [18,5], giving rise to simple, modular proofs
about algorithms with intricate concurrency and dynamic memory management.

The difficulty with RGSep [28] is that it is simply a logic: users of it must
manually prove their programs correct with pen and paper. In this paper, we
automated a suitable subset of RGSep and implemented a new modular tool
that automatically verifies safety properties of a class of intricate concurrent
algorithms.

Like ESC/Java [10] and Spec# [2], our tool symbolically simulates the code
and produces verification conditions that, if proved valid, imply that the program
is correct with respect to the user-supplied pre-/post-condition pair. In doing



so, our tool splits the state (heap) into thread-local state and shared state.
We maintain this partition throughout symbolic execution using assertions that
describe the partition between the local and the shared state. The assertions are
restricted to a subset of separation logic chosen to support a form of symbolic
execution, a decidable proof theory for symbolic heaps, and the inference of
frames for handling procedure calls [3]. Our prover starts with the precondition,
symbolically executes the code deriving a postcondition, and checks that this
implies the user-supplied postcondition.

In order to handle fine-grained concurrency modularly, we require the pro-
grammer to describe the interference between threads using lightweight anno-
tations. These take the form of actions done by the program; they are much
more concise than invariants and much easier to come up with. So far, our tool
checks only safety properties: in particular, data integrity, memory leaks, and
race-conditions.? It does not check liveness properties like termination.

Our technical contributions are:

— to enrich the set of separation logic operators handled automatically (see §2.1);

— a procedure for calculating the interference imposed by the environment,
which, given an assertion, computes a weaker assertion that is stable under
interference and, hence, valid to use in a rely-guarantee proof (see §2.3);

— a symbolic execution for RGSep assertions (see §2.4);

— an automatic safety checker specialised to list-manipulating programs; and

— verification of a series of fine-grained concurrent algorithms.

In Section 3, we describe the tool by example. In particular, we demonstrate
a verification of a lock-coupling list algorithm, which highlights (1) dynamic lock
allocation; (2) memory deallocation, including locks; and (3) non-nested locking.
In Section 4, we evaluate the performance of our tool.

2 The analysis

2.1 RGSep assertions

Our tool splits the state (heap) into thread-local state and shared state, hence
our assertions specify a state consisting of two heaps with disjoint domains:
the local heap (visible to a single thread), and the shared heap (visible to all
threads). Normal formulae, P, specify the local heap, whereas boxed formulae,
, specify the shared heap.* Note that boxes cannot be nested.

Our tool accepts assertions written in the following grammar:

A,B = E1:E2 | El#EQ ‘ E0—>p | |Seg(E1,E2) |junk
P.QRS:=A|PVQ|PxQ|P-®Q|Plp, .5,
p,qu=pVq|Px[Q

3 We allow racy interference where the user specifies it, but not elsewhere.

4 More generally, we support multiple disjoint regions of shared state, and boxes are
annotated with the name r of the region: T. For clarity of exposition, we present
the analysis with respect to a single resource, and omit the subscript.



where F is a pure expression, an expression that does not depend on the heap.
All variables starting with an underscore (e.g., x) are implicitly existentially
quantified. In the assertion P*, if X contains the set of existential free variables
of P and Q, then their scope is 3X. P Q]

The first line contains the usual atomic assertions of separation logic: pure
predicates (that do not depend on the heap), heap cells (E — p), list segments
(Iseg(E1, E2)), and junk. E — p asserts that the heap consists of a single memory
cell with address E and contents p, where p is a mapping from field names to
values (pure expressions); Iseg(E1, E2) says that the heap consists of an acyclic
linked list segment starting at £ and ending at Fs; junk asserts the heap may
contain inaccessible state.

The second line contains operators for building larger formulae. Disjunction,
PV @Q, asserts that the heap satisfies P or ). Separating conjunction, P * (),
asserts that the heap can be divided into two (disjoint) parts, one satisfying P
and the other satisfying ). For notational convenience, we let pure formulae
(e.g., E1 = E5) hold only on the empty heap, and use only one connective (x)
to express both ordinary conjunction for pure formulas®, and the separating
conjunction between heap formulas. The other two operators are new.

— Septraction (—®) is defined as h = (P —® Q) <= 3hq ha. ha = h*x h; and
hi E P and hs = Q. This operation can be thought of as subtraction or
differentiation, as it achieves the effect of subtracting heap h; satisfying P
from the bigger heap ho satisfying Q).

— The “dangling” operator P|p asserts that P holds and that all locations
in the set D are not allocated. This can be defined in separation logic as
Plp,,..B,) <= PA-((EL— ) xtrue) A--- AN =((Ep — _) * true), but
it is better treated as a built-in assertion form, because it is much easier to
analyse than A and —.

(For formal definitions and further detail, please see the technical report on the
logic [28].)

Finally, the third line introduces P *[Q], the novel assertion of RGSep, which
does not exist in separation logic. It asserts that the shared state satisfies @ and
that the local state is separate and satisfies P.

Extending any separation logic theorem prover to handle the dangling oper-
ator, |p, and septraction, —®, is relatively simple. The ‘dangling’ operator can
be eliminated from all terms (see Fig. 1), except for terms containing recursive
predicates, such as Iseg. Recursive predicates require the dangling set D to be
passed as a parameter,

Isegiy, ,(E1, Ba, D) ©(Ey = By) V 3. By (tl=x, p) | p * Isegiy ,(x, Ea, D)

5 Technically, we write for example E;=F, as an abbreviation for the separation logic
formula (E1=s..E2) A emp, so that (E1=F>) x P is equivalent to (E1=s1FE2) A P.



(F—p)lp <= F#Dx(F~ p)
where [F#£{E1, ..., En} S F£E) % x F£E,)
Isegi,, ,(E, F,D")|p <= IsegltLp(E F,DuD)
(P*Q)|lp < Plp=*Qlp
(PVQ)lp < PlpVQlp

(Er = p1) =® (B2 = p2) <= E1 = Ex*p1=pa
(E1 — t1=Fs, p) —® Isegi,, , (E, E', D) <=

E\#0 % E1#D * p=p' xIsegiy (E, E1, D)| g * lsegiy ,(E2, E', D)\ 5,
where [p=p' €Y f € (dom(p) N dom(p)).p(f) = p/(f)]

(E—p)®(P*Q) < Plpx(E—p-2Q)
V(E—p—-®P)xQle
(E—p)®(PVQ) < (E—p—-®P)V (F—p—-®Q)

(PxQ)—®R < P—®(Q—-®R)
(PVQ)®R <= (P-®R)V(Q-®R)

Fig. 1. Elimination rules for P|p and septraction (—®).

We subscript the list segments with the linking field, ¢/, and any common fields,
p, that all the nodes in the list segment have. We omit the subscript when
the linking field is ¢l and p is empty. Unlike the definition of Iseg, our new
definition is imprecise: Isegi(F, E,{}) describes both the empty heap and a
cyclic list. The imprecise definition allows us to simplify the theorem prover,
as the side-conditions for appending list segments are not needed. A precise
list segment, Iseg(E7, Es), is just a special case our imprecise list segment,
Isegi(E1, Fa, {Ea}). Another benefit of the dangling operator is that some proof
rules can be strengthened, removing some causes of incompleteness. For in-
stance, the following application of the proof rule for deallocating a memory cell
{P % x—_} dispose(x) {P} can be strengthened by rewriting the precondition
and obtain {P|, xx—_} dispose (x) {P|}. Similarly, we can eliminate the sep-
traction operator from P—®Q, provided P does not contain any Iseg or junk pred-
icates (see Fig. 1). Had we allowed further inductive predicates, such as tree(F),
we would have needed an additional rule for computing (E — p) —® tree(E1).

Finally, assertions containing boxes are always written in a canonical form,
V. (P; * ) Given an implication between formulas in this form, we can es-
sentially check implications between normal separation logic formulae, by the
following lemma:

(PFPYANQF Q)= (P*[Q|F P +[Q)

Furthermore, we can deduce from P || all the heap-independent facts, such as
x # y, which are consequences of P x @), since shared and local states are always
disjoint.

5 This is important for the lazy list algorithm, as the invariant involves a list where
all the nodes are marked as deleted (have a marked field set to 1).



2.2 Interference actions and stability

RGSep assertions distinguish between the local and the shared state. Local state
belongs to a single thread and cannot be accessed by other concurrent threads.
Shared state, however, can be accessed by any thread; hence, the logic models
interference from the other threads.

In the style of rely/guarantee, we specify interference as a binary relation
between (shared) states, but represent it compactly as a set of actions (updates)
to the shared state. In this paper, we do not attempt to infer such actions;
instead, we provide convenient syntax for the user to define them.

Consider the following two action declarations:

action Lock(x) [x|->1k=0 ] [x|->1k=TID]
action Unlock(x) [x|->1k=TID] [x|->1k=0 ]

Each action has a name, some parameters, a precondition and a postcondi-
tion. For instance, Lock (x) takes a location x whose 1k field is zero, and replaces
it with TID, which stands for the current thread identifier (which is unique for
each thread and always non-zero). Crucially, the precondition and the postcon-
dition delimit the overall footprint of the action on the shared state. They assert
that the action does not modify any shared state other than x.

We abstract the behaviour of the environment as a set of actions. We say
that an assertion S is stable (i.e., unaffected by interference), if and only if, for
all possible environment actions Act, if .S holds initially and Act executes then S
still holds at the end. Assertions about the local state are stable by construction,
because interference does not affect the local state. An assertion |S| about the
shared state is stable under the action P ~~ @, if and only if, the following
implication holds

(P-®S5)+Q = 5.

The formula (P —® S) x () represents the result of executing the environment
action P ~» @ on the initial state S: that is to remove P from S and put back
Q in its place. This form of environment execution is reminiscent of the idea of
execution of specification statements [17]. The crucial difference here is that we
do not require the implication S = (P * true) to hold, which would amount to
checking that the environment can execute P ~» @ on all the states described
by S.

2.3 Inferring stable assertions

Most often, the postcondition of a critical section obtained by symbolic execution
is not stable under interference; therefore, we must find a stable postcondition
which is weaker than the original.

Assume for the time being that the rely contains a single action Act with
precondition P and postcondition @; later, we will address the general case.



Mathematically, inferring a stable assertion from an unstable assertion S is a
straightforward fixpoint computation

So=4S8 S7L+1:SHV(P—®S7I)*Q,

where S, is the result of at most n executions of Act starting from S. This
computation, however, does not always terminate, because the assertions can
contain an unbounded number of existentially quantified variables, and hence
the domain is infinite.

We approximate the fixpoint by using abstract interpretation. Our concrete
domain is the set of syntactic Smallfoot assertions, and our abstract domain is a
finite subset of normalised Smallfoot assertions that contain a bounded number
of existential variables. Both domains are lattices ordered by implication, with
true as T and false as L; V is join.

We have a lossy abstraction function « : Assertion — RestrictedAssertion that
converts a Smallfoot assertion to a restricted assertion, and a concretisation
function 7 : RestrictedAssertion — Assertion which is just the straightforward
inclusion (i.e., the identity) function. In our implementation, the abstraction
function « is computed by applying a set of abstraction rules, an adaptation
of the rules of Distefano et al. [8]. Our abstraction function ensures that any
existential variable in the final assertion is reachable from at least two normal
(program) variables. Hence, as there is a finite number of program variables
and field names, the number of existential variable is also finite. To do this, we
convert assertions such as x — _y* _y — z into a list segment. The details are at
the end of this section. Nevertheless, the technique is parametric to any suitable
abstraction function.

The fixpoint can be computed in the abstract domain as follows:
So=a(S)  Spi1=S,Va((P-®5,)*Q).

In the general case we have n actions acty,...,act,. Two natural algorithms
are to interleave the actions during the fixpoint computation, or to stabilise one
action at a time. We found that the latter strategy gives better execution times.

We now present an example of stabilisation. Consider stabilising an assertion
x — lk =0xy — lk = TID with the Lock and Unlock actions from Section 2.2.
Before stabilising, we replace variable TID in the specification of the actions with
a fresh existentially quantified variable _tid, and add assumptions _tid # 0 and
_tid # TID. The idea is that any thread might be executing in parallel with our
thread, and all we know is that the thread identifier cannot be 0 (by a design
choice) and it cannot be TID (because TID is the thread identifier of our thread).
Stabilisation will involve the first and third rules in Figure 1. In most cases,
an inconsistent assertion would be generated by adding one of the following
equalities: 0 = 1, 0 = _tid, TID = _tid. In the following fixpoint computation we



do not list those cases.

So<= alr—1lk=0xy—Ilk=TID)=xr—lk=0%y— lk=TID
action lock
Sy <= Sop V a(tid # 0% _tid # TID x x — lk = _tid x y — lk = TID)
= SV (Ltid # 0 tid £ TID % x — Ik = _tid +y — lk = TID)
<= tid # TID*x — lk = tid+«y — lk = TID
action lock
S <= 51V a(tid # 0x* _tid # TID x x — lk = _tid' * y — lk = TID)
< SV (tid # 0% tid # TID* x — lk = _tid * y — lk = TID)
= (tid £ TID %z — lk = tid * y — lk = TID) <= S;
action unlock
S3 <= Sy Va(r—lk=0xy+— Ik =TID)
< SV (v —lk=0%y+— lk=TID)
<= S5

In this case, we do not need to stabilise with respect to lock again, since unlock
produced no changes.

Adaptation of Distefano et al.’s abstraction We assume that variable
names are ordered, so that existential variables are smaller than normal variables.
We present an algorithm that abstracts a formula P = (A4; ... A,) where each
A; is an atomic formula.

1.

2.

Rewrite all equalities E = F', so that F is a single variable, which is ‘smaller’
than all the variables in F'.

For each equality E = F in P, substitute any other occurences of F in P by
F; if F is an existential variable, discard the equality.

For each A; describing a memory structure (i.e., a cell or a list segment)
starting at an existential address, find all other terms that can point to that
address. If there are none, A; is unreachable; replace it with junk. If there
is only one, then try to combine them into a list segment. If there are more
than one, so A; is shared, leave them as they are.

To combine two terms into a list segment, we use the following implication:

Ltl,pl(El, 1) LD1 * Ltl,p2(7X7 EQ) LDQ - lsegtl,plme(El, EZ) LDlﬁDg

where L1 ,(E, F)|p is Isege,p(E, F)|p or E +— (t1 = F,p) * E # D. This
is a generalisation of Distefano et al.’s rule, because our list segments record
common fields p of nodes, and the set D of disjoint memory locations. In
addition, because our list segments are imprecise, we do not need Distefano
et al’s side condition that E5 is nil or allocated separately.

Put the formulae in a canonical order, by renaming their existential variables.
This is achieved by, first, ordering atomic formulas by only looking at their
shape, while ignoring the ordering between existential variables, and then,
renaming the existential variables based on the order they appear in the
ordered formula.



If we simply ran this analysis as described above, we would lose too much
information and could not prove even the simplest programs. This is because the
analysis would abstract x— (Ik=TID, ti=_y)x*lseg(-y, z) into lseg(z, z), forgetting
that the node x was locked! Instead, before we start the fixed point calculation,
we replace existential variables in such +— assertions containing occurrences of
TID with normal variables to stop the abstraction rules from firing. As the num-
ber of normal variables does not increase during the fixpoint computation, the
analysis still terminates. At the end of the fixed point calculation, we replace
them back with existential variables. Our experiments indicate that this simple
heuristic gives enough precision in practice. We have also found that turning
dead program variables into existential variables before starting the fixed point
calculation significantly reduces the number of cases and speeds up the analysis.

2.4 Symbolic Execution of Atomic Blocks

We discharge verification conditions by performing a form of symbolic execu-
tion [16, 3] on symbolic states, and then check that the result implies the given
postcondition. Symbolic heaps are formulae of the form

Ay s ox Ay« Brix ... x By,

where each A; and B; ; is an atomic formula. The A part of a symbolic heap de-
scribes the local state of the thread, and the B part — inside the box — describes
the shared part. We use disjunction for boxed assertions to represent more com-
pactly the result of stabilisation, and avoid the duplication of the shared part
for each disjunct. Symbolic states are finite sets of symbolic heaps, representing
their disjunction. This kind of setup is typical of work on shape analysis using
separation logic [8].

We allow operations to contain non-pure (accessing the heap) expressions in
guards and assignments, by translating them into a series of reads to temporary
variables followed by an assignment or a conditional using pure expressions, e.g.
assume (x->t1==0) would be translated to temp = x->t1l; assume(temp==0),
for a fresh variable temp. We omit the obvious details of this translation.

Except for atomic blocks, the symbolic execution is pretty standard: the
shared component is just passed around. For atomic blocks more work is needed.
We describe in detail the execution of an atomic block atomic(B) {C} as Act(x)
starting from symbolic precondition X *. Intuitively, the command is executed
atomically when the condition B is satisfied. The annotation as Act (x) specifies
that command C performs shared action Act with the parameter instantiated
with z. Suppose that Act was declared as action Act(x) [P] [Q]. Our task is
to find the postcondition ¥ in the following Hoare triple:

{X «[S]} atomic(B) C as Act(x); {¥}

Our algorithm consists of 4 parts, corresponding to the premises of the following
inference rule.

{X*S} assume (B) {X«PxF} {X*P}C{X'} X'tk Q«Y stab(Q+xF)=R
{X «[S]} atomic(B) C as Act(x); {Y [R]}




Step 1. Add shared state S to the local state, and call the symbolic execution
and theorem prover to infer the frame F' such that [X * S]assume (B) [X * P«
F]. This step has the dual function of checking that the action’s precondition
P is implied, and also inferring the leftover state F', which should not be
accessed during the execution of C. The symbolic execution of assume (B)
removes cases where B evaluates to false. Notice that the evaluation of B can
access the shared state. If this step fails, the action’s precondition cannot be
met, and we report an error.

Step 2. Execute the body of the atomic block symbolically starting with X x P.
Notice that F' is not mentioned in the precondition: because of the semantics
of Hoare triples in separation logic, this ensures that command C does not
access the state described by F, as required by the specification of Act.

Step 3. Call the theorem prover to infer the frame Y such that X' - Q xY. As
before, this has the effect of checking that the postcondition () is true at the
end of the execution, and inferring the leftover state Y. This Y becomes the
local part of the postcondition. If the implication fails, the postcondition of
the annotated action cannot be met, and we report an error.

Step 4. Combine the shared leftover F' computed in the first step with the
shared postcondition @, and stabilise the result @ x F' with respect to the
execution of actions by the environment as described in Section 2.2.

Precision Similar to resource invariants of concurrent separation logic, RGSep
requires that R in the rule above is precise[19], or in the presence of memory leaks
supported. We postulate that checking for precision is unnecessary, if we drop
the rule of conjunction from RGSep, which we happen not to use in the analysis.
We are investigating a formal proof of soundness for that form of RGSep.

Read-only atomics We have a simplified rule for read-only atomic regions that
does not require an action specification:

{S} C{X'} stab(X’')=R C is read-only.

{[S]} atomic C {[R]}

3 Example: Lock Coupling List

We demonstrate, by example, that our tool can automatically verify the safety of
a fine-grained concurrent linked list. We associate one lock per list node rather
than have a single lock for the entire list. The list has operations add which
adds an element to the list, and remove which removes an element from the list.
Traversing the list uses lock coupling: the lock on one node is not released until
the next node is locked. Somewhat like a person climbing a rope “hand-over-
hand,” you always have at least one hand on the rope.

Figure 2 contains the annotated input to our tool. Next, we informally de-
scribe the annotations required, and also the symbolic execution of our tool. In
the tool the assertions about shared states are enclosed in [ ... ] brackets, rather



action Lock(z) [x|->1k=0,tl=_w ] [z|/->1k=TID,tl=_w]

action Unlock(z) [x|->1k=TID, tl=_w] [z]/->1k=0,tl=_w]

action Add(z,y) [z|->1k=TID, t1=_w] [xz/->1k=TID,tl=y * y/->tl=_w]

action Remove(z,y) [x/->1k=TID,tl=y * y[->1k=TID,tl=_z] [x/->1k=TID,tl=_z]

ensures: [a!=0 *lseg(a,0)]
init() { a = new(); a->tl = 0; a->1k

0; }

lock(x) { atomic(x->1k == 0) { x->1k = TID; } as Lock(z); }
unlock(x) { atomic { x->1k = 0; } as Unlock(z); }

requires: [a!=0 * lseg(a,0)] requires: [a!=0 * lseg(a,0)]
ensures: [a!=0 * lseg(a,0)] ensures: [a!=0 * lseg(a,0)]
add(e) { local prev,curr,temp; remove(e) { local prev,curr,temp;
prev = a; prev = a;
lock(prev); }(a) lock(prev);
atomic { curr = prev->tl; } }(b) atomic { curr = prev->tl; }
if (curr!=0) if (curr!=0)
atomic { temp = curr->hd; } atomic { temp = curr->hd; }
while(curr!=0 && temp<e) { while(curr!=0 && temp'=e) {
lock(curr); lock(curr);
unlock(prev) ; } () unlock(prev) ;

prev = curr;
prev = curr;

atomic { curr = prev->tl; }
if (curr!=0)
atomic { temp = curr->hd; }

atomic { curr = prev->tl; }
if (curr!=0)
atomic { temp

curr->hd; }

temp = new();
temp->1k= 0;
temp->hd = e;
temp->tl = curr;

if (curr!=0) {
(d) lock(curr) ;
atomic { temp = prev->tl; }
atomic { prev->tl = temp; }
as Remove(prev,curr); » (f)

atomic { prev->tl = temp; } }(p>
dispose(curr);

as Add(prev, temp);
unlock(prev) ;

) }

unlock(prev) ;

}

Fig. 2. Lock-coupling list. Annotations are in italic font.

than a box. For example, in the assertion x|->hd=9 * [y|->hd=10], the cell at
x is local whereas that at y is shared.

Note that we calculate loop invariants with a standard fixed-point computa-
tion, which uses the same abstraction function as for stabilisation.

We proceed by explaining the highlighted parts of the verification (a)-(f).

Ezecuting an atomic block (a) First, we illustrate the execution of an atomic
block by considering the first lock in the add function, following the rule in the
previous section. (Step 1) We execute the guard and find the frame.

10



prev==a * a!=0 * lseg(a,0)
assume (prev->1k == 0);
prev==a * a!=0 * prev/->lk:0,tl:_z * lseg(_z,0)

The execution unrolls the list segment, because a!=0 ensures that the list is not
empty. Then, we check that the annotated action’s precondition holds, namely
prev|->1k=0,t1=_w. (Any variable starting with an underscore, such as _w, is an
existential variable quantified across the pre- and post-condition of the action.)
The checking procedure computes the leftover formula — the frame — obtained by
removing cell prev. For this atomic block the frame is 1seg(_z,0). The frame is
not used by the atomic block, and hence remains true at the exit of the atomic
block.

Next (Step 2), we execute the body of the atomic block starting with the
separate conjunction of the local state and the precondition of the action, so
prev==a * a!=0 * prev|->1k:0,tl: z * _w=_z in total. At the end, we get
prev==a * a!=0 * prev|->1k:TID,tl: z * _w==_z.

(Step 3) We try to prove that this assertion implies the postcondition of the
action plus some local state. In this case, all the memory cells were consumed by
the postcondition; hence, when exiting the atomic block, no local state is left.

(Step 4) So far, we have derived the postcondition [prev|->1k=TID,tl=_z *
1lseg(_z,0)], but we have not finished. We must stabilise the postcondition to
take into account the effect of other threads onto the resulting state. Following
the fixed point computation of Section 2.3, we compute a weaker assertion that
is stable under interference from all possible actions of other threads. In this
case, the initial assertion was already stable.

Ezecuting a read-only atomic block (b) The next atomic block only reads the
shared state without updating it. Hence, we require no annotation, as this action
causes no interference. Symbolic execution proceeds normally, allowing the code
to access the shared state. Again, when we exit the region, we need to stabilise
the derived post-condition.

Stabilisation (c) Next we illustrate how stabilisation forgets information. Con-
sider unlocking the prev node within the loop. Just before unlocking prev, we
have the shared assertion:

Iseg(a, prev) x previ— (Ik=TID, t/=curr) * curr— (Ik=TID, t|=_z) * Iseg(_z, 0)].

This says that the shared state consists of a list-segment from a to prev, two
adjacent locked nodes prev and curr, and a list segment from _z to nil. Just
after unlocking the node, before stabilisation, we get:

lseg(a, prev) x prev—(1k=0, ti=curr) * curr— (lk=TID, tl=_z) x Iseg(_z, 0)]

Stabilisation first forgets that prev—lk = 0, because another thread could have
locked the node; moreover, it forgets that prev is allocated, because it could
have been deleted by another thread. The resulting stable assertion is:

lseg(a, curr) * curr— (Ik=TID, tI=_z) * Iseg(_z, 0)|
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Local updates (d) Next we illustrate that local updates do not need to consider
the shared state. Consider the code after the loop in add. As temp is local, the
creation of the new cell and the two field updates affect only the local state.
These commands cannot affect the shared state. Additionally, as temp is local
state, we know that no other thread can alter it. Therefore, we get the following
symbolic execution:

[a!=0 * lseg(a,prev) * prev/->1k=TID,tl=curr * lseg(curr,0)]

temp = new(); temp->lk = 0; temp->val = e; temp->tl = z;

[a!=0 * lseg(a,prev) * prev/[->lk=TID,tl=curr * lseg(curr,0)]
* temp[->1k=0,val=e, tl=curr

Transfering state from local to shared (e) Next we illustrate the transfer of state
from local ownership to shared ownership. Consider the atomic block with the
Add annotation:

[a!=0 * lseg(a,prev) * prev/->1k=TID,tl=curr * lseg(curr,0)]
* temp[->1k=0, tl=curr
atomic { prev->tl = temp } as Add(prev,temp);
[a!=0 * lseg(a,prev) * prev/->1k=TID,tl=temp
* temp[->tl=curr * lseg(curr,0)]

We execute the body of the atomic block starting with the separate conjunction
of the local state and the precondition of the action, so prev|->1k=TID,tl=curr
* temp|->1k=0,tl=curr in total. At the end, we get prev|->1k=TID,tl=temp
* temp|->1k=0,tl=prev and we try to prove that this implies the postcondi-
tion of the action plus some local state. In this case, all the memory cells were
consumed by the postcondition; hence, when exiting the atomic block, no local
state is left. Hence the cell temp is transferred from local state to shared state.

Transfering state from shared to local (f) This illustrates the transfer of state
from shared ownership to local ownership, and hence that shared state can safely
be disposed. Consider the atomic block with a Remove annotation.

[lseg(a,prev) * prev/->1k=TID,tl=curr
* curr[->1k=TID, tl=temp * lseg(temp,0)]
atomic { prev->tl = temp; } as Remove(z,y);
[lseg(a,prev) * prev/->1k=TID,tl=temp * lseg(temp,0)]
* curr/->1k=TID, tl=temp

Removing the action’s precondition from the shared state leaves the frame
lseg(a,prev) * lseg(temp,0). Executing the body with the action’s precon-
dition gives prev|->1k=TID,tl=temp * curr|->1k=TID,tl=temp and we try
to prove that this implies the postcondition of the action plus some local state.
The action’s postcondition requires prev|->1k=TID, tl=temp; so the remaining
curr | ->1k=TID, t1l=temp is returned as local state. This action has taken shared
state, accessible by every thread, and made it local to a single thread. Impor-
tantly, this means that the thread is free to dispose this memory cell, as no other
thread will attempt to access it.

12



Program  [[LOC|LOAJAct|#Iter[#Prover callsiMem(Mb)[Time (sec)]

lock coupling 50 9 4 365 3879 0.47 3.9
lazy list 58 16 6 | 246 8254 0.70 13.5
optimistic list || 59 13 5 122 4468 0.47 7.1
blocking stack|| 36 7 2 30 123 0.23 0.06
Peterson’s 17 24 | 10 | 136 246 0.47 1.35

Fig. 3. Experimental results

[lseg(a,z) * x/->1k=TID,tl=z * lseg(z,0)] * y|->1k=TID,tl=2
dispose(y);
[lseg(a,z) * x/->1k=TID,tl=2z * lseg(z,0)]

Summary Our example has illustrated fine-grained locking, in particular

— dynamically allocated locks
— non-nested lock/unlock pairs
— disposal of memory (including locks)

Other examples we handle include optimistic reads from shared memory and
lazy deletions.

4 Experimental Results

Our implementation is based on SmallfootRG, our extension of the separation
logic tool called Smallfoot [4]. The tests were executed on a Powerbook G4
1.33 GHz with 786MB memory running OSX 10.4.8. The results are reported in
Figure 3. For each example we report: the number of lines of code (LOC) and
of annotation (LOA); the number of user-provided actions (Actions); the total
number of iterations for all the fixpoint calculations for stabilisation (#Iter); the
number of calls to the underlying theorem prover during stabilisation (#Prover
calls); the maximum memory allocated during execution (Mem (Mb)), and the
total execution time (Time (sec)).

We have tested our tool on a number of fine-grained concurrency examples.
The first three (lock coupling, lazy list, optimistic list), taken from [27], all
implement the data structure of a set as a singly linked list with a lock per node.

— lock coupling The main part of the algorithm was described in Section 3.
When traversing the list, locks are acquired and released in a “hand over
hand” fashion.

— lazy list An algorithm by Heller et al [13], which traverses the list without
acquiring any locks; at the end it locks the relevant node and validates the
node is still in the list. Deletions happen in two steps: nodes are first marked
as deleted, then they are physically removed from the list.

— optimistic list Similar to lazy list, it traverses the list without acquiring
any locks; at the end it locks the relevant node and re-traverses the list to
validate that the node is still in the list.
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The next two examples are simpler: blocking stack simply acquires a lock
before modifying the shared stack; and peterson [22] is a well-known mutual
exclusion algorithm.

We have a final example of Simpson’s 431ot [26], which implements a wait-
free atomic memory cell with a single reader and a single writer. This algorithm
has been verified in both our tool, and Smallfoot. In our new tool it takes under
4 minutes, while in the original Smallfoot it took just under 25 minutes. Also,
the specification of the invariant for Smallfoot is over twice as long as the action
specification for our tool.”

|[Program [Lines of Annotation|Time (sec)]
4Slot (our tool) 42 221
4Slot (Smallfoot) 80 1448

Smallfoot requires the same invariant about shared state at every program point.
Our tool calculates all the pertinent shared states at each atomic block, so when
it enters an atomic block it does not need to consider as many possibilities as
Smallfoot.

Apart from the 4Slot algorithm, we believe our tool takes an acceptable
amount of time to verify the algorithms discussed in this section. Our exam-
ples have demonstrated the disposal of memory (lock-coupling list and blocking
stack), the optimistic reading of values and leaking memory (lazy and optimistic
list algorithms), and classic mutual exclusion problems (Peterson’s and Simp-
son’s algorithm).

5 Conclusion and Related Work

The main challenge for automatic verification of thread-based concurrent pro-
grams is finding effective techniques to reason about the interference between
threads. Fine-grained concurrency and deep heap updates exacerbate the prob-
lems. Several techniques have been proposed to support modular reasoning in
the presence of concurrency. These include partial-order reduction [6], thread-
modular model checking [11], assume-guarantee reasoning [15], and spatial sep-
aration with concurrent separation logic [18,5, 21].

Flanagan, Freund, Qadeer and Seshia [9] have a tool, called Calvin, which
uses rely/guarantee to reason about concurrent programs. It is built on top of
ESC/Java [10]. Unlike our tool, they must check interference on every instruction
as they do not have the dynamic partitioning between thread local and shared
state.

The Zing [1] model checker has been used to verify some simple fine-grained
concurrency examples [24]. The difficulty here is that the environment considered
(i.e., the inputs to the program and the actions of the surrounding environment)
must be modelled concretely due to the fact that Zing is an ezplicit-state rather

" The specification for both could be simplified if Smallfoot directly supported arrays
in the assertion language.
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than symbolic model checker. In practice this means that the proofs in [24]
consider only a limited subset of the potential set of inputs and environment
actions.

Yahav and Sagiv [29] use shape analysis to verify a non-blocking queue al-
gorithm. They provide specific instrumentation predicates for the test program
in order to guide the automatic analyser. With our approach, the user specifies
the atomic actions instead. Their tool does not attempt to decrease the level of
interleaving. In principle, it should be possible to combine our technique with
their generic analyser with the aim to reduce the number of shapes that they
need to consider because of the interference between threads.

Our tool employs a new technique which takes aspects from both assume-
guarantee and concurrent separation logic. We are not aware of any other tools
doing that. We were also unable to find in the literature case studies of au-
tomatic® verification tools on a suite of fine-grained concurrent programs. Our
work builds on mechanisms developed for program verification with separation
logic [3], and the subsequent abstract interpretation techniques for local shape
analysis [8].

We have demonstrated that our approach is effective for proving safety and
data structure integrity of several list-manipulating algorithms with fine-grained
concurrency. In the future, we want to consider other data structures, such as
trees and arrays, and to push the barrier towards proving full correctness. We
are also interested in inferring automatically the specifications of the actions
operating on the shared state, perhaps borrowing from the ideas from thread
modular shape analysis [12] or abstraction refinement [14]. More generally, we
speculate that the combination of separation logic and rely/guarantee might help
producing more effective verification tools for many more classes of concurrent
programs.
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