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Abstract

Mobile computing, wireless communications, and cheap location tracking and navigation systems have made lo-

cation data a valuable and available commodity for many different kinds of computing applications. However,

there are fears that this new wealth of personal location information will |ead to new security risks, to theinvasion

of the privacy of people and organisations. In this paper, we discuss security requirementsfaced by alocation serv-

ice in different organisational contexts. We argue that fine-grained access control requires a symbaolic location

model over which access control is specified. We outline the salient features of alocation service supporting such

a location model. The two main classical security models, Lampson’s access matrix and Bell-LaPadula’s security
labels, are analysed with view to their application to location information. We argue that those schemes need to be
generalised to deal with multiple targets in order to be applicable to location information. Based on the generalised
models, we propose a concrete security model for location information which protects both personal and organisa-
tional privacy. We have implemented this model over a prototype implementation of a general location service.

K eywor ds:. location service, access control policies, discretionary access control, mandatory access control

1. Introduction

Security of information systems are of great concern to individuals and organisations, though for different reasons.
Commercial organisations are mostly interested in the integrity of their data. The military worries more about se-
crecy (see [2] for a discussion). Individuals are concerned about privacy, which is broadly defined as personal con-
trol over the secrecy of private information.

In this paper, we consider the security requirements of a particular class of information services: a location service
[8]. A location service provides information about the physical position of located-objects. The catedocgtof
ed-objects comprises all physically mobile objects which can either be tracked or which can determine their own
position. This includes people, computers, telephones, cars, and others. A location service provides two basic func-
tions: enumerating all the located-objects at a given location, and enumerating all the known locations for a given
located-object.

The spectrum of applications for a location service is wide. It ranges from mobile telecommunication systems to
emergency assistance services and computer-supported cooperative work. As a result, location services will often
become repositories of potentially sensitive personal and corporate infornvittiene. you are andwho you are

with are closely correlated withihat you are doing. To leave this information unprotected for everybody to see is



clearly undesirable. People would feel uncomfortable if their every move could be watched anonymoudly. Simi-
larly, businesses would probably not like the idea of competitors or staff monitoring the attendance of every meet-
ing. Further, location data will be used, directly or indirectly, asinput for decision-making processes. Hence, also
the integrity of location data isimportant.

We conclude that location information needs to be protected against unauthorised disclosure and modification.
However, the exact level of protection varieswidely from context to context. Personal location services, corporate
location services, and military location service will all have different requirementsfor secrecy and integrity. Hence,
we concentrate in this paper on models for specifying security. Those models can then be used to address the re-
quirements of a specific location service.

In this paper, we shall focus on the secrecy aspects of security. We outline two typical deployment scenariosfor a
location service. Then, we explore the application of traditional mandatory and discretionary security mechanism
to our problem. We conclude with a brief description of our prototype implementation, along with a discussion of

related work.

2. Requirements

In this section, we outline two usage scenarios for alocation service. These scenarios highlight different deploy-
ment environments and the resulting sets of requirements. We are especially concerned with the balance between

security imposed by the system (mandatory security), and security specified by individuals (discretionary security).

2.1. Scenario I Intra-organisational L ocation Service

Within organisations, there is often the need to locate people in real-time. For example, trucking companies often
use GPS-based location systems to efficiently reroute vehicles when goods need to be picked up on short notice
[3]. Further examples of the use of alocation service within a organisation include computer-supported collabora-
tive work, communication with mobile workers, and | ocation-based security mechanisms. The common themein
this scenario isthat acquisition, management, and use of location information are ultimately controlled by asingle
decision-making body. We refer to this case as the intra-organisational scenario.

The security policy is set by the organisation for the wholelocation service. Typically, local discretion is permitted
only within the bounds defined by the organisational policy. The system is closed to outside access (except for lim-
ited and controlled cases). The people and mobile objectsthat areto be tracked are registered with the organi sation.

The coverage area, however, may well be very large if the tracking technology and the communication network



permit.

In this setting, both integrity and accuracy of location information are of importance, since the organisation’s proc-

esses and decisions will be affected. At least, it should be possible to tell whether information is trustworthy. Some
applications, as location-based authorisation systems, demand a very high degree of trustworthiness from the lo-
cation information. Other applications may well trade availability of information against accuracy.

As far as secrecy within organisations is concerned, we see two basic requirements: location-centric privacy and
user-centric privacy. Firstly, the organisation may want to allow only a certain group of people to find out who is
in a specific room or building. For example, a floor of a building might be ‘open’ to all the people who work there,
but not to people from other floors and buildings. Secondly, a person’s location should probably only be visible to
a restricted group of other people. For example, the managing director might be visible all the time to his or her
secretary. Other people can see him only when he is in his office.

Note: User-centric privacy is not the same as personal privacy, but rather user-centric organisational privacy. Per-
sonal privacy is an orthogonal concept.

At present, most location services fall into the intra-organisational category. However, provision of a global and

public location service will require a more general, inter-organisational approach.

2.2. Scenario Il: Global L ocation Service

In contrast to the well-controlled, relatively closed environment described above, we now discuss the scenario of
a global location service. We expect that such as service would be provided by a network of loosely cooperating
providers, very similar to today’s mobile telephone system. Customers would subscribe to one or more service pro-
viders. The providers would have roaming agreements with each other. Subscription would be necessary in order
to be tracked by the service, and also to access the service. Service level and security provisions would be governed
by a contract of law.

The applications for such a service are the same as described in intra-organisational scenario. However, a global
location service makes those applications a much more practicable proposition to small organisations and private
users. Further, there is scope for third-party location-aware services. For example, such a service might be respon-
sible to automatically inform emergency services when a distress signal from a subscriber is received. On the other
hand, users will often have to trust the service providers to obey the security policy laid down in the service con-
tract.

The global service scenario represents an open system in two ways. Firstly, roaming subscribers may encounter



service providerswhich they have not met before. Secondly, service providers may encounter unknown subscribers

in their area. There could also be competing service providers in the same area, thus further complicating the situ-

ation. The problem here appears to be mainly one of cross-domain authentication and user profile management,

which is outside the scope of this paper.

We envisage that service providers would be obliged to implement certain generic security policies, such as non-

disclosure to unauthorised third parties. Additionally, each subscriber would specify an acceptable security policy

for him or her. For example, somebody might choose to be visible to his boss at work but not at home and not on

weekends. These policies would presumably be mostly user-centric, while location-centric policies (for example,

to protect the privacy of a person’s home) could be useful, too.

Ideally, there should also be more generic ways to specify access authorisation. For example, when attending a con-
ference | would like to be visible to all the other attendees without actually knowing them. Similarly, | might wish

to be anonymous in locations matching a given constraint, such as a motor-way.

Generic authorisation constraints are especially important since the service is partitioned among many providers.

These providers must rely on local knowledge to make access control decisions. Constraints that require frequent
access to non-local information cannot be considered a scalable solution to this problem.

The requirements governing integrity and accuracy of the location information can also expected to vary widely.

Even a single subscriber could have multiple accuracy requirements for different applications.

2.3. Summary

In both scenarios, secrecy is the main concern. In scenario I, secrets of the organisation need to be protected while
individual’'s privacy is of lesser concern. In scenario Il, subscribers’ personal privacy is the main requirement. In
both cases, privacy has user-centric and location-centric components.

A location service also needs to be protected from false location data. Further, there is a need in both scenarios to
distinguish trusted from untrusted location information. The integrity of trusted information needs to be protected
against improper modifications.

In the remainder of this paper, we shall focus on models for the specification of secrecy constraints that are appli-

cable to both scenarios.

3. Location Domains

Following the approach of management domains [13], we have in [8] proposed location domains as location-de-
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pendent grouping mechanism for located-objects. Location domains are explicitly defined and bound to awell-de-
fined geographical area. Location domains are either defined as a sub-domain of another location domains, or
associated with alocated-object. We use the following naming convention for location domains:

[ <abstract area>| <geographi c area>] @[ <area>: <l abel >| <l ocat ed obj ect >]

Table | shows some examples of this naming convention.

Rm@ Hux: 449 This domain corresponds to Room 449 in Huxley Building
Level @ Hux: 4 This is Level 4 in Huxley Building

>4m@ St udent s/ Joe This is a circle of radius 4 meter around Student Joe
Rm@ St udent s/ Joe This is Joe’s current room

Table|: Examples of location names

L ocation domains provide a named representation of certain geographical areas. If alocated-object happens to be

at the same time in the same areg, it automatically and implicitly becomes a member of the location domain.

The set of location domains in the system is referred to as the location domain space, which is separate from the
management domain space. The location domain spaceis partialy ordered by domain composition. The ordering

of the domain spaceisisomorphic to the spatial containment rel ation between the areas associated with the location

domains. Thisduality isillustrated by Figure 1.

Since a domain’s geographical area may change over time, the structure of the location domain space changes.
Typically, there are well-defined sub-sets which remain fixed for physical reasons. For example, rooms in one
building do not normally move to another building. Presently, we are investigating whether effective management

policies over the location domain space can be specified using only those location domains with a fixed position.

4. Location Service

We define docation service as a shared object that provides information about the physical location of located
objects. It encapsulates resources for location tracking and positioning. Sometimes, also historical location data and
geographic information are provided.

Special-purpose location services are part of mobile telephone systems (such as GSM [10]) and computer-aided
fleet dispatch systems (see [3]). Researchers have designed and implemented small-scale general location services
(examples include[14][11][8]). A general location service facilitates context-aware applications [12], location-de-

pendent service hand-overs [6], and location-aware services in general. We expect that location services will be-



come increasingly important as mobile computing devices grow in sophistication and popularity.

Functionality and manageability of alocation service depend primarily on the location model used. We argue that
manageability (and security) require symbolic location abstractions. One such abstraction is the location domain
model described in section 3. In practice, we expect the symbolic model to be complemented by a geometric model
such as athree-dimensional coordinate space. Here, we shall concentrate on the symbolic model.

A location service over a symbolic location model offers the following basic functionality:

« given a located-object, return all the current symbolic locations of this object

« given a symbolic location, return all the located-objects currently located there

The difficulty in specifying a security model over these two functionsisindicated by their symmetry. Either func-
tion can reveal all available location information. Hence access control for both functions must be consistent.

As far as the architecture of the location service is concerned, many different processing and distribution models
are possible. However, in this paper we shall focus on architecture independent security models.

In thefollowing sections, we are going to discuss how security for asymbolic location service with those two func-
tions can be specified. We expect that the results can be applied to location models including geometric data and

to location services with more complex functionality.

5. Why is access control to location information different?

Location information essentially consists of fast-moving dynamic rel ationshi ps between multiple objects. Difficul -
ties for existing approaches are the dynamism of the information, and the fact that location information does not
consist of knowledge about objects, but of knowledge about relationships between objects.

The first difficulty mentioned above arises because management systems tend to rely on arelatively static struc-
turing of the problem domain, an example being the domain-based management framework described in [17].
There, the problem domain is structured into a graph of management domains, with each domain containing a set
of references to managed objects. Managers are expected to explicitly add objects or remove objects from a do-
main. We believe that while the domain graph should remain mostly static, dynamic location-dependent domain-
membership is required to manage mobile objects. However, thisis more an architectural problem and lies outside
the scope of thisarticle.

The second difficulty mentioned above is the actual motivation for writing this paper. We seemed to be unable to

specify security policies for location information using the standard models for access control, Lampson’s access



matrix [7] and Bell-LaPadula’s security labels (see [1]).

Traditionally, the use of access control is either mandatory (imposed by the system), or discretionary (left to the
owners of the objects). Both approaches are based on the subject-target paradigm. In mandatory access control, a
subject is allowed read access or write access to an target if certain axioms over the security labels of subject and
target are satisfied. When using discretionary access controls, an access matrix (Lampson [7]) with possible sub-
ject-action-target combinations is constructed. Access by a subject to a target with an action is granted if the cor-
responding combination is a member of the access matrix.

With location information, there is no obvious target object. If the located-object is treated as the target object, it
becomes very hard to specify a access control for all objects at a given location. If the location is made the target
object, it is difficult to specify access control for a given located-object. Using both methods in combination is not
satisfactory because the access control information would be duplicated.

In the remainder of this section, we describe how the classic access control models can be generalised to cope with
this problem. For the purpose of this discussion, we shall assume a domain-based framework with dynamic loca-

tion-dependent domain membership.

5.1. Matrix-based access control

Review In domain-based frameworks, matrix access control policies are specified by rules of the form:

<subj ect scope> {list of actions} <target scope>

Semantically, such a policy allows any subject fresubj ect scope> to perform one okl i st of ac-

ti ons> on atarget frorst ar get scope>. This corresponds to an access matrix where both subjects and tar-
gets are domains. This additional level of indirection allow for policies to be specified over groups of objects rather
than individual objects.

Application As far as location information is concerned, a typical (informal) policy is

Joe may see that Fred is |located at Buil di ng@ School

A policy with the same meaning is:

Joe may see that Buil di ng@ School encl oses Fred

Clearly, both policies specify the same thing - authorisation that Joe is allowed to observe a particular relationship,



collocation, between Fr ed and Bui dl i ng@ School . However, such apolicy cannot be expressed adequately
in the conventional subject-action-target paradigm. This limitation can be somewhat alleviated by using policies
with additional constraints [9]. By using constraints, we can actually express the required policy in a canonical

form:

Joe {testForCol ocati on(PERSON)} Buil di ng@ School WHEN PERSON=Fr ed

This specifies that Joe is allowed to perform the action t est For Col ocat i on( PERSON) on Bui | di ng@
School when PERSONequalsFr ed. Theaction, heret est For Col ocat i on( PERSON) , contains Fred asan
implicit target. Unfortunately, this necessitates the evaluation of the WHEN clause at run-time. The WHEN clause
containsan arbitrarily complex first-order logic expression, which makes alight-weight implementation somewhat
difficult. Even worse, conceptual clarity islost. The essence of the actual policy isobscured: granting authorisation
for an action that, symmetrically, affects the rights of multiple targets.

To deal with this problem, we propose the use of multi-target policies of the form:

<subj ect> {action} <target 1>...<target n>

The (informal) semantics of such apolicy is: subject is authorised to perform action over the composite entity con-
sisting of target 1 to target n. Obviously, multi-target policies are only useful for actionsthat affect multiple targets
at the same time, such as binding of component interfaces in a distributed system by athird party, or brokering of

deals. Applied to our example, thisreads:

Joe {testForCollocation} Fred, Bui | di ng@ School

For completeness’ sake, multiple subjects can also be introduced:

<subj ect 1>...<subject np {action} <target 1>...<target n>

Multi-subject authorisation policies would describe authorisations for actions which require multiple subjects to
perform an action together, such as opening a deposit locker, or authorising a cheque. A set of policies over m sub-

jects and n targets corresponds taraA n dimensional access matrix. An example:

Sweden, Finland {nediate} Israel, Syria

This policy specifies th&&weden andFi nl and may (togetherjredi at e between srael andSyri a. This
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does not convey authorisation for either Sweden or Finland to mediate alone.

Such policies are necessary for actions that operate over dynamic rel ationships between a fixed number of objects.
The objects in those relationships can collectively act as subject or target of an action. Arguably, the relationships
themselves could be promoted to first class objects, leading to an even more general solution. However, we believe
in our context the additional complexity would not be justified.

Note: The approach of multiple source scopes and target scopes is distinct from the additional grantee scope pro-
posed in [18]. This scope is used to specify object which a policy can be delegated to. Grantee-scopes are an ex-
tension facilitating the management of policies rather than extending their expressive powers. The approach

described here is orthogonal and could be combined with grantee scopes.

5.2. L abel-based access control

Mandatory access control in the domain framework is implemented by assigning security labels to management

domains. All objects within a domain inherit the domain’s label. If an object is a member of multiple domains, it
inherits the least upper bound of all its parents’ labels. Access is granted whenever the security labels for subject
and target satisfy a certain set of axioms.

Analogously to the matrix-based case, the pair of a single subject and a single target objects alone does not contain
enough information to decide whether access to location information should be allowed.

Hence, the security labels for both targets, that is location and located-object, should be consulted along with the
label of the subject. Therefore, the axioms must cater for multiple subjects and multiple targets.

Review A label consists of a fixed number of attributes. There is an equivalence relationship defined over the set
of values for each attribute. Further, attribute values may be partially or totally ordered. These relationships are
used by the axioms to establish a ‘dominates’ relationship between labels. This in turn is also a partial ordering
relation.

The most common label format, as used by Bell-LaPadula (see [1]), has two attributes. The first attributed S, a sen-
sitivity level, is totally ordered. The second attribute C, a set of categories, is partially ordered by sub-set inclusion.
A label A is said to dominate label B if both of A’s attributes are greater or equal B’s corresponding attributes

dominates(A, B) = (S, 2Sg) (C, UCR)

For the sake of brevity, we shall use the object’'s name to refer to the object’s label in the ‘dominates’ predicate.

The commonly used axioms are:

11
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e Subject S may read target T onlyddminates(S, T)
e Subject S may append target T onlgdiminates(T, S)

e Subject S may overwrite target T onlgdminates(T, S) atainates(S T)
These axioms ensure that information may only flow from objects with lower security classification to objectswith
higher classification. Thus classified information cannot be declassified by ‘normal’ operations.
Application We need to define a set of axioms of over subject and target that allow a decision to be made whether
access should be granted. In contrast to the approach described above, here we need to deal with two targets: loca-
tions and located-objects.
We wish to express the following high-level policy for mandatory access control:
Locati on data naybe disclosed only if the secrecy of neither the | ocated-
obj ect nor the location is infringed.
In this context, ‘infringement of secrecy’ translates to a flow of classified information to a target with lesser clas-
sification.
We attach security labels S, L, and O to subject, location, and located-object, respectively. The above policy can
then be expressed as follows:
S may see L at Oonly if dominates(SL) and dominates(S O).
The ‘dominates’ relationship is a partial order because the attributes values are drawn from partially ordered sets.
Therefore, instead of verifying trdominates relationship for each label in turn, we may choose to compound all
the target labels into a single label. The compound target label’s level is intended to be greater or equal then any
of the individual labels. This notion corresponds to the mathematical concept of a least upper bound (l.u.b)
lub(S)over a se& partially ordered by thdominates-relationship. We define the l.u.b. over a set of labels as fol-

lows:

ub(S x) = (Oy O S)(dominates(x, y))
(Iub(S) = x) = ub(S x) 0= (k) (ub(S z) Dddominates(x, z) - (x = 2))
In this definitionub(S, x) is a predicate that is trueis an upper bound of s8t
Using the l.u.b. of the participants’ security labels, we can express the above policy as:
S my see L at Oonly if dominates(S lub({L, O})).
The computation of the l.u.b. can be simplified because the ordering of the security labels is based on the ordering

of the labels’ attributes: sensitivity level and category set. The l.u.b of two composite labels can be constructed

13
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from the least upper bounds of the corresponding attributes of the label. That is, we compute the |.u.b. of the sen-
sitivity levels and the I.u.b. of the category set. The label consisting of both resultsisthe l.u.b. of the two original
labels. More generaly, the least upper bound of a set of attribute tuples can be computed as the tuple of the least

upper bounds of the individual attribute values:

lub({(ay, ..., ap) s (b, ..., b)g}) = (lub;({ay, by}), ... lub ({a, b)), L g

Note that the |.u.b. for each set of attribute values operates over the partially ordered set specific to that attribute.
Axioms over operations with multiple subjects can be defined analogously. Here, the compound label of all sub-
jects should be less or equal to the individual Iabels. Hence, the compound label is defined as the greatest lower
bound (g.!.b) of the subject labels.
Consider the following policy with T and S defined as sets of objects:

Smay r ead T if dominates(glb(S), lub(T)).
This policy permits a flow of information from a group S of object to a group T if object provided that the least
classified element of Sstill dominates the highest classified member of T. This shows how the Bell-LaPadula se-
curity model can be applied to actions with multiple subjects or multiple targets. Hence, Bell-LaPadulain a gener-

alised form can be applied to the problem of specifying security for location information.

6. Mandatory ver sus Discretionary Access control

From afunctional point of view, mandatory label-based access control provides a simple framework for consistent

protection of secrecy. However, individuals cannot selectively allow or restrict access to private information.

Hence, label-based access control is not a suitable mechanism to protect people’s privacy. It will therefore be fa-
voured by organisations with strong security requirements from the scenario | background. This simplicity, how-
ever, comes at the cost of reduced flexibility. Most environments from scenarios | and Il will require some kind of
matrix-based access control. These controls can be specified at the organisational level (scenario 1), or by the owner
of the information (scenario ).

From an administrative point of view, mandatory labels require a central authority for creating and assigning se-
curity labels. Therefore, a mandatory scheme is not suitable for decentralised environments, such as described in
scenario Il. Matrix-based systems can be administered either centrally (scenario 1) or in a decentralised way (sce-
nario 1). In general, central administration is less complex but not always practicable.

We believe that few environments will rely solely on mandatory label-based access control to location information.

15



The needs of most scenarios can be satisfied with matrix-based access controls, perhaps using management do-
mains and a policy notation as supporting framework. Further, security labels can be emulated by policies. The

converse does not hold.

7. What kinds of access control policies are needed?

No single monalithic access control scheme appears to work well in all or even most of the typical deployment
environments. Therefore, we advocate a mix-and-match approach which allows for orthogonal fine-grained access
control mechanisms to be chosen and combined according to the actual security requirements. Additionally, con-
ventional access control mechanism can be applied to protect the location service as awhole.

Our access control mechanism is structured into three layers: control of access, control of visibility and control of
anonymity. In an actual system, only one or two of these layers might be used. Semantically, the authorisation
granted by one layer is only a necessary precondition for the actual access authorisation. It can be overridden by
higher layers. In the following paragraphs, we describe the functionality of each of the three layers.

Access palicies specify the traditional level of access authorisation. That is, unauthorised queries are rejected.
However, in order to achieve fine-grained access control also the query results need to be considered. A single que-
ry can produce a perfectly authorised result in one set of circumstances, and an unauthorised result in a different
set of circumstances. Therefore, results which are unauthorised need to be removed from the result set. Only que-
rieswhich cannot possibly produce authorised results should be rejected strai ght away. The decision whether aque-
ry should be rejected must not allow any inference regarding the affected locations and | ocated-obj ects. Therefore,

this decision should be made without reference to the current locations of located-objects.

Joe {accessCol | ocation} Fred, Bui | di ng@ Hux

This policy states that Joe is alowed to observe collocations between Fr ed and Bui | di ng@ Hux (including

all sub-locations).

Access policies specify necessary pre-conditions which may be strengthened by policies governing anonymity and
visibility. We think of access policies as the “iron fence” surrounding the “playground” of the visibility policies
and anonymity policies described below.

Visibility policies control the level of detail released aboutltuation of particular located-object. These policies

will typically act as a filter and replace detailed location information with less detailed information. Such a substi-

tution is made possible by the hierarchic structure of the location domain space as shown in Figure 2. A set of vis-

16



ibility policies for agiven subject and located object defines a set of visible location domains.

Joe {accesslLocation} Fred, Level @ Hux: 1

This policy statesthat a co-location between Fr ed and Level @ Hux: 1 (including its sub-locations) may be ob-
served asLevel @ Hux: 1. The policy does not specify whether access is allowed or whether the identity Fr ed
should be revealed.

Anonymity policiescontrol thelevel of detail rel eased about theidentity of alocated-object at a particular location.
Thisisconceptually very similar to the visibility policiesdescribed above. Instead of using ahierarchy of locations,
we employ a hierarchy of identities as shown by Figure 3. The ordering of identities for a given located-object re-
flectsincreasing anonymity of identification. Therefore, we can automatically replace concreteidentitieswith more
anonymousidentitiesin aresult set without affecting its correctness. A set of anonymity policiesfor agiven subject

and location defines a set of visible identities.

Joe {accessl dentity} Anonynous, Bui | di ng@ Hux| ey

Joe {accessl dentity} Fred, Bui | di ng@ Huxl| ey

The first policy states that within Huxley Building (and its sub-locations), everybody should be visible as anony-
mous. The second policy specifiesan additional but non-conflicting authorisation to Joe alowing her to see Fr ed
asFr ed in Huxley Building and all its sub-locations.

Higher-level policies. The three levels of access control can be combined in different ways to implement higher-

level organisational or personal security policies. Examplesinclude:

e “Correlate publicity of location with anonymity”Such a policy corresponds quite closely to our intuition
about privacy. In a public place, we expect to be anonymous, whereas everybody knows our identity when we
are in our office. Such a style of access control can be specified directly using anonymity policies.

« “Correlate enquirer’s role with the revealed granularity of locatio®ctually, we would like to like to corre-
late the purpose of a query with the granularity of the result, but this is hard to do directly. Fortunately, the
enquirer or hisrole are often a good approximation for the purpose of the query. This high-level policy can be
refined using the visibility policies described above.

« “Do not allow outside access’ln type | scenarios, we expect this to be a common high-level policy. While
this could be expressed using visibility policies or anonymity policies (or rather, their absence), we prefer not

to over-complicate things. Access policies offer a simpler and thus more suitable mechanism to specify “hard”

17



access control (as opposed to “soft” access control with anonymity and visibility policies).
These examples show that the proposed policy types offer significant flexibility, thus enabling them to address the
requirements of a range of organisational contexts from both scenarios | and Il. Larger case-studies will be required

to evaluate the practical suitability of our approach.

8. Prototype implementation

We have implemented a location service with access control mechanisms as described in section 7. As prototyping
platform we have used a commercial object-relational database management system with a plug-in for three-di-
mensional spatial data types and operations (Informix’ lllustra [4] with 3D Spatial DataBlade [5]). Our prototype
allows for real-time data feed of symbolic location sightings (provided by Active Badges, and the UNIX ruser serv-
ice), and geometric sightings from GPS receivers. The database supports queries to located-objects and to locations
via SQL and a Web-based front-end.

The hierarchic symbolic data model was implemented on top of the spatial data types provided by the Spatial Da-
taBlade. The location domain graph is defined implicitly by the spatial contain-relationship available in the DataB-
lade module. All the logic is implemented using stored procedures in lllustra-SQL.

For access control we use a filtering approach, that is, each layer of access control is a stored procedure filtering
unauthorised results from the query results. Filters are idempotent and can be chained. We have implemented filters
implementing the access control policies (access, visibility, anonymity) as described above. The policies are also
stored in database tables.

This prototype has allowed us to verify the consistency of our location data model and the security model. We have
also learned that some parts of the location service, such as the location hierarchy and the mapping from coordi-
nates to symbolic locations, need to be implemented outside the database for efficiency reasons. This also applies

to the access control checks since they operate over the location hierarchy.

9. Related Work

Typical commercial location service implementations, as used by GSM [10] for example, need to offer strong guar-
antees for the secrecy of location data. Secrecy is ensured by closing the system to outside access and by coarse-
grained traditional access control (if there is any). More sophisticated approaches have been proposed by the re-
search community.

Researchers at Xerox PARC where among the first to recognise the security implications of a location service [15].
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In [16] they argue that different environments need different levels of protection for people’s privacy. They also
advocate user control over the disclosure of location information. The approach allows for protection of anonymity
via ‘secret groups’. They argue that in a large, heterogeneous system only the user-agent approach (as opposed to
the location service approach) can deliver a meaningful protection of privacy. Xerox PARC’s user-centric archi-
tecture is spelt out in [14]. Here, the user agent implements the access control decisions as specified by the corre-
sponding user. Access control can also be delegated to a central Location Broker to increase efficiency. Location
are not treated as first-class objects in this model, that is, no explicit policy regarding access to a specific location
can be specified.

Rizzo and others describe their work on a secure location service for an office environment in [11]. Their location
service is constructed of at tree of Locators which are location tracking subsystems. Secrecy is protected by access
control to those Locators. Capabilities are employed to allow select access to Locators. (These capabilities could,
in principle, be used to specify the range of authorised results for Locator queries.) Organisational policies are ex-
pected to be hardwired into the Locators, while discretionary policies can be specified and altered by the individ-
uals who ‘own’ the location information.

In both cases, the location services have been designed with a concrete implementation-specific security model in
mind. There is no general architecture-independent specification of security policy which could by applied to a dif-

ferent location service architecture.

10. Conclusions

In this paper, we have discussed the security requirements faced by locations services deployed in different organ-
isational environments. We have identified two likely deployment scenarios, large organisations and heterogene-
ous global services.

Both mandatory label-based protection and matrix-based protection can be applied to a location service. In both
cases, the traditional approaches need to be generalised in order to be suitable for the location service. This is be-
cause location information does not provide an obviarget object for policies and labels. If the located-object

is treated as the target object, it becomes very hard to specify a access control for all objects at a given location. If
the location is made the target object, it is difficult to specify access control for a given located-object. Using both
methods in combination is not satisfactory because the access control information would be duplicated. Therefore,

we have proposed multi-target policies for discretionary access control, and three-label axioms for mandatory pol-
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icies.

Matrix-based access control offersaflexibility and expressivenessfar superior to label-based access control. When
using a domain-based framework, the access matrix can be specified as a set of canonical policies over groups of
objects. Thus, the policy-based approach becomes scalable and manageable. Further, both centralised and decen-
tralised system can use policies. Label-based access control caters for amuch narrower set of requirements. There-
foreit is only appropriate for use in systems with very specialised requirements.

We have designed and implemented a policy-base security model alocation service based on a hierarchy of sym-
bolic locations. Our model allowsfor flexible protection of organisational and personal privacy. We have identified
three levels of protection: access protection, location anonymity and personal anonymity. These protection levels
can be provided by either mandatory or discretionary access controls.

In thefuture, we need to investigate further the application of our approach in aheavily decentralised environment,
such as described in scenario I. The challenge here lies in meaningful cross-domain authorisation of access to lo-
cation information. Especially the possibility of overlapping service areas appears to complicate this problem. Fur-

ther, we need to improve or rewrite our prototype in order to take into account scalability and performance issues.
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