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WEAK MEMORY IS HARD!

• x86 proved tricky to formalise correctly [Sarkar et al., POPL'09; 
Owens et al., TPHOLs'09]


• Bug found in deployed "Power 5" processors [Alglave et al., CAV'10]


• C++ specification did not guarantee its own key property 
[Batty et al., POPL'11]


• Routine compiler optimisations are invalid under Java and 
C++ memory models [Sevcik, PLDI'11; Vafeiadis et al. POPL'15]


• Behaviour of NVIDIA graphics processors contradicted 
NVIDIA's programming guide [Alglave et al., ASPLOS'15]
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• X86:


• Power:

XBEGIN
MOV [x] 42
MOV [y] 36
XEND

tbegin
stw x #42
stw y #36
tend

• C++:
atomic {
  *x = 42;
  *y = 36;
}
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LOCK ELISION
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lock()
ldr  W5,[X0]
add  W5,W5,#2
str  W5,[X0]
unlock()

lock()
mov W7,#1
str W7,[X0]
unlock()

{

{x := x+2
x := 1
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Loop:
ldaxr W2,[X1]
cbnz W2,Loop
mov  W3,#1
stxr W4,W3,[X1]
cbnz W4,Loop
ldr  W5,[X0]
add  W5,W5,#2
str  W5,[X0]
stlr WZR,[X1]

txbegin
ldr W6,[X1]
cbz W6,L1
txabort
L1:
mov W7,#1
str W7,[X0]
txend{x := x+2

{
x := 1
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RELATED WORK

• Dongol, Jagadeesan, and Riely (POPL '18):  
 
👎 atomicity only 
 
👎 not empirically validated  
 
👍 handle aborted transactions 
 
👎 establish metatheory
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FUTURE DIRECTIONS

• Validate our model of C++ transactions

• Account for aborted/failed transactions

• Extend Power model to handle "rollback-only" 
transactions, and tsuspend and tresume instructions

• Operational models

• Verify code that implements or uses TM
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