Towards Security By Construction

for Web 2.0 Applications




State of Web Application Security




Default is Unsafe!
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Currently Developers Do All the Heavy Lifting



http://ha.ckers.org/xss.html

Our position: Turn Things Around




Framework-supplied Safe Defaults

Application code

— I < Sounds great... but how?
= Framework * BEEP [Jim et.al., WWW’07]
libraries * JavaScript rewriting [Yu et.al., POPL’07]
N v * METS [Erlingsson et.al., HotOS’'07]
—_— . .t d__2 * MashupOS [Howell et.al., HotOS'07]

* Extending same-origin policy [Livshits et.al., PLAS’07]
Web application
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Per-widget Client-side
safe defaults enforcement




Three Types of Safe Defaults




Safe Default # 1:

Prohibit Script Execution




Blog with Comments

Don’t want to allow
JavaScript here

asian aid  (Score:2, Funny)

by User 956 (568564) on Sunday May 20, @03:06AM (#131296381)
(hitps/ /www. atomjax.com/)

(this is how Samy and
other woms

The list is intended asan aid for both web application developers and professional security auditors.
Ok, so that covers China and Japan, but what about Eurcpe and the US.?

Reply to This

Re:asian aid by MrObvious (Score:l) Sunday May 20, @03:13AM
1 reply beneath your current threshold.

Why is this needed at all?  (Score:S, Insightful)

by Anonymous Coward on Sunday May 20, @03:15AM (#15136401)

If you just make sure you always use prepared S0L statements with positional arguments, you will never have any problem 50L injection.

| suppose the over-use of PHP (which for a long time didn't even support prepared statements [does it even do it today?)) combined with stupid users that created the current situation.

Reply to This

Re:Why is this needed at all? by koh (Score:2) Sunday May 20, (@03:32AM
Re:Why is this needed at all? by billcopc (Score:2) Sunday May 20, @10:18AM

Mon Issue by encoderer (Score:2) Sunday May 20, @07:07PM

Re:Why is this needed at all? by neoform (Score:2) Sunday May 20, @04:05AM
Re:Why is this needed at all? by ThwartedEfforts (Score:2) Sunday May 20, @04:14AM

Re:Why is this needed at all? (Score:5, Informative)

by mabinogi (74033) on Sunday May 20, @04:42AM (#151536665)

(httpyf/cumulo-nimbus.com/)

It's the completely wrong answer to the problem though, as it still promotes the idea of using 5QL built by string concatenation.

The result being that QL injection is only one forgotten function call away.




Email Client (Dojo Toolkit)

=1 TV
e N T—
£ sent Mail Adam Arlen today's meeting 2005-12-19
|| Deleted Bob Baxter remaining work
+H saved Mail Carrey Crown lunch

David Davis paint
Don’t want to allow
JavaScript, either

(this is how Yahoo!
email worm came
about)

what color is good for the new office?

Let me know soon




Declaring a No-script Content Pane

Type of widget
— __

id="contentPane"” dojoType="ContentPane"
sizeMin="20" sizeShare="80"
href="Mail/MailAccount.html®

\\ HTML contents /

¥ /

Desired type of
protection




Safe Default # 2:

Provide Content and Code Isolation




Dojo Toolkit Email Client
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Mash-up Page Isolation Boundaries

Inbox (26484) Hide p Compose Mail

kmiller, Hao (2] - [stanford-network] Joost invites - Many

Rogan - [Owasp-leaders] [Fwd: Exclusive Offers for Intrusion Prevention Security Evel
Ted - tomorrow (Wednesday, May 22): Seth Hallem, CEQ, Coverity - This is a very
Luke, Wilson Ticket for Manu Ch Wednesday I Oth, San Francis

|

pcso - [calp

Zachary - Henry

sundeep - [stanforc twork] [150] Housing in 5F; know anyone lo
Michele, Yamanoor .. Alan (7] - [calphoto] OT: WEBSITES - He

feed injection
Po3} 91n23S WO}
elep |eals

us official defends Pakistan as ally
- all 64 relat

ibe Interference by Former Gonzales Aide
- all 153 rel

lete, PM tells troops in Afghanistan
CBC Mani - all 161 related »
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“Sealed” RSS News Item

Type of widget
- __

id="contentPane” dojoType="ContentPane"
sizeMin="20" sizeShare="80" Desired type of
protection

<b>Hurricane outlook is ominous</b>

\ HTML contents /

¥ /




Safe Default # 3:

Defaults for More Complex Widgets




Tree Widgets in Dojo




Enforcing Dojo Tree Isolation

1 listenTree : function(tree) {

2 var nodes = tree.getDescendants();

3 for (var i = 9; i < nodes.length; i++) {

4 if (!nodes[i].isTreeNode) { _ Connect context
5 continue;

. ) menu and tree
7 this.bhindDamNndel(nndecli1 1ahealNnde) -

8 } Give context menu the ability

° 'ee to access the underlying tree

10  this.list LLree

» crrcu-r\/.
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Conclusions




