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The Problem
• AWE must advise the UK Government on any 

potential nuclear weapon non-proliferation treaty 

• AWE would like to be able to verify treaty processes 

• This requires first modelling the processes taking 
into account various factors and features 

• The success of the solution would lead to a treaty 
that is honoured and trust being built between 
nations 



Metrics for a good system

• Trust: a bias in the processing of imperfect 
information about another party  

• Degree of Belief: the amount we believe a 
proposition is true  

• Confidence: a measure of the uncertainty we 
should have in our degree of belief in a proposition.



Outputs of a good methodology
• Ability of non-technical users (e.g. diplomats) to understand these 

representations and their results  

• Ability to represent both subjective (e.g. expert opinion) and 
objective data  

• Ability to determine which representational aspects or results are 
due to different subjective modelling decisions  

• Ability to represent and analyse dynamic, time-dependent scenarios  

• Ability to perform optimisation for measures of interest and their 
trade-offs  

• Ability to certify or formally prove that analysis outputs are correct. 



Bridging BBNs and SMT
• Our work builds on the earlier work from researchers 

across two main fields 

• Bayesian Belief Networks 

• Constrained through rules and underspecified through 
symbolic variables 

• Extending BBNs in a similar manner to Credal Networks 

• Constraint Solvers 

• SMT and Z3



Applications
• Not limited to AWE scenarios 

• BBNs are useful modelling tools for many scenarios with a 
lack of data 

• Applicable across the whole field of decision making - 
particularly security 

• Business start-ups 

• Access control for new buildings 

• Situations with lots of noise



Scenario
• Imagine an inspection by one party of another’s facility 

where  an object declared to be a weapon is stored in a 
‘box’. 

• Finely tuned radiation detectors report binary results about 
“whether nuclear material is present or not”. There are 
multiple information barriers. 

• How should we process this information, along with other 
(human) factors 

• We are uncertain, or have little data, for how an inspector 
should reason over a nuclear arms inspection result 



Bayesian Belief Networks



SMT-LIB/Z3
• Constraint solvers can be used to prove statements



Encoding BBNs in SMT
Bayesian Networks

(define-fun OP_TrustOpponent () Real  
(ite (and (= TrustOpponent 1)(= InfoGained 1)) 
(* C_2_S1_0_S1 C_0_S1)  

(ite (and (= TrustOpponent 1)(= InfoGained 2)) 
(* C_2_S1_0_S2 C_0_S2)  

(ite (and (= TrustOpponent 2)(= InfoGained 1)) 
(* C_2_S2_0_S1 C_0_S1)  
(* C_2_S2_0_S2 C_0_S2) )))) 

(declare-const COP_TrustOpponent Real)  
(assert (= COP_TrustOpponent OP_TrustOpponent)) 

SMT-LIB 2.0

Z3
sat 
(model  
  (define-fun C_2_S1 () Real 
    (/ 111.0 250.0)) 
  (define-fun z3name!2 () Real 
    (/ 189.0 500.0)) 

Automatic code generation 
!
Execution of code in Z3



Constrained BBNs
• These involve: 

• Relaxation of probabilities (in a bounded, Credal-like 
manner) 

• Ambient, logical constraints (dictated by the treaty) 

• Allows us to run models where we are uncertain of the 
initial conditions (or some values) 

• Constraints could be as complex as semantic glue to 
merge multiple models together to test



Types of analysis
• Search space and maximise or minimise variables 

(Example 1, to follow) 

• Relaxed, symbolic probabilities (Example 1 and 2) 

• Compare and constrain multiple models together 
(Example 2 and 3) 

• New variables and metrics (distances between 
variables/models, sensitivity scores) (Example 2) 

• Check for validity using logical arguments (Example 3)



Example 1
• Relax probabilities in some of the probability node 

tables from their concrete values to α and 1-α 

• Ask questions such as: 

• Maximise or minimise over a distribution 
(marginal, joint, etc) 

• Sensitivity analysis (and minimise)
C_4_S1 = Real('C_4_S1') 
s.add(Believeweaponspresent == 1) 
m = maxopt(C_4_S1, 0.000000001) 
print m



Sensitivity

As well as providing concrete numerical results for BBNs, 
we could report the results from credal networks in a 
constraint solver instance to maximise a scenario to create 
an (in)sensitive BBN



Example 2
• Constrain two (or more) models together 

• Ask how large a difference in output probabilities 
can they be? 

• Useful for when checking two different models that 
two different analysts have designed

(declare-const DIFF Real) 
(assert (= DIFF (abs  
(- COP_Believeweaponspresent_mod1 COP_Believeweaponspresent_mod2)))) 



Left: A more detailed BBN model!

Above: 3-D plot showing the maximum of 
variable DIFF where x and y axes represent the 
probability of ConversationBelief = T in the 
simple, respectively, detailed model !

Model Comparison



Example 3
• For a distinct valued threshold th, will two models agree 

that their output probabilities, pr and pr’ respectively are 
either both above or both below the threshold? 

!

• If unsatisfiable, then models must return the same result 

• Can then maximise th in the constraint solver

((th < pr)∧(pr′ ≤ th))∨((th < pr′)∧(pr ≤ th)) !

s.push() 
s.add(x < COP_BelieveWeapons) 
s.add(COP_Believeweaponspresent < x) 
m = maxopt(x, 0.00000000001)  
s.pop()

s.push() 
s.add(x < COP_Believeweaponspresent) 
s.add(COP_BelieveWeapons < x) 
m = maxopt(x, 0.00000000001)  
s.pop()



Related & Future work
• Iterative Systems (temporal, arms race modelling) 

• BBNs in Iterative Systems  

• Game Theory 

• Scalability (e.g. number of under specifications) 

• Certification (independently replicate results)



Conclusions
• We have demonstrated a methodology for 

extending BBNs to cBBNs and interacting with 
them through SMT abstractions 

• SMT abstractions enable an efficient optimisation 
method for answering queries on arms verification 
scenarios 

• The scenario presented is specific, but the 
methods applicable to other areas in computer 
security and process security



Appendices



A screen from the BBN 
tool 

!
Nodes and their 
dependencies are 
automatically detected 
and the probability 
tables are built so that 
a user can enter the 
conditional 
probabilities for that 
node.



Default questions are customisable and will generate the 
necessary SMT-LIB code to be run in the solver, but extra 
information can be used, or the structural code recovered 
to edit and use as one pleases



The code is run and the 
full model results reported. 
!
This is arguably not that 
useful yet to the average 
user.


