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Abstract

University exams require a large amountof dedicated
preparation,planning, and careful execution. This ex-
tendedabstracbriefly coverstheissuesandtechnologies
involvedin systematicallysecuringa teachinglab to en-
ableanexamto take place. It describes Ex1S the EXam
Invigilation Systemwhich hasalreadybeenusedsuccess-
fully to conducta programmingexam this year, and it
looks likely to be usedheaily in the coming academic
year

1 Background

Peoplelearnto programby sitting in front of a machine
andtyping. However, formal programmingexaminations
areusuallyhandwrittenonpaper Sotheskill thatis being
testeds notthe sameastheonebeinglearnt.

At Imperial College therewas a lot of experiencein
having online programmingtests. Thesewerefelt to be

2001

sufficiently securefor testing programmingskills, since
logswerealwaysavailableif therewasary concerrthata
studenthadusedunacceptableesources.

For our online testsour systemsawvererun unrestricted.
This meanghattherewereno hardwareor softwarecon-
straintsto preventstudentsrom accessingheir own files,
sendingor receving emailor evensurfingtheinternetfor
help with their test. Theseactvities were restrictedby
studenthonesty(andthethreatthatcheatingvould be de-
tected)andinvigilators’ diligence.

Ourregulationsaresuchthatoneof thenecessargon-
ditionsfor passinghe programmingcourseis thata stu-
dentmustpassthe final examination. It wasfelt thatthe
systemof checkinglogs wasnot workablefor the exami-
nationasit would placetoo muchonuson thelecturerto
checkhugelogslooking for possiblecheating.

Theexperienceof theonlinetestscreateda demandor
examining large numbersof students,concurrently on-
line. Fortunately the tools availablefor a standard.inux
platformaresuchthatwriting asystemnfor runningexam-
inationswith limited network accesseemedeasible[1].
LEXIS, the EXam Invigilation System, is arigorouslyde-
velopedcombinationof standardools and management
systemswhich providesanextraordinarylevel of security
onastandard.inux workstation.

Thetargetsystemsarewell understood2]. They con-
sistof abouttwo hundredgeneralcces$’Cs,all running
RedHatLinux 6.2 [3] anddirectly connectedo the In-
ternet. A way of severely restrictingthe network was
neededandthemostobviousandeffective methodwould
have beento simply disconnecthe network during ary



exam. Our network topologyandhardwareare suchthat
this was a fairly straightforward option. The target ma-
chineswould thenbe requiredto function correctlywith-
out ary network. This raisedseveral concernsaboutre-
liability, synchronisationand monitoring. What would
happerif amachinehada fatalproblemduringtheexam,
sayaheadcrash?How long would it take to recover ary
data,if it waspossibleatall?
Thesdssueencouragedsto look atothersolutionsto
the problem. Leaving the network connectedalsointro-
ducesproblems.Therewerestill reliability issuescheat-
ing might be easierand the whole exam could be open
to externalattack. It wasvital thatthe worst-casdailure
of ary of the constituensystemsvould notinvalidatethe
exam. In orderfor LEXISto beasuccessthesafety secu-
rity, andreliability of penandpaperhadto be matched.

2 Requirements

Although most peopleare familiar with the securityar
rangementsvhich accompap an official examination,
they are not often encounteredn a systemsadministra-
tion context. LEXIS neededo be developedto meetre-
quirementsspecifiedby academicsywho were not inter-
estedn alteringrequirementbecaus®f implementation
issueghatwereraised.

2.1 Aims
The softwaremustprovide:
o familiarlab-like environmentduringexams,
¢ all resourcemecessaryo completeexam,
e securesrvironmentfor completingexam,
e securaneangf collectingexamanswers.
Thesoftwaremustprevent:
e accesdo unauthorisediata,
e accesdo otheruserson the network,

e distractionor interferencefrom other userson the
network.

Someexamsmay involve providing studentswith tem-
plates,stubcodefragmentsor otherdata. Likewise, the
studentwill be requiredto createor modify files as part
of the exam. The studentswill not have accesgo shared
network volumes sothefiles will needto be providedby
LEXIS.

Each completedexam submissionmust be securely
storedand associatedvith the right candidatenumber
Exam submissiongnustbe available only to the LEXIS
administrator

As with any otherexamination,studentswill only be
allowed accesdo permittedresourcesln additionto the
usualphysicalprecautionsof a written exam (no books,
paper phonespdas.etc), the studentshouldnot have ac-
cessto unauthorizedstoreddataor communicatiorsys-
temson the workstation. It is alsoimportantto make
surethatotheruserson the network do not interferewith
the studentduringthe exam, the on-line equivalentof the
noisy studentsn the corridor outsideanexam.

3 Moredetailedrequirements

LEXIS needgo be managedrom a mastersener, which
will only be accessibldy authorisedisers(examination
officersandtrustedadministrators) While a workstation
is in exammode,only connectiongo andfrom themaster
senerwill beallowed.

Studentswill login with theircandidatewumberastheir
usernameandpasswerd. This meangherewill be a sep-
aratesystemaccountfor every studenttaking the exam
(wherea candidatenumberis not available, someother
uniqueidentifier mustbe used). All files createdwill be
uniquely identifiable as belongingto that student. The
exam accountshave no specialprivileges. All work will
be donein the/examareaon the disk.

Thereis not enoughdisk spaceon lab machinesfor a
separatelean‘exam” installation,sothenormallabsetup
will haveto besecuredThisis lessof adisadwantagehan
it appearsasit removesthetaskof synchronisingrormal
andexam setups.Lik ewise, it will highlight ary areasof
concernwith the securityof the standardab setup. Se-
curingthe machineinvolvesseveral stages:

e warnandlog outary existing users,

e preventary furtherlogins,



e displaywarningonscreen,

e shutdown all daemongespeciallyall network ser
vicesandthe automounter),

¢ enablefirewalling rules (no incoming or outgoing
paclets,exceptonespecifidink totheLEX IS sener),

e unmountall non-essentidilesystems,

e remountroot directory with 'nosuid’ option - this
turns off all set-useridbits, which meansthat the
examaccountswill not be ableto affect systemde-
vices(suchasthe network) or mountfilesystems,

e clear/examarea,

o clearall otherdirectorieswhich have beenwriteable
(/tmp, /var/tmp and so on). This will be done by
traversingthe whole directory structureon the hard
disk and clearingary directorieswith write access,
ratherthanrelying on afixedlist.

Oncethe machineis secure,t needsto be setupso that
the studentcantake theexam:

e transferaccountdetails,
e transferexamfiles,
¢ displayexamlogin screen.

Whentheexamstarts Joginswill beenabledagain(but
only for exam accounts).Whenthe studentlogsin, the
systemwill displayall messagesetby theexaminer Dur-
ing the exam, the /exam areawill be bacledup securely
acrosghenetwork to the LEX1S senerataninterval spec-
ified by theexaminer(defaultis every five minutes).

At the end of the exam (at the time specifiedby the
examiner),write accesgo the/examareawill berevoked
andlogin accesswvill beremoved. Thefilesin /examwill
becopiedsecurelyacrosghenetwork to theLEX IS sener.
Oncethefiles areconfirmedasbeingonthe LEXIS sener,
the studentwill beloggedout (if still loggedin) andthe
/exam areawill be cleared. The standardab setupwiill
thenberestored.

4 First stagesof development

As isinevitablewith all systemadministratiortasks there
wasonly shortdevelopmentime anda large areaof con-
cern. Thereforejt wasimportantto investigatecurrently
available solutions. Although the requirementsof the
projectwerevery specific,therewas a good chancethat
someof theindividual taskscould be coveredby one of
the mary securitytools, packagesand utilities available
for Linux [1].

Firewalls seemedhe mostimportantissuethathadto
be tackledso the first stepwasto investigatethe Linux
kernellevel firewalling. Linux 2.2wasthestablekernelat
thetime, sotheipchainsinterfacewasevaluated4]. The
evaluationprovedto bevery positive.

Using ipchainswould give a precisecontrol over the
network traffic to and from eachworkstationinvolved
in the exam. While this is not a novel ideato anyone
who hasbeenusing ipchains,the key factoris that us-
ing ipchainsprovidesan easyway to achieve temporary
network securitywhile still allowing certainconnections
suchasOpenSSHS5] connectiondo a centralsener.

Most firewalling schemesare designedto be perma-
nent; the rules are designedto be in placefor perpetu-
ity. With LEXIS, therulesarein placefor a few hours.
Not only do the rules have to be automaticallyapplied,
they have to be removed aswell. While the techniques
involved are straightforvard, they have to be absolutely
reliable: a client machines network connectvity cannot
berestoredduringthe exam periodif we losecontact.

We could now write software to enablethe manage-
mentand monitoring of examsin realtime. Regularre-
mote copiesof all studentwork could be keptin caseof
catastrophelf therewassomethingnvrongwith the exam
guestionsnew versionscould be sentto all studentma-
chines.Thiswould requireafile transfermechanism.

Since security and reliability were of paramountim-
portance,ary file transferhadto be safefrom intercep-
tion andcorruption.SincetherewasalreadyanOpenSSH
connectionpresent,we neededa way to safely transfer
files over that connection. This was achieved by uuen-
codingthefile to preventary accidentswith controlchar
acters,and an MD5 checksumwastaken. The protocol
we decidedto usewasto sendthe filename,numberof
lines, MD5 checksumthenthe data. This would be im-
plementedntheclientandsener sidefor 2-way transfer



of data(sendingexam stubsandervironmentfiles to the
client,andsendingdumpsbackto the sener).

Having taken careof externalthreats,network akuse,
backups,synchronisationand disasterrecovery it was
alsoimportantto preventstraightforwardcheating.

Mostof theactiities which constitutellegal behaiour
by studentsare privilegedoperationson the system.Op-
erationssuchasmountingdisksandcreatingtrustednet-
work socletsrequireeitherrootacces®r set-uidrootfile
permissions.By remountingthe root filesystemwithout
set-uidbits active, mostcheatings eliminated.A positive
side effect of this operationis that somesystembinaries
that are installed setuid root (notably man and ssh) are
alsodisabled.This would preventthe studentoggedinto
the machinefrom usingthe OpenSSHlient to attackthe
only opennetwork channel(ie the sshlink to the LEXIS
sener).

5 What wasachieved

LEXIS usedrun mode4. This enabledus to finely con-
trol the runningservices.It alsomeanghe systemboots
into a securemodeif it is restartecduringanexam. Run
mode4 is currentlyunusedby RedHat,althoughall the
infrastructuras in placefor usingit.

LEXIS is acollectionof Perl[6] with XML [7] config-
urationfiles and Ruby [8] scriptswhich cover all of the
activities which constituteexaminvigilation. It currently
consistf 2000linesof Perland200linesof Ruby;.

LEXIS sener and clients communicate via an
OpenSSHJink. The LEXIs DSA public key is already
installedon all clientmachinesThe privatekey is stored,
encryptedpntheLEXIS seneronly.

A system-wideLEXIS groupis created.All examac-
counts(which arenewly created)areto bein the LEXIS
group. All filesto be accessethy the studentduringthe
examhave LEXIS groupaccesgrivileges.

Thedetailsof the examlife-cycle include:

5.1 Exam life-cycle

Sewer startup The sener readsconfig file, with list of
files, candidatesand client machines. The sener
connectdo all client machines.

Client configuration All files neededfor the exam are
transferrecto the client. New passwdand shadev
files are createdfor the candidatedor this session.
The systemPAM config files are restrictedto the
minimal setheededor the exam. Copiesaretaken
of the previous configuration. Any loggedin users
arewarned.Therun levelis changedo runlevel 4.

Client ready Firewallingisturnedon. Unauthorisegbro-
cessearekilled. Non-essentiafilesystemsare un-
mounted.All remainingfilesystemsarere-mounted
without set-uidbits andregisteredwith sener.

Exam in progress Backupsaretakenof all studentvork
attheratespecifiedby theconfigfile, typically every
5 minutes.

Exam over Thefinal stateof all userfilesis taken. The
normallab configurationis restored. The systemis
revertedto previousrun level (usually5).

6 Conclusions

On 21stMarch2001,LExIs wasusedto invigilate a pro-
grammingexam for 110 studentson over 150 machines.
The examranfor two hours,6600dumpsweretaken, to-
talling 60 MB of data. A CD of final examanswersvas
createdor thelecturersto mark.

The examwasadministeredrom onesener, although
the machinein questionwas running very low on re-
sourceshaving to maintain 300 concurrentssh connec-
tions(anadminconnectionanda separateonnectiorfor
dumps).The batching/ forking codewasaddedafterthe
first full-scaletest,whereit took over 30 minutesto ini-
tialise 100 machines.Adding in parallelismbroughtthe
systemstart-uptime down to about5 minutes.

No problemsaroseduring the examination. The pass
rate was higher thanwould have beenexpectedhad the
sameexambeensaton paper

LEXIS is available under the GPL
http://iwww.doc.ic. ac. uk/ “mwico de/ lex is/ .
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