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Abstract

University exams require a large amountof dedicated
preparation,planning, and careful execution. This ex-
tendedabstractbriefly coverstheissuesandtechnologies
involved in systematicallysecuringa teachinglab to en-
ableanexamto take place.It describesLEXIS theEXam
InvigilationSystem,whichhasalreadybeenusedsuccess-
fully to conducta programmingexam this year, and it
looks likely to be usedheavily in the comingacademic
year.

1 Background

Peoplelearnto programby sitting in front of a machine
andtyping. However, formal programmingexaminations
areusuallyhandwrittenonpaper. Sotheskill thatis being
testedis not thesameastheonebeinglearnt.

At Imperial College therewas a lot of experiencein
having online programmingtests. Thesewerefelt to be

sufficiently securefor testingprogrammingskills, since
logswerealwaysavailableif therewasany concernthata
studenthadusedunacceptableresources.

For our onlinetestsour systemswererun unrestricted.
This meansthat therewereno hardwareor softwarecon-
straintsto preventstudentsfrom accessingtheirown files,
sendingor receiving emailor evensurfingtheinternetfor
help with their test. Theseactivities were restrictedby
studenthonesty(andthethreatthatcheatingwouldbede-
tected)andinvigilators’ diligence.

Our regulationsaresuchthatoneof thenecessarycon-
ditions for passingtheprogrammingcourseis thata stu-
dentmustpassthefinal examination.It wasfelt that the
systemof checkinglogswasnot workablefor theexami-
nationasit would placetoo muchonuson thelecturerto
checkhugelogslooking for possiblecheating.

Theexperienceof theonlinetestscreatedademandfor
examining large numbersof students,concurrently, on-
line. Fortunately, thetoolsavailablefor a standardLinux
platformaresuchthatwriting asystemfor runningexam-
inationswith limited network accessseemedfeasible[1].
LEXIS, theEXam Invigilation System, is a rigorouslyde-
velopedcombinationof standardtools andmanagement
systemswhichprovidesanextraordinarylevel of security
on a standardLinux workstation.

Thetargetsystemsarewell understood[2]. They con-
sistof abouttwo hundredgeneralaccessPCs,all running
RedHatLinux 6.2 [3] and directly connectedto the In-
ternet. A way of severely restricting the network was
needed,andthemostobviousandeffectivemethodwould
have beento simply disconnectthe network during any
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exam. Our network topologyandhardwarearesuchthat
this wasa fairly straightforward option. The target ma-
chineswould thenberequiredto functioncorrectlywith-
out any network. This raisedseveral concernsaboutre-
liability, synchronisation,and monitoring. What would
happenif amachinehada fatalproblemduringtheexam,
saya headcrash?How long would it take to recover any
data,if it waspossibleat all?

Theseissuesencouragedusto look atothersolutionsto
the problem. Leaving the network connectedalsointro-
ducesproblems.Therewerestill reliability issues,cheat-
ing might be easierand the whole exam could be open
to externalattack. It wasvital that theworst-casefailure
of any of theconstituentsystemswouldnot invalidatethe
exam.In orderfor LEXIS to beasuccess,thesafety, secu-
rity, andreliability of penandpaperhadto bematched.

2 Requirements

Although most peopleare familiar with the securityar-
rangementswhich accompany an official examination,
they arenot often encounteredin a systemsadministra-
tion context. LEXIS neededto be developedto meetre-
quirementsspecifiedby academics,who werenot inter-
estedin alteringrequirementsbecauseof implementation
issuesthatwereraised.

2.1 Aims

Thesoftwaremustprovide:

� familiar lab-likeenvironmentduringexams,

� all resourcesnecessaryto completeexam,

� secureenvironmentfor completingexam,

� securemeansof collectingexamanswers.

Thesoftwaremustprevent:

� accessto unauthoriseddata,

� accessto otheruserson thenetwork,

� distractionor interferencefrom other userson the
network.

Someexamsmayinvolveproviding studentswith tem-
plates,stubcodefragments,or otherdata. Likewise, the
studentwill be requiredto createor modify files aspart
of theexam. Thestudentswill not have accessto shared
network volumes,sothefiles will needto beprovidedby
LEXIS.

Each completedexam submissionmust be securely
storedand associatedwith the right candidatenumber.
Exam submissionsmust be available only to the LEXIS

administrator.
As with any otherexamination,studentswill only be

allowedaccessto permittedresources.In additionto the
usualphysicalprecautionsof a written exam (no books,
paper, phones,pdas,etc),thestudentshouldnot have ac-
cessto unauthorizedstoreddataor communicationsys-
tems on the workstation. It is also important to make
surethatotheruserson thenetwork do not interferewith
thestudentduringtheexam,theon-lineequivalentof the
noisystudentsin thecorridoroutsideanexam.

3 Mor edetailed requirements

LEXIS needsto bemanagedfrom a masterserver, which
will only be accessibleby authorisedusers(examination
officersandtrustedadministrators).While a workstation
is in exammode,only connectionsto andfrom themaster
serverwill beallowed.

Studentswill log in with theircandidatenumberastheir
usernameandpassword. This meanstherewill bea sep-
aratesystemaccountfor every studenttaking the exam
(wherea candidatenumberis not available, someother
uniqueidentifier mustbe used).All files createdwill be
uniquely identifiableas belongingto that student. The
exam accountshave no specialprivileges. All work will
bedonein the/examareaon thedisk.

Thereis not enoughdisk spaceon lab machinesfor a
separateclean“exam” installation,sothenormallabsetup
will haveto besecured.Thisis lessof adisadvantagethan
it appears,asit removesthetaskof synchronisingnormal
andexamsetups.Likewise, it will highlight any areasof
concernwith the securityof the standardlab setup. Se-
curingthemachineinvolvesseveralstages:

� warnandlog out any existingusers,

� preventany furtherlogins,
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� displaywarningonscreen,

� shutdown all daemons(especiallyall network ser-
vicesandtheautomounter),

� enablefirewalling rules (no incoming or outgoing
packets,exceptonespecificlink to theLEXISserver),

� unmountall non-essentialfilesystems,

� remountroot directory with ’nosuid’ option - this
turns off all set-useridbits, which meansthat the
examaccountswill not be ableto affect systemde-
vices(suchasthenetwork) or mountfilesystems,

� clear/examarea,

� clearall otherdirectorieswhich havebeenwriteable
(/tmp, /var/tmp and so on). This will be doneby
traversingthe whole directorystructureon the hard
disk andclearingany directorieswith write access,
ratherthanrelyingon afixedlist.

Oncethe machineis secure,it needsto be setupso that
thestudentcantake theexam:

� transferaccountdetails,

� transferexamfiles,

� displayexamlogin screen.

Whentheexamstarts,loginswill beenabledagain(but
only for exam accounts).Whenthe studentlogs in, the
systemwill displayall messagessetby theexaminer. Dur-
ing theexam, the /examareawill be backedup securely
acrossthenetwork to theLEXIS serverataninterval spec-
ified by theexaminer(default is everyfiveminutes).

At the end of the exam (at the time specifiedby the
examiner),write accessto the/examareawill berevoked
andlogin accesswill beremoved.Thefiles in /examwill
becopiedsecurelyacrossthenetwork to theLEXIS server.
OncethefilesareconfirmedasbeingontheLEXIS server,
the studentwill be loggedout (if still loggedin) andthe
/exam areawill be cleared. The standardlab setupwill
thenberestored.

4 First stagesof development

As is inevitablewith all systemadministrationtasks,there
wasonly shortdevelopmenttime anda largeareaof con-
cern. Therefore,it wasimportantto investigatecurrently
available solutions. Although the requirementsof the
projectwerevery specific,therewasa goodchancethat
someof the individual taskscould be coveredby oneof
the many securitytools, packages,andutilities available
for Linux [1].

Firewalls seemedthe most importantissuethathadto
be tackledso the first stepwas to investigatethe Linux
kernellevel firewalling. Linux 2.2wasthestablekernelat
thetime,sotheipchainsinterfacewasevaluated[4]. The
evaluationprovedto beverypositive.

Using ipchainswould give a precisecontrol over the
network traffic to and from eachworkstation involved
in the exam. While this is not a novel idea to anyone
who hasbeenusing ipchains,the key factor is that us-
ing ipchainsprovidesan easyway to achieve temporary
network securitywhile still allowing certainconnections
suchasOpenSSH[5] connectionsto a centralserver.

Most firewalling schemesare designedto be perma-
nent; the rules are designedto be in placefor perpetu-
ity. With LEXIS, the rulesare in placefor a few hours.
Not only do the ruleshave to be automaticallyapplied,
they have to be removed aswell. While the techniques
involved arestraightforward, they have to be absolutely
reliable: a client machine’s network connectivity cannot
berestoredduringtheexamperiodif we losecontact.

We could now write software to enablethe manage-
mentandmonitoringof examsin real time. Regular re-
motecopiesof all studentwork couldbe kept in caseof
catastrophe.If therewassomethingwrongwith theexam
questionsnew versionscould be sentto all studentma-
chines.Thiswould requireafile transfermechanism.

Sincesecurityand reliability were of paramountim-
portance,any file transferhad to be safefrom intercep-
tion andcorruption.SincetherewasalreadyanOpenSSH
connectionpresent,we neededa way to safely transfer
files over that connection. This was achieved by uuen-
codingthefile to preventany accidentswith controlchar-
acters,andan MD5 checksumwastaken. The protocol
we decidedto usewas to sendthe filename,numberof
lines,MD5 checksum,thenthe data. This would be im-
plementedon theclientandserversidefor 2-waytransfer
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of data(sendingexamstubsandenvironmentfiles to the
client,andsendingdumpsbackto theserver).

Having taken careof external threats,network abuse,
backups,synchronisation,and disasterrecovery it was
alsoimportantto preventstraightforwardcheating.

Mostof theactivitieswhichconstituteillegalbehaviour
by studentsareprivilegedoperationson thesystem.Op-
erationssuchasmountingdisksandcreatingtrustednet-
work socketsrequireeitherrootaccessor set-uidrootfile
permissions.By remountingthe root filesystemwithout
set-uidbitsactive,mostcheatingis eliminated.A positive
sideeffect of this operationis that somesystembinaries
that are installedsetuidroot (notably man and ssh) are
alsodisabled.This would preventthestudentloggedinto
themachinefrom usingtheOpenSSHclient to attackthe
only opennetwork channel(ie the sshlink to the LEXIS

server).

5 What wasachieved

LEXIS usedrun mode4. This enabledus to finely con-
trol the runningservices.It alsomeansthesystemboots
into a securemodeif it is restartedduringanexam. Run
mode4 is currentlyunusedby RedHat,althoughall the
infrastructureis in placefor usingit.

LEXIS is a collectionof Perl [6] with XML [7] config-
urationfiles andRuby [8] scriptswhich cover all of the
activities which constituteexaminvigilation. It currently
consistsof 2000linesof Perland200linesof Ruby.

LEXIS server and clients communicate via an
OpenSSH2link. The LEXIS DSA public key is already
installedonall clientmachines.Theprivatekey is stored,
encrypted,on theLEXIS serveronly.

A system-wideLEXIS groupis created.All exam ac-
counts(which arenewly created)areto be in the LEXIS

group. All files to beaccessedby thestudentsduringthe
examhave LEXIS groupaccessprivileges.

Thedetailsof theexamlife-cycle include:

5.1 Exam life-cycle

Server startup The server readsconfig file, with list of
files, candidatesand client machines. The server
connectsto all client machines.

Client configuration All files neededfor the exam are
transferredto the client. New passwdandshadow
files arecreatedfor the candidatesfor this session.
The systemPAM config files are restrictedto the
minimal setneededfor the exam. Copiesaretaken
of the previous configuration. Any loggedin users
arewarned.Therun level is changedto run level 4.

Client ready Firewalling is turnedon. Unauthorisedpro-
cessesarekilled. Non-essentialfilesystemsareun-
mounted.All remainingfilesystemsarere-mounted
without set-uidbitsandregisteredwith server.

Exam in progress Backupsaretakenof all studentwork
at theratespecifiedby theconfigfile, typically every
5 minutes.

Exam over Thefinal stateof all userfiles is taken. The
normal lab configurationis restored.The systemis
revertedto previousrun level (usually5).

6 Conclusions

On 21stMarch2001,LEXIS wasusedto invigilate a pro-
grammingexam for 110studentson over 150machines.
Theexamranfor two hours,6600dumpsweretaken,to-
talling 60 MB of data. A CD of final examanswerswas
createdfor thelecturersto mark.

Theexamwasadministeredfrom oneserver, although
the machinein questionwas running very low on re-
sourceshaving to maintain300 concurrentsshconnec-
tions(anadminconnection,andaseparateconnectionfor
dumps).Thebatching/ forking codewasaddedafter the
first full-scaletest,whereit took over 30 minutesto ini-
tialise 100 machines.Adding in parallelismbroughtthe
systemstart-uptime down to about5 minutes.

No problemsaroseduring the examination. The pass
ratewashigher thanwould have beenexpectedhad the
sameexambeensatonpaper.

LEXIS is available under the GPL from
http://www.doc.ic. ac. uk/ ˜mw/co de/ lex is/ .
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