
HARDWARE SOFTWARE TRI-DESIGN OF ENCRYPTION FOR MOBILE
COMMUNICATION UNITS

OskarMencer, Martin Morf, MichaelJ. Flynn

ComputerSystemsLaboratory, Departmentof ElectricalEngineering
Stanford,CA 94305,USA

email: oskar@umunhum.stanford.edu

ABSTRACT

We explore the designspaceof Field ProgrammableGate
Arrays(FPGAs),ProcessorsandASICs–Hardware-Software
Tri-design– in the framework of encryptionfor hand-held
communicationunits.

IDEA (InternationalDataEncryptionAlgorithm) isused
to show the tradeoffs for the suggestedtechnologies.The
measuresfor comparingdifferentoptionsare:Performance,
ProgrammabilityandPower(

���
). Morespecificallyweuse

the Performanceto Power, or Operationsto Energy ratio
MOPS/Watt andMbits/s/Watt to compareprocessors,FP-
GAs andASICs.

We comparethe latestDigital SignalProcessor(DSP)
from Texas Instrumentsto Xilinx XC4000 seriesFPGAs.
Many DSP-like applicationsperformvery well on FPGAs.
We show the benefitsandlimitations of FPGAtechnology
for IDEA.

1. INTRODUCTION

Presentresearchexploresthe varioustradeoffs in applying
Field ProgrammableGateArrays (FPGAs),Digital Signal
Processors(DSPs),andApplicationSpecificIntegratedCir-
cuits (ASICs) to thedesignof thedigital stageof a mobile
communicationunit. While this casestudyfocuseson en-
cryptionfor mobilecommunication,we believe thatthere-
sulting methodologygivessomeinsight into the strengths
andweaknessesof ProcessorsandFPGAs.

UsingFPGAsfor computationis a relatively new field.
The mostpopulartermsfor computationwith FPGAsare
“Adaptive Computing”,“ConfigurableComputing”[6],and
“CustomComputingMachines”[2]. Themostwidely used
FPGA technologiesfor CustomComputingMachinesare
Xilinx XC4000andXC6200. We arecurrentlyusingXil-
inx XC4000FPGAswhich consistof simple4-bit lookup
tablesona2D mesh.Thisallowstheprogrammerto exploit
parallelismon thebit andnibblelevels.
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Figure1: Soundfrom themicrophone(right) goesthrough
anA/D converter, into thedigital stageof thepipeline,dig-
ital modulationandbackto analog.In theIF stage,thebi-
trate correspondsto around10 Mbits per second. In the
oppositedirection demodulationand any additional func-
tionality can be implementedin the digital domain. The
dottedlines show how the digital stageis beingexpanded
into higherfrequencies.

Performanceis themajoradvantageof FPGAsovercon-
ventionalprocessors.Ithasbeenshown that for specificap-
plicationsFPGAscanachieve speedupsover processorsof
10 to 100 times[1,2,7,8].The major advantageof FPGAs
over ASICsis programmability, which of coursehasa per-
formancepenalty. However, creatinga new configuration
on FPGAsmeansdesigninga new hardwarearchitecture.
Therefore,programmingFPGAbasedcoprocessorsisanor-
derof magnitudemorecomplicatedthanprogrammingany
conventionalprocessor.

We choseIDEA (InternationalData EncryptionAlgo-
rithm), a well known encryptionalgorithm,as the bench-
mark for this study. The major advantageof choosinga
well known applicationis that therearepublisheddesigns
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Figure2: Four 16 bit wordsof datastart in word1-4. key
is a pointerto the arrayof 52 sub-keys, 16 bits each. The
encodedblock is returnedin word1to word4after8 rounds.

in varioustechnologieswhich serve aspointsof reference.
IDEA wasdevelopedby Xuejia Lai andJamesMassey at
the SwissFederalInstituteof Technology. It wasfirst in-
troducedat EUROCRYPT in 1991[5]. IDEA encryptsor
decrypts64-bit datablocks,usingsymmetric128-bit keys.
The 128-bit keys areexpandedfurther to 52 sub-keys, 16
bits each.

Section2 describesthe communicationunit asa soft /
firmwaredefinedradio. Section3 introducesour method-
ology for hardware-softwaretri-design.Choosingtheright
technologyfor a specificapplication,e.g. IDEA. Section4
presentsananalysisof theresults,andsection5 shows our
currentconclusionsabouthardware-software tri-designin
generalandIDEA in detail.

2. THE SOFTWARE DEFINED RADIO

Modern radiosusuallyconsistof a high frequency analog
stagecloseto theantennaanda low frequency analogstage
at the userend. In the midsectionthe data-streamis han-
dledexclusively in digital form. Figure1 shows a detailed
blockdiagramof apipelineimplementingagenericcellular
phone.

With increasingclock frequenciesfor digital circuits,
the trendis to expandthedigital stagemoreandmoreinto
thehigh frequency domain.Thegoalof currentresearchin
hand-heldradiosis to increasethefunctionalityof thedig-
ital phaseof thepipelineto modulation,demodulation,and
encryption.

133MHz isafrequency atwhichwecanguaranteethatthepaperdesign
will work. Power calculationsarebasedon33MHz.

PerformanceandPower
DSPs TI TMX320C6x DEC SA-110

Technology 0.25 � m 0.35 � m
Mbits/s 53.1 32
MOPS 93 56

Clock [MHz] 200 200
Watt 6 1

Designs XC4000XL ASIC “VINCI”
Area 3200CLBs �����
	 ������

Technology 0.35 � m 1.2 � m
Mbits/s 528 180
MOPS 924 315

Clock [MHz] 33 1 25
Watt 3.15 1.5

Figure3: Thetableshows themaximalbitrate,MegaOper-
ationsperSecondMOPSfor 4 differenttechnologies.One
operationcorrespondsto onecircle in Figure2. Processors,
ASICs andFPGAsuseCMOStechnology. Power for pro-
cessorsare basedon publishedpeakpower consumption.
Power estimatesfor FPGAs are basedon [13] with pes-
simistic choiceof parameters.While estimatingpower as
proposedin [13] might not beveryaccurate,it is enoughin
orderto getasensefor theorderof magnitudeof theresult.

Currentdesignsof the digital part of a cellular phone
consistof Digital SignalProcessors(DSP)andApplication
SpecificIntegratedCircuits (ASICs) – both optimizedfor
power. Hardware-softwarecodesignmethodologyleadsto
the partition of the workload into DSPcodeandan ASIC
implementationthat canmeetthe real-timeandpower re-
quirementsof thedesign.

The major drawbackof this approachis that the func-
tionality of the ASIC part cannot be changed,unlessad-
ditional functionalityis anticipatedduringthedesignphase
of theASIC. AddingFPGAsto thedesignspacetransforms
thedesignprocessfrom hardware-softwarecodesignto tri-
design.

3. ANALYSIS OF AN ALGORITHM - IDEA

Wepresentamethodologyfor hardware-softwaretri-design
i.e. selectingtheright technologyfor aspecificalgorithm.

While the tradeoffs betweenprocessorsandASICs are
alreadywell understood,usingFPGAsfor computingismore
anart thanascience[6].

Weusetheratioof Performanceto Power, or Operations
to Energyasthebasisfor comparison.Morespecifically, the
measuresfor evaluatingeachdesignoption areOperations
per Secondper Watt or MOPS per Watt, and Mbits/s per
Watt.
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Figure4: MOPS/Wattdeterminesthepowerconsumptionof
thetechnologyfor a fixeddatarate,e.g.56 Kbits/smodem
speed.

First we take a look at the implementationof IDEA on
a DSP. We comparetwo recentDSPs: TMX320C6x from
TexasInstrumentsandStrongARM[12]SA-110from Dig-
ital. The ’C6x [9] DSPis a high performanceDSPwith 2
multipliers,4 ALUs anda 4 instructionswideVLIW archi-
tecture,requiring6 Wattat200MHz. TheStrongARM[12]
hasonly 1 three-stagemultiplier andin-orderexecution,re-
quiring 1 Watt at 200MHz. Figure2 shows thekernelloop
for oneof theeightiterationsof IDEA.

Given the available resourceson eachDSP, the ’C6x
from TI takes 30 clock cycles to computeone round of
IDEA, comparedto 50 clock cycleson theStrongARM.

Figure3 shows thevalueswe usefor comparisonof the
varioustechnologies.

Next we createa high-throughputpaperdesignfor the
PCI Pamette[11],anFPGAboarddevelopedby DEC. The
PCI Pametteconsistsof 4 Xilinx XC4020FPGAs. Maxi-
mumpipelininganda customdesignedkonstantcoefficient
multiplier (KCM in Figure 5) with minimal arearequire-
ments,lead to a high-performanceand low-power FPGA
design.Thehighperformanceis achievedby completeloop
unrollingof thekernelloop. Thiswasmadepossibleby the
fact that all the multiplicationsin IDEA aremultiplying a
dataword with a word from thekey. Maximumpipelining
leadsto a 56 stagepipeline with a latency of 4 clock cy-
clesperstage,correspondingto thedelayof the multiplier
in Figure5. The eight iterationsof the IDEA kernel loop
fill four Xilinx XC4020FPGAs(3200ConfigurableLogic
Blocks).

Power estimationwasdoneaccordingto the approach
suggestedin [13]. In order to improve the fairnessof the
comparisonof power to the peakvaluesusedfor proces-
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Figure5: The figure shows a lookup-tablebasedkonstant
coefficient multiplier. A 16 by 16 bit multiplication takes
8 clock cycles with a throughputof one 32 bit result ev-
ery four clock cycles. The numberof ConfigurableLogic
Blocks (CLBs) for the datapathdescribedabove assumes
Xilinx XC4000cells.

sors,weusedslightly morepessimisticparametersthansug-
gestedin [13].

In Figure3 performancewith respectto encipheringwith
IDEA is given in MBits/s, while the performancewith re-
spectto computationof IDEA is givenin MegaOperations
perSecond.

Thethird stepis to look at availableASIC implementa-
tionsandcomparetheparametersof thethreetechnologies
aspresentedin Figure3.

4. RESULTS AND CONCLUSIONS

Powerconsumptionis directlyproportionalto thefrequency
of the circuit. Thereforethe technologywith the highest
MOPS/WattandMbits/s/Wattratingyieldsthelowestpower
consumptionfor agivenbitrate.

In ourcase,thehighthroughputimplementationof IDEA
on FPGAsoutperformstheASIC VINCI. Thereasonswhy
theFPGAsperformbetterin ourcomparisonis thatwetraded
latency for throughput,andusea0.35 � m CMOSprocesses
comparedto 1.2 � m CMOS which wasusedfor VINCI in
1993.

Figure4 showsthefinal comparisonof performanceover
power. Tradinglatency for throughputresultsin a very ef-
ficient designfor FPGAs. The limitation of this designis
that we have to load the key into the lookup tableprior to
enciphering.Thelatency of loading128lookuptableswith
16 byteseach,is limited by the availablebandwidthto the



design.Weassumearelatively infrequentchangeof theen-
cryptionkey.

Theadvantagesof our methodologyarethat thevalues
in Figure3 canbe obtainedrelatively easy. Thereforethe
methodologycanbe appliedvery early in thedesigncycle
to comparethevariousoptionsfor thedesign.

Due to the heavy useof multiplications,IDEA turned
out to be a challengingexampleto demonstratethe advan-
tagesof FPGAsfor highthroughputandlatency tolerantap-
plications.

5. FUTURE WORK

Futurework will investigateencryptionalgorithmssuchas
SAFERandBlowfish. Duringthisprocesswewill refinethe
methodologypresentedin thispaperandbeableto compare
thedifferentapproachesto encryption.

In additionwe will focuson optimal multiplier design
for FPGAs. Especiallywe will investigatelatency versus
throughputtradeoffs, i.e. exploringthebenefitsof highthrough-
put architecturesfor variousapplications.
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