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ABSTRACT

Index data structures, such as B trees and hash tables,
are commonly used in database implementations. A database
implementor typically works with a high-level view of in-
dexes as mappings from keys to values. Using this high-level
view, he is able to build up complex abstractions such as
transactions, without needing to know exactly how indexes
work ‘under the hood’.

This high-level intuition breaks down when the index is
accessed concurrently. If two threads share access to a key,
neither can be sure whether the other has removed its value.
A specification of a concurrent index must account for this
sharing. Also, the algorithms that implement concurrent
indexes are highly complex and subtle. Justifying the use of
a high-level specification requires hiding the complexity of
an implementation and is thus a major challenge.

In this paper, we give an abstract specification for concur-
rent indexes, and prove that it is satisfied by concrete im-
plementations. Our specification captures high-level sharing
of index elements, allowing collaboration between threads.
We show that a widely-used implementation based on B¥*™*
trees is correct with respect to our abstract specification.
Finally, we demonstrate that our specification is useful by
verifying several client algorithms.
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1. INTRODUCTION

Index data structures are commonly used in database im-
plementations. The standard abstract view of an index is ap-
pealingly simple: an index is a mapping from keys to values
where the values can be read, added or removed. However,
in the pursuit of improved performance, implementations
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of indexes have become increasingly complex. Practical al-
gorithms such as Sagiv’s B¥™ tree 13| employ ferociously
complex patterns of locking that allow many threads to write
to the same index. There is a substantial gulf between the
naive abstract view of an index and the practical reality; in
particular the abstract view of an index does not account
for concurrency.

We have developed a simple abstract specification for con-
current indexes, and a way of showing that complex imple-
mentations such as Sagiv’s B tree algorithm satisfy this
specification. Such a specification is not obvious, as many
threads may share keys in the index. For example, if two
threads running in parallel are trying to remove the value
from the same key, then neither thread can be sure when
it gets scheduled if there is a mapping for the key or not.
However, once both threads have terminated we know that
the key will be in the index. An abstract specification must,
therefore, allow high-level reasoning about both exclusive
and non-exclusive access to keys.

Our specification is based on separation logic [12] with
concurrent abstract predicates |6]. Concurrent abstract pred-
icates allow distinct keys to be reasoned about separately,
even though these keys may participate in the same under-
lying shared structure. For example, we provide a predicate
in(h, k,v) that states that there is a mapping from key & to
value v in the index at address h. We can use this predicate
to reason about many different keys used at the same time
by separate threads: for example, multiple keys can have
their values concurrently removed from the index.

We extend concurrent abstract predictes to provide a high-
level specification that captures not only facts about the con-
tents of the index, but also the changes allowed to it. For
example, we provide a predicate inrem(h, k,v); which states
that there was a mapping from key k to value v in the index
stored at h in the past, but that both the current thread
and other threads in the environment are allowed to remove
this key’s mapping in the index. The fractional permission %
allows this predicate to be shared amongst several threads,
but only a thread which owns some part of this predicate
may remove the mapping from the key in question. The
permissions must ensure that a predicate is self-stable: that
is, immune from interference from the surrounding environ-
ment. Our predicates are thus able to specify independent
properties about the data, even though this data is shared.

We demonstrate the utility of our specification by verify-
ing some simple algorithms. We look at a set range function
that sets a range of keys to a particular value and makes
use of disjoint concurrency to perform this repetitive task



in an efficient way. We then look at two examples which
demonstrate sharing between threads. The first is a range
search algorithm which makes use of the search operation
from our concurrent index specification. This example also
shows how our abstract specification can be linked to SQL’s
transaction isolation levels. In particular, our ingef(h, k, v)1
predicate (analogous to the in predicate described above)
illustrates the behaviour of the SQL Serializable isolation
level. Our second example is the Sieve of Eratosthenes [2|
9] which filters the keys of an index, pruning out non-prime
keys. This example demonstrates that our specification is
applicable to real-world code, but is also representative of
database operations which involve sharing on keys.

Our approach allows clients to work with our abstract
specification of concurrent indexes, without worrying about
the underlying implementation. One of the principle advan-
tages of using concurrent abstract predicates 6] is that they
allow us to verify that a concrete implementation is correct
with respect to our abstract specification. We choose to take
an implementation of Sagiv’s BL* tree algorithms [13] and
show that it does indeed adhere to the behaviour of our high-
level index specification. Not only is this a highly relevant
real-world example of an index implementation, but this is
also probably one of the most complex examples to date of
concurrent reasoning using separation logic.

Contributions

The research contributions of this paper are:

1. An abstract specification for concurrent indexes that
captures the addition and removal of shared values.

2. Proofs of algorithms for set range, range search and the
Sieve of Eratosthenes using our specification, showing
that the sharing in the specification can be used to
reason about high-level coordination between threads.

3. A proof that a concurrent B tree algorithm is cor-
rect with respect to our abstract specification, which
allows us to hide the complexity of the implementation
details. This demonstrates that our abstract specifi-
cation is respected by real-world implementations of
concurrent indexes.

Related Work

There has been some work in the past on analysing the per-
formance of various B-tree algorithms [10], but very little
work on the formal verification of such algorithms. The
search and insert algorithms have been verified to be fault
free in a simplified sequential setting |14], but this does not
handle the significantly more complex problem of verifying
that the concurrent versions of these algorithms are correct.
A sequential B-tree implementation has been included as
part of a fully verified relational database management sys-
tem in Coq [11], but the authors highlight that their B-tree
invariants and proofs were highly complex and lacked ab-
straction. Rather than attempting to prove such invariants,
we instead choose to show that this highly-complex algo-
rithm implements the simple behaviour required by clients.

2. SEPARATION LOGIC & ABSTRACTION

The work in this paper is based on separation logic [12],
a program logic for reasoning locally (or modularly) about

programs that manipulate resource: for example, C pro-
grams that manipulate the heap. If we establish that the
following specification holds for a command C (here P and
Q are assertions):

{P} C{Q}

then this specification says (1) executing C in a state sat-
isfying assertion P will result in a state satisfying assertion
Q, if the command terminates; and (2) the resources repre-
sented by P are the only resources needed for C to execute
successfully. Other resources can be conjoined with such a
specification without affecting its validity. This is expressed
by the following proof rule,

{rPrC{Q}
(P F}C{Q~F}

which allows us to extend a specification on a small resource
with an unmodified frame assertion F', giving a larger re-
source. Here, ‘*’ is the so-called separating conjunction.
Combining two assertions P and F into a separating con-
junction P x F asserts that both resources are independent
of each other. In the proof rule, the side-condition simply
states that no variable occurring free in the frame F' is mod-
ified by the program C.

Separation logic provides straightforward reasoning about
sequential programs. It also handles concurrency, using the
parallel rule:

FRAME side-condition

{Pi} Ci{Q1}  {P2} C2 {Q2}
{P1x P2} C1]|C2 {Q1 xQ2}

Reasoning using this rule is thread-local: that is, each thread
reasons purely about the resources that are mentioned in
its precondition, without requiring global reasoning about
interleaving. As with sequential reasoning, locality is the
key to compositional reasoning about threads.

Abstract specifications are a mechanism for specifying the
external behaviour of a module’s functions, while hiding
their implementation details from clients. In an abstract
specification, resources are represented by abstract predi-
cates. Clients do not need to know the concrete definitions
of these predicates; they can reason purely in terms of the
module’s operations. For example, insertion in a set module
can be specified by:

{set(z,S)} insert(z,v) {set(z,SU{v})}

PaAr

The insert operation requires the set S at address x and
returns the updated set SU{v} at the same address. A client
can reason about the high level behaviour of insert without
knowing about the concrete definition of this predicate.

Abstract predicates provide reasoning about complete sets.
Concurrent abstract predicates provide reasoning about shared
elements of a concurrent set. We will use the same approach
to reason about concurrent indexes.

3. INDEX SPECIFICATION: DISJOINTNESS

We start by providing a simple specification for concur-
rent indexes. Our specification divides an index up into its
constituent keys and ensures that each key is accessed dis-
jointly by at most one thread. Using concurrent abstract
predicates, we hide the fact that each key is part of an
underlying shared data structure, allowing straightforward
high-level reasoning about keys.



The specification given in this section is a restricted ver-
sion of our full specification, given in §4] which permits the
sharing of keys.

An index is a partial function mapping keys to values:

H : Keys — Vals

In a concurrent indez, this function can be accessed and
modified by many threads at the same time. There are three
operations on a concurrent index; search, insert and re-
move: (here we assume that h is a pointer to the underlying
shared index H).

e search(h, k) looks for the key k in the index. It returns
H (k) if it is defined, and nil otherwise.

e insert(h,k,v) tries to modify H to associate the key k
with value v. If £ € dom(H) then insert returns false
and does nothing. Otherwise it modifies the shared
index to H[k — v] and returns true.

e remove(h, k) tries to remove the value of the key k from
the index. If the k ¢ dom(H) then remove returns
false. Otherwise it rewrites the index to H \ {k} and
returns true.

This view of operations on the index is appealingly simple,
but cannot be used for practical concurrent reasoning. This
is because it depends on global knowledge of the underlying
index H. To reason in this way, a thread would require
perfect knowledge of the behaviour of other threads.

To avoid this, we give a specification that breaks the in-
dex up by key value. Our specification allow threads to hold
the exclusive ownership of an individual key. (In §4| we will
extend this approach to allow reasoning about keys that are
shared). Each key in the index is represented by a predicate,
either in or out depending on whether the key is defined or
not. The predicates have the following intuitive interpreta-
tion:

in(h, k,v) :
out(h,k) : there is no mapping in the index h from k.

there is a mapping in the index h from £ to v.

These predicates not only capture knowledge about a key,
but also exclusive permission to alter that key. A thread
holding the predicate for a key can be sure that no other
thread will modify the value associated with that key.

The operations on an index have the following specifica-
tions with respect to these predicates:

{in(h,k,v)} r:=search(h,k) {in(h,k,v) A7 =0}
{out(h,k)} r:=search(h,k) {out(h, k) A7 = nil}

{in(h, k,v") (h,k,v)  {in(h, k,v") AT = ff}
{out(h, k) (h,k,v) {in(h,k,v) Ar = tt}
{in(h,k,v)} r:=remove(h,k) {out(h, k) AT = tt}
{out(h,k)} r:=remove(h,k) {out(h, k) A7 = ff}

} r:=insert

} r:=insert

Note that our specification allows us to reason about the
index as a collection of disjoint, independent elements, de-
spite the fact that they are often implemented as a single
shared data structure. Predicates can be combined using
the separating conjunction *, indicating that they hold in-
dependently of each other.

Each predicate represents exclusive ownership of a partic-
ular key. Our specification represents this fact by exposing

the following axiom:
(in(h, k,v) Vout(h, k)) * (in(h, k,v") Vout(h,k)) = false

To justify this abstract specification, we use concurrent ab-
stract predicates [6]. In this approach, predicates hide shar-
ing in their implementation, presenting a high-level fiction
of disjointness |7]. A thread can reason independently about
individual predicates, even though they may be implemented
by a single underlying shared structure. In §5| we show how
to use concurrent abstract predicates to prove a generalised
version of this specification against an implementation based
on BY" trees.
Consider the following simple program:

ca r:=search(h,k2); (insert(h,ki,r) || remove(h,k2))

This program retrieves the value v associated with the key
k2. It then concurrently associates v with the key ki and
removes the key k2. When the program completes, ki1 will
be associated with v, and k2 will have been removed from
the index. This program satisfies the following specification:

{out(h, k1) * in(h, k2,v)} C {in(h, k1,v) * out(h, ka)}

Using our specifications we can prove that this program sat-
isfies its specification, as follows:

{out(h, k1) * in(h, k2,v)}
r:=search(h, k2);
{out(h, k1) *in(h, ka,v) AT = v}

{out(h, k1) AT = v} {in(h, k2,v)}
ri:=insert(h, ki,7) ro:=remove(h, k2)
{in(h, k1,v) A1 = tt} {out(h, ko) Ao = tt}
{in(h, k1,v) xout(h, k2)}

In this proof, the search operation first uses the predi-
cate in(h, k2,v) to retrieve the value v. Then the parallel
rule hands insert and remove the out(h, k1) and in(h, k2, v)
predicates respectively. The postcondition of the program
consists of the separating conjunction of the two thread post-
conditions where we also forget the return values r1 and rs.

3.1 Example: Set Range

Consider a function setRange which sets all keys in a spec-
ified interval to a particular value, inserting keys into the
index if necessary. We implement setRange recursively by
repeatedly splitting the interval and starting threads in par-
allel for each sub-interval. The value is inserted by calling a
helper function set.

setRange(h, ki, k2, v) { set(h, k, r, v) {
if (k1 = ko) { if (r = nil) {
r := search(h, ki1); insert(h,k,v);
set(h, k1, r, v); } else {

} else { remove (h,k) ;
setRange (h,k; ,k1+((ka-k1)/2),v) insert(h,k,v);
| setRange(h,ki+((ka-k1)/2)+1,ka,v) 1}}

2

We specify setRange as follows:

{®r, <icry-out(h, i) Vin(h,i,—)}
setRange(h, k1, k2, v)

{®r, <i<hy-in(h,i,v)}



{out(h, k) V (r # nil Ain(h, k,—))}
set(h, k, r, v) {
if (r = nil) {
{out(h, k)}
insert(h,k,v);
} else {
{out(h, k) Vin(h, k,—)}
remove (h,k) ;
{out(h, k)}
insert(h,k,v);
}r
{in(h, k,v)}

{@leiSkQ.Out(h,i)\/in(h,i,—)}
setRange(h, ki, ko, v) {
if (k1 = ko) {
{(out(h, ki) Vin(h,ki,—)) Ak1 = kg}
r := search(h, ki);
{(Out(h,kl) V (r 75 nil A in(h,kl, 7))) Nki = k‘Q}
set(h, ki, r, v);
{in(h7 ki,v) ANk = k‘z}
} else {

{@,ﬂg@lﬂ@;klJ.out(h,i) Vin(h,i, —) *
)

k12255 4 <ic kz.out(h,z) Vin(h, i, —

// Apply the PAR rule.
setRange (h, k1 ,k1+((k2-k1)/2),v)
| setRange (h,ki+((ka-k1)/2)+1,k2,v)

{®k1§i§k1ﬂk2§kl jrinthy g, v) x }

kit E22R g <ig gy NP E )

1
{@klging -in(h, 1, U)}

Figure 1: Proofs for setRange and set.

(Here ® is the iterated separating conjunction. That is,
®z6{1‘2’3}.P is equivalent to P[1/z] * P[2/x] x P[3/x].)
We also specify set as follows:

{out(h, k) V (r#nil Ain(h,k,—))} set(h,k,r,v) {in(h,k,v)}

We prove that the specifications for setRange and set are
correct. Proof-sketches are given in Fig[l] We write — to
indicate an unknown, existentially quantified value.

This kind of reasoning extends to any similar program
that employs disjoint parallel computation on a shared con-
current index. However, it assumes that threads access en-
tirely disjoint sets of keys. In the next section, we present a
specification that allows sharing between threads.

4. INDEX SPECIFICATION: SHARING

Disjoint ownership of keys makes for simple reasoning, but
in some cases, several threads access and modify a single key.
For example, we should be able to reason about programs
such as

c 2 ri:=search(h, k) || r2:=insert(h,k,v)

If we know that at the start of the program there is no
mapping from key k, we should be able to establish that
there will be a mapping to the value v at the end. However,
we will not know the value of r1, because we do not know
at which point during the insert operation the search will
read the value of key k. We want a specification for the

concurrent index that permits the sharing of keys between
threads.

Implementations have many different ways of handling the
sharing of keys (for example using mutual exclusion locks or
transactions), but at the abstract level they all behave in
the same way. If a thread reads a key multiple times, the
reads all return the same result, unless another thread also
writes to that key.

We define a revised set of abstract predicates that express
three facts about a given key:

1. whether there is a mapping from the key to a particular
value;

2. whether the thread holding the predicate can add or
remove the value of the key in the index;

3. whether any other concurrently running threads (the
environment) can add or remove the value of the key
in the index.

These facts are related. If a key maps to a value in the index,
but other threads are allowed to remove the value of the key,
the current thread cannot assume the value will remain in
the index. Our predicates therefore reflect the uncertainty
generated by sharing in a local way.

We define the following set of predicates, parametric on
key k and index h. The fractional component ¢ € (0, 1] and
the subscripts def, ins and rem record the behaviours allowed
by the current thread and its environment.

ingef(h, k,v); : there is definitely a mapping from key k to

value v.
OUtdef(h, k‘)z :
inins (R, Kk, v); :

there is definitely no mapping from key k.

there is a mapping from key k to value v
and other threads can only insert.

outins(h, k); : there may be a mapping from key k and

other threads can only insert.

iNrem (R, k,v); : there may be a mapping from key k and

other threads can only remove.

outrem(h, k); : there is no mapping from key k and other

threads can only remove.
read(h, k) :
unk(h, k);

the thread can only search for key k.

the thread can search, remove and insert
for key k, but so can other threads.

The def subscript specifies that only one thread can write
(insert or remove) to a key at a time. The ins subscript
specifies that both thread and environment can insert and
search on the key, while rem specifies that the thread and
environment can search on and remove the key. As in Boy-
land [3|, fractional permissions are used to record predicate
ownership. We allow permissions to be split / joined. A
value ¢ € (0,1) records that the predicate is shared with
other threads, while ¢ = 1 records it is held exclusively.
The choice of predicates may, at first, seem somewhat ar-
bitrary, but each represents a stable combination of facts
about the key and the behaviours permitted by the thread
and the environment. Table [I] shows how various combi-
nations of fractional permissions and subscripts correspond
to various behaviours. As can be seen, our predicates give
almost a complete coverage of all possible combinations.
There are 16 possible permission combinations, but the 8



Thread Env.

Predicate Perm. | Ins. | Del. | Ins. | Del.
iNgef / OUtger 1 Yes | Yes | No | No
iNgef / OUtqer 7 No | No | No | No

iNins / OUtins 1 Yes | No | No | No
iNins / OUtins 7 Yes | No | Yes | No
iNrem / OUtrem 1 No | Yes | No No
iNrem / OUtrem 7 No | Yes | No | Yes
unk ) Yes | Yes | Yes | Yes
read - No | No | Yes | Yes

Table 1: Predicates and their interference.

missing combinations are either cases where the current thread

has no access to a key, or it is only safe to conclude that a
key has an unknown value. For example, the case where the
current thread is only allowed to insert and the environment
is only allowed to remove leads to an unknown value of that
key as neither is limited to when, or how many times its
action may be called.

The full specification for insert, remove and search and
axioms controlling the splitting of predicates are given in
Fig[2l In the definition of the axioms, X is used to stand
for ingef, OUtdef, iNins, €tC.

Predicate splitting is used to allow the sharing of keys
between threads. Our specification includes a set of azioms
defining the ways that predicates can be split safely. For
example, if there is definitely a mapping from key k to a
value v, this fact can be shared between two threads.

indef(h, k,v)i+j < indef(h,kw)i*indef(h, k,v)j if i+75 <1

Fractions are used as a record of splitting so that the original
predicate can be recovered. All of the basic in, out and unk
predicates allow this kind of splitting.

We use splitting and joining to resolve uncertainty in the
predicates. For example, the predicate outins(h, k); records
that the key k started with no value associated, but that it
may have been added by another thread. Another thread
may hold inins(h, k,v); for some v, recording that v has been
inserted. When we combine the two predicates the uncer-
tainty is resolved; k must be associated with v.

outins(h, k); * inins(h, k,v); = inins(h, k,v)iq; ifi4+75<1

Recall now the program C' with which we began this section.
We would like C' to satisfy the following specifications:

{outdef(h, k))l} C {indef(h, k, v)1}

{indef(h, k’, 1)/)1} C {indef(h, k, 1)/)1}
Using our axioms and the abstract specifications for search
and insert, along with separation logic’s standard inference

rules [12], we can prove the first of these specifications as
follows:

{Outdef(h, k‘)l}
{read(h, k) * outaer (h, k)1 }

{read(h, k)} {outaer(h, k)1 }
ri:=search(h, k) ro:=insert(h, k,v)
{read (h, k) } {indef(h7 k,v)1 Arg = tt}

{read h, k) * ingef(h, k,v)1 Arg = tt}
{indef(h, k7’l))1}

SPECIFICATIONS:
{indef(h,k7v)i} r:=search
{outeer(h, k)i} r:=search

(h,k)  {inget(h, k,v)s AT =0}
(h, k)
{inins(h, k,v):} r:=search(h,k)
(h, k)
(h, k)

{Outdef h, k)l Ar = nll}
{in;ns(h, k,v)i Ar #£ nil}
{outrem (h, k)i A7 = nil}
{read(h,k)}

{outrem(h,k);} r:=search
{read(h,k)} r:=search

{Iﬂdef (hyk,v 1} r:=insert(h, k,v) {indef (hyk,v)i Ar = fF}
{Outdef (h, k) 1} r:=insert(h, k,v) {Indef (hykyv)1 A= tt}
{inins(h, k,v")i} ri=insert(h, k,v) {inins(h, k,v") A7 = ff}
{outins(h, k)i} r:=insert(h,k,v) {inins(h,k,v):}
( )

{unk(h,k):} r:=insert(h,k,v) {unk(h,k):}

{Indef (h, kv 1} r:=remove(h,

{outaer(h, k)1 AT = tt}
)

i ri:=remove

{Outdef (h, k:)l} r:=remove(h, {outdef(h7 k)i Nr = ff}
{mrem h k v)z} {outrem(h, k)l}
{outrem (h, k)l} r:=remove(h, {outrem (h,k)i AT = fF}
)i}

(h, k)
(h, k)
r:=remove(h, k)
(h, k)
(h, k)

{unk (h, k {Unk(h7k)i}

)

AXIOMS:

X(h,k)i x X(h,k); & X(h,k)itj
X(h,k); xread(h, k) < X (h,k);
Xaef(h, k)1 < Xins(h, k)1
Xins(h, k)1 < Xrem(h, k)1
Xrem(h, k)1 = unk(h, k)1
inins(h, K, v); = inins(hy k, —)s
iNins (R, k,v); * outins(h, k); = inins(h, k,v)iy; ifi+7<1
iNins (R, k,v1)s * inins (B, kyv2)5 = inins(h, ky —)igy ifi+ 5 <1
inrem (b, k, v)i * outrem (R, k); = outrem(h, k)it; ifi+75<1
)i
)i
)i

ifitj<1

X (hy k)i * X( ifidj>1
Xiag(h, k)i * Yiag ( if tag # tag’
unk(h, k)i * Xiag(

i = false

k]

i = false

h,k
h,k
h,k
h,k); = false

k]

Figure 2: Full specification for concurrent indexes.

The proof starts with the predicate outger(h, k)1, which spec-
ifies that there is no mapping from key k in the index. The
def subscript asserts that no other thread can modify the
value mapped by this key. We use the following axiom to
create a read(h, k) predicate:

X(h,k); < X(h,k); *read(h, k)

This allows the left-hand thread to perform a simple search
operation, although the postcondition establishes nothing
about the result. This captures the fact that we do not
know at which point during the insert operation the search
operation will read the key’s value. The outqer(h, k)1 allows
the right-hand thread to insert its value successfully, as we
know that it is the only thread changing the shared state for
the key k. When both threads finish their execution, we use
the same axiom to merge the read(h, k) predicate back into
the ingef(h, k, v)1 predicate.



We can prove the second specification as follows:
{indgf(h, k7 U,)1}
indef(h, k, U’)% * indef(h, k7 ’Ul)%
{indef(hy k, U’)% {indef(h, k, U/)%
ri:=search(h, k) ro:=insert(h, k,v)
{indef(h, l@v')% Ary =0 {indef(h7 k, v’)% ATy = fF}
{indEf(h‘v k7 Ul)l AT = U, Nre = tt}
{indgf(h, k7 U,)1}
Here we use the splitting axiom discussed on the previous
page. Unlike the previous proof-sketch, the insert fails to
insert the value, and instead returns false.
With the current work we can specify quite complex com-

binations of insert, remove and search. For example, con-
sider the parallel composition of two removes:

ri:=remove(h, k) || r2:=remove(h,k)

In this program, we do not know which deletion will succeed
and which will fail, but we do know that there will defi-
nitely not be a mapping from key k afterwards. By splitting
the predicates, we can communicate this knowledge between
threads.

{inaet (h, &, v)1}
inrem(h,k,v)% * iNrem (B, k, v)
{inrem(h7 k, v)%
r1:=remove(h, k) ro:=remove(h, k)
{out,em(h7 k)%} {outrem (h, k)%}
{outmm(h,k)%:koutmm(h,k)
{outaer(h, k)1 }

We sometimes cannot establish the exact state of an index
after a program has run. For example, consider the following
program:

1
2

{inrem(h7 k,v)%

1
2

ri:=remove(h, k) | r2:=insert(h,k,v)

Following the execution of the program will not know if there
is a mapping from key k. However, using our specification,
we can still establish that the program does not fault.
{indef(h, k, U,)1}

{unk(h,k).}
unk(h, k)% w unk(h, k)
{unk(h, k) %}
ri:=remove(h, k)
{unk(h7k)%}
unk(h, k)% x unk(h, k)

{unk(h, k). }

{unk(hfk)

ro:=inser

[NE
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—
=
-
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It also scales to more complex programs. For example, con-
sider the following program containing parallel composition:

insert(h, k,v);
(search(h, k) || search(h, k) );
remove(h, k)

r:=search(h, k)

We can verify this program as follows:

{Outdef(h, k)l}
{read(h, k) * outaer (h, k)1 }

{read(h, k)}
r:=search(h, k)
{read(h, k)}

{indef(h, k’, U)%
search(h, k)
{indef(h7 k, 7})%}
{indef(m kyv) 1 % inger (b, k)
{inger(h, k,v)1}
remove(h, k)
{Outdef(h7 k)1}
{read(h, k) * outqer(h, k)1 }
{Outdef(h, k)l}

Using our specification, we establish that there is definitely
no mapping from key k at the end of the program. Here
we have dropped return values to concentrate on the key
k. If we tracked them we would also show that, whilst the
leftmost search has an unknown return value, both of the
other two searches return the same value v. If there was a
mapping from key k at the start of the program a similar
proof would show that there would still definitely not be a
mapping from key k at the end of the program.

{ineer(h, K, v)
search(h, k)

{indef(h7 k:,v);}

2

1
2

1
2

4.1 Example: Range Search

A database transaction manager will use concurrent in-
dexes at various points in its code. We can use our spec-
ification to ensure that the index is used correctly in the
transaction manager. In particular, we can ensure that a
transaction manager complies with the standard levels of
isolation (such as serialisability) when using the index. If
the transaction manager can acquire an appropriate set of
predicates, then we can then verify that no other thread can
break the level of isolation.

We will consider a simple example, rather than the code
of an actual implementation. Consider the function range-
Search:

r := rangeSearch(h, vi, v2) {
r := listNew();
for(i := vi; i < vg; i++) {

temp := search(h, i);
listAdd(r, temp);
}}

rangeSearch returns a list of the values held in the keys
in a the range from k1 to k2. It represents a small part of
the internal behaviour of a transaction, triggered by an SQL
SELECT query for example. Here we assume that range-
Search has already acquired the appropriate level of access
to the index. A full transaction manager would require a
locking mechanism for controlling and distributing access to
keys, but we leave specifying this to future work.
Reasoning about transactions that operate over disjoint
sets of keys is simple in our system. Each transaction takes
full permission on all of the keys it requires to operate. The
more interesting case is where keys may be accessed con-
currently by multiple transactions. We assume that range-



Search is a part of a database management system sup-
porting a variety of isolation levels. There are four major
isolation levels defined by ANSI/ISO SQL [1]:

1. Serialisable transactions occur in complete isolation.
The transaction locks all the keys it reads and writes,
and also all locks all absent keys that would have sat-
isfied one of its conditionals. This corresponds to full
permission (¢ = 1) on all keys used in the transaction.

2. Repeatable Read transactions lock all keys that are
read and written, but not absent keys. This means
that new keys matching a conditional can appear in the
index after the start of a transaction. Consequently,
threads are not isolated from one another; phantom
reads may occur. We can capture this behaviour using
the ins predicate. This specifies that other threads can
insert a value after a thread has read the key.

3. Read Committed transactions lock writes to the end
of the transaction, but release locks on reads imme-
diately. Consequently a transaction may read several
different values for the same key during a transaction.
We can capture this behaviour using the unk predicate.

4. Read Uncommitted transactions release both read and
write locks immediately, allowing dirty reads. A trans-
action may see uncommitted changes by other trans-
actions. We can capture this behaviour using the read
predicate, which allows a thread to read but not mod-
ify a key.

Recall that our predicates capture the level of interference
allowed by other threads. This notion of permitted inter-
ference is exactly the idea behind the isolation levels of a
transaction.

To ensure a transaction is Serialisable, the transaction
must hold def predicates for all the keys in the range of the
search. We have the following specification for the range
search:

{®m§k§v2' outgef(h, k)i V Ip. inger (h, k:,p)i}

r:=rangeSearch(h, v1, v2)

®’U1Sk’sz‘ OUtdef(h7 k‘)L A T[k—v]_-f—l} = nil
V 3p.ingef(h, k,p)i Arlk—v1+1] =p

(For simplicity, in this this specification we have chosen to
existentially quantify the actual values associated with the
keys in the range.)

If we instead assume the Read Uncommitted isolation level,
then we have a different specification:

{®v1§k§u2' read(h, k)l}

r:=rangeSearch(h, v1, v2)
{@1/1 <k<vgy* read(h7 k)l}

Here, can only acquire a read permission on the keys, as
other threads are allowed to modify the concurrent index
while the range search is taking place. Obviously this level
of isolation leads to a much weaker postcondition where we
only know that the operation did not fault.

In a similar way we can give specifications corresponding
to the other isolation levels. The level of isolation affects the
properties we can establish about a program. In the worst
case, we can establish only that an operation will not fault.

{emp}

sieve(int max) = {
tid *thr;
thr malloc(sizeof (tid) * (sqrt(max)-2)) - 2;
idx idxrange(1,max) ;

{®2§'L§\/zﬁ thr[i} = = ®j€[1”max]' inrem(idx7j7 0)1}
for(tc := 2; tc < sqrt(max); tc++) {

thr[tc] := fork(worker(tc,max,*idx));
®2<i<tc' thrli] — ¢ thr(t, wpst (i, max, idx) __1 )
== Vmax—1

* ®.7€[1 ..max]" inrem(idxvjvo) /max—tc
Vaaxr—1
* ®tc<k§\/max'thr[k] = -

tc := tc+l;
}
for(i := 0; i < length(thr); i++) join(thr[il);

{®2§S\/ﬁ. wpst (%, max, idx) \/71 * thr(i] — _}

max—1

free(thr+2, sqrt(max)-2);

{®2§¢§\/ﬁ~ wpst (i, max, idx) \/ﬁq}
// By module azioms and CONSEQ - see Lemma [l below.
@igmu. isPrime(¢) = inrem(idx, 7, 0)1
A —isPrime(i) = outgef(idx, i)1
return *idx;
}
ret = idx A ®i€[1..max]' isPrime (i) = inrem(idx,,0)1
A —isPrime (i) = outger(idx, 7)1

{®i€[1 ..max]* inl’em(idx7 i, O)t}
worker (int v, int max, index *idx) = {
c = v;
do {
@ie[lu(c—l)]' (i # v A (i mod v) = 0) = outger(idx,i)¢ A
(i = vV (i mod v) # 0) = inrem(idx, ,0)s
* ®j€[c, .max]* inl’em(idxvjv O)t
c :=c + v;
remove (idx,c) ;
} while(c < max)

}
®'LE[1 ..max]- (1 # v A (i mod v) = 0) = outyer(idx, 1)t A
(i =wvV (i mod v) # 0) = inrem(idx,?,0)¢

Figure 3: Proofs for the sieve and worker programs.

4.2 Example: The Sieve of Eratosthenes

Let us consider an example where many threads require
write access to the same shared value in a concurrent index.
We choose the Sieve of Eratosthenes |2} |9], an algorithm for
generating all of the prime numbers up to a given maximum
value max, which is representative of a database operation
that involves a high level of sharing on keys.

The algorithm works as follows. A shared index is con-
structed with mappings from all of the keys 1..max to an
arbitrary value (we choose zero). Then for every i in the
interval 2.../max a worker thread is created. Each worker
thread removes the mappings from the index from all the
keys with multiples of its . When all worker threads fin-
ish, the concurrent index contains only mappings from the
keys which are prime. The correctness of the algorithm re-
sults from the fact that any non-prime in 1..max must have
a factor in 2..y/max.

The main function sieve is defined as follows. Here tc



counts the number of worker threads, and the array thr is
used to keep track of thread identifiers for forked worker
threads.

sieve(int max) = {

tid *thr;
thr := malloc(sizeof (tid) * (sqrt(max)-2)) - 2;
idx := idxrange(1,max);
for(tc := 2; tc < sqrt(max); tc++) {
thr[tc] := fork(worker(tc,max,*idx));
tc = tc+l;
}

for(i := 0; i < length(thr); i++) join(thr[il);
free(thr+2, sqrt(max)-2);
return *idx;

}

Intuitively, we first generate a set of integers from 1 to the
maximum value required. We generate worker threads for
value in the range 2.. /max, which filters out non-primes.
Finally the sieve joins on each of the threads, and returns
the resulting list of primes.

Worker threads are defined as follows:

worker (int v, int max, index *idx) = {
[
do {
c :=c + V;
remove (idx,c);
} while(c < max)

}

We first give a specification for the worker thread. Each
worker thread starts with an inem predicate for keys in the
range 1..max, and calls remove on just the keys that corre-
spond to multiples of its first argument. The result is the
following specification:

{@icr1. - invem (ide, i,0), }
worker (v, m, idx)
®i€[1”m]. (i # v A (t mod v) = 0) = outrem(idz,i): A
{ (i=vV (i mod v) #0) = inrem(idx,i,())t}
We summarise the worker thread postcondition as a predi-
cate wpst in order to make the proof clearer:
wpst(v, m, idz); 2
®z‘e[1..m]- (i # v A (i mod v) = 0) = outrem(idx, )¢ A
(i =wvV (i mod v) # 0) = inrem(idz,7,0);

Proofs of worker and sieve are given in Fig[3] The proof
of worker is relatively straightforward. The mappings are
removed if the keys are multiples of the input value.

The proof of sieve is a little more subtle. The main sieve
algorithm has the following specification:

femp)
z:= sieve(max)
@i <pag- isPrime(i) = inger(id,,0)1
A —isPrime(i) = outger(idx, 7)1
(Here ‘emp’ asserts that the thread holds no resources.)

To reason about fork and join we use the following proof
rules, taken from [8]:

{r}c{Q}
{P} t :=fork(C) {thr(t,Q)}

{thr(t,Q)} join(t) {Q}

Intuitively, calling fork on a command C requires that we
prove a specification {P} C{Q}, and that the thread holds
the resource P. After calling fork the thread loses P, but
gains a predicate thr(¢, Q) representing the forked thread’s
postcondition. Calling join removes the thr predicate but
give back the postcondition Q.

The function begins by constructing a shared index hold-
ing values for the keys in the range from 1 to max. It therefore
holds a predicate ingef(idz,v,0)1 for each value in the range.
It gives each of the worker threads an inm predicate with
a fractional value ﬁ Each of the worker threads can
consequently remove any value from the shared index. Once
all of the workers have returned, the predicates are recom-
bined. To establish the postcondition we use the following
lemma.

LEMMA 1. ®2§j§ﬁ. wpst(j, m, idx) A
implies ®i6[1.”m]~ isPrime(i) = ingef(idz, 7,0)1

A —isPrime(i) = outqer(idz, ).

Proor. Consequence of the fact that every non-prime 14
has a factor in 2..v/i. See Appendix |A| for details. Tt is
unavoidable that verifying this algorithm depends on the
arithmetic properties of prime numbers. []

4.3 Extension: Handling the Unknown

With the specifications presented above, once we get to
an unknown state, as in the parallel remove and insert
example, we are stuck. This means that if there is a race
condition, where we cannot determine the contents of the
index for some key, from this point onward we can only
prove safety with respect to this key. We cannot establish
what the value associated with the key might be.

However, we are sometimes able to recover from an un-
known state because we can work out what the contents are.
For example, if all the threads of a program end deleting a
mapping from a certain key, then we can be sure that there
is no mapping from this key in the index at the end of the
program. We can extend the unknown predicate unk(h, k);
of our system by adding tags which record the last write
operation carried out by the thread.

unkins(h, k); : nothing is known about the key k except the
last write operation carried out by the thread
on that key was an insert

unkrem(h, k); : nothing is known about the key k except the
last write operation carried out by the thread
on that key was a remove

We then use these predicates when an operation is called
in an unknown state. In particular, we extend our specifica-
tions as following:

{unkx (h,k);} r:=search(h,k) {unkx(h,k):}
{unkx(h,k)i} r:=insert(h, k,v) {unkins(h7 k)z}
{unkx(h, k)l} r:=remove(h, k) {unkrem(h7 k)z}

where unk x represents any one of unk, unkis or unkrem. Note
that the specification for search simply maintains the tag
on the unk predicate. We can use these new predicates to
recover from an unknown state to a definite one, once we
have full permission on that key again. In particular, we



add the following axioms to our reasoning system.

unkx (h, k)i = unk(h,k);

unkins(h, k)1 = inges(h, k, —)1

unkrem(h, k)1 = outqer(h, k)1
unkins(h, k); * unkrem(h, k); = unk(h,k)i+; ifi+j<1

As an example of how these predicates are used, consider
the following example program (again we drop the return
values to concentrate on the mapping from key k).
{indef(h7 k7 ’U)1}
{unk(h, k)1 }

unk(h,k)% * unk(h,k)% * unk(h,k);
unk(h, k) 1 3} {unk(h,k)% unk(h, k) 1
search(h, k) || insert(h,k,a) ||insert(h,k,b)
{unk (h k)2 unkins (B, k) 1 unkins (b, & %}

remove(h, k) remove(h, k:) remove(h, k)

{unk,em (h, k) é} {unk,em (h k)g} {unkrem(h,k)é}
{unkrem(h, k)1 % unkrem(h, k) 1 % unkiem (b, k)
{unkrem(h, k)1}

{outdef(h, k‘)l}

We are forced to convert the def predicate into an unk pred-
icate as there are multiple inserts and removes occurring in
parallel on the key k. However, since we know that all of the
threads end with a deletion on this key, we can show that
there will definitely be no mapping from this key at the end
of the program.

The aim of our specifications is to allow us to formally
prove properties of programs that we can deduce intuitively
from the code. In particular, for the mapping of keys to
values, we believe that our specification is optimal in the
sense that it captures all of the available key data in the
underlying index model. Note that this is not the case for the
values mapped by the keys as we often lose this information.

1 1
3 3

S. AN INDEX IMPLEMENTATION BASED
ON B“"* TREES

The work presented here is defined using the concurrent
abstract predicates approach. Consequently, we can verify
that an implementation of an index is correct with respect
to our abstract specification. This is one of the major ad-
vantages of this approach.

To prove that an implementation, Sagiv’s B tree [13],
conforms to our specification, we give concrete interpreta-
tions of each of our abstract predicates, and prove the cor-
rectness of the implementation with respect to these inter-
pretations. In order to give formal proofs we fully implement
the parts of Sagiv’s algorithms originally given as pseudo-
code and also code up his extensions that cover various cor-
ner cases. (Full details of the implementation and the proof
are given in [5].)

A BLF tree is a balanced search tree, an example of which
is shown in Fig [l Search operations run on the B tree
are lock-free, and insert and remove operations lock only one
node (or two if they are modifying the root node), making
this a highly concurrent index implementation. The tree
is accessed through a prime block which holds pointers to

the first node at each level in the tree. Each node in the
tree contains an ordered list of key-value pairs, which at
the leaves form the contents of the BX"* tree. Non-leaf
nodes contain pointers that make up the search structure
of the tree. This structure ensures that every key-value pair
stored in the tree can be reached starting from the leftmost
node at any level of the tree. If the value cannot be found
by following a pointer down the tree, it can be found by
following the rightward sibling pointer. This is important
because insertion operations can create new nodes that can
only be reached via the sibling pointers until the higher levels
of the tree are later repaired by the operation.

5.1 Defining the B/ Tree Data Structure

To begin the proof, we first define a series of predicates
representing the concrete BY* tree data structure. We as-
sume two basic predicates for representing nodes in the tree:
a leaf predicate, and an inner predicate.

x > leaf(t,k, S, k', p) x > inner(t, k,p, S, k', p")

Here, z is the address of the node. The value ¢ holds the
thread identifier of the thread locking the node; if the node
is unlocked it is 0. The ordered list S contains the key-value
pairs (k,v) represented by the node. The values k and k'
are the lower and upper bound, respectively, on the keys
contained in this list. The pointer p points to the subtree
which contains all of the keys which are greater than the
minimum value of this node. The pointer p’, known as the
link pointer, points to the node’s right sibling, if it exists.

A BE™* tree is a superimposed structure made up of both
a tree and several layers of linked lists. At the leaf level the
linked list contains pointers to data entries, while at other
levels the linked list contains pointers to nodes deeper in the
tree structure. These linked lists always have at least one
element, the first node has minimum value —oo and the last
node has maximum value 4+0c0. Each node in these linked
lists is disjoint, so we can use a separation logic predicate to
define this structure precisely. Given key-value lists 7" and
D, which contain the key-value pairs that point into the
current level of the tree and the key-value pairs contained
in the current level of the tree respectively, we can define
the linked list structure for a layer of the BL™ tree. Let
T = [(k1,v1), ..., (kn, vn)] then,

leafList(T, D) £ 354, ..., Sn.
@?:_11 v; > leaf(—, ks, Si, ki1, vit1)
* vy — leaf(—, ky, Sp, +00, nil)
Nki=—-ocoAn>0AD=",8S

innerList(T, D) = 351, o Shn.
i= 1l v; = inner(—, ki, v;, Si, kit1, vit1)
* Uy, > inner(— ,kn,v;, S, +00, nil)
ANki=—-oc0An>0
AD = UL, (ks, o)) U S:

We choose not to define the tree structure directly, as at
some points in time the tree structure of the BL™ tree can
actually be broken by the insert operation. When the in-
sert operation creates a new node in the tree, it is added
to the linked list structure before it is given a reference in
the layer above. If the search operation did not use the link
pointers as well as the tree pointers, it would not be able
to find this new node at this point in time. To capture this
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Figure 4: A full BL"* tree.

behaviour we instead choose to build up our tree predicate
by layering our lists on top of one another. Using our linked
lists predicates, we can build up a predicate for the tree-like
structure of the BX™ tree.

Btreei(PB,x :: T, D) Jp. leafList(zx :: T, D)

Ax = (—o0,p) AN PB = [p]
Btree,+1(p :: PB,z :: T, D) 3L, L'.innerList(x :: T, L)
* Btree,,(PB, L', D)
Az = (—oo,p) AL C L

The prime block PB contains a list of pointers to the leftmost
node at each level of the tree. The key-value list D is the
concatenation of all key-value pairs at the fringe of the tree
and corresponds to our abstract index view of the BX™ tree
structure.

Finally, using these predicates, we can now define a pred-
icate for the complete BL™ tree structure.

A

BLTree(h, D) 3PB,n,T.Btree,(PB,T,D) « h — PB

This describes a B tree whose prime block is stored at
address h and contains a set of key-value pairs D. Fig-
ure [4] shows an example of a BL™ tree. The fringe of the
tree forms a leafList that contains all of the key-value pairs
mapped to by the index. Each of the other layers of the tree
forms an innerList that makes up the search structure of the
tree. Each list has minimum value —oco and maximum value
oo and the primeblock points to the head of each layer’s list.

5.2 Defining the Abstract Predicates

Now that we have a predicate for a BX™ tree, we turn
our attention to providing concrete interpretations of our
abstract predicates for concurrent indexes. For example, we
give the concrete interpretation of the inges predicate as:

inger (h, k, v); 2

3D.[BLTree(h, D) A (k,v) € D], * [CHANGE()]?

The definition for the predicate describes two different parts
of the program state. The boxed assertion talks about the
shared state in a region labeled b. The assertion says that
the region b contains a BY™ tree at h and that the key-
value pair (k,v) is contained somewhere in this tree. Boxed
assertions on the same region behave additively under s,

that is:
[P'+[@]" « [PrQ]

The boxed assertion is also parameterised by an interference
environment 4 which describes the possible effects of other
threads on the shared state.

The second part of the definition for the predicate talks
about the local (or private) state of the current thread. In
this case the local state contains a token [CHANGE(k)] which
is associated with shared region b and has permission ¢. This
token allows the current thread to perform certain actions on
the shared state in region b. In the case of this [CHANGE(k)]
token, the thread may read the value at key k if it has per-
mission ¢ > 0. If the thread has full permission on the
[CHANGE(k)] token, i.e. ¢ = 1, then it is also allowed to
modify (insert or remove) the value at key k. The token also
describes the possible interference from the environment on
this key. If the thread has a partial permission on this to-
ken (0 < ¢ < 1), then it knows that no other thread can
be concurrently modifying the value at this key, since no
thread can have full permission on the [CHANGE(k)] token.
If the thread has full permission on the token (i = 1), then
it knows that no other thread is even reading this key. The
concrete interpretations of the other in predicates have much
the same structure.

inins(h, k,v); 2 ADW . (i=1 = v="1")
A [BLTree(h, D) A (k,v') € D]', * [INSERT(K)]"

inrem(h'a kvv)i é aD. (7’ =1 = (k,’l)) € D)
A[BLTree(h, D) |", * [REMOVE(K)]?

The main difference here is that what we know about the
shared state is dependent on the permission value i. If 1 < 1
then in the ins case it is possible that some other thread
may have inserted a different value into the shared state for
the key k and in the rem case it is possible that some other
thread may have removed the value of key k. In the first
case we do not know the value mapped from key k and in
the second case we do not even know if there is a mapping
from the key. However, when ¢ = 1 we know that no other
thread is able to modify the key in question so the key k
definitely has the value v in the shared state. Also note that
the thread’s local state contains different tokens than in the
def case. The [INSERT(k)] token allows the current thread,
and the environment, to read or write to the value of key k
in the shared state, but no thread is allowed to perform a re-
move operation. The [REMOVE(k)] token allows the current
thread, or the environment, to read or remove the value of
key k in the shared state, but no thread is allowed to perform



an insert operation. The concrete interpretations of the out,
unk and read predicates are defined in a similar fashion.

The interference environment A is defined in terms of a
set of actions (P ~» Q) which describe how the shared state
may be modified by the program and its environment. For
example, in the BY™ tree implementation a thread may
remove a key-value pair from the index with the following
action:

x — node(tiq, k, S, k', y)
* [CHANGE(K")]8 * ~
[UnLock(z)]} A (K7, v) € S

* [Mobp(z, k)8
AS =S\ (K v)

(Here node is defined as the disjunction of inner and leaf.)

The left-hand side of the action describes part of the
shared state before the action and the right-hand side de-
scribes how this part of the shared state is modified by the
action. The remove action above requires that there is a
node z in the shared state that has been locked by the thread
attempting to perform this action (with thread identifier
tia). This node must contain an ordered set of key-value
pairs S, which includes a pair (k,v), and whose keys are
greater than the node’s minimum value k£ and less than or
equal to the node’s maximum value k’. The node also con-
tains a pointer y to the next node in the list. The action
then removes the key-value pair (k”,v) from the set S, but
leaves the rest of the node unchanged.

Actions do not mention a thread’s local state, they only
describe how the shared state is modified, so there is some
token transfer taking place here as well. In particular the
[MoD(z, k)] token is moved from the thread’s local state to
the shared state and the [CHANGE(k)] and [UNLOCK(z)] to-
kens are moved from the shared state to the thread’s local
state. This token transfer corresponds to the abstract level
permission and predicate system. In this example the cur-
rent thread is giving up the right to modify the value of key
k in the node x and it is gaining the right to change the value
of the key k in the set as well as the right to unlock the node
z. The token transfer required to gain the [MoD(z, k)] token
(gain the right to modify the value of key k in node z in the
def environment) is an action that can only be performed if
a thread has full permission on both the [CHANGE(k)] and
[UNLOCK(z)] tokens.

V. [Mob(z, k)]% ~ [UNLocK ()]} * [CHANGE(K)]}

That is it must have the exclusive right to modify the value
of key k in the index and also have the node x locked. This
captures the fact that in the def environment, if a thread
wants to perform a write operation on some key it must
have full permission on that key.

At the abstract level, when we have full permission on a
key we can change how that key is treated. This is repre-
sented in the interference environment by providing actions
that let us exchange tokens with the shared state. We have
already seen how we may exchange the [CHANGE(k)] token
to acquire the right to modify a node in the BL™* tree.
When we have full permission on this token we can also ex-
change it for tokens that allow different levels of interference
on the shared state. We have the following actions:

[INsERT(k)]% ~~ [CHANGE(E))S
[REMOVE(K)]% ~ [INSERT(K)]}

Recall that these actions only describe the change to the
shared state, so the first action allows a thread to swap the

x — node(tia, k, 5", k', y)

{indef(h7k7v)i}
search(h, k) {
{3D.[BUTree(h, D) A (k,v) € D]', * [Crancn(k)]}

PB := getPrimeBlock(h);
current := root(PB);
A := get(current);

{HD, k' k", s,h' [BLTree(h, D) A (k,v) € D |’:4 * [CHANGE(K)]?

A current = h/ A A = node(—, k’, s, k", —)
while(isLeaf (A) = false) {
current := next(A, k);
A := get(current);

}
3D, k', k", s, h'.[BLTree(h, D) A (k,v) € D |Z\ + [CHANGE(K)]?
A current = b/ A A = leaf(—, k', s, k", —)
while(k > highValue(A)) {
current := next(A, k);
A := get(current);
}
aD, k', k", s, h'.[BLTree(l, D) A (k,v) € D |’;‘ « [CHANGE(K)]®
A current = b/ A A = leaf(—, k', s, k", —) Nk < k"
if(isIn(A, k) {
return( lookup(A, k) );
} else {
return null;

{false}
}

—

—

—

3D, k', k", 5,1 .[BLTree(h, D) A (k,v) € D",  [CHANGE(K)]?
A current = b/ AA = leaf(—, k', s, k", =) ANk < k" Aret =v

—

}
{ingef (h, k,v); Aret = v}

Figure 5: Proof-sketch for search.

[CHANGE(k)] token for the [INSERT(k)] token and the sec-
ond action allows a thread to swap the [INSERT(k)] token
for the [REMOVE(k)] token, so long as the thread has full
permission on these tokens. Similar actions exist for swap-
ping the tokens back in the other direction. As we discussed
when defining the concrete interpretations of our predicates,
when a thread owns one of these tokens it affects the actions
that can be carried out by the whole system. For a full de-
scription of the interference environment A and the actions
contained within it see [5].

5.3 Verifying the B“"* Tree Operations

With our concrete predicate interpretations and interfer-
ence environment we can now prove that the BX™ tree im-
plementation satisfies our abstract concurrent index specifi-
cation. In figure [5| we give an example proof sketch which
shows how the the BL™ tree implementation of the search
operation behaves in the inger case.

We will not give the full specification of our low-level im-
plementation language here, but we shall outline a couple of
key points. First the get (x) command performs an atomic
read action that returns a copy of the contents of node x.
The next(A,k) command compares k to the keys in node
contents A and returns the pointer to the next node that
should be followed to find the leaf node that contains the
key k. In particular this will return the link pointer to the
next node at the current level if k is greater than the maxi-
mum value of the node contents A. The isIn(A,k) command
simply checks to see if the key k is contained within A. Fi-
nally, the lookup(A,k) command returns the value associ-



ated with the key k in A. Note that this command faults if
the key k is not in A.

So long as each of the concrete interpretations of the ab-
stract predicates is stable, that is invariant under the actions
in the interference environment A, our abstraction of the im-
plementation is sound and this implementation satisfies our
abstract specification. The proofs that this implementation
satisfies the other abstract specifications for search follow
the same style as the proof given above, as do the proofs of
the insert and remove implementations. Further details of
these proofs and of our low-level implementation language
can be found in [5].

6. CONCLUSIONS

We have given a simple abstract specification for concur-
rent indexes, and have proved that Sagiv’s widely-used BX"*
tree algorithm is correct, in the sense of satisfying our speci-
fication. Using our approach, da Rocha Pinto has also shown
the correctness of a concurrent index implementation based
on hash tables [5]. In both cases, our abstract specifica-
tion hides the complexities of the implementation from the
view of clients. Our results on verifying algorithms based
on concurrent indexes hold regardless of the implementation
chosen.

Our results rely heavily on the reasoning given by sepa-
ration logic with concurrent abstract predicates. Although
there has been much work on using separation logic to reason
about concurrent programs, the work on concurrent abstract
predicates |6] was the first to allow abstract reasoning about
concurrent modules. However, this initial paper only consid-
ered simple examples of a concurrent set and lock module.
We extend the reasoning of concurrent abstract predicates,
and apply it to concurrent indexes and the BL™ tree algo-
rithm. This represents the most complex example to date
of concurrent reasoning using separation logic.

We will investigate BL™ tree implementations used, for
example, by databases and file systems, to obtain a better
understanding of which properties of concurrent indexes are
useful in practice. We can already think of several natural
extensions to the reasoning presented here. For example, at
the moment when multiple inserts occur for the same key,
our reasoning states that the value is unknown. However,
we intuitively know the set of possible values, and it would
be possible to extend our specifications to include this infor-
mation if it were important. Similarly, we could track the
possible return values rather than lose this information. By
focusing our attention on implementations used in practice,
we will obtain an understanding of what kinds of properties
are important for client programs using concurrent indexes.

Our proof that the BX* tree implementation is correct
with respect to our specification is at the boundary of what
it is possible to prove by hand. We therefore require auto-
matic verification tools to help with our reasoning. There
is now substantial experience with using separation logic to
reason modularly about sequential C programs: in the past
researchers could prove properties of simple programs (100
lines); with tools based on separation logic, they can now
verify hundreds of thousands of lines of code [4]. In contrast,
verification tools for concurrency have, up to now, lacked
scalability due to the lack of modularly of the underlying
reasoning. We have demonstrated that our reasoning pro-
vides strong modular reasoning, in the sense that we have an
abstract specification of concurrent indexes where the com-

plex details of the BL™ tree implementation can be hidden
from the client’s view. This strong abstraction mechanism
offers the possibility of scalable tools for concurrent verifica-
tion. In this paper, we have shown that abstract reasoning
about such algorithms is possible; in future work, we aim to
show that it is practical.
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APPENDIX
A. SIEVE SET LEMMA

LemMa 2. @, ;< /m. wpst(j, m, idz) S

implies ®ie[1“.m]~ isPrime (i) = ingef (idz, 7, 0)1
A —isPrime(i) = outqer(idz, ).
ProOF. The first stage of the proof is achieved by rear-

ranging the definition of wpst as follows:

®2§j§\/m' wpst(j, m, zd;c)ﬁ

~1
— @ie[l..m]'®2§j§m'
(i # j Aimod j =0) = outrem(idz,i) 1

-1

A(i=jVimod j # 0) = inem(idz,1,0)

—1

BN

Consequently, to prove the result we need only prove the
following implication, for an arbitrary integer i € [

®29<ﬁ (i #j Aimod j =0) = outrem(idz, 1)
A(i=j7Vimodj#0)= |n,em(zd:c,z,0

= isPrime(i) = inrem(idx, i, 0)1

A —isPrime(i) = outger (idx, 7)1

There are two cases: either ¢ is prime or it is not.

e prime: As ¢ is prime there is no value j other than
1 such that (¢ mod j) = 0. Consequently for all j €
2..4/m there is a predicate inrem (idz,4,0) _1 au! . Apply-

ing the module axioms results in the predlcate iNrem (idx,7,0)1.

e i not prime: For any i that is not prime there must
exist value j € 2..4/m in such that (¢ mod j) = 0. In
the set of predicates, there must therefore be at least
one predicate outrem (dz, 7) SR Applying the module

m—1
axioms results in the predicate outger(idx,)1.

This completes the proof of the lemma. []
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