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PREFACE

Thi s docunment specifies the DoD Standard Internet Protocol. This
docunent is based on six earlier editions of the ARPA Internet Protocol
Specification, and the present text draws heavily fromthem There have
been many contributors to this work both in terns of concepts and in
terms of text. This edition revises aspects of addressing, error
handl i ng, option codes, and the security, precedence, conpartnents, and
handl ing restriction features of the internet protocol.

Jon Post el

Edi t or
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I NTERNET PROTOCOL

DARPA | NTERNET PROGRAM
PROTOCOL SPECI FI CATI ON

1. | NTRODUCTI ON
1. Mbti vati on

The Internet Protocol is designed for use in interconnected systens of
packet - sw t ched conputer communi cation networks. Such a system has
been called a "catenet” [1]. The internet protocol provides for
transmtting bl ocks of data called datagrans from sources to
destinations, where sources and destinations are hosts identified by
fixed length addresses. The internet protocol also provides for
fragnentati on and reassenbly of |ong datagrans, if necessary, for
transm ssion through "smal |l packet" networKks.

. 2. Scope

The internet protocol is specifically limted in scope to provide the
functions necessary to deliver a package of bits (an internet

datagran) froma source to a destination over an interconnected system
of networks. There are no nechanisns to augnment end-to-end data
reliability, flow control, sequencing, or other services comonly
found in host-to-host protocols. The internet protocol can capitalize
on the services of its supporting networks to provide various types
and qualities of service.

. 3. I nterfaces

This protocol is called on by host-to-host protocols in an internet
environnent. This protocol calls on | ocal network protocols to carry
the internet datagramto the next gateway or destination host.

For exanple, a TCP nodule would call on the internet nodule to take a
TCP segnent (including the TCP header and user data) as the data
portion of an internet datagram The TCP nodul e woul d provi de the
addresses and other paraneters in the internet header to the internet
nmodul e as argunents of the call. The internet nodul e would then
create an internet datagramand call on the local network interface to
transmt the internet datagram

In the ARPANET case, for exanple, the internet nodule would call on a
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| ocal net nodul e which would add the 1822 | eader [2] to the internet
dat agram creating an ARPANET nessage to transmt to the IMP. The
ARPANET address woul d be derived fromthe internet address by the

| ocal network interface and woul d be the address of sonme host in the
ARPANET, that host m ght be a gateway to other networks.

1.4. QOperation

The internet protocol inplenents two basic functions: addressing and
fragnent ati on.

The internet nodul es use the addresses carried in the internet header
to transmt internet datagrans toward their destinations. The
selection of a path for transmssion is called routing.

The internet nodules use fields in the internet header to fragnment and
reassenbl e i nternet datagrans when necessary for transm ssion through
"smal | packet" networKks.

The nodel of operation is that an internet nodul e resides in each host
engaged in internet communication and in each gateway that

i nterconnects networks. These nodul es share common rul es for
interpreting address fields and for fragnenting and assenbli ng
internet datagrans. |In addition, these nodules (especially in

gat eways) have procedures for making routing decisions and ot her
functions.

The internet protocol treats each internet datagram as an independent
entity unrelated to any other internet datagram There are no
connections or logical circuits (virtual or otherw se).

The internet protocol uses four key nmechanisnms in providing its
service: Type of Service, Tine to Live, Options, and Header Checksum

The Type of Service is used to indicate the quality of the service
desired. The type of service is an abstract or generalized set of
paraneters which characterize the service choices provided in the
networks that make up the internet. This type of service indication
is to be used by gateways to select the actual transm ssion paraneters
for a particular network, the network to be used for the next hop, or
t he next gateway when routing an internet datagram

The Tinme to Live is an indication of an upper bound on the |ifetine of
an internet datagram It is set by the sender of the datagram and
reduced at the points along the route where it is processed. |If the
time to live reaches zero before the internet datagramreaches its
destination, the internet datagramis destroyed. The tine to live can
be thought of as a self destruct tinme limt.
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The Options provide for control functions needed or useful in sone
situations but unnecessary for the nobst comon communi cations. The
options include provisions for timnmestanps, security, and special
routing.

The Header Checksum provides a verification that the information used
i n processing internet datagram has been transmtted correctly. The
data may contain errors. |f the header checksumfails, the internet
datagramis discarded at once by the entity which detects the error.

The internet protocol does not provide a reliable conmunication
facility. There are no acknow edgnents either end-to-end or
hop-by-hop. There is no error control for data, only a header
checksum There are no retransm ssions. There is no flow control.

Errors detected may be reported via the Internet Control Message

Protocol (1CMP) [3] which is inplenmented in the internet protoco
nodul e.
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2. OVERVI EW
2. 1. Rel ation to O her Protocols

The follow ng diagramillustrates the place of the internet protocol
in the protocol hierarchy:

S R + +----- + +----- + +-- - - - +
| Telnet| | FTP | | TFTP| | |
B + +----- + +----- + +----- +
. | |
+----- + +----- + +----- +
| TCP | | UDP | | |
+-- - - - + +-- - - - + +-- - - - +
| | |
o e e e e e e e e e e aeaaa o +----+
| Internet Protocol & ICWP |
o +----+
|
T +
| Local Network Protocol
o e e e e e e e e +

Prot ocol Rel ati onshi ps
Figure 1.
Internet protocol interfaces on one side to the higher |evel
host -t o- host protocols and on the other side to the |ocal network
protocol. 1In this context a "local network" may be a small network in
a building or a |arge network such as the ARPANET.
2.2. Model of QOperation

The nodel of operation for transmtting a datagram from one

application programto another is illustrated by the foll ow ng
scenari o:
We suppose that this transmission will involve one internedi ate
gat eway.

The sendi ng application program prepares its data and calls on its
| ocal internet nodule to send that data as a datagram and passes the
destination address and ot her paraneters as argunents of the call.

The internet nodul e prepares a datagram header and attaches the data

toit. The internet nodule determines a | ocal network address for
this internet address, in this case it is the address of a gateway.
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It sends this datagram and the |ocal network address to the | ocal
network interface.

The | ocal network interface creates a | ocal network header, and
attaches the datagramto it, then sends the result via the |ocal
net wor k.

The datagram arrives at a gateway host wapped in the |ocal network
header, the |local network interface strips off this header, and
turns the datagramover to the internet nodule. The internet nodul e
determnes fromthe internet address that the datagramis to be
forwarded to another host in a second network. The internet nodul e

determ nes a | ocal net address for the destination host. It calls
on the local network interface for that network to send the
dat agr am

This |l ocal network interface creates a | ocal network header and
attaches the datagram sending the result to the destination host.

At this destination host the datagramis stripped of the | ocal net
header by the local network interface and handed to the internet
nodul e.

The internet nodul e determnes that the datagramis for an
application programin this host. |t passes the data to the
application programin response to a systemcall, passing the source
address and other paraneters as results of the call.

Application Application
Program Program
\ /
| nt ernet Modul e | nt ernet Modul e | nt ernet Modul e
\ / \ /
LNI -1 LNI -1 LNI -2 LNI -2
\ / \ /
Local Network 1 Local Network 2

Transm ssi on Path

Figure 2
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3. Function Description

The function or purpose of Internet Protocol is to nove datagrans

t hrough an interconnected set of networks. This is done by passing
the datagranms fromone internet nodule to another until the
destination is reached. The internet nodul es reside in hosts and
gateways in the internet system The datagrans are routed from one

i nternet nodul e to another through individual networks based on the
interpretation of an internet address. Thus, one inportant nmechani sm
of the internet protocol is the internet address.

In the routing of nessages fromone internet nodul e to anot her,
datagrans nmay need to traverse a network whose maxi num packet size is
smal l er than the size of the datagram To overcone this difficulty, a
fragmentati on mechanismis provided in the internet protocol.

Addr essi ng
A distinction is nade between nanes, addresses, and routes [4]. A

name indi cates what we seek. An address indicates where it is. A
route indicates how to get there. The internet protocol deals

primarily with addresses. It is the task of higher level (i.e.,
host -t o-host or application) protocols to nake the napping from
nanmes to addresses. The internet nodul e maps internet addresses to
| ocal net addresses. It is the task of |lower level (i.e., local net

or gateways) procedures to make the mapping fromlocal net addresses
to routes.

Addresses are fixed length of four octets (32 bits). An address
begins with a network nunber, followed by |ocal address (called the
"rest" field). There are three formats or classes of internet
addresses: in class a, the high order bit is zero, the next 7 bits
are the network, and the last 24 bits are the | ocal address; in
class b, the high order two bits are one-zero, the next 14 bits are
the network and the last 16 bits are the |ocal address; in class c,
the high order three bits are one-one-zero, the next 21 bits are the
network and the last 8 bits are the | ocal address.

Care nust be taken in mapping internet addresses to |ocal net
addresses; a single physical host nust be able to act as if it were
several distinct hosts to the extent of using several distinct

i nternet addresses. Sonme hosts will al so have several physi cal
interfaces (multi-hom ng).

That is, provision nust be nmade for a host to have several physical

interfaces to the network with each having several |ogical internet
addr esses.
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Exanpl es of address mappi ngs may be found in "Address Mappings" [5].
Fragnent ati on

Fragnentati on of an internet datagramis necessary when it
originates in a local net that allows a | arge packet size and nust
traverse a local net that limts packets to a snmaller size to reach
its destination.

An internet datagram can be narked "don’t fragnent." Any internet
datagram so marked is not to be internet fragnented under any
circunstances. |If internet datagram marked don’t fragnent cannot be

delivered to its destination without fragnenting it, it is to be
di scarded i nst ead.

Fragnentati on, transm ssion and reassenbly across a | ocal network
which is invisible to the internet protocol nodule is called
intranet fragnmentation and nmay be used [6].

The internet fragnentation and reassenbly procedure needs to be able
to break a datagraminto an al nost arbitrary nunber of pieces that
can be | ater reassenbled. The receiver of the fragnents uses the
identification field to ensure that fragnents of different datagrans
are not mxed. The fragnment offset field tells the receiver the
position of a fragnent in the original datagram The fragnent

of fset and |l ength determ ne the portion of the original datagram
covered by this fragment. The nore-fragnments flag indicates (by
being reset) the last fragnment. These fields provide sufficient
informati on to reassenbl e dat agrans.

The identification field is used to distinguish the fragnents of one
datagram from t hose of another. The originating protocol nodul e of
an internet datagramsets the identification field to a val ue that
nmust be unique for that source-destination pair and protocol for the
time the datagramwi Il be active in the internet system The
originating protocol nodule of a conplete datagram sets the
nore-fragnents flag to zero and the fragnent offset to zero.

To fragnent a long internet datagram an internet protocol nodule
(for exanple, in a gateway), creates two new i nternet datagrans and
copies the contents of the internet header fields fromthe |ong
datagraminto both new internet headers. The data of the | ong
datagramis divided into two portions on a 8 octet (64 bit) boundary
(the second portion mght not be an integral nultiple of 8 octets,
but the first nust be). Call the nunber of 8 octet blocks in the
first portion NFB (for Nunmber of Fragment Bl ocks). The first
portion of the data is placed in the first new internet datagram
and the total length field is set to the length of the first
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datagram The nore-fragnents flag is set to one. The second
portion of the data is placed in the second new i nternet datagram
and the total length field is set to the length of the second
datagram The nore-fragnments flag carries the sane value as the

| ong datagram The fragnment offset field of the second new internet
datagramis set to the value of that field in the | ong datagram pl us
NFB.

Thi s procedure can be generalized for an n-way split, rather than
the two-way split described.

To assenble the fragnments of an internet datagram an internet

prot ocol nodule (for exanple at a destination host) conbines

i nternet datagrans that all have the sanme value for the four fields:
identification, source, destination, and protocol. The conbination

is done by placing the data portion of each fragment in the relative
position indicated by the fragnment offset in that fragment’s

internet header. The first fragment will have the fragnent offset
zero, and the last fragnent will have the nore-fragnents flag reset
to zero

Gat eways

Gat eways i nplenent internet protocol to forward datagrans between
networks. Gateways also inplenent the Gateway to Gateway Protocol
(GEP) [7] to coordinate routing and ot her internet control

i nformati on.

In a gateway the higher |evel protocols need not be inplenented and
the GGP functions are added to the |IP nodul e.

o e e e e e e e +
| I'nternet Protocol & ICW & GGP
o e e e e e e e e e e e m - +
| |
S + S +
| Local Net | | Local Net |
S + S +

Gat eway Protocols

Fi gure 3.

[ Page 9]



Sept enber 1981
| nt ernet Protocol

[ Page 10]



Sept enber 1981
| nt er net Protocol

3. SPECI FI CATI ON
3.1. Internet Header For mat
A sunmary of the contents of the internet header foll ows:

0 1 2 3

01234567890123456789012345678901
T i o S e S i e S S

| Version| |HL | Type of Service| Total Length |
B il a i S I o I i ot S S S I S S S S it o
I dentification | FI ags]| Fragnent O f set |

|-|-- i i i e it ol I RIE NI NI N S R R R R I R R i I i R e R
| Tinme to Live | Pr ot ocol | Header Checksum |
B T T i S S i S T i s T e S S S S S e
| Sour ce Address |
B il a i S I o I i ot S S S I S S S S it o
| Desti nati on Address |
e i R R e e e el I S R R R R e S il I I S R R R R
| Opt i ons | Paddi ng |
B T T i S S i S T i s T e S S S S S e

Exanpl e I nternet Dat agram Header
Fi gure 4.
Note that each tick mark represents one bit position
Version: 4 bits

The Version field indicates the format of the internet header. This
docunent descri bes version 4.

IHL: 4 bits
I nternet Header Length is the length of the internet header in 32

bit words, and thus points to the beginning of the data. Note that
the m ni num value for a correct header is 5.
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Type of Service: 8 bits

The Type of Service provides an indication of the abstract
paraneters of the quality of service desired. These paraneters are
to be used to guide the selection of the actual service paraneters
when transmtting a datagramthrough a particul ar network. Several
networ ks of fer service precedence, which sonehow treats high
precedence traffic as nore inportant than other traffic (generally
by accepting only traffic above a certain precedence at tine of high
load). The major choice is a three way tradeoff between |ow del ay,
hi gh-reliability, and high-throughput.

Bits 0-2 Pr ecedence.
Bit 3: 0 = Nornmal Delay, 1 = Low Del ay.
Bits 4: 0 = Normal Throughput, 1 = Hi gh Throughput.
Bits 5 O = Normal Relibility, 1 = Hgh Relibility.
Bit 6-7 Reserved for Future Use.

0 1 2 3 4 5 6 7
Fomm - Fomm - Fomm - Fomm - Fomm - Fomm - Fomm - Fomm - +

I I I I I

| PRECEDENCE | D] T | R | O | O
I I I I I I I
+----- +----- +----- +----- +----- +----- +----- +----- +

Precedence

111 - Network Control

110 - Internetwork Control
101 - CRITI C/ ECP

100 - Flash Override

011 - Fl ash

010 - I mmedi ate

001 - Priority

000 - Routine

The use of the Delay, Throughput, and Reliability indications nmay

i ncrease the cost (in sone sense) of the service. |n many networks
better performance for one of these paraneters is coupled with worse
performance on anot her. Except for very unusual cases at nobst two
of these three indications should be set.

The type of service is used to specify the treatnent of the datagram
during its transm ssion through the internet system Exanple

mappi ngs of the internet type of service to the actual service

provi ded on networks such as AUTCDIN |1, ARPANET, SATNET, and PRNET
is given in "Service Mappings" [8].
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The Network Control precedence designation is intended to be used
within a network only. The actual use and control of that
designation is up to each network. The Internetwork Control
designation is intended for use by gateway control originators only.
If the actual use of these precedence designations is of concern to
a particular network, it is the responsibility of that network to
control the access to, and use of, those precedence designations.

Total Length: 16 bits

Total Length is the length of the datagram neasured in octets,

i ncluding internet header and data. This field allows the | ength of
a datagramto be up to 65,535 octets. Such |ong datagrans are

i npractical for nost hosts and networks. All hosts nust be prepared
to accept datagrans of up to 576 octets (whether they arrive whole
or in fragnents). It is recomended that hosts only send datagrans
| arger than 576 octets if they have assurance that the destination
is prepared to accept the |arger datagrans.

The nunber 576 is selected to allow a reasonabl e sized data block to
be transmtted in addition to the required header information. For
exanple, this size allows a data bl ock of 512 octets plus 64 header
octets to fit in a datagram The maxi mal internet header is 60
octets, and a typical internet header is 20 octets, allowi ng a
mar gi n for headers of higher |evel protocols.

Identification: 16 bits

An identifying val ue assigned by the sender to aid in assenbling the
fragnents of a datagram

Flags: 3 bits
Vari ous Control Fl ags.
Bit O: reserved, nust be zero

Bit 1. (DF) O May Fragnent, 1
Bit 22 (M) O Last Fragnent, 1

Don’t Fragnent.
More Fragnents.

0 1 2
S
I | D| M|
| O F| F|

e
Fragment Offset: 13 bits

This field indicates where in the datagramthis fragnent bel ongs.
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The fragnent offset is neasured in units of 8 octets (64 bits). The
first fragnent has offset zero.

Time to Live: 8 bits

This field indicates the maximumtinme the datagramis allowed to
remain in the internet system |If this field contains the val ue
zero, then the datagram nust be destroyed. This field is nodified
in internet header processing. The time is neasured in units of
seconds, but since every nodul e that processes a dat agram nust
decrease the TTL by at |east one even if it process the datagramin
| ess than a second, the TTL nmust be thought of only as an upper
bound on the tinme a datagram may exist. The intention is to cause
undel i verabl e datagrans to be di scarded, and to bound the naxi mum
datagramlifetine.

Protocol: 8 bits
This field indicates the next |evel protocol used in the data
portion of the internet datagram The values for various protocols
are specified in "Assigned Nunbers" [9].
Header Checksum 16 bits
A checksum on the header only. Since sone header fields change
(e.g., time to live), this is reconputed and verified at each point
that the internet header is processed.
The checksum al gorithmis
The checksumfield is the 16 bit one’ s conplenent of the one's
conpl ement sumof all 16 bit words in the header. For purposes of
conmputing the checksum the value of the checksumfield is zero.
This is a sinple to conmpute checksum and experinmental evidence
indicates it is adequate, but it is provisional and may be repl aced
by a CRC procedure, depending on further experience.
Source Address: 32 bits
The source address. See section 3.2.

Desti nati on Address: 32 bits

The destinati on address. See section 3. 2.
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Options: variable

The options may appear or not in datagranms. They nust be

i npl enented by all I P nodules (host and gateways). What is optional
is their transm ssion in any particul ar datagram not their

i mpl enent ati on.

In some environnents the security option nmay be required in al
dat agr ans.

The option field is variable in length. There nay be zero or nore
options. There are two cases for the format of an option:

Case 1: A single octet of option-type.

Case 2: An option-type octet, an option-length octet, and the
actual option-data octets.

The option-length octet counts the option-type octet and the
option-length octet as well as the option-data octets.

The option-type octet is viewed as having 3 fields:

1 bit copi ed fl ag,
2 bits option class,
5 bits option nunber.

The copied flag indicates that this option is copied into al
fragnments on fragnentation.

not copied

0
1 copi ed

The option cl asses are:

contr ol

reserved for future use
debuggi ng and neasur enent
reserved for future use

WNEFRO
I n
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The followi ng internet options are defi ned:

CLASS NUMBER LENGTH DESCRI PTI ON

0 0 - End of Option list. This option occupies only
1 octet; it has no length octet.

0 1 - No Operation. This option occupies only 1
octet; it has no length octet.

0 2 11 Security. Used to carry Security,

Conpartmentati on, User Goup (TCC), and
Handl i ng Restriction Codes conpatible with DOD
requirenents.

0 3 var. Loose Source Routing. Used to route the
i nt ernet datagram based on information
supplied by the source.

0 9 var. Strict Source Routing. Used to route the
i nt ernet dat agram based on i nformation
supplied by the source.

0 7 var. Record Route. Used to trace the route an
i nternet datagramtakes.

0 8 4 Stream I D. Used to carry the stream
identifier.

2 4 var. Internet Tinestanp.

Specific Option Definitions

End of Option List

This option indicates the end of the option list. This m ght

not coincide with the end of the internet header according to
the internet header length. This is used at the end of al
options, not the end of each option, and need only be used if
the end of the options would not otherw se coincide with the end
of the internet header.

May be copied, introduced, or deleted on fragnentation, or for
any ot her reason.
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No QOperation

S N +
| 00000001
I +
Type=1
This option may be used between options, for exanple, to align
t he begi nning of a subsequent option on a 32 bit boundary.
May be copied, introduced, or deleted on fragnmentation, or for

any ot her reason.
Security
This option provides a way for hosts to send security,

conpartnmentation, handling restrictions, and TCC (cl osed user
group) paraneters. The format for this option is as foll ows:

TR TR TR Y ) Y IR P
| 10000010 00001011 SSS SSS| CCC  CCC| HHH HHH TCC |
PR PR R T Y S B -

Type=130 Lengt h=11
Security (S field): 16 bits

Specifies one of 16 |evels of security (eight of which are

reserved for future use).

00000000 00000000 Uncl assi fi ed

11110001 00110101 - Confidenti al

01111000 10011010 EFTO

10111100 01001101 MVIVM

01011110 00100110 PROG

10101111 00010011 Restri cted

11010111 10001000 - Secret

01101011 11000101 - Top Secret

00110101 11100010 (Reserved for future use)
10011010 11110001 (Reserved for future use)
01001101 01111000 (Reserved for future use)
00100100 10111101 (Reserved for future use)
00010011 01011110 (Reserved for future use)
10001001 10101111 (Reserved for future use)
11000100 11010110 (Reserved for future use)
11100010 01101011 (Reserved for future use)
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Conpartnents (Cfield): 16 bits

An all zero value is used when the information transmtted is
not conpartnented. Oher values for the conpartnents field
may be obtained fromthe Defense Intelligence Agency.

Handl i ng Restrictions (Hfield): 16 bits
The values for the control and rel ease markings are
al phanuneric di graphs and are defined in the Defense
Intelligence Agency Manual DI AM 65-19, "Standard Security
Mar ki ngs™.

Transm ssion Control Code (TCC field): 24 bits
Provi des a neans to segregate traffic and define controll ed
communities of interest anong subscribers. The TCC val ues are
trigraphs, and are avail able from HQ DCA Code 530.

Must be copied on fragnentation. This option appears at nost
once in a datagram

Loose Source and Record Route

I pe—— I pe—— I pe—— IR —— [[]-emeenn- +
| 10000011| length | pointer| route data |
- - - S []-------- +
Type=131

The | oose source and record route (LSRR) option provides a neans
for the source of an internet datagramto supply routing
information to be used by the gateways in forwarding the
datagramto the destination, and to record the route

i nformati on.

The option begins with the option type code. The second oct et
is the option Iength which includes the option type code and the
l ength octet, the pointer octet, and |l ength-3 octets of route
data. The third octet is the pointer into the route data

i ndi cating the octet which begins the next source address to be
processed. The pointer is relative to this option, and the
smal | est | egal value for the pointer is 4.

A route data is conposed of a series of internet addresses.

Each internet address is 32 bits or 4 octets. |If the pointer is
greater than the length, the source route is enpty (and the
recorded route full) and the routing is to be based on the
destination address field.
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If the address in destination address field has been reached and
the pointer is not greater than the I ength, the next address in
the source route replaces the address in the destination address
field, and the recorded route address replaces the source
address just used, and pointer is increased by four.

The recorded route address is the internet nodul e s own internet
address as known in the environnment into which this datagramis
bei ng forwarded.

This procedure of replacing the source route with the recorded
route (though it is in the reverse of the order it nust be in to
be used as a source route) neans the option (and the | P header
as a whole) remains a constant |ength as the datagram progresses
t hrough the internet.

This option is a | oose source route because the gateway or host
IPis allowed to use any route of any nunber of other
i nternedi ate gateways to reach the next address in the route.

Must be copied on fragnentation. Appears at nost once in a
dat agr am

Strict Source and Record Route

IR IR IR SRR J]ecceenn- +
| 10001001| length | pointer| route data |
R R R S R []-------- +
Type=137

The strict source and record route (SSRR) option provides a
means for the source of an internet datagramto supply routing
information to be used by the gateways in forwarding the
datagramto the destination, and to record the route

i nformati on.

The option begins with the option type code. The second octet
is the option Iength which includes the option type code and the
l ength octet, the pointer octet, and |l ength-3 octets of route
data. The third octet is the pointer into the route data

i ndicating the octet which begins the next source address to be
processed. The pointer is relative to this option, and the
smal | est |legal value for the pointer is 4.

A route data is conposed of a series of internet addresses.

Each internet address is 32 bits or 4 octets. |If the pointer is
greater than the length, the source route is enpty (and the
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recorded route full) and the routing is to be based on the
destination address field.

If the address in destination address field has been reached and
the pointer is not greater than the I ength, the next address in
the source route replaces the address in the destination address
field, and the recorded route address replaces the source
address just used, and pointer is increased by four.

The recorded route address is the internet nodule’ s own internet
address as known in the environnment into which this datagramis
bei ng forwarded.

This procedure of replacing the source route with the recorded
route (though it is in the reverse of the order it nust be in to
be used as a source route) neans the option (and the |IP header
as a whole) renmains a constant | ength as the datagram progresses
t hrough the internet.

This option is a strict source route because the gateway or host
I P nust send the datagramdirectly to the next address in the
source route through only the directly connected network
indicated in the next address to reach the next gateway or host
specified in the route.

Must be copied on fragnentation. Appears at nost once in a
dat agr am

Record Route

I pe—— I pe—— I pe—— IR —— [[]-emeenn- +
| 00000111| length | pointer| route data |

- - - S []-------- +
Type=7

The record route option provides a nmeans to record the route of
an i nternet datagram

The option begins with the option type code. The second oct et
is the option length which includes the option type code and the
l ength octet, the pointer octet, and |l ength-3 octets of route
data. The third octet is the pointer into the route data

i ndicating the octet which begins the next area to store a route
address. The pointer is relative to this option, and the
smal | est | egal value for the pointer is 4.

A recorded route is conposed of a series of internet addresses.
Each internet address is 32 bits or 4 octets. |If the pointer is
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greater than the length, the recorded route data area is full
The originating host nust conpose this option with a |arge
enough route data area to hold all the address expected. The
size of the option does not change due to addi ng addresses. The
intitial contents of the route data area nust be zero.

When an internet nodule routes a datagramit checks to see if
the record route option is present. |If it is, it inserts its
own internet address as known in the environment into which this
datagramis being forwarded into the recorded route begining at
the octet indicated by the pointer, and increnents the pointer
by four.

If the route data area is already full (the pointer exceeds the
| ength) the datagramis forwarded wi thout inserting the address
into the recorded route. |If there is sone room but not enough
roomfor a full address to be inserted, the original datagramis
considered to be in error and is discarded. |In either case an

| CMP paraneter problem nessage may be sent to the source

host [3].

Not copied on fragnentation, goes in first fragnment only.
Appears at nobst once in a datagram

Stream | dentifier

Fomm oo Fomm oo Fomm oo Fomm oo +
| 10001000| 00000010)| StreamID |
- - - - +

Type=136 Lengt h=4

This option provides a way for the 16-bit SATNET stream
identifier to be carried through networks that do not support
t he stream concept.

Must be copied on fragnentation. Appears at nost once in a
dat agr am
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I nternet Tinestanp

S S S S +
| 01000100| length | pointer|oflwflg]
S S S S +
| i nt ernet address |
S S S S +
| ti mestanp |
S S S S +
| : |
Type = 68

The Option Length is the nunber of octets in the option counting
the type, length, pointer, and overflow flag octets (maximm
| engt h 40).

The Pointer is the nunber of octets fromthe beginning of this
option to the end of tinestanps plus one (i.e., it points to the
octet beginning the space for next tinmestanp). The small est
legal value is 5. The tinestanp area is full when the pointer
is greater than the | ength.

The Overflow (oflw) [4 bits] is the nunber of |IP nodul es that
cannot register tinmestanps due to | ack of space.

The Flag (flg) [4 bits] values are
O -- tinme stanps only, stored in consecutive 32-bit words,

1 -- each tinmestanp is preceded with internet address of the
regi stering entity,

3 -- the internet address fields are prespecified. An IP
nodul e only registers its timestanp if it matches its own
address with the next specified internet address.

The Tinmestanp is a right-justified, 32-bit timestanp in
mlliseconds since mdnight UT. If the tine is not available in
mlliseconds or cannot be provided with respect to m dnight UT
then any time nmay be inserted as a tinestanp provided the high
order bit of the tinestanp field is set to one to indicate the
use of a non-standard val ue.

The originating host nust conpose this option with a |arge

enough tinmestanp data area to hold all the tinmestanp infornmation
expected. The size of the option does not change due to adding
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timestanps. The intitial contents of the tinestanp data area
nmust be zero or internet address/zero pairs.

If the tinestanp data area is already full (the pointer exceeds
the length) the datagramis forwarded wi thout inserting the
ti mestanp, but the overflow count is increnmented by one.

If there is some room but not enough roomfor a full tinmestanp
to be inserted, or the overflow count itself overflows, the
original datagramis considered to be in error and is discarded.
In either case an | CVP paraneter problem nmessage may be sent to
t he source host [3].

The tinmestanp option is not copied upon fragnentation. It is
carried in the first fragnent. Appears at nbpst once in a
dat agr am

Paddi ng: vari able

The internet header padding is used to ensure that the internet
header ends on a 32 bit boundary. The padding is zero.

3. 2. Di scussi on

The i nplenentation of a protocol nust be robust. Each inplenentation
must expect to interoperate with others created by different
individuals. Wile the goal of this specificationis to be explicit
about the protocol there is the possibility of differing
interpretations. In general, an inplenentation nmust be conservative
inits sending behavior, and liberal in its receiving behavior. That
is, it nmust be careful to send well-forned datagrans, but nust accept
any datagramthat it can interpret (e.g., not object to technica
errors where the nmeaning is still clear).

The basic internet service is datagram oriented and provides for the
fragnentation of datagrans at gateways, with reassenbly taking place
at the destination internet protocol nodule in the destination host.
O course, fragnmentation and reassenbly of datagrans within a network
or by private agreenent between the gateways of a network is also

all owed since this is transparent to the internet protocols and the
hi gher-1 evel protocols. This transparent type of fragnmentation and
reassenbly is termed "network-dependent” (or intranet) fragmentation
and is not discussed further here.

I nternet addresses distinguish sources and destinations to the host

| evel and provide a protocol field as well. It is assuned that each
protocol will provide for whatever multiplexing is necessary within a
host .
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Addr essi ng

To provide for flexibility in assigning address to networks and
allow for the |arge nunber of small to internediate sized networks
the interpretation of the address field is coded to specify a snall
nunber of networks with a | arge nunber of host, a noderate nunber of
networks with a noderate nunber of hosts, and a | arge nunber of
networks with a small nunber of hosts. In addition there is an
escape code for extended addressi ng node.

Addr ess Fornmts:

H gh Order Bits For mat d ass
0 7 bits of net, 24 bits of host a
10 14 bits of net, 16 bits of host b
110 21 bits of net, 8 bits of host c
111 escape to extended addressi nhg node

A value of zero in the network field neans this network. This is
only used in certain | CVWP nessages. The extended addressi ng node
is undefined. Both of these features are reserved for future use.

The actual val ues assigned for network addresses is given in
"Assi gned Nunbers" [9].

The | ocal address, assigned by the |local network, nust allow for a
si ngl e physical host to act as several distinct internet hosts.

That is, there nust be a mappi hg between internet host addresses and
net wor k/ host interfaces that all ows several internet addresses to
correspond to one interface. It nust also be allowed for a host to
have several physical interfaces and to treat the datagrans from
several of themas if they were all addressed to a single host.

Addr ess mappi ngs between internet addresses and addresses for
ARPANET, SATNET, PRNET, and ot her networks are described in "Address
Mappi ngs" [5].

Fragnment ati on and Reassenbly.

The internet identification field (ID) is used together with the
source and destination address, and the protocol fields, to identify
datagram fragnents for reassenbly.

The More Fragnments flag bit (M) is set if the datagramis not the
| ast fragnent. The Fragnment Ofset field identifies the fragnment

| ocation, relative to the beginning of the original unfragnented
datagram Fragnments are counted in units of 8 octets. The
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fragnentation strategy is designed so than an unfragnented dat agram
has all zero fragnentation information (M- = 0, fragnment offset =
0). If an internet datagramis fragnented, its data portion nust be
broken on 8 octet boundari es.

This format allows 2**13 = 8192 fragnents of 8 octets each for a
total of 65,536 octets. Note that this is consistent with the the
datagramtotal length field (of course, the header is counted in the
total length and not in the fragnents).

When fragnmentation occurs, some options are copi ed, but others
remain with the first fragnment only.

Every internet nodule nust be able to forward a datagram of 68
octets without further fragnentation. This is because an internet
header may be up to 60 octets, and the mninmumfragnent is 8 octets.

Every internet destination nust be able to receive a datagram of 576
octets either in one piece or in fragnents to be reassenbl ed.

The fields which may be affected by fragnmentation include:

(1) options field

(2) nmore fragnments flag

(3) fragnment offset

(4) internet header length field
(5) total length field

(6) header checksum

If the Don't Fragnment flag (DF) bit is set, then internet
fragnentation of this datagramis NOTI permtted, although it nmay be
di scarded. This can be used to prohibit fragnmentation in cases
where the receiving host does not have sufficient resources to
reassenbl e internet fragments.

One exanpl e of use of the Don't Fragnent feature is to down |ine
load a small host. A small host could have a boot strap program
that accepts a datagramstores it in nenory and then executes it.

The fragnentation and reassenbly procedures are nost easily
descri bed by exanples. The follow ng procedures are exanple
i npl enent ati ons.

Ceneral notation in the foll owi ng pseudo prograns: "=<" neans "l ess
than or equal", "#" nmeans "not equal", "=" neans "equal", "<-" neans
"is set to". Also, "x to y" includes x and excludes y; for exanple,

"4 to 7" would include 4, 5, and 6 (but not 7).
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An Exanpl e Fragnentation Procedure

The maxi num si zed datagram that can be transmtted through the
next network is called the maxi mumtransm ssion unit (MrU)

If the total length is less than or equal the nmaxi mumtransm ssion
unit then submt this datagramto the next step in datagram
processi ng; otherwi se cut the datagraminto two fragnents, the
first fragnment being the maxi num size, and the second fragment
being the rest of the datagram The first fragnent is submtted
to the next step in datagram processing, while the second fragnent

is submtted to this procedure in case it is still too |arge.
Not at i on:

FO - Fragnment O fset

| HL - Internet Header Length

DF - Don't Fragnment flag

VF - More Fragnents fl ag

TL - Total Length

OFO - dd Fragnent Ofset

OHL - dd Internet Header Length

OWF - dd Mre Fragnments fl ag

orL - Add Total Length

NFB - Nunber of Fragnent Bl ocks

MU - Maxi num Transm ssion Unit
Pr ocedur e:

IF TL =< MIU THEN Submt this datagramto the next step
i n datagram processing ELSE |F DF = 1 THEN di scard the
dat agr am ELSE
To produce the first fragment:
(1) Copy the original internet header;
(2) OHL <- IH; OIL <- TL; OFO <- FGQ OW <- M
(3) NFB <- (MITU-1HL*4)/8;
(4) Attach the first NFB*8 data octets;
(5) Correct the header:
MF <- 1; TL <- (IHL*4)+(NFB*8);
Reconput e Checksum
(6) Submt this fragnment to the next step in
dat agr am pr ocessi ng;
To produce the second fragnent:
(7) Selectively copy the internet header (sonme options
are not copied, see option definitions);
(8) Append the remaining data;
(9) Correct the header:
IHL <- (((AOHL*4)-(length of options not copied))+3)/4,;
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TL <- OIL - NFB*8 - (O HL-1HL)*4);
FO <- OFO + NFB; M <- OW; Reconpute Checksum
(10) Submt this fragnment to the fragnmentation test; DONE

In the above procedure each fragment (except the last) was nade

t he maxi mum al | owabl e size. An alternative m ght produce | ess
than the maxi mnum si ze datagrans. For exanple, one could inplenent
a fragnmentation procedure that repeatly divided | arge datagrans in
hal f until the resulting fragnments were | ess than the maxi num
transm ssion unit size.

An Exanpl e Reassenbly Procedure

For each datagramthe buffer identifier is conputed as the

concat enation of the source, destination, protocol, and
identification fields. If this is a whole datagram (that is both
the fragnent offset and the nore fragnents fields are zero), then
any reassenbly resources associated with this buffer identifier
are rel eased and the datagramis forwarded to the next step in

dat agr am pr ocessi ng.

If no other fragment with this buffer identifier is on hand then
reassenbly resources are allocated. The reassenbly resources
consi st of a data buffer, a header buffer, a fragnent bl ock bit
table, a total data length field, and a tinmer. The data fromthe
fragnment is placed in the data buffer according to its fragnent
of fset and |l ength, and bits are set in the fragment bl ock bit
tabl e corresponding to the fragment bl ocks received.

If this is the first fragment (that is the fragment offset is

zero) this header is placed in the header buffer. |If this is the
| ast fragnent ( that is the nore fragnents field is zero) the
total data length is conmputed. If this fragment conpletes the

dat agram (tested by checking the bits set in the fragnment bl ock
table), then the datagramis sent to the next step in datagram
processing; otherwise the tinmer is set to the nmaxi mum of the
current tinmer value and the value of the tine to live field from
this fragnment; and the reassenbly routine gives up control.

If the tinmer runs out, the all reassenbly resources for this
buffer identifier are released. The initial setting of the tiner
is a lower bound on the reassenbly waiting time. This is because
the waiting tine will be increased if the Tine to Live in the
arriving fragnent is greater than the current timer value but wll
not be decreased if it is less. The maximumthis timer val ue
could reach is the maximumtinme to live (approximtely 4.25

m nutes). The current reconmendation for the initial tiner
setting is 15 seconds. This nay be changed as experience with
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Not ati o

FO
| HL
NF
TTL
NFB
TL
TDL

RCVBT
TLB

Pr ocedu

(1)
(2)
(3)
(4)
(5)
(6)
(7)

(8)

(9)

(10)
(11)
(12)
(13)

(14)
(15)
(16)

(17)
(18)
(19)

ocol

Sept enber 1981

ot ocol accunul ates. Note that the choice of this paraneter
value is related to the buffer capacity available and the data
rate of the transm ssion nedium that is, data rate tinmes tiner
val ue equal s buffer size (e.g., 10Kb/s X 15s = 150Kb).

n.

Fragnment O f set

- Internet Header Length

- Mre Fragnents flag

- Time To Live

- Nunber of Fragment Bl ocks

- Total Length

- Total Data Length

BUFID - Buffer ldentifier

- Fragment Received Bit Table

- Tinmer Lowe

re:

r

Bound

BUFI D <- source|destination|protocol|identification;
IF FO=0 AND MF =0
THEN I F buffer with BUFID is all ocated
THEN flush all reassenbly for this BUFID
Submt datagramto next step; DONE
ELSE | F no buffer with BUFID is all ocated
THEN al | ocate reassenbly resources

wi t h BUFI D
TI MER <- TLB; TDL <- O;

put data fromfragnent into data buffer with
BUFID fromoctet FO*8 to

octet (TL-(IHL*4))+FO*8;

set RCVBT bits from FO

to FOH((TL- (I HL*4) +7)/8);

0O THEN TDL <- TL-(IHL*4)+(FO*8)

0 THEN put header in header buffer
# 0
all RCVBT bits fromO

to (TDL+7)/8 are set

THEN TL <- TDL+(1 HL*4)

Submit datagramto next step
free all reassenbly resources
for this BUFI D, DONE

TI MER <- MAX(TI MER, TTL);
give up until next fragnment or timer expires;

timer expires:

flush all reassenbly with this BUFI D, DONE

In the case that two or nore fragnents contain the sane data
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either identically or through a partial overlap, this procedure
W ll use the nore recently arrived copy in the data buffer and
dat agram del i ver ed.

I dentification

The choice of the lIdentifier for a datagramis based on the need to
provide a way to uniquely identify the fragments of a particul ar
datagram The protocol nodul e assenbling fragnments judges fragnents
to belong to the sane datagramif they have the sane source,
destination, protocol, and Identifier. Thus, the sender nust choose
the Identifier to be unique for this source, destination pair and
protocol for the tine the datagram (or any fragnent of it) could be
alive in the internet.

It seens then that a sending protocol nodul e needs to keep a table
of Identifiers, one entry for each destination it has conmuni cat ed
with in the | ast nmaxi num packet lifetime for the internet.

However, since the ldentifier field allows 65,536 different val ues,
some host may be able to sinply use unique identifiers independent
of destination.

It is appropriate for sone higher |evel protocols to choose the
identifier. For exanple, TCP protocol nodules may retransmt an

i dentical TCP segnent, and the probability for correct reception
woul d be enhanced if the retransm ssion carried the sane identifier
as the original transm ssion since fragnents of either datagram
coul d be used to construct a correct TCP segnent.

Type of Service

The type of service (TOS) is for internet service quality selection.
The type of service is specified along the abstract paraneters
precedence, delay, throughput, and reliability. These abstract
paraneters are to be mapped into the actual service paranmeters of
the particul ar networks the datagramtraverses.

Precedence. An independent neasure of the inportance of this
dat agr am

Del ay. Pronpt delivery is inportant for datagrans with this
i ndi cati on.

Throughput. High data rate is inportant for datagrams with this
i ndi cati on.
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Ti

Reliability. A higher level of effort to ensure delivery is
i nportant for datagrams with this indication

For exanple, the ARPANET has a priority bit, and a choi ce between
"standard" nessages (type 0) and "uncontroll ed" nmessages (type 3),
(the choi ce between single packet and nul ti packet nmessages can al so
be considered a service paraneter). The uncontroll ed nessages tend
to be less reliably delivered and suffer |ess delay. Suppose an
internet datagramis to be sent through the ARPANET. Let the
internet type of service be given as:

Pr ecedence: 5
Del ay: 0
Thr oughput : 1
Reliability: 1

In this exanple, the mapping of these paraneters to those avail abl e
for the ARPANET would be to set the ARPANET priority bit on since
the Internet precedence is in the upper half of its range, to sel ect
st andard nmessages since the throughput and reliability requirenents
are indicated and delay is not. More details are given on service
mappi ngs in "Service Mppings" [8].

me to Live

The tinme to live is set by the sender to the maximumtinme the
datagramis allowed to be in the internet system |If the datagram
isin the internet systemlonger than the tine to live, then the
dat agr am nust be destroyed.

This field nust be decreased at each point that the internet header
is processed to reflect the tinme spent processing the datagram
Even if no local information is available on the tinme actually
spent, the field nust be decrenented by 1. The tine is neasured in
units of seconds (i.e. the value 1 nmeans one second). Thus, the
maximumtime to live is 255 seconds or 4.25 mnutes. Since every
nmodul e that processes a datagram nust decrease the TTL by at | east
one even if it process the datagramin |l ess than a second, the TTL
nmust be thought of only as an upper bound on the tine a datagram may
exist. The intention is to cause undeliverabl e datagrans to be

di scarded, and to bound the maxi num datagram|ifetimne.

Sone higher level reliable connection protocols are based on
assunptions that old duplicate datagrans will not arrive after a
certain tine elapses. The TTL is a way for such protocols to have
an assurance that their assunption is net.
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Opt i ons

The options are optional in each datagram but required in

i npl enentations. That is, the presence or absence of an option is
t he choice of the sender, but each internet nodule nust be able to
parse every option. There can be several options present in the
option field.

The options mght not end on a 32-bit boundary. The internet header
must be filled out with octets of zeros. The first of these would
be interpreted as the end-of-options option, and the renai nder as

i nt ernet header paddi ng.

Every internet nodule nust be able to act on every option. The
Security Option is required if classified, restricted, or
conpartnented traffic is to be passed.

Checksum

The i nternet header checksumis reconputed if the internet header is
changed. For exanple, a reduction of the tine to live, additions or
changes to internet options, or due to fragnentation. This checksum
at the internet level is intended to protect the internet header
fields fromtransm ssion errors.

There are sonme applications where a few data bit errors are

acceptable while retransm ssion delays are not. |If the internet
protocol enforced data correctness such applications could not be
support ed.

Errors

Internet protocol errors may be reported via the | CVP nessages [ 3].
3.3. Interfaces

The functional description of user interfaces to the IPis, at best,
fictional, since every operating systemw || have different
facilities. Consequently, we nust warn readers that different IP

i npl enentati ons may have different user interfaces. However, all IPs
must provide a certain mninum set of services to guarantee that al

| P inplenmentations can support the sane protocol hierarchy. This
section specifies the functional interfaces required of all IP

i npl enent ati ons.

Internet protocol interfaces on one side to the |ocal network and on

the other side to either a higher |evel protocol or an application
program In the follow ng, the higher |evel protocol or application
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program (or even a gateway program) will be called the "user" since it
is using the internet nodule. Since internet protocol is a datagram
protocol, there is mniml nenory or state maintai ned between datagram
transm ssions, and each call on the internet protocol nodule by the
user supplies all information necessary for the IP to performthe

servi ce request ed.

An Exanpl e Upper Level Interface

The follow ng two exanple calls satisfy the requirements for the user
to internet protocol nodul e conmunication ("=>" neans returns):

SEND (src, dst, prot, TOS, TTL, Buf PTR, len, 1d, DF, opt => result)

wher e:
Src = source address
dst = destinati on address

prot = protocol
TOS = type of service
TTL time to live
Buf PTR = buffer pointer
I en l ength of buffer
Id Identifier
DF = Don’t Fragnment
opt = option data
result = response
K = dat agram sent ok
Error = error in argunents or |ocal network error

Note that the precedence is included in the TOS and the
security/conpartnment is passed as an option

RECV (Buf PTR, prot, =>result, src, dst, TOS, |en, opt)
wher e:

Buf PTR = buffer pointer

prot = protocol

result = response
K = datagram recei ved ok
Error = error in argunents

len = length of buffer
src = source address

dst = destination address
TOS = type of service

opt = option data
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When the user sends a datagram it executes the SEND call supplying
all the argunents. The internet protocol nodule, on receiving this

call, checks the argunents and prepares and sends the nessage. If the
argunents are good and the datagramis accepted by the | ocal network,
the call returns successfully. |If either the argunents are bad, or

the datagramis not accepted by the I ocal network, the call returns
unsuccessfully. On unsuccessful returns, a reasonable report nust be
made as to the cause of the problem but the details of such reports
are up to individual inplenmentations.

When a datagramarrives at the internet protocol nodule fromthe | oca
network, either there is a pending RECV call fromthe user addressed
or there is not. 1In the first case, the pending call is satisfied by
passing the information fromthe datagramto the user. |In the second
case, the user addressed is notified of a pending datagram |f the
user addressed does not exist, an ICVP error nessage is returned to

t he sender, and the data is discarded.

The notification of a user may be via a pseudo interrupt or simlar
mechani sm as appropriate in the particular operating system
envi ronment of the inplenentation.

A user’s RECV call may then either be inmediately satisfied by a
pendi ng datagram or the call may be pending until a datagram arrives.

The source address is included in the send call in case the sending
host has several addresses (multiple physical connections or |ogical
addresses). The internet nodul e nmust check to see that the source
address is one of the |l egal address for this host.

An inplenentation may also allow or require a call to the internet
nodul e to indicate interest in or reserve exclusive use of a class of
datagrans (e.g., all those with a certain value in the protocol
field).

This section functionally characterizes a USER/ IP interface. The
notation used is simlar to nost procedure of function calls in high
| evel |anguages, but this usage is not neant to rule out trap type
service calls (e.g., SVCs, UUGCs, EMIs), or any other form of

i nt er process communi cati on.
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APPENDI X A: Exanpl es & Scenari os
Exanpl e 1:

This is an exanple of the mninmal data carrying internet datagram

0 1 2 3
01234567890123456789012345678901
i S i ail w S S S i S S S S i e
| Ver= 4 |IHL= 5 | Type of Service| Total Length = 21 |
B il a i S I o I i ot S S S I S S S S it o

| Identification = 111 | FI g=0]| Fragnent Offset = 0

T L s i i s e S e E s o S N N
| Time = 123 | Protocol =1 | header checksum |
i S e T S i S S
| sour ce address |
B il a i S I o I i ot S S S I S S S S it o
| destination address |
e i i i e S e E e o S o N
| dat a |

il S SR

Exanpl e I nternet Datagram
Fi gure 5.
Note that each tick mark represents one bit position.
This is a internet datagramin version 4 of internet protocol; the
i nternet header consists of five 32 bit words, and the total |ength of

the datagramis 21 octets. This datagramis a conpl ete datagram (not
a fragnment).
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Exanpl e 2:

In this exanple, we show first a noderate size internet datagram (452
data octets), then two internet fragnents that mght result fromthe
fragmentation of this datagramif the maxi num sized transm ssion

al | oned were 280 octets.

1 2 3
890123456789012345678901
T S Th i S S S S S S S S
Type of Service| Total Length = 472
I e s i o S I S e i i s S

+

|

+ +- +- +-
ation = 111 | FI g=0| Fragment Ofset =0

+-+ +- +- +-

|

+

L oo

'
N
w
SN
Ul
o
~

y &
=
+ 1+

=

1
+N+ I+

o

1
+ O +— +
jl
+ =+ T+

+ -+ N+

+ot
HE
+

Yl
+
rop

H

I S i T il T e S S S o
Protocol =6 | header checksum
i T T S it T i St T S S
sour ce address |

s i T R i sl R R R e i sl T I T S S S SRR SR S S S S
desti nation address |

e I T N i s T S S e s ot oIE T R e o S S S i g
dat a |

B i S T i i i i S S S s T I I S S S
dat a

+
I
+
|
+
|

3

b

dat a
T i S T e S e s sl S SRR I S S i
dat a |
B T T T S S S

I
\
\
|
+

+— t— bt — +— +— +— +— +— ¢+

Exanpl e I nternet Datagram

Fi gure 6.
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Now the first fragment that results fromsplitting the datagram after
256 data octets.

0 1 2 3
01234567890123456789012345678901
B e T T e s e i o Sl o e e e S e e o i sl sl aoi S SRR TR
| Ver= 4 |IHL= 5 | Type of Service]| Total Length = 276 |
i i e T S ity St S S s Sk R N S

| Identification = 111 | FI g=1] Fragment Offset = 0

T i S e N S S S e S S S S S S ek
| Time = 119 | Protocol =6 | Header Checksum |
B e T T e s e i o Sl o e e e S e e o i sl sl aoi S SRR TR
| source address |
i i i T i Sl S e e R
| destination address |
i S e I S s S S S S S Rk
| dat a |
I ik aie: ST S S I I i o ST I S S S I il st e S
| dat a |
\ \
\ \
| dat a |
B il a i S I o I i ot S S S I S S S S it o
| dat a |
e i i i e S e E e o S o N

Exanpl e I nternet Fragnent

Figure 7.
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And t he second fragnent.

0 1 2 3
01234567890123456789012345678901

dat a |
B S Tl T ot s S U S S S

B il a i S I o I i ot S S S I S S S S it o
| Ver= 4 |IHL= 5 | Type of Service]| Total Length = 216 |
e i R R e e e el I S R R R R e S il I I S R R R R
| Identification = 111 | Fl g=0| Fragnment Offset = 32
B T T i S S i S T i s T e S S S S S e
| Time = 119 | Protocol =6 | Header Checksum |
B il a i S I o I i ot S S S I S S S S it o
| sour ce address |
e i R R e e e el I S R R R R e S il I I S R R R R
| destination address |
B T T i S S i S T i s T e S S S S S e
| dat a |
B il a i S I o I i ot S S S I S S S S it o
| dat a |
\ \
\ \
| dat a |
I i S I T T s S S O S I Tl st s O
\

Exanpl e I nternet Fragnent

Fi gure 8.
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Exanpl e 3:

Here, we show an exanpl e of a datagram contai ni ng options:

0 1 2 3
01234567890123456789012345678901
e i R R e e e el I S R R R R e S il I I S R R R R
| Ver= 4 |IHL= 8 | Type of Service]| Total Length = 576 |
B i T T e T e i i S S S e S S e o s il sl oot e S o

| Identification = 111 | FI g=0]| Fragnent Offset = 0

B il a i S I o I i ot S S S I S S S S it o
| Time = 123 | Protocol = 6 | Header Checksum |
e i R R e e e el I S R R R R e S il I I S R R R R
| sour ce address |
B i T S o S T i A S e S S S S
| destination address |
B il a i S I o I i ot S S S I S S S S it o
| Opt. Code = x | t. Len.= 3 | option value | Opt. Code = X

e i R R e e e el I S R R R R e S il I I S R R R R
| Opt. Len. =4 | option val ue | Opt. Code =1

B i T T e T e i i S S S e S S e o s il sl oot e S o
| t. Code =y | Opt. Len. =3 | option value | Opt. Code = 0

B e T T e S i i s S o g T S S S s s ol sl 2T SRR R SRR R
| dat a |
\ \
\ \
| dat a |
I i S I T T s S S O S I Tl st s O
| dat a |
I ik aie: ST S S I I i o ST I S S S I il st e S

Exanpl e I nternet Datagram

Fi gure 9.
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APPENDI X B: Data Transm ssi on Order

The order of transm ssion of the header and data described in this
docunent is resolved to the octet |evel. Wenever a diagram shows a
group of octets, the order of transm ssion of those octets is the norna
order in which they are read in English. For exanple, in the follow ng
diagramthe octets are transmitted in the order they are nunbered.

0 1 2 3
01234567890123456789012345678901
e T T S I i S ST S S S S S T T S S S S o
I 1 I 2 I 3 I 4 I
T S e T e S e i i S S S S S S S S e
I 5 I 6 I 7 I 8 I
T S o T T S e i S S it S S
| 9 | 10 | 11 | 12 |
T T S el i o S S S S S S T £ s S SH S S S

Transm ssion Order of Bytes
Fi gure 10.

Whenever an octet represents a nuneric quantity the left nost bit in the
diagramis the high order or nost significant bit. That is, the bit

| abeled O is the nost significant bit. For exanple, the foll ow ng

di agram represents the value 170 (decimal).

01234567
e
[1 0101010
s S DU S SR

Significance of Bits
Figure 11.
Simlarly, whenever a nmulti-octet field represents a nuneric quantity
the left nost bit of the whole field is the nost significant bit. Wen

a multi-octet quantity is transmtted the nost significant octet is
transmtted first.
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GLCSSARY

1822
BBN Report 1822, "The Specification of the Interconnection of
a Host and an I MP'. The specification of interface between a
host and t he ARPANET.

ARPANET | eader
The control information on an ARPANET nessage at the host-1 M
i nterface.

ARPANET nessage
The unit of transm ssion between a host and an I|MP in the
ARPANET. The maximum size is about 1012 octets (8096 bits).

ARPANET packet
A unit of transm ssion used internally in the ARPANET between
| MPs. The maxi num si ze is about 126 octets (1008 bits).

Desti nati on
The destinati on address, an internet header field.

DF
The Don’t Fragnent bit carried in the flags field.

Fl ags
An internet header field carrying various control fl ags.

Fragnent O f set
This internet header field indicates where in the internet
dat agram a fragnment bel ongs.

GCGP
Gateway to Gateway Protocol, the protocol used primarily
bet ween gateways to control routing and ot her gateway
functions.

header
Control information at the beginning of a nmessage, segnent,
dat agram packet or bl ock of data.

| QWP

Internet Control Message Protocol, inplenented in the internet
nodul e, the ICWP is used from gateways to hosts and between
hosts to report errors and make routing suggesti ons.
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I dentification
An internet header field carrying the identifying val ue
assigned by the sender to aid in assenbling the fragnents of a

dat agr am

| HL
The internet header field Internet Header Length is the |ength
of the internet header neasured in 32 bit words.

I MP

The Interface Message Processor, the packet switch of the
ARPANET.

I nternet Address
A four octet (32 bit) source or destination address consisting
of a Network field and a Local Address field.

i nt ernet dat agram
The unit of data exchanged between a pair of internet nodul es
(i ncludes the internet header).

i nternet fragnent
A portion of the data of an internet datagramw th an internet
header .

Local Address
The address of a host within a network. The actual mapping of
an internet |ocal address on to the host addresses in a
network is quite general, allowing for many to one nappi ngs.

The More-Fragnments Flag carried in the internet header flags
field.

nodul e
An inplenentation, usually in software, of a protocol or other
procedure.

nore-fragnents flag
A flag indicating whether or not this internet datagram
contains the end of an internet datagram carried in the
i nternet header Flags field.

NFB
The Nunber of Fragment Bl ocks in a the data portion of an
internet fragment. That is, the length of a portion of data
measured in 8 octet units.
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oct et
An eight bit byte.

Opti ons
The internet header Options field nay contain several options,
and each option nay be several octets in |ength.

Paddi ng
The internet header Padding field is used to ensure that the
data begins on 32 bit word boundary. The padding is zero.

Pr ot oco
In this docunent, the next higher |evel protocol identifier,
an internet header field.

Rest
The | ocal address portion of an Internet Address.

Sour ce
The source address, an internet header field.

TCP
Transm ssion Control Protocol: A host-to-host protocol for
reliable communication in internet environnents.

TCP Segnent
The unit of data exchanged between TCP nodul es (including the
TCP header).

TFTP
Trivial File Transfer Protocol: A sinple file transfer

protocol built on UDP

Time to Live
An internet header field which indicates the upper bound on
how I ong this internet datagram may exi st.

TOS
Type of Service

Total Length
The internet header field Total Length is the length of the
datagramin octets including internet header and dat a.

TTL
Time to Live
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Pr ot oco

Type of Service

UDP

User

Ver si on

[ Page 44]

An internet header field which indicates the type (or quality)

of service for this internet datagram

User Datagram Protocol: A user |level protocol for transaction
oriented applications.

The user of the internet protocol. This may be a higher |evel
protocol nodule, an application program or a gateway program

The Version field indicates the format of the internet header.
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