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RIPE NCC

* Not-for-profit Membership Organisation in Amsterdam, NL
* Regional Internet Registry (RIR)

IP Addresses (versions 4 & 6) and AS Numbers

RIPE Database
* Other 'good of the Internet’ activities

e DNS root name server - lk.root-servers.net

e Oh,and...



Information Services

(My Department)

Globally distributed Internet measurements

Collect a lot of data (TBs)
on Routing, DNS, &
Team of ~8 Software Engineers

In attic of old Amsterdam canal house



How we work

e Scrum
* lterative 2 week development cycle
* Continuous stakeholder feedback
* Production grade software
e Continuous Integration
* Automated builds, testing & deployment

* WiFi-enabled rabbit for announcements!



How we work

e Scrum
* lterative 2 week development cycle
* Continuous stakeholder feedback
* Production grade software

e Continuous Integration

* Automated builds, testing & deployment

* WiFi-enabled rabbit for announcements!



DNSMON

* Globally distributed DNS monitoring network

* Monitors Root & Top-Level Domain name servers (e.g. .uk)

|.Are you alive?
Measurement 4 Name Server

Probe (e.g. k.root-servers.net)
2.Yes /| No

Raw Data



Round robin

fawy Dlica database

Web
Application
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Ptto1(NL)

PLE108(C2)
PLE122(NL)
FLE133(C2)
P tt143(RU)
' tt1S3(BR)
rtt1700UY)
PLE181(IN)
P ttS2(NL)

s tt85(CH)

O0000000o0
BA528%8382

IPv4 Unanswered Queries

' tt07(SE)

'y tt111(DE)
P tt123(NL)
P tt134(YA)
(tt144(US)
1 tt162(DE)
P tt171(PK)
P tt182(N2)
s ttS4(UK)

O 72
6% < MAX(Unanswered Queries) < 90X

tt86(CH)

(AVERAGE)

' tt08(SE)
P tt114(NL)
ytt125(LY)
' tt135(DE)
' tt145(BR)
' tt163(KE)
P tt172(HK)
s tt184(KH)
 ttSE(EE)
»tt88(IL)
B MAaX(Unanswered Queries) >= 90%

for K root (RIPE-NCC)

: tt101(DE)
P tE115(NL)
' tt127(DE)
FEE136(CY)
(tt1468(RU)
' tt164(BR)
' tt175(BD)
P Et26(UK)

 ttE39(BE)

P tta7(NL)

' tt102(DE)
' tt117(DE)
Ftt1239(Us)
' tt1339(DE)
' tt147(BR)
P tt165(NL)
CEE17E(TW)
P Et34(FI)

P Tt72(PT)

O no data available

Oo0o0000ooooao
328598233

08: 00

P tt103(JP)
' tt12(DE)
P tt13(NL)
Ftt140(US)
P tt153(RU)
' tt166(ZA)
Ctt177(IR)
s tt3S(IE)
CTE73CAT)

[06:00 16.09.2010 - 08:59 16.09.2010 UTC]

P Et10S(IT)
' tt120(CE)
' tt130(DE)
1 tt141(DE)
' tt154(FR)
' tt167(HK)
' tt173(DE)
' tt42(GR)

P tt74(AL)

' tt106(CE)
Ptt121(NL)
' tt131(DE)
' tt142(BR)
P tt1S7(AL)
' tt1688(HK)
' tt180(CH)
P tt47(NZ)

' tt77(DE)




DNSMON

* Raw data collection - legacy C

* Everything else - Python
* Django web framework for frontend
* Clever caching for performance
* Dashings of Javascript for web magic.

* RabbitMQ messaging system for data



NetSense

http://netsense.ripe.net

* Another Python / Django web app.
* Present Internet data in easily accessible fashion
* Added:

Routing stability graphs

DNS Lameness data

IPv6 support to an open-source library


http://netsense.ripe.net
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RIPE NCC i About RIPE NCC | Contact | Search | Sitemap

[ Quick Links

C—
NetSense You Are Here: Home -> NetSense

Find out information about your AS or Prefix m

BGP Updates fog 193.0.18.0/23 (seen by RIS collectors) D P T R

E] Withdrawals / minute

AS3333 - RIPE-NCC RIPE Network ...

Prefix & First Seen Last Update +

193.0.18.0/23 1 year ago 4 hours ago

ALITIGYLS

193.0.20.0/23 1 year ago 4 hours ago

193.0.12.0/23 1 year ago 4 hours ago
193.0.22.0/23 5 months ago 4 hours ago
2001:610:240:./42 3 months ago 5 hours ago
193.0.0.0/21 1 year ago 4 hours ago lllLI
] i ]
B ‘ l

Sep 10 Sep 12 Sep 14 Sep 16 Sep 18 Sep 20

Prefix : DNS Lameness + Status ¢
DNS Lameness k&

193.0.22.0/23 No Lameness Detected No Lameness Detected

v
() DontFilter | (_J Alllssues | (_J Only Errors 193.0.0.0/21 a1 Era
3 a 193.0.18.0/23 No Lameness Detected No Lameness Detected
Routing Consistency ‘ .
193.0.12.0/23 No Lameness Detected No Lameness Detected v
2001:610:240::/ No Data

193.0.20.0/23 No Lameness Detected No Lameness Detected v

ALIMTIGISIA




(A little bit of)

Research

* Studied effects of hijacking attack success
* Analysis based on Information Services data.

* Published to http://labs.ripe.net



http://labs.ripe.net
http://labs.ripe.net

Visual Traceroute Tool

Toggle Display Mode @ Show All Delays




What did | learn?

Other people need to understand your code.
Testing really is important. Unit testing is great.
To use a debugger, and use it well.

If there’s a common problem, there’s usually a Python
library to solve it.



Experience gained!?

Working in a real software team, with real deliverables
Writing production code
Living abroad!

Contributing to free software! - for the first time!

' free as in ‘free speech’



Any Questions!

David Murray
dam07@ic.ac.uk
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