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Abstract. We have previously developeda verifiedalgorithmfor compilingprograms
written in anoccam-likelanguageinto delay-insensitivecircuits.In thispaperweshow
how to retargetour compilerfor clockedcircuits.Sinceverifying a hardwarecompiler
is a hugeeffort, it is significantthatwe areableto retargetour compilerproof without
recreatingthateffort.
Thechiefcontributionof thispaperis themethodologyusedfor retargetingourcompiler
whichis baseduponanew modelfor systemswith bothsynchronousandasynchronous
behavior. Theretargetingproofutilizesboththeoremsprovedalgebraicallyby handand
theoremsprovedautomaticallyby stateexploration.Thetechniqueof protocolconver-
sionis usedextensively in modularizingtheproofof theclockedimplementation.

1. Intr oduction

Systemsof communicatingprocessesarea naturalandconvenientway to specifythe
behavior of complex digital hardware. In suchsystems,processesexecute“asynch-
ronously”,but communicatethroughsynchronousexchangesof data.For examplethe
instructionfetch unit andinstructiondecodeunit of a processormay operateat inde-
pendentrates,yet synchronizewhenthey exchangedata.While thespecificationfor a
complex systemmaybeconceptuallyasynchronous,mostmoderndigital hardwareis
clocked.1 Themain contribution of this paperis to show how anasynchronousspec-
ification consistingof a numberof communicatingprocessescanbe formally related

1 Throughoutthispaper, wereferto “clockedcircuits” in placeof themoretraditional“synchronouscircuits”
to avoid confusionwith “synchronouscommunication”whichneednot beclocked.
Correspondenceand offprint requeststo: JohnO’Leary, Strategic CAD Labs,Intel Corporation,5200NE
ElamYoungParkway, Hillsboro,OR97124,USA.
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to a clockedhardwareimplementation.In particularwe show how to relatethe asyn-
chronousintermediateform of acompilerfor acommunicatingprocesslanguageto the
clockedhardwarethatthecompilerback-endgenerates.

Perhapsthegreatestcontribution of communicatingprocesslanguagessuchasoc-
camis thedevelopmentof semanticmodelsthatenjoy powerful setsof algebraiclaws.
Theselaws make it possibleto show whenonesystemis a satisfactory implementa-
tion of another, andthereforemakecommunicatingprocesslanguagesattractive for the
designof complex concurrentsystems.The work describedin this paperis part of a
larger project to link concurrentsystemdesignwith hardwaredesignby developing
verified hardwarecompilersfor communicatingprocesslanguages.It haspreviously
beendemonstratedthatcompilingoccam-likelanguagesinto clockedhardwareis feasi-
ble [PL91, WOB93],but it hasnotbeenshown thattheintendedbehavior of thesource
languageis preservedby thecompiledhardware.

Wehavedefinedacoresubsetof occamcalledJoy, anddevelopedverifiedcompila-
tion algorithmsto translatesourceprogramsinto bothclockedandunclockedcircuits.
Thebasiccompileris structuredinto two components:a front endthat translatesarbi-
trary programsinto a collectionof primitiveprocessesthatcommunicateby handshak-
ing andabackendthattranslatesthisintermediateform into circuits.Figure1 showsthe
structureof thecompilerandits proof. In [Bro91] we describeda compiler � to inter-
mediateform, andin [WBB92] and[H+96] weprovedthecorrectnessof thiscompiler.
Joy is translatedinto eitherspeedindependentcircuitsor clockedcircuitsby thecom-
pilers � 4 and ��� , respectively. We do not discussthe compilerfor speedindependent
circuitsfurtherin thispaper.

An importanttechniquethatweadoptthroughoutthisresearchis theuseof protocol
conversionin structuringour proofs.Protocolconversionis usedin relatingunclocked
handshake modulesto their clocked counterparts.In contrastto otherproof methods
suchasthosebasedon normalforms [HPB93], our approachallows us to exploit the
environmentalconstraintsimposedby the unclockedor the clockedhandshake proto-
cols,andformulatingthecorrectnessconditionsis relatively straightforward.

Thebasichardwarebuildingblocksfor eitherclockedor unclockedcircuitshavethe
property(receptiveness)that they cannotrefuseinput eventsfrom their environment.
Sinceunexpectedinputsto acircuit mayleadto aberrantbehavior, it is theobligationof
thecircuit’s environmentto provide input only whenthecircuit is ready. Thesimplest
way to guaranteesatisfactionof this obligationis for thecircuit andits environmentto
agreeupona basiccommunicationprotocol.We usea basicsetof “handshake” proto-
colsto guaranteethatthecircuitsgeneratedby ourcompilerdonotdiverge.

Theremainderof thispaperis organizedasfollows.Wepresentoursemanticmodel
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and,without proof, someof thealgebraicpropertiesit enjoys in Section2. We briefly
andinformally discussJoy andits intermediateform in Section3. Thetranslationfrom
Joy to its intermediateformwasinspiredby theworkof vanBerkeletal [vB93] oncom-
piling “handshake processes”into delay-insensitivecircuits,andhasbeendescribedin
detailpreviously [WBB92, Bro91]. Section4 introducesprotocolconversion,theproof
techniqueweusein verifying ourclockedcompiler, anddiscussesa form of refinement
in our semanticmodel that allows the behaviors of our unclocked intermediateform
andclockedrealizationto be related.In Section5 we outline thecorrectnessproof of
our compiler, andexaminethe implementationof someclockedcomponentsin detail.
Thetranslationfrom Joy to clockedcircuitswasinspiredby thework of PageandLuk
[PL91], andtheproofemploystheprotocolconversiontechniqueintroducedby Brown,
Luk, andO’Leary [BLO96]. Section6 containssomeclosingremarks.

2. Model

Thissectionpresentsthehighlightsof ourmodelof circuitbehavior, discussedatgreater
lengthin [O’L95, OB97]. Ourmodelis basedonavariantof tracetheorydevelopedby
Tom Verhoeff [Ver94]. Our modeldiffers from Verhoeff ’s in thatwe usetwo typesof
events– directedasynchronouseventsand undirectedsynchronousevents.No com-
ponentcan be preventedfrom producingasynchronouseventsat its outputsand no
componentcanpreventasynchronouseventsfrom arriving at its inputs.In contrast,any
componentcanpreventa synchronouseventfrom occurringsimply by refusingto par-
ticipate.We useasynchronouseventsto modelthecommunicationthatoccursbetween
hardwarecomponentsconnectedby wiresandweusesynchronouseventsto modelthe
clocksthat areareusedin digital hardware.The existenceof theseclocksallows the
digital designerto ignore most timing propertiesprovided the period betweenclock
eventsis sufficiently long. For example,in a systemconsistingof bothcombinational
gatesandclockedregisters,theusualassumptionis to treatthecombinationallogic as
a functionwithout delay. Ratherthanmodelingdelaydirectly andcomputingwhether
the clock periodis “long enough”,we modelclocksby allowing the componentsthat
sharea clock event to preventtheevent from occurringuntil they areready. Although
addinga specialclock eventto modelthepassageof time seemsanobviousapproach,
we foundonly onesimilarmodelreportedin theliterature[Bur89].

2.1. Overview

Figure2 showsawireW with inputa andoutputb. Thearrow from a to b is thesymbol
for a wire that we will usewhenwe draw block diagramsof circuits. The inputsof
thewire, denotediW, aretheset ���	� , andtheoutputsof thewire, denotedoW, arethe
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set ��
�� . Behaviors aredescribedinformally usingstatediagrams,in which we mark
eachstateaccordingto its “progressiveness”.Stateswhich a systemneednot leave are
marked  . Statesmarked∇ areoneswhich a systemis boundto leave by performing
anoutput.Thus,thestatediagramof thewire in Figure2 capturestherequirementthat
eachinputona causesanoutputonb, by markingstate1 astransient(∇). Inputevents
aredenotedin our diagramsby a trailing “?” andoutputsby a trailing “!”. We also
observetheconventionsthatthedarkenedstatein ourdiagramsdenotestheinitial state,
andlike-numberedstates(for example,state0 of thewire) areidentical.

Figure2 alsoshowsasimpleclockedcircuit element– thedelayD – andits behav-
ior. Clocksaretreatedasa classof eventsdistinct from inputsandoutputs(thesetof
clockeventsof thedelay, denotedcD, is theset �����	����� .) Clockperiodsaredemarcated
by occurrencesof tock. Fromits initial state,thedelaycaneitherreceive a b eventor
not; if ab eventis receivedthenac eventwill beemittedin thefollowing clockperiod.
Our intent is thateventsin thebehavioral modelshouldcorrespondto unit-width volt-
agepulsesin a physicalcircuit, with aneventbetweentocks signifyinga 1 bit andthe
lack of aneventsignifying a 0 bit. We chosethepulseinterpretationof eventsto make
it easierto relateabstracteventsin our compiler’s asynchronousintermediateform to
concreteeventsin theclockedimplementation.Theorderingof eventsbetweentwo suc-
cessivetockscarriescausalityinformationthatis essentialto building thisrelation.The
pulseinterpretationof eventsrequiresarestrictiononbehavioral models:weconsiderit
anerrorif two eventsarrive on a singleinput betweentwo tocks, andwe refrainfrom
generatingmultiple eventson any outputbetweentocks. Onefunctionof theprotocol
converterswe introducein Section4 will beto ensurethatthis restrictionholds.

For a clock to tick, all componentsthatsharetheclockmustcooperate.Statesfrom
which a tock departsare not generallydeemedprogressive (∇) unlesssomeoutput
event is alsopossible,sincethe occurrenceof the tock event can be blocked by an
unwilling componentthatsharestheclock.Therequirementfor cooperationamongall
componentsallowsusto capturetheassumption,distributedamongall componentsin a
circuit, thattheclockperiodis sufficiently long.Any physicalrealizationof oneof our
specificationsmustsatisfy this assumption.If clocksweretreatedasordinary inputs,
our modelswould needsomeadditionalmechanismto incorporatetheassumptionthat
theclockperiodis longenough.

Eventsthat are neitherinputs nor outputsnor clocks of a systemcauseno state
change.Thus,in a systemcomposedof the wire W followed by the delayD, W can
allow any numberof clockticksto passbetweenreceiptof aninputeventa anddelivery
of its outputonb, while D enforcesthatexactlyoneclock tick passbetweenits inputb
andits outputonc.

In additionto theindifferentandtransientlabelsdescribedabove,statescanalsobe
labeledwith ∆, � , and � . Statesmarked∆, like∇-states,arenot indifferentto progress.
Unlike∇-states,theonusis upontheenvironmentto forceprogressby supplyinginput.
� markserroneousor “interfering” states– a systementerssucha stateif it receives
aninput it is not readyto accept,andits behavior is completelyarbitraryafterward. �
marksunreachablestates.� and � statesnormallydonotappearin ourstatediagrams;
we observe theconventionthatany unspecifiedinput transitionleadsto a � state,and
any unspecifiedoutputor clock transitionleadsto a � state.

2.2. TraceModel of Systems

FollowingVerhoeff [Ver94], weassumeauniversalsetΣ of eventsandcall anelementof
Σ � a trace. A systemSis formally characterizedin termsof its inputeventsiS, its output
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eventsoS, its clockscS, its hidden(internal)eventshS, andits enhancedcharacteristic
function(ECF)fS, atotalfunctionmappingtracestostatelabels(Σ ��������� ∇ ���� ∆ ����� ).

S  "! iS� oS� cS� hS� fS#
We requirethat iS, oS, cS, andhS bepairwisedisjoint, andwe definethe alphabetof
S aS  iS $ oS $ cS $ hS. Thesetof systemswith inputsI , outputsO, andclocksC is
denoted%'&(%)! I � O � C # .

As asimpleexample,thewire of Figure2 correspondsto thesystem

W  *!�� a �+�,� b �-���.�-���.�+� fW#
We usea “.” to denotefunctionapplication,sothenotationfW / σ shouldbereadas“the
ECF of W appliedto traceσ”. The ECF of the wire canbe describedusing regular
expressionsas

fW/ σ   forσ 01� a � b �324! ab# �
 ∇ forσ 01� a � b �324! ab#5� a
 � forσ 01� a � b �324! ab#5� b ! a 6 b#5�
 � forσ 01� a � b �324! ab# � aa! a 6 b# �

whereσ 01� a � b � is thetraceobtainedby removing from σ all elementsbut a andb.
Systemsin our modelcanbemanipulatedwith threestructuraloperators.First, the

eventsof asystemcanberenamedaccordingto a bijectionΦ : Σ � Σ.

Definition 1. Φ /S  7! Φ /8! iS#9� Φ /8! oS#9� Φ /8! cS#:� Φ /;! hS#9� Φ /8! fS#5# , where, for all σ 2 Σ � ,
! Φ / fS#9/ σ  fS/8! Φ < 1 / σ #�# .

Second,certainoutputeventsof a systemcanbe convertedto internaleventsby
meansof thehidingoperator“ = ”.
Definition 2. S = H  *! iS� oS = H � cS� hS $ H � fS# providedH > oS.

Finally, the parallelcompositionof systemsS andT (written S ? T) is definedin
termsof a compositionoperator on tracelabels:

� ∇  ∆ �
� � � � � �
∇ � ∇ ∇ ∇ �
 � ∇  ∆ �
∆ � ∇ ∆ ∆ �
� � � � � �

canbeunderstoodasfollows. � statesareintendedto modelstatesthatwouldbe
unreachablein aphysicalimplementationof thesystem.So,thecompositionof two sys-
temsis in anunreachablestateif eitherof its constituentsis.Supposeneitherconstituent
is in anunreachablestate.If eitherelementis in a � state,thentheircompositionis in a
� state.Finally, supposeneitherconstituentis in a � nor a � state.Thenthesystemis
transientif eitherof its constituentsis transient,it is demandingif neitherconstituentis
transientandoneis demanding,andit is indifferentotherwise.

Thecompositionof systemsis definedonly whenSandT meetcertainconstraints:
SandT mustnothaveoutputsin common,eventsthatareclocksin Smaynotbeinputs
or outputsor T, andviceversa,andtheinternaleventsof eachsystemmustnot interfere
with thevisibleor internaleventsof theother.

Definition 3. If oS @ oT  /0, cS @A! iT $ oT #B "! iS $ oT #+@ cT  /0, andhS @ aT  aS @
hT  /0, then
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S ? T  "!5! iS $ iT #�=C! oS $ oT #9� oS $ oT � cS $ cT � hS $ hT � f ! S ? T #�#
where !8D σ : σ 2 Σ � : f ! S ? T #9/ σ  fS/ σ fT / σ # .

2.3. Satisfactionand equivalence

Thecentralquestionin a modelof systembehavior is: whencantwo systemsbeused
interchangeably?Moregenerally, whencanasystembesafelyusedin placeof another?

Thereis a naturalorderingamongstatelabels,�FE ∇ EGHE ∆ EF� . We saythata
systemS is correct(writtenCorrect/S) if no reachablestateis marked � or ∆.

Definition 4. (Verhoeff) Correct/S IKJL!8D σ : σ 2 Σ � : fS/ σ MGN#
WethensaythatanimplementationSsatisfiesits specificationT (writtenSsatT) if

andonly if Soperatescorrectlyin any context U in whichT operatescorrectly.

Definition 5. For S� T 23%N&)%)! I � O � C # ,
SsatT IKJ
!8D U : U 2O%N&(%(! O � I � C # : Correct/8! S ? U #BIK Correct/8! T ? U #�#

 BJ is reflexive andtransitive,andthesat relationinheritsthesequalities.sat is there-
fore a preorder. Noticethat in theformal definitionof satisfaction,we restrictcontexts
to thosewhoseinputsareexactly the outputsof S andT, andvice versa.The system
andits context arethereforeclosedin thesensethattheircompositionhasno“dangling”
inputs.

Definition 6. (Verhoeff) SequT IKJ SsatT P T satS 
equ is reflexive, symmetric,and transitive, and is thus an equivalencerelation.Fur-
thermore,relabeling,hiding, and compositionare sat-monotonicand thus equ is a
congruence.

An importantresultin the theoryis that thereis analgorithmto reduceany finite-
statesystemT toacanonicalformcalledthecompositeofT (denotedQ QT R R ); furthermore,
for finite-statesystemsSandT, SsatT canbeprovedor disprovedbyexploringthestate
spaceof S ?TSUQ Q T R R 2. This resultis thebasisof themodelcheckingsoftwarewe usein
verifying ourcompiler.

We closethissectionby statinga numberof algebraiclaws ourstructuraloperators
enjoy. Thelaws arethoseof a circuit algebra [Dil89], andcodify somebasicintuition
aboutstructuralhardwaredescription.For example,law 5 statesthat renamingthe in-
ternalconnectionsof a structurehasno effect on its behavior. We will make extensive
useof themin verifying thecompiler.

Theorem1. Let Φ : Σ � Σ, Ψ : Σ � Σ bebijectionsand1 betheidentity functionon
Σ. Then,

1. 1 /SequS
2. Ψ /8! Φ /S# equ ! Φ V Ψ #9/S
3. S = /0equS
4. S = C = DequS =C! C $ D #

2 W is a “reflection” operatormappingX statesto Y statesandvice versa,∆ statesto ∇ stateandvice versa,
and Z statesto Z states.
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5. Φ /8! S = C # equ ! Φ /S#[=C! Φ /C#
6. S ? T equT ? S
7. ! R ? S#\? T equR ?N! S ? T #
8. Φ /8! S ? T # equ ! Φ /S#]?N! Φ / T #
9. ! S = C#^?N! T = D # equ ! S ? T #�=_! C $ D # if aS @ D  C @ aT  /0



3. Joy and its Intermediate Form

Our sourcelanguage,Joy is a “core” subsetof occam[Jon87]. In thissectionwe intro-
duceJoy andits compilationto an intermediateform. The picturewe presenthereis
necessarilyincomplete– for a completediscussion,thereaderis directedto [WBB92].
Thediscussionin thissectionis derivedfrom thatin [BLO96].

ThesimplestJoy processisskip whichterminateswithoutchangingthestateof vari-
ablesor channels.More interestingis assignment,v :  B, which assignsthe valueof
expressionB to variablev. In Joy, expressionsandvariablesarerestrictedto Booleans,
althoughthe extensionto allow other typesis straightforward. Joy processescan be
combinedby sequentialcomposition(P1;P2), or parallelcomposition(P1 ? C P2). In par-
allel composition,thesetof communicationchannelsC over which thecombinedpro-
cessescommunicateis hidden.

To allow Joy processesto executeconditionallyanditeratively, weintroducetheno-
tion of guardedprocesses.TheprimitiveguardedprocessB � P is executablewhenthe
booleanguardexpressionB is true;its executionsucceedswhenP completesexecution.
If theguardexpressionB is false,B � P is saidto fail. Two guardedprocessesmaybe
composedto yield a third using Q R , the“else” operator. In theguardedprocessG1 Q R G2
werequirethatexecutionof G2 beattemptedonly if executionof G1 fails.Thecompos-
ite succeedsif eitherG1 or G2 succeeds,andfailsif G1 andG2 bothfail. Theconditional
if Gfi attemptsto executetheguardedprocessG until it succeeds.TheiterativedoGod
repeatedlyexecutestheguardedcommandG until G fails.

In Joy, communicationbetweenparallelprocessesis directed,thoughnovaluesare
passed.Theprocessc! awaitssynchronizationon channelc. We refer to c! asa send;
synchronizationoccurswhena receive– c? – is evaluatedaspartof aguardexpression
in anotherprocess.Thecombinationof guardedreceivesandunguardedsendsallows
Joy to emulatethevaluepassingchannelsof occamusinga one-hotcode(that is, one
channelpervalue).

TheguardedprocessB& c? � P is executableif B is trueandanotherprocessexe-
cutesthematchingcommandc!. At mostonereceive is allowedperguardexpression,
andwe only allow receivesin guardscontainedin conditional(if ) statements.There
areotherstaticrestrictionson theuseof channelsandvariablesthataresimilar to the
restrictionsimposedby occam:channelsmusthave exactly onesendingandonere-
ceiving process,andvariablesmustnotbeaccessedby two or moreconcurrentlyactive
processes.

TheJoy compilertranslateseachsourceprograminto anintermediateform consist-
ing of a netlist of basicmodulesconnectedby wires.Eachbasicmodulecorresponds
directly to a Joy languageconstruct.For example,Figure3 shows the netlist of basic
modulesproducedfor thesimpleJoy programskip ; skip.

The basicmodulesin a netlist communicatethroughhandshakingprotocols.The
Skipmodule,shown in Figure4, providesa simpleexample.Executionof Skipis trig-
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r a

Skip Skip

Fig. 3. Netlist for theprogramskip ; skip

Skip 0

r a

r? a!
0

Fig. 4. Intermediatemodulefor skip

geredby receiptof aneventon r; Skipsignalsits terminationby emittinganeventon
a.

Eachbasicmodulehasone or morehandshake interfaces;eventson somewires
trigger the executionof a moduleor its neighbors,while eventson otherwiressignal
thecompletionof execution.Figure5 shows theintermediatemodulecorrespondingto
thesequentialcompositionof two processes.Whentriggeredby receiptof aneventon
r, Seqstartsthe first processin the sequenceby emitting an event on ar. Whenthe
first programsignalsterminationvia aneventon aa, Seqstartsthesecondprogramby
emittinganeventonbr. Seqsignalsits own terminationby emittinganeventona after
it hasreceived a terminationsignal from the secondprogramon ba. Note that, to an
observer who canseeonly eventson r anda, the netlistsof skip andskip ; skip are
behaviorally indistinguishable.

Figure6 illustratesthethreetypesof handshakinginterfacesweusefor inter-module
communication.The control interface,usedby SkipandSeq, consistsof requestand
acknowledgmentsignals,conventionallylabeledr andq. Thereadinterfaceis usedin
expressionandguardevaluation.Evaluationof P is triggeredby receiptof an event
on r from A, and terminateswhenP returnsan event on eithera0 or a1, signifying
that the valueof P is 0 or 1. Thewrite interfaceis usedto assignvaluesto variables:
theBooleanvalueto beassignedis encodedon r0 andr1, andthevariablereturnsan
acknowledgmentona whentheassignmentis complete.

As an exampleof a modulethat hasboth readandwrite interfaces,considerthe
specificationfor a booleanvariableillustratedin Figure7. The labels0, 1 in thestate
diagramdenotethe indifferentstatesin which the variableholds the values0 and 1
respectively (initially thevariablecontainsthevalue0).

We have previously shown that, in thenetlistsour compilergenerates,whenever a

Seq 0

r a

r? ar!
0

br
ba

ar
aa

aa? br! ba? a!

Fig. 5. Intermediatemodulefor sequentialcomposition



VerifiedCompilationof CommunicatingProcesses 9

(a) Control interface (b) Read interface (c) Write interface

A P A P A P

r

a

r

a0

a1

r0

r1

a

Fig. 6. Handshake Interfaces

` a
r?

a0! a1!

r0?

r1?

a! r?
a!

r0?

r1?

r
a0
a1

r0
r1
a

Var
x

Fig. 7. Abstractvariablespecification

modulewishesto transmitaneventonawire its partneriswilling to receiveit [WBB92].
Furthermore,thenetlistswegeneratearedelay-insensitivein thefollowing sense:wires
of arbitrary delay may be insertedin the handshake interfaceswithout affecting the
correctnessof thecircuit’s behavior. We will take advantageof thedelayinsensitivity
of the intermediatenetliststo introduceprotocolconvertersthat incorporatedelay, as
describedin thenext section.

4. ProtocolConversionand TimewiseSatisfaction

Theideabehindprotocolconversionis extremelysimple.Considertwo elementsP and
Q, communicatingvia a protocolA. We wish to derive a pair of modifiedelementsPb
andQb that communicatevia protocolB. The first stepto accomplishthis is to insert
a matchedpair of converters– oneconvertingprotocolA to protocolB, andtheother
convertingB backto A – betweenP andQ. This transformationis illustratedin Figure
8.

Thesecondstepis to obtainelementsPb andQb thatdo not requireany converters.
Westartbycomputingthejoint behavior of PandtheAB converter(shownatthedashed

c d
e

c de)f ef
fe e

Fig. 8. Protocolconversion:transformation1
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c de)f ef

f

f

c_g d'g

e e

Fig. 9. Protocolconversion:transformation2
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Fig. 10.Abstract(unclocked)andconcrete(clocked)protocols

boundary).Theresultof this computationservesasthespecificationof Pb , andany Pb
meetingthespecificationis allowed.Qb is obtainedin asimilarway. Thistransformation
is illustratedin Figure9.

How doweknow thesetransformationspreservecorrectness?Themostdifficult step
to justify is thefirst one,andthepropertythatwe mustprove is thatof transparency.
Informally, thetransparency propertystatesthatP andQ cannottell thedifferencebe-
tweendirectcommunicationwith oneanotherandcommunicationthroughthepair of
protocolconverters.

Thesecondtransformationsimply requiresproofsthat

Pb sat ! P ? AB# and Qb sat ! BA ? Q#
Themonotonicitypropertyof satisfactionin our theoryensuresthatthis transformation
preservescorrectbehavior in all contexts.

The principal function of the protocolconvertersin our proof is to addclocking
informationto the unclockedspecifications.Figure10 shows theabstract(unclocked)
handshakeabovetheconcrete(clocked)handshakeit correspondsto. Theverticallines
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in theclockedhandshakerepresentticksof a globalclock.Thesearemodeledby tock
eventsin thetheorydevelopedin Section2.

Abstracteventsonr anda arerepresentedconcretelyby unit-widthvoltagepulses.
Intuitively, thecorrespondencebetweenabstractandconcretelevelsis fairly straightfor-
wardbecausetherearethesamenumberof requestandacknowledgeeventsin theab-
stractandclockedprotocols;however, theclockedprotocolrequireseventsto besched-
uledto occurin specifictimeslots.Our mappingto concreteeventsallowsat mostone
eventperwire in eachclockperiod.

To formally relatethebehaviors of unclockedandclockedsystemswe introducea
variantof satisfactioncalledtimewisesatisfactionthataccountsfor thefactthatprogress
in a clockedsystemcanbedrivenby thepassageof time. For example,theunclocked
wire W of Figure2 entersa transientstateandis readyto emit anoutputimmediately
uponreceiptof aninputona, but theclockeddelayelementD shown in thesamefigure
needsone tock beforeit entersa transientstateand is readyto emit an output. It is
clearly not the casethat D sat W; what is neededto relateD andW is a definitionof
satisfactionthatrecognizesthatit is possiblefor D to “catchup” toW astimepasses.

We begin by defininga new correctnesspredicatethat allows a system(that is, a
compositionof modules)andits context to temporarilyentera “demanding”(∆) state,
if the systemis sureto leave the ∆ statewithin a finite numberof clock eventsfrom
a setC. In contrast,the correctnesspredicateof Definition 4 forbids ∆ statesentirely.
In neitherpredicatedo we tolerate� states,becausesuchstatesaresymptomaticof a
brokensystem.

Definition 7.

CorrectC /S IKJh!iD σ : σ 2 Σ � : fS/ σ MGHj
! fS/ σ  ∆ Pk!ml ρ : ρ 2 C � : fS/ σρ MGN#�#5#


A systemS timewise satisfiesT if, when T operatescorrectly in a context U , S

eventuallyoperatescorrectlyin thesamecontext.

Definition 8. For S 2O%'&)%(! I � O � C $ Cbn# andT 23%N&(%�! I � O � C # ,
StwsatCo T IpJ
!8D U : U 2O%N&(%(! O � I � C # : CorrectCo /;! S ? U #BIp Correct/8! T ? U #5#


Note that in the definition of twsat, S potentiallyhasmoreclock labelsthanT,

hencetwsat canbeusedto relateclockedandunclockedsystembehaviors.Also,notice
thatCorrect/S  BJ CorrectC /S, soit followsthatsystemsrelatedby sat arealsorelated
by twsat.

Theorem2. SsatT  qJ StwsatC T, whereC > cSandcS  cT. 
Like sat, twsat is reflexiveandtransitive,andall our system-building operatorsare

monotonicwith respectto twsat.
To illustrate the useof the above resultsin the correctnessproof of our clocked

compiler, wewill provethetransparency of protocolconvertersfor thecontrolinterface.
Theseconverters,shown in Figure11,captureanimportantdecisionin thedesignof the
clockedJoy compiler:we requirethatall Joy programstake at leastoneclock cycle to
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execute3. The converterfrom the unclockedabstractprotocol to the clocked protocol
(top) assumesthattheclockedacknowledgmentta mustlag theclockedrequesttr by
at leastoneclockcycle– it is anerrorfor ta to arrive tooearly. Theconverterfrom the
clockedto unclockedprotocol(bottom)enforcesthatta lagstr.

To helpusproveourclockedconverterpairstransparent,weintroduceacomponent
calleda forgiving wire, shown asFW in Figure12. For comparison,thebehavior of a
clockedwire is alsoshown in thesamefigure4. Theforgiving wire hasthreeinteresting
properties.First,it maychoosetopassareceivedinputto theoutputimmediately(taking
thetrace vm� ?�w
 ! �m���	�x��y ) or it maychooseto delaytheoutputoneclockcycle(takingthe
trace vm� ?�m�����x���w
 ! y . State1 of the forgiving wire is a  (indifferent)statebecauseit
is up to thewire to “decide” whetherto immediatelyproduceanoutputb! or wait. If
the wire waits, it is thenforcedto emit b! without further delay, hencestate2 of the
forgiving wire is ∇ (progressive).Thevariabledelayof theforgiving wire will allow us
to introduceprotocolconverterswith variabledelays,andultimatelywill allow ussome
freedomof implementation.All our converterseitherdo not delay, or delayonly one
clockperiod.

The secondpropertyearnsthe forgiving wire its nickname:it is able to absorba
seconda? input after the trace vm� ?�z
 ! y . The needfor forgivenesscan be understood

3 Requiringthatall programscontaina delayis asimpleway to ensurethatno loopsof combinationallogic
occurin thecompiler’s output.
4 After receiving aninput,theclockedwire deliversits outputbeforeallowing tock. In contrast,thedelayof
Figure2 alwaysperformstock beforedelivering its output.



VerifiedCompilationof CommunicatingProcesses 13

FW

FWc dr

a

Fig. 13.Two systemsconnectedwith forgiving wires

FW

FW

{u|r

a

a?

|U{ r’

a’

`` r? a’? `` r’?

r

a

r’

a’

HS HS’

sat

HS HS’

twsat
r

a

r’

a’

HS HS’

Fig. 14.Transparency of clockedprotocolconverters

by consideringthe small systemshown in Figure13, in which P andQ communicate
throughtheabstract(unclocked)handshake protocol.SupposeP initiatesa handshake
by sendinga requeston r, the requestis propagatedto Q without delay, Q acknowl-
edgeswithoutdelay, andP receivestheacknowledgment,againwithoutdelay. P is now
entitled,accordingto the protocol, to issuea secondrequest,yet therehasbeenno
tock. The connectingwires mustbe ableto absorbthe secondrequestwithout error,
but ordinaryclockedwiresarenotableto doso.

Thethird andmostimportantpropertyof aforgivingwire is thatit timewisesatisfies
anunclockedwire.

Lemma 1. FW twsat}�~5�����5� W 
Lemma1 andthemonotonicityof ? providethefirst stepof thetransparency proof,

namelythattwo forgiving wirestimewisesatisfytwo unclockedwires.To completethe
transparency proof,we show thata connectedpair of converterssatisfies(hence,time-
wise satisfiesby Theorem2) two forgiving wires. In this stepwe mustsupplysome
informationaboutthe handshake protocolfollowed by the Joy compiler’s output; the
model checkingtool describedin Section2.3 is then able to establishthe property
automatically. Figure 14 shows the handshake constraintsrequired,and the relation-
shipsthat were proved amongconverterpairs,a constrainedpair of forgiving wires
andconstrainedpair of unclocked wires.The handshakingconstraintsareintroduced
by composingthemin parallelwith thewires.By Theorem2 andtransitivity of twsat,
theclockedconverterpair thereforetimewisesatisfiesa pair of unclockedwires if the
properhandshakeprotocolsareobeyed.

Theorem3. If handshakeprotocolsareobeyed,then

! UC /;! a � ab b #\? CU /8! ab b � ab #�#�=]� ab b � twsat}�~�������� WIRES! a � ab #


Becausethehandshakingmodulesin our intermediatenetlist aredelay-insensitive
(that is, insertingextra wires betweenmodulesdoesnot affect correctness),a netlist
with clocked converter pairs insertedtimewise satisfiesa netlist with no converters.
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Transparency is proved in this way for eachtype of converterusedin the compiler
proof.

5. Deriving a verified compiler to clockedcircuits

In thissectionweshow how to refinethespecificationsof theabstracthandshakemod-
ulesour Joy compilergeneratesinto specificationsfor equivalentmodulesthatcanbe
built with standardclocked components,usingthe protocolconversiontechniquede-
scribedin Section4. Correctclockedrealizationsof Joy programsareobtainedin three
steps:

1. We useasetof protocolconvertersalongwith ourspecificationsfor themodulesof
theintermediateform togeneratespecificationsfor clockedversionsof themodules.

2. We thenuseanautomatictool to checkthatourproposedclockedimplementations
satisfytheir clockedspecifications.

3. Finally the laws presentedin Theorem1 areusedto tie the individual component
proofstogether, showing that any valid Joy programhasa correctclocked imple-
mentation.

Thecorrectnesscriterion for our clockedJoy compileris that the clocked realiza-
tion of an arbitraryprogram,whenviewed throughan unclocked-to-clockedprotocol
converterat its controlport, timewisesatisfiesits unclockedcounterpart.

Theorem4. !8D p : p 2 JoyProg : ! UC ! a � abn#\?N� C / p / a#�=]� ab�� twsat}�~5�����5���'/ p / a#�
Here, � is thecompilationfunctionmappingJoy programsto netlistsof intermedi-

atemodules,and � C is thecompilerfrom Joy to clockedrealizations.Therelationship
between� and � C wasillustratedin Figure1.

The proof of Theorem4 is by inductionon the structureof Joy programs.Space
constraintspreventourpresentingtheentireproof in thispaper. Instead,wewill present
several illustrative casesthatdemonstratetheuseof our automaticverifier in deriving
clockedrealizationsof individual modules,andwe will outline the inductive proof of
Theorem4.

5.1. Clocked realizationof handshakecomponents

We now illustratehow our protocolconvertersareemployedto derive clocked imple-
mentationsof two simplecomponents.RecallthattheJoy programskip is implemented
by theintermediatemoduleSkip, whosebehavior is shown in Figure4.Figure15shows
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thebehavior of Skipwhencombinedwith theclocked-to-unclockedprotocolconverter
CU ; weusethebehavior of Skipplusconvertersasthespecificationfor a legalclocked
realizationof Skip. Thetransitions(r’) and(a’) areparenthesizedto indicatethatthey
areinternalto thespecification;noeventonr’ or a’ is visibleexternally.

Figure16showsourproposedrealizationof Skip: a clockeddelayelement.Thebe-
havior of theclockeddelayelementis shown in thefigurein darkarrows,superimposed
on thebehavior of thespecification.Informally, we canseethatany systemconnected
to thedelayat r, a canobserve oneof thelegal behaviors of thespecification.We will
referto our realizationasSkipC. Ourautomatedmodelchecker is ableto provethatthe
following lemmaholds.

Lemma 2. SkipC/ a sat ! CU /8! a � abn#\? Skip/ ab;#[=]� ab;�F
Theintermediatemodulefor sequentialcompositionprovidesa morecomplex ex-

ample.Figure17 shows the behavior of the intermediatemoduleandits neighboring
clockedprotocolconverters;thebehavior of theintermediatemodulealonewasshown
in Figure5. Thetockself-loopsat states1, 4, and7 of Figure17 representsituationsin
whichSeqis in a transientstateandtheprotocolconvertersarein indifferentstates.

Figure18showsthesequencingmodule,composedof threeclockedwires,weusein
ourclockedJoy compiler. Thefigurealsoshowsthebehavior of therealization,drawn in
darkarrows,superimposedonthestatediagramof thespecification.Wedonotshow be-
haviorsof therealizationthatstepoutsidethespecification’sstatediagramdueto receipt
of anunexpectedinput.Thespecificationallowsany behavior undertheseconditions.It
is againevident from thediagramthat thebehaviors of SeqCarelegal behaviors of its
specification.Ourmodelchecker is ableto provethefollowing result.
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Lemma 3. SeqC/;! a � b � c#
sat
! CU /;! a � abn#\? Seq/8! abw� bbw� cbn#\? UC /8! bbw� b#\? UC /8! cbz� c#5#�=\� ab8� bbw� cbi�

Thesamemethodis usedto derive clockedrealizationsof all therequiredcompo-
nents:theunclockedintermediatemodelis composedwith protocolconvertersto yield a
clockedspecification,thenweverify thatclockedrealizationsmeettheir specifications.
Theseverificationscanall behandledby theautomatedverifierdescribedin Section2.

5.2. A ClockedVariable

To highlightsomeissuesraisedby aclockedimplementation,wederivea clockedreal-
izationof thehandshake componentthat implementsa Booleanvariable.Thevariable
hastwo ports,onefor readingandonefor writing.
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Protocolconvertersfor thereadhandshake protocolareshown in Figure19. Since
events in the abstractprotocol correspondclosely with events in the clocked proto-
col, the two convertersarevery nearlysymmetric.Uponreceiving an input requestor
acknowledgment,the convertersgeneratethe appropriateoutput requestor acknowl-
edgmentwithout delay. Thedifferencebetweenthemis that theUC convertermustbe
willing to forgive early requestson r received in states2 and3. The (tr, ta0, ta1)
interfaceof theCU converteris clocked,anda clockedenvironmentpromisesnever to
issuesuchevents.

Figure20 shows a pair of write converters,which aresimilar to thereadconverters
we just discussed.TheUC converterhastheability to absorbadditionalrequestsfrom
the unclocked partnerafter completinga handshake but beforetock. Both readand
write converterpairssatisfyour transparency propertywhenconnectedback-to-back.

We now have everythingwe needto derive thespecificationof a clockedvariable.
Recalltheabstractspecificationof thevariablein Figure7.Figure21showstheabstract
specificationwith theappropriateconverters,andtheconcreteprotocolbehavior thatis
visibleat thedashedboundary, subjectto thefollowing assumption:

If a readfollows awrite, theremustbeatock betweenthem.

Theassumptionis encodedmuchasthehandshakeconstraintswereencodedin proving
transparency, andcomposedwith the variableandconvertersto “filter out” behavior
thatviolatestheassumption.

We needto make theaboveassumptionaboutread/writeorderingbecausewe wish
eventuallyto implementthevariableusinga clockedstorageelement,whosestatewill
notbeupdateduntil aclockperiodhaselapsed.If areadwereattemptedafterawrite but
beforetock, anincorrectvaluecouldbereturned.For example,fromState0 theclocked
variablespecificationallows thesequencevz� ?���[� ! �m�B� ?��� ! �z���	���.y but not thesequence
vw�B� ?��� ! �z� ?���[� ! �m���	�x�.y . Of course,weareobligedto prove laterthatthis assumptionis
justified.Thejustificationis thatprogramscomposedin parallelcannotsharevariables
dueto restrictionsin thesourcelanguage.Althoughvariablesmaybesharedamongpro-
gramscomposedin sequenceor in differentarmsof aniterativeor conditionalconstruct,
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thenatureof theseconstructsguaranteesthatnotwo subprogramsareeverconcurrently
active.Theonly atomicprogramthatcanreadandwrite to a singlevariablein a single
clockcycle is assignment,andits behavior ensuresthatwritesfollow reads.

Thevariable’s implementationusesanOR gate,AND gates,anda clockedSRflip-
flop. TheOR gatein Figure22 respondsto aneventon oneof its inputswith anevent
on its outputc. Its specificationsuggeststhat OR is beingusedasa merge– at most
oneeventcanoccuron eitherinput perclockcycle.We usea restrictedORgatemodel
becauseour implementationdoesnot requiremoregeneralbehavior. In fact, thespec-
ification of this restrictedmodel is satisfiedby a moregeneralmodel,hence,our im-
plementationsarecorrectwhenbuilt with standardgates.The AND gateis shown in
Figure23.

The clocked SR flip-flop shown in Figure24 is the mostcomplicatedcomponent
we will use.In its initial (darkened)stateit storesa 0 andemitsan event on qb. An
event on its input r causesno changein the storedstate,but an event on s causesan
eventualtransitioninto thelowerhalf of thestategraph,which is amirror-imageof the
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Fig. 23.ClockedAND gate
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upper. OurSRflip-flip is asynchronouscomponentandis setdominant– if r ands are
assertedsimultaneously, s wins.

With thesecomponentsin handwe canbuild theclockedvariableshown in Figure
25.At thereadside,two AND gatestransferthevaluestoredin theflip-flop out to the
readerwhena requestr is received.At thewrite side,r0 andr1 changetheflip-flop’s
state5. The two requestsaremergedto form theacknowledgment.Thecorrectnessof
this realizationwith respectto its specification,

VarC /8! r � w# sat ! RdCU/8! r � r b #\? Var /8! r b � wb #\? WrCU /8! w� wb #�#�=]� r b � wb �
canthenbecheckedby themodelcheckerdescribedin Section2.3.

5.3. Correctnessproof for clocked Joy compiler

Clocked hardwareimplementationsfor expressionsandstatementscanbe developed
and verified using the techniqueof protocolconversion.In all, four setsof protocol
convertersarerequiredto demonstratethecorrectnessof theclockedrealizationsof the
abstractintermediatemodules6.

5 r0 andr1 eventsaremutuallyexclusive dueto our handshake protocol.
6 We have alreadyseenconvertersfor thecontrol,read,andwrite interfaces.Thefourth convertertypeis a
hybridof thecontrolandreadconverters,usedto obtainclockedrealizationsof guardedprocesses.
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To completetheverificationof our clockedcompilationscheme,we needto show
that a clocked circuit producedby our compiler timewise satisfiesthe corresponding
abstractnetlistwith abstractto clockedprotocolconvertersat its externalinterfaces(as
statedin Theorem4). This resultcanbe proved by inductionon the structureof Joy
programs,usingthealgebraiclaws givenin Theorem1 andtheresult,outlinedabove,
thatclockedrealizationstimewisesatisfytheirunclockedspecifications.

A typicalbasecaseis for theprocessskip, whichcompilesto theintermediatemod-
ule Skipshown in Figure4. Our abstractcompilationfunction � defines �'/ skip / a  
Skip/ a, wherea is thecontrolinterfacefor themodule.Theconcretecompilationfunc-
tion � C defines� C / skip / a  SkipC/ a; theclockedrealizationSkipCwasshown in Figure
16.We have

! UC /8! a � ab #_?N� C / skip / ab #�=]� ab �
 � Definitionof � C �

! UC /8! a � ab�#_? SkipC/ abn#�=\� ab;�
sat � Lemma2 – SkipCrealizesSkip�

! UC /8! a � ab�#_?N! CU /8! abi� ab bn#]? Skip/ ab b�#�=]� ab b;��#�=]� abn�
equ � Theorem1 – algebraicreasoning�

!5! UC /;! a � abn#\? CU /8! abi� ab bn#�#�=]� abn��? Skip/ ab b�#�=]� ab b;�
twsat � Theorem3 – transparency of UC andCU �

! WIRES/;! a � ab b�#]? Skip/ ab b�#�=]� ab b;�
equ � Delay-insensitivity of Skip�

Skip/ a
 � Definitionof �C�

�'/ skip / a

A typical inductionstepinvolvesthesequentialcompositionoperator, which com-
pilesto theintermediatemoduleSeqshown in Figure5. Ourabstractcompilationfunc-
tion � defines�'/8! p1; p2 #9/ a  "! Seq/8! a � b � c#^?'�'/ p1 / b ?'�'/ p2 / c#-=�� b � c � , andtheconcrete
compilationfunction � C defines� C /8! p1; p2 #9/ a  �! SeqC/;! a � b � c#_?3� C / p1 / b ?�� C / p2 / c#�=
� b � c � . TheclockedrealizationSeqCwasshown in Figure18.We have

! UC /;! a � abn#\?N� C /8! p1; p2 #9/ ab;#[=]� ab;�
 � Definitionof � C �

! UC /;! a � abn#\?
! SeqC/8! abi� b � c#]?N� C / p1 / b ?N� C / p2 / c#�=]� b � c �x#[=]� ab��

sat � Lemma3 – SeqCrealizesSeq�
! UC /;! a � abn#\?
!5! CU /8! abz� ab bn#\? Seq/8! ab bw� bbw� cbn#\?
UC /8! bbz� b#\? UC /;! cbw� c#5#[=]� ab b8� bbi� cbw��?
� C / p1 / b ?N� C / p2 / c#�=\� b � c ��#�=]� ab��
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equ � Theorem1 – algebraicreasoning�
!5! UC /;! a � abn#\? CU /8! abi� ab bn#�#�=]� abn��?
Seq/;! ab bw� bbi� cb;#]?
! UC /;! bbw� b#\?N� C / p1 / b#�=]� b �
! UC /;! cbw� c#]?N� C / p2 / c#[=]� c ��#�=]� ab b�� bbw� cbi�

twsat � Theorem3 – transparency of UC andCU �
! WIRES/;! a � ab b�#]?
Seq/;! ab bw� bbi� cb;#]?
! UC /;! bbw� b#\?N� C / p1 / b#�=]� b �
! UC /;! cbw� c#]?N� C / p2 / c#[=]� c ��#�=]� ab b�� bbw� cbi�

sat � Delay-insensitivity of Seq�
! Seq/;! ab bw� bbw� cbn#\?
! UC /;! bbw� b#\?N� C / p1 / b#�=]� b �
! UC /;! cbw� c#]?N� C / p2 / c#[=]� c ��#�=]� ab b�� bbw� cbi�

twsat � Inductionhypothesis�
! Seq/;! ab bw� bbw� cbn#\?N�'/ p1 / bb�?N�C/ p2 / cb;#[=]� ab b8� bbw� cbi�

 � Definitionof �C�
�'/8! p1; p2 #9/ a

The remainingcasesin the proof for Joy processesaresimilar; similar proofsare
requiredfor thebooleanexpressionsB andtheguardedprocessesG.

6. Discussion

The key to verifying our compiler for clocked circuits is a circuit model capableof
expressingboth clocked andunclockedbehavior. We introducedsucha model,along
with anotionof timewisesatisfactionwhichprovidesthelink betweentheasynchronous
specificationof our intermediatemodulesandtheir clockedimplementation.Sincethe
modelis simple,it is amenableto a high degreeof automation,henceeliminatingthe
needtoverify byhandthebasecasesof ourproof.Thecloselink betweenourtheoretical
developmentandthemodelchecker illustratesthatit is possibleto producea practical,
demonstrablycorrectproof tool.

Protocolconversionhasprovento bea usefultechniquein formulatingcorrectness
criteria andin modularizingtheir verification.Thebasicideabehindprotocolconver-
sion– outlinedin Section4 – is readilyunderstandable,anddifferentsetsof protocol
converterscanbeusedin deriving differenttarget implementationswhile retainingthe
structureof the proof [BLO96, O’L95]. The techniqueof protocolconversionis not
merelyapplicablewithin ourtrace-basedsemanticmodel.For example,thesimplecom-
pilation schemethatwe verify in this papercanbe improvedby replacingtheone-hot
protocolwe usefor readandwrite handshake interfaceswith a data-plus-valid proto-
col. Convertersbetweenthe one-hotanddata-plus-valid protocolscanbe constructed
of combinationallogic gates,and optimizedimplementationsderived using Boolean
algebra.

Onepotentialproblemwith the approachwe have taken is that it requiresthe use
of two behavioral models– a high level modelsuchasthe failures-divergencemodel
of CSPfor compiling to intermediateform andthe low level modelof Section2 for
capturingcircuit behavior. We wish to useCSPasa high level modelbecauseof the
rich algebradevelopedfor reasoningaboutCSPsystems[Hoa85]. Giventhis choice,it
is reasonableto askwhy wedonotperformtheentireproofwithin theCSPmodel.

Every model for reasoningaboutconcurrentsystemsmakescompromises.These
compromisesaremostevident in the systemsthat a model treatsas identicaland in
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thosethat the modeldistinguishes.For example,we firmly believe that circuits (and
their environments)shouldbeconsideredasreceptive.In ourhardwaremodel,a speci-
ficationthatallowstwo outputsto beproducedin eitherordercanbeimplementedby a
circuit thatproducestheoutputsin afixedorder. In CSP, thecircuit is nota satisfactory
implementationbecauseit canbe distinguishedfrom the specificationby an environ-
mentthatwill only acceptoutputsin theotherorder. Theability of theenvironmentto
“refuse”eventsallows it to distinguishtheimplementationfrom thespecification.

Sincewe have chosento usedistincthigh andlow level modelswe arefacedwith
the problemof showing that the descriptionsof our intermediatemodulesin the two
modelsaresomehow equivalentor at leastthatour low level descriptionis “betterthan”
ourhigh level description.With HeJifeng,wehaverecentlyshown aGaloisconnection
betweena classof CSPprocesses(which includesthe CSPdescriptionsof our inter-
mediatemodules)anda classof circuits (which includesour low level modelof the
intermediatemodules).Theexistenceof suchaGaloisconnectionverifiesthenecessary
correspondencebetweenthetwo models[He89].

Somereadersmay recognizethat currentlyour sourcelanguageonly hasboolean
variablesandsynchronizationchannels.We have begunwork on extendingour proof
techniquefor a more realistic language,with facilities suchas integer variablesand
valuepassingchannels.Furtherwork mayincludejustifiedoptimizationsof thegener-
atedhardware,andthespecificationandverificationof externalinterfacesto memories,
busesandsensors.
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