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Type-Based Security for Mobile Computing

» The open characteristic of mobile computing introduces
fundamental security issues.

» Example: E-commerce mobile agent %

> Integrity (Access Control) the agent may modify
sensitive information - %‘X
> Privacy (Secrecy) the agent may transfer credit card

numbers to the public channels

> Availability (Liveness) the agent may enter 1nto an

infinite loop, consuming unbounded local resources.
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Shared Point Name Passing as Pointer Passing
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The m-Calculus

object MeSSoae.
a(x).P|lav — P{v/x}
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Hi'jher - Order JC-Calculus
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Aims of Type.s/ Typecheckrnj

“Using Types to contro| the eftects
of Mobile Code / Processes

- Host refuses to execute incoming

code unless it conforms o
prede termmed access polrcy
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Problem
c(X:Proc) run X

r .
where proc ° = ynit = proc
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! Processes
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Main Theorems

SubJect Reduction
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The Project Aim

» to develop a general and uniform framework for type
systems of mobile programs using process calculi.
> (Base Language) ——> Liveness and Integrity
An integrated framework using typed 7
> (Mobility) =— Access Control
A fine-grained typing system for HOx
> (Application) ==> Language Design Discipline
A secure distributed multi-threaded Java and a proof
of its correctness

» Novelty directly impacting language/system design
from the 1nitial stage
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Conclusion

» Timeliness and Impacts

W3C Choreography Working Group www.w3c.org

» Many themes for ambitious RAs and PhDs, involving

both theory and software design and implementation
» (Contact
> Nobuko Yoshida yoshida@doc.1c.ac.uk
Home Page: www.doc.ic.ac.uk/"yoshida
> Koheil Honda kohei@dcs.qmul.ac.uk

Home Page: www.dcs.gqmul.ac.uk/ kohet
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