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 Asynchronous Message Passings among Concurrent and Distributed
Independent Agents

e Concurrent Object Oriented Languages
* Multi Agent Systems
 Web Services and Simple Object Access (SOAP)

 Mathematical Models (Logics and Process Algebra)



Communications are Ubiquitous

e Increasingly, communications are the
way to organise software and
systems.

e Industry trend — programming
languages with explicit message-
passing primitives.
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Problems: Concurrency Bugs

e Communications increase concurrency bugs

O SUI’VG)’ of 4k users [golang.org] *

o Analysis of 6 large software systems [aspLos 19] docker  kubernetes . =X

JAEGER
)
@ @ Google (2001) & czi ) y\»]
The Go Gopher
Do not communicate by sharing memory;
® / share memory by communicating

— Go Philosophy

10



Problems: Concurrency Bugs

e Communications increase concurrency bugs

O SUI’VG)’ of 4K users [golang.org] deadlock
o Analysis of 6 large software systems [aspLos 19]

channel errors

More than a half of concurrency bugs in Go

are caused by communications.
7 N,
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The Go Gopher



Problems: Concurrency Bugs

e Communications increase concurrency bugs
O SUI’VG)’ of 4k users [golang.org] dea( 0 '
o Analysis of 6 large software systems iaseios 1o ;

cniqnne; crrors

More than a half of concurrency bugs in Go |
(® — 4

are caused by communications. . @
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@ Session Types

* Prevent concurrency bugs.
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* Can abstract, implement and manage communications as Protocols.
* Clean, Cheap and Retrofittable.
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Multiparty Session Types POPL’ 08
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Why Session Types, Why Now?

Significant academic and industry interests via fundamental breakthroughs

Binary Session Types | ESOP’98 m

Joined W3C Standardization 2002
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Why Session Types, Why Now?

Significant academic and industry interests via fundamental breakthroughs

ETAPS Test Time Award 2019 Binary Session Types | ESOP’98 m

Joined W3C Standardization 2002
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Distributed systems are:
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Moh?l’""'y Session Types [ronds, Yoduda, Grbone 2005 ]
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Deadlock-Free Message Reordering with Multiparty Session Types

Refinements for Multiparty Message-Passing Protocols: Specification-
agnostic theory and implementation
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Introduction

 Modern systems language focussed on and



Introduction

 “Most loved language” for past five years on StackOverflow



Introduction

* Particular emphasis on safe concurrency using



Introduction

. type system is well-suited to session types
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Ring Protocol
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Challenge

* |nteractions can be for efficiency while
preserving safety




Challenge

1. Data must be preserved



Challenge

2. and asynchronous reordering
rules must be found
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Ring Protocol
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Ring Protocol
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Ring Protocol
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Ring Protocol

#[derive(Role)]
#[message(Label)]
struct B(#[route(A)] Receiver, #[route(C)] Sender):
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Ring Protocol

#[derive(Role)]
#[message(Label) ]
struct B(#[route(A)] Receiver, #[route(C)] Sender):
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Ring Protocol

Clsub(i32)

Q A?add(i32) G

Cladd(i32)

#[derive(Message) ]
enum Label {
Add (Add),
Sub(Sub),
s

struct Add(i32):
struct Sub(i32):



Ring Protocol

Clsub(i32)

A?add(132)

Cladd(i32) #[session]
type RingB = Select<(C, RingBChoice>;

#[session]

enum RingBChoice {
Add (Add, Receive<A, Add, RingB>),
Sub(Sub, Receive<A, Add, RingB>),
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Ring Protocol

Clsub(i32)

Q A?add(132) G

Cladd(i32)



Ring Protocol

async fn ring_b(
role: &mut B,
mut 1input: 132,
) —> Result<Infallible> {
try_session(role, |[mut s: RingB<'_, _>] async {
loop {
let x = 1nput x 2;

Clsub(i32)

s = if x > 0 {
let s = s.select(Add(x)).await?;
let (Add(y), s) = s.receive().await?;
input = y + X;
S
} else {
Cladd(i32) let s = s.select(Sub(x)).await?;
let (Add(y), s) = s.receive().await?;
input =y — X;
S

A?add(i32)

&
})

.awailt
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Ring Protocol

loop {
let x = 1nput x 2;

Clsub(i32)

s = if x > 0 {
let s = s.select(Add(x)).await?;
let (Add(y), s) = s.receive().await?;
input = y + X;
S
} else {

let s = s.select(Sub(x)).await?;

let (Add(y), s) = s.receive().await?;
input =y - X;

S

A?add(i32)

Cladd(i32)

&
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Ring Protocol

Clsub(i32)
let s = s.select(Add(x)).await?;
— . ' . ] 7;
a A?add(i32) G let (Add(y), s) = s.receive().await
A4




Ring Protocol

Clsub(i32)

e 2,
let (Add(y), s) = s.receive().await?;

0000000000000 000000000 o

method not found in rumpsteak::Select<'_, B, C, RingBChoice<' , B>>"
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Theories for Communication Optimisation

How do we check that asynchronous reorderings are ?



Theories for Communication Optimisation

1. Asynchronous subtyping relation [Ghilezan et al., POPL'2021]



Theories for Communication Optimisation

2. k-multiparty compatibility [Lange and Yoshida, CAV'2019]



cladd(i32)
cladd(i32) Safe?
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clsub(i32)
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add(132) cladd(i32)

@ bladd(i32) ) @d(iw)Q

c?sub(i32) clsub(i32)

Safe?



Asynchronous Subtyping

* Relation given by [Ghilezan et al., POPL 2021]



Asynchronous Subtyping

» Sound



Asynchronous Subtyping

» Complete



Asynchronous Subtyping

» Decidable [Lange and Yoshida, FoSSaCs 2017] X



Asynchronous Subtyping

 Our aim is a sound and decidable algorithm



Asynchronous Subtyping

. Internal and external choices can be decomposed
Into single input and single output trees



Algorithm for Asynchronous Subtyping

1. the number of times we unroll recursions

2. Only unwrap choice



Asynchronous Subtyping

€ empty prefix
pl(S) message send
p?l(S) message receive

T1 .79 concatenation
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Asynchronous Subtyping

A®) = q20(S) | q7¢(S).A®)  (p#q)

S <. S
(p?4(S).m, A®) . p24(S") 7" — (7, A®) .7/

RED-A



Asynchronous Subtyping

A®) = q20(S) | q7¢(S).A®)  (p#q)

S <. S
(p?0(S).m, A®) .p24(S"). 7w — (7, A®) .7/

RED-A
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Theorems

Lemma 3. Given finite prefixes = and n’, {(; || ©”) can be reduced only a finite number of times.
Theorem 4 (Termination). Our subtyping algorithm always eventually terminates.

Theorem 5 (Soundness). Our subtyping algorithm is sound.

Lemma 6. Given finite prefixes t and r’, the time complexity of reducing (x || #’) is O (min(|xz|, |7’])).

Theorem 7 (Complexity). Consider T and T’ as (possibly infinite) trees 7 (T) and 7 (T’) with asymptotic branching factors b
and b’ respectively. Our algorithm has time complexity O(nmin(b, b")") and space complexity O(nmin(b, b")) in the worst case to
determine if T < T’ with bound n.



Evaluation
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16-core AMD OpteronTM 6200 Series CPU @ 2.6GHz with hyperthreading, 128GB of RAM, Ubuntu 18.04.5 LTS and Rust Nightly 2021-07-06.
We use version 0.3.5 of the Criterion.rs library and a multi-threaded asynchronous runtime from version 1.11.0 of the Tokio library.



Double DB & Butterfly Topologies for FFT
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Evaluation
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Expressible Expressible using endpoint types (but without deadlock-freedom guarantee) x Not expressible



Refinement Multiparty Session Types

o Limitation: will never terminate if keeping trying the wrong password

Succeed() . end}

G=uT.C— S:Password(String).S — C {Fail() B

* With contraint, can terminate the session program at some point

Succeed(int).end
G=uT.C—S:Password(String).S — C<{ Faill(int) . Tifx < 10; x <=x+1
Abort(int).end



Summary @

* Multiparty session type description language

> g nuScr https://github.com/nuscr

* Applications of multiparty session types using communicating automata
> @ https://github.com/zakcutner/rumpsteak

Refinements for Multiparty Message-Passing Protocols:

Specification-agnostic theory and implementation https://zenodo.org/
records/12731834
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http://mrg.cs.ox.ac.uk/
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Basic CFSMs
| A CFSM s Basic if deterministic

directed, hos no mixed States




k-Multiparty Compatibility [cavi19;

.
k-0BI and 1BI Communicating Session Automata

3S-k-bounded (Def. 23)

N\

3-k-bounded (Def. 22)
k-synchronisable (Def. 24)

k-exhaustive (Def. 9)

'Eventual reception (Def. 4 (1))
‘Stable (Def. 5)
‘Safe (Def. 4)

® ® ® @

k—mic (Def. 10)




