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Communications are Ubiquitous

e Increasingly, communications are the
way to organise software and
systems.

e Industry trend — programming
languages with explicit message-
passing primitives.

microservices

| o

ERLANG

€9 - pgthon“ #Scala

APl

<E> A akka



Problems: Concurrency Bugs

e Communications increase concurrency bugs

O SUI’VG)’ of 4k users [golang.org] * Ubel‘

o Analysis of 6 large software systems [aspLos 19] docker
[PLDI 22]

)
@ @ Google (2009) &0 @@
2 ) The Go Gopher
Do not communicate by sharing memory;
® / share memory by communicating

— Go Philosophy

kubernetes
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Problems: Concurrency Bugs

e Communications increase concurrency bugs

O SUI’VG)’ of 4K users [golang.org] dead/ock
o Analysis of 6 large software systems [aspLos 19]

Uber’s 14 million lines of Go hosting 2100 microservices [PLDI 22] deﬂi')e/ errors
More than a half of concurrency bugs in Go
d b [ ) t. ((\\ @
are cause Y communicarions. ww
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Problems: Concurrency Bugs

e Communications increase concurrency bugs
O SUI’VG)’ of 4k users [golang.org] dea( 0 '
o Analysis of 6 large software systems iaseios 1o ;
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@ Session Types

* Prevent concurrency bugs.
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* Can abstract, implement and manage communications as Protocols.
* Clean, Cheap and Retrofittable.



Why Session Types, Why Now?

Significant academic and industry interests via fundamental breakthroughs

Milner, Binary Session Types | ESOP’98 m
Honda, NY l

\/7
C‘% Joined W3C Standardization @ 2002



Why Session Types, Why Now?

Significant academic and industry interests via fundamental breakthroughs

Binary Session Types | ESOP’98 m

Joined W3C Standardization 2002

|

C% Multiparty Session Types POPL 08




Why Session Types, Why Now?

Significant academic and industry interests via fundamental breakthroughs

Binary Session Types | ESOP’98 m

Joined W3C Standardization 2002

|

Multiparty Session Types POPL’ 08

largest open source \ ‘

company in the world Red Hat @ Scribble %
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Why Session Types, Why Now?

Significant academic and industry interests via fundamental breakthroughs

ETAPS Test Time Award 2019 Binary Session Types | ESOP’98 m

Joined W3C Standardization 2002
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POPL Influential Paper Award 2018 Multiparty Session Types POPL 08
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Mobility Reading Group

MobilityReadingGroup

TT r-calculus, Session Types research at the University of Oxford

NEWS

22 Mar 2022

MEng student, Zak Cutner, awarded
Microsoft Prize and Distinguished

Project award.

6 Aug 2021

Nobuko Yoshida, with Francisco
Ferreira and Adam D. Barwell,
conducted an interview with the
CONCUR Test-of-Time Award
winners, Uwe Nestmann and
Benjamin C. Pierce. The full
interview can be found here

24 Mar 2021

Eva passed her viva today,
congratulations Dr. Graversen!

9 Nov 2020

SELECTED PUBLICATIONS
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Romain Demangeon, Nobuko Yoshida: Causal Computational Complexity of

2022

Zak Cutner, Nobuko Yoshida, Martin Vassor: Deadlock-Free Asynchronous
Message Reordering in Rust with Multiparty Session Types. PPoPP 22 : 261 -
246.

Lorenzo Gheri, Ivan Lanese, Neil Sayers, Emilio Tuosto, Nobuko Yoshida: Design-
by-Contract for Flexible Multiparty Session Protocols. ECOOP 2022 : 8:1 - 8:28.

Nicolas Lagaillardie, Rumyana Neykova, Nobuko Yoshida: Stay Safe under
Panic: Affine Rust Programming with Multiparty Session Types. ECOOP 2022 .
4:1 - 4:29.


https://mrg.cs.ox.ac.uk

Introduction

 Modern systems language focussed on and
 “Most loved language” for past five years on StackOverflow
* Particular emphasis on safe concurrency using

. type system is well-suited to session types



Ring Protocol
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Ring Protocol
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Challenge

* (GGlobal types are inherently

> Projection provides only one possible ordering
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Challenge

* (GGlobal types are inherently

> Projection provides only one possible ordering

* |nteractions can be for efficiency while
preserving safety
1. Data must be preserved
2. and asynchronous reordering

rules must be found




Rumpsteak Framework
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Ring Protocol
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Ring Protocol

Al|lB|]|C
Clsub(i32)
Al|lB|]|C
e A?add(i32) G A
Al|lB|]|C
N\
Cladd(i32)
Al|lB|]|C




vScr

n vScr live X nuscr/nuscr: A toolkit to man X +

“— ® © & https://nuscr.github.io/nuscr/ Uy C IN ®@ © 0 <« & 8 @ Hl & © =

g vScr Documentation GitHub

vScr live

e |t’s small and easy to modify

Global protocol Local types

. dule Adder; a i
e Available on opam rodute Adder e e ]

type <java> "java.lang.Integer" from "“rt.jar" as int;

global protocol Adder(role C, role S)
{

rec Loop {
Py HELgo(u:int) from C to S;
choice at C
{

ADD(w:int) from C to S;
ADD(v:int) from C to S;
RES(f:int) from S to C;

* Available on GitHub A

¢ SIBYE()S!ADD(w: int) ~ [S?RES(f: int)
BYE() from C to S;
} BYE() from S to C;
® } }
 Available on the web
Y/
Load an example j

o Analyse


https://github.com/nuscr
https://nuscr.dev

Scribble

global protocol Ring(role A, role B, role C) {
Add(i32) from A to B;
choice at B {
Add(i32) from B to C;
Add(i32) from C to A;
do Ring(A, B, C);
} or {
Sub(i32) from B to C;
Sub(i32) from C to A;
do Ring(A, B, C);



Ring Protocol

#[derive(Role)]
#[message(Label)]
struct B(#[route(A)] Receiver, #[route(C)] Sender):

Clsub(i32)

Q A?add(i32) G

Cladd(i32)




Ring Protocol

#[derive(Role)]
#[message(Label) ]
struct B(#[route(A)] Receiver, #[route(C)] Sender):

Clsub(i32)

Q A?add(i32) G

Cladd(i32)




Ring Protocol

Clsub(i32)

Q A?add(i32) G

Cladd(i32)

#[derive(Message) ]
enum Label {
Add (Add),
Sub(Sub),
s

struct Add(i32):
struct Sub(i32):



Ring Protocol

Clsub(i32)

A?add(132)

Cladd(i32) #[session]
type RingB = Select<(C, RingBChoice>;

#[session]

enum RingBChoice {
Add (Add, Receive<A, Add, RingB>),
Sub(Sub, Receive<A, Add, RingB>),



Ring Protocol

async fn ring_b(
role: &mut B,
mut 1input: 132,
) —> Result<Infallible> {
try_session(role, |[mut s: RingB<'_, _>] async {
loop {
let x = 1nput x 2;

Clsub(i32)

s = if x > 0 {
let s = s.select(Add(x)).await?;
let (Add(y), s) = s.receive().await?;
input = y + X;
S
} else {
Cladd(i32) let s = s.select(Sub(x)).await?;
let (Add(y), s) = s.receive().await?;
input =y — X;
S

A?add(i32)

&
})

.awailt



Ring Protocol

loop {
let x = 1nput x 2;

Clsub(i32)
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S
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Ring Protocol

loop {
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S
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Ring Protocol

loop {
let x = 1nput x 2;
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S
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Ring Protocol

loop {
let x = 1nput x 2;

Clsub(i32)

s = if x > 0 {
let s = s.select(Add(x)).await?;
let (Add(y), s) = s.receive().await?;
input = y + X;
S
} else {

let s = s.select(Sub(x)).await?;

let (Add(y), s) = s.receive().await?;
input =y - X;

S

A?add(i32)

Cladd(i32)
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Ring Protocol

Clsub(i32)

let s = s.select(Add(x)).await?;
let (A , = S, ' . 1t 7?:
Q A?add(i32) G let (Add(y), s) = s.receive().awai

Cladd(i32)



Ring Protocol

Clsub(i32)

let s = s.select(Add(x)).await?;
1 , = S, ' . 1t 7?:
Q A?add(i32) G let (Add(y), s) = s.receive().await

Cladd(i32)



Ring Protocol

Clsub(i32)

e 2,
let (Add(y), s) = s.receive().await?;

0000000000000 000000000 o

method not found in rumpsteak::Select<'_, B, C, RingBChoice<' , B>>"




Rumpsteak Framework
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Theories for Communication Optimisation

How do we check that asynchronous reorderings are ?

1. Asynchronous subtyping [Ghilezan, Pantvic, Prokic, Scalas and NY

]
2. k-multiparty compatibility [Lange and NY, ]



cladd(i32)
cladd(i32) Safe?

é<dd<>@
é<dd<>©

clsub(i32)
clsub(i32)




add(132) cladd(i32)

@ bladd(i32) ) @d(iw)Q

c?sub(i32) clsub(i32)

Safe?



k-Multiparty Compatibility [cavi19;

.
k-0BI and 1BI Communicating Session Automata

3S-k-bounded (Def. 23)

N\

3-k-bounded (Def. 22)
k-synchronisable (Def. 24)

k-exhaustive (Def. 9)

'Eventual reception (Def. 4 (1))
‘Stable (Def. 5)
‘Safe (Def. 4)

® ® ® @

k—mic (Def. 10)




Asynchronous Subtyping

* Relation given by [Ghilezan et al., POPL 2021]
» Sound

» Complete
» Decidable [Lange and NY, FoSSaCs 2017] X

 Our aim is a sound and decidable algorithm

Internal and external choices can be decomposed into single input and
single output trees



Asynchronous Subtyping

. and make subtyping hard

cladd(132) cladd(i132)

clsub(i32) clsub(i32)




Nested Session Asynchronous Subtyping

ON THE PRECISENESS OF SUBTYPING IN SESSION TYPES 23

ST < S S5 <Sm S5<S, S5<S, Tm<?(S,).T & 75(S).Ts T, < ?0(S,).T. & 75(S,).T.

IM(Sm).Tm & 'p(Sp).Tp < 2r(Sr).('m(S},). T & 'p(S;). T, & 'q(Sq).Ty) & ?s(Ss).('m(S;,).Ts & 'p(S;).T,)

Figure 3: Application of [SUB-PERM-ASYNC], where T}, = 7r(S,). T} & 7s(Ss).Ts & Tu(Sy). Ty
and T, = 7r(S;.). T} & ?s(Ss). T, and we assume S, < S,

S

To =T, =-end
The1 =!'m.(?r. T, & ?s.T, &?uTn) ® p.(?r.T, & ?s.T,)
T =?r.(ImT, & !p.T, &!qT,) &?s.(!m.T, & !p.T))

n+1



Asynchronous Subtyping

are just — |.e. !
S’'<:S W< W S'<:S W< AP W act(W) = act(AP) W)
p?2L(S).W < p2(S/).W p?2(S).W < AP p20(S7).W’
end < end , () \As7 () \As7
S<:S W< W SIS WS B WY act(W) = act(BYP W)
ple(S).W < ple(S’).W/ pl(S).W < BP) ple(S”). W’

AP = q2¢(S) | q2¢(S).AP) BP) = +20(S) | o'2(S) | v2¢(S).B®) | q1¢(S).B®) (q#p)

VU € [T VYV € [T]s IW' € [U']sy TW € [V]so W’ < W
T’ <1




Algorithm for Asynchronous Subtyping

1. the number of times we unroll recursions

2. Only unwrap choice



Asynchronous Subtyping

€ empty prefix
pl(S) message send
p?l(S) message receive

T1 .79 concatenation



Asynchronous Subtyping

A®) = q20(S) | q7¢(S).A®)  (p#q)

S <. S
(p?0(S).m, A®) .p24(S"). 7w — (7, A®) .7/

RED-A
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Asynchronous Subtyping

B®) = r?0(S) | ql(S) | x?¢(S).B®) | q!4(S).B®  (p+#q)

S <. S
(p!0(S).m, B®) ple(S").x"y — (7, B®) .7

RED-J]



Asynchronous Subtyping

B®) = r?0(S) | ql(S) | x?¢(S).B®) | q!4(S).B®  (p+#q)
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Asynchronous Subtyping

B®) = r?0(S) | ql(S) | x?¢(S).B®) | q!4(S).B®  (p+#q)

S <. S
(p!(S).m, B®) ple(S").x"y — (m, B®) .7

RED-J]



Asynchronous Subtyping

B®) = r?0(S) | ql(S) | x?¢(S).B®) | q!4(S).B®  (p+#q)

S <. S
(p!(S).m, B®) ple(S").7") — (m, BP 7"

RED-J]



Asynchronous Subtyping

(p!(S).p?m(S"), p?m(S").pl(S)) = (p?m(S"), p?m(S"))



Asynchronous Subtyping

(p!(S).p?m(S"), p?m(S").pl(S)) = (p?m(S"), p?m(S"))



Asynchronous Subtyping

(p!(S).p?m(S"), p?m(S").pl(S)) = (p?m(S"), p?m(S"))
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Theorems

Lemma 3. Given finite prefixes = and n’, {(; || ©”) can be reduced only a finite number of times.
Theorem 4 (Termination). Our subtyping algorithm always eventually terminates.

Theorem 5 (Soundness). Our subtyping algorithm is sound.

Lemma 6. Given finite prefixes t and r’, the time complexity of reducing (x || #’) is O (min(|xz|, |7’])).

Theorem 7 (Complexity). Consider T and T’ as (possibly infinite) trees 7 (T) and 7 (T’) with asymptotic branching factors b
and b’ respectively. Our algorithm has time complexity O(nmin(b, b")") and space complexity O(nmin(b, b")) in the worst case to
determine if T < T’ with bound n.



Evaluation

—{1+— SESH MuLTICRUSTY FERRITE —O— RUSTFFT - O- RUMPSTEAK --O-- RuUMPSTEAK (optimised)
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16-core AMD OpteronTM 6200 Series CPU @ 2.6GHz with hyperthreading, 128GB of RAM, Ubuntu 18.04.5 LTS and Rust Nightly 2021-07-06.
We use version 0.3.5 of the Criterion.rs library and a multi-threaded asynchronous runtime from version 1.11.0 of the Tokio library.



Double DB & Butterfly Topologies for FFT
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Evaluation
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Evaluation

Protocol AMR SESH FERRITE MuULTICRUSTY RUMPSTEAK k-MC SOUNDBINARY
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Stream
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Ongoing Related Projects

. (EP/V000462/1)

* Ensuring specification compliance of systems-on-chip via CHERI
capabilities and behavioural types

. (EP/X015955/1)

e Creation of a common API for compiler developers to leverage CHERI
hardware features, improving memory security and type safety

e Other DSbD Projects...
 CapC: Capability C semantics, tools and reasoning

* Collaboration with Kent: using Kent’s Rust compiler
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