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Communications are Ubiquitous

e The way to organise software and
systems is increasingly based on
communications.
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Computing is Communications

e The way to organise software and
systems is increasingly based on
communications.

e Industry trend — explicit
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Problems: Concurrency Bugs

e Communications increase concurrency bugs

o Survey of 4k users dead loc k.
o Analysis of 6 large software (2019)

channel errors
more than a half of concurrency bugs in Go

are caused by communications SN,
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Li) Problems: Concurrency Bugs and Ambiguity

e Communications increase concurrency bugs
o Survey of 4k Go users — the main
challenge is to avoid concurrency bugs
o Analysis of 6 large software — more than
a half of concurrency bugs in Go are
communication-oriented

e Protocols are ambiguous
o Written in English, often large

3.1. MAIL

There are three steps to SMTP mail transactions. The transaction
is started with a MAIL command which gives the sender
identification. A series of one or more RCPT commands follows
giving the receiver information. Then a DATA command gives the
mail data. And finally, the end of mail data indicator confirms
the transaction.

The first step in the procedure is the MAIL command. The
<reverse-path> contains the source mailbox.

MAIL <SP> FROM:<reverse-path> <CRLF>

This command tells the SMTP-receiver that a new mail
transaction is starting and to reset all its state tables and
buffers, including any recipients or mail data. It gives the
reverse-path which can be used to report errors. If accepted,
the receiver-SMTP returns a 250 OK reply.

The <reverse-path> can contain more than just a mailbox. The
<reverse-path> is a reverse source routing list of hosts and
source mailbox. The first host in the <reverse-path> should be
the host sending this command.

The second step in the procedure is the RCPT command.
RCPT <SP> TO:<forward-path> <CRLF>

This command gives a forward-path identifying one recipient.

If accepted, the receiver-SMTP returns a 250 OK reply, and
stores the forward-path. If the recipient is unknown the
receiver-SMTP returns a 550 Failure reply. This second step of
the procedure can be repeated any number of times.
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Session Types

e Can abstract, implement and manage communications as Protocols
* Based on programming language techniques, Clean, Cheap and Retrofittable



Why Session Types?

Robin Milner: Types are the leaven of computer programming; they
make it digestible

“=> Can describe communication protocols as types

Scalable automatic verifications for deadlock-freedom, safety and
liveness properties without state-space explosion problems

Programming language techniques with a correctness-by-construction

Can be retrofitted to exiting systems and tools such as microservices,
and IDEs (integrated development environment).




Why Session Types, and Why Now?

Robin Milner: Types are the leaven of computer programming; they
make it digestible

Can describe communication protocols as types

Scalable automatic verifications for deadlock-freedom, safety and
liveness properties without state-space explosion problems

Programming language techniques with a correctness-by-construction

Can be retrofitted to exiting systems and tools such as microservices,
and IDEs (integrated development environment).

Extendable by transferring accumulated techniques in type theories

A= e

since 1930 since 1990
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Significant academic and industry interests via fundamental breakthroughs
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CDL Equivalent

* Basic example:

package HelloWorld {

roleType YouRole, WorldRole;

participantType You{YouRole}, World{WorldRole};
relationshipType YouWorldRel between YouRole and WorldRole;
channelType WorldChannelType with roleType WorldRole;

choreography Main {
WorldChannelType worldChannel;

interaction operation=hello from=YouRole to=WorldRole
relationship=YouWorldRel channel=worldChannel {

request messageType=Hello;

Dr Gary Brown (P14 Tech) in 2007




Scribble Protocol

e "Scribbling is necessary for architects, either physical or computing, since all
great ideas of architectural construction come from that unconscious
moment, when you do not realise what it is, when there is no concrete
shape, only a whisper which is not a whisper, an image which is not an
image, somehow it starts to urge you in your mind, in so small a voice but
how persistent it is, at that point you start scribbling” - Kohei Honda 2007

* Basic example:

protocol HelloWorld {

role You, World:;
Hello from You to World:;
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communication-based programming’ by Kohei Honda,
Vasco T. Vasconcelos and Makoto Kubo
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A fully abstract game semantics for general references

Samson Abramsky Kohei Honda Guy McCusker
LFCS, University of Edinburgh St John’s College, Oxford
{samson, kohei} @dcs.ed.ac.uk mccusker@comlab.ox.ac.uk
Abstract

A games model of a programming language with higher-order store in the style of ML-references is introduced. The category
used for the model is obtained by relaxing certain behavioural conditions on a category of games previously used to provide

fully abstract models of pure functional languages. The model is shown to be fully abstract by means of factorization
arguments which reduce the question of definability for the language with higher-order store to that for its purely functional

fragment.
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The paper Multiparty
asynchronous session types by
Kohei Honda, Nobuko Yoshida,
and Marco Carbone, published in
POPL 2008 has been awarded the
ACM SIGPLAN Most Influential
POPL Paper Award today at POPL
2018.
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Interactions with Industries
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A Session Type Provider

Compile-Time API Generation of Distributed Protocols with Refinements in F#

y yk Ray d Hu Nobuko Yoshida Fahd Abdeljallal
Imperial College London ~ Imperial College London ~ Imperial College London  Imperial College London
United Kingdom United Kingdom United Kingdom United Kingdom
Abstract 1 Introduction
We present a library for the sp and impl Type providers [20, 27) are a NET feature for a form of

tion of distributed protocols in native F# (and other NET
languages) based on multiparty session types (MPST). There
are two main contributions. Our library is the first practi-
cal development of MPST to support what we refer to as
interaction refinements: a collection of features related to the

compile-time meta programming, designed to bridge be-
tween programming in statically typed languages such as
F# and C#, and working with so-called information spaces—
structured data sources such as SQL databases or XML data.

A type provider works as a compiler plugin that performs

refinement of protocols, such as age-type

(value i and g 1| control

9ow. A well-typed endpoint program using our library is
ranteed to perform only compliant session I/o acuons

of types: it takes a schema for an
external information space, and generates types that allow
the data to be manipulated via a strongly-typed interface,
with benefits such as static error detection and IDE auto-

~ the refined protocol, up to
* our library is developed as a session type provider,

letion. For example, an instantiation of the in-built
type provider for WSDL Web services [6] may look like
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Type Me If You Can:

Introduction to Session Types and Scribble

Rumyana Neykova, Nobuko Yoshida




A Protocol @

- Protocol: Buyer-Seller

title :
- Description: Alice buying a book
- quote
Lok
Address

Date
e
quit

send(int).receive(int).eo{ok: send( ).receive( ), quit:end}

receive(int).send(int).&{ok: receive( ).send( ), quit: end}



Are we compatible?

send(int).send(int).receive(

receive(nt).receive(int).send(

It is all about duality!

)



Are we compatible? @

receive('nt).send('nt).receive( )

receive(nt).receive(int).send( )



Delegate T




How does it work?

Global

Types
Projection
Local Types
Type
checking
Y :
Multiple
BPEL Languages

» Step 1: Write a Global Type
» Step 2: Write Local Programs

Alice — Bob: (Nat).
Bob — Carol: (Nat).end

TBob =‘?(Alice, N&t).’,
!(Carol,Nat);end

PBOb — S?(Alicew'x);
s!(Carol,x);0

» Step 3: Project and Type Check Locally



Session Types in a Nutshell \ /

SESSION = STRUCTURED SEQUENCE OF COMMUNICATION

send(int).send(int).receive(bool)



What i1s type sate communication?

— Communication Safety
* No communication mismatch

Session Fidelity
« Communication follow the described protocol

— Progress

* No deadlock/ stuck in a session







Binary Sesston Types: Bujer - Seller Frotoco

o) (G

A\ repeat
“— retry —»|-

wt! Title : ? Quote; T {ok: TAdd; ? Date, retry: £ |



W] Title 5 7 Quote ;! {ok: TAdd3 7 Date, remry £}
«t? Title ;¥ Quote; ? {OK: 2Add; ¥ Date, retvy: t |




Multiparty Sesston Types
Buyer . Seller Buyer 2










Cea?e ;s MBtal | ABIa;BCTb o BC7biCA?C






M”hrwm SQS&‘OV\ -Ty”s [Honda, Yoshida, Carbone QOOSJ
s BIS I STEP

B2
| G ) Wrrte Global Type
3 S — B2 Char



Nulﬂl"”‘y Session TYPeS [ronds, fsda, Gurbone 2005]
B|—S .. STEFI

d
O Write Global T)’Pe-
H S ==l 82 Cﬁar

STEP 2
| Fd* Project to Local
Pr OJGCﬂ (, By ?lnt, B22 Char Type.s
v " v
T1 :9. T3



|

H"“‘Pm SQSSIO" -'7”5 [Honda, Yoshida, Carbone 2008:]

| W oba e
S — B2 Char rite Global Typ
STEP 2
(\I B ?Inf. Bz’ Char Project o Local
- Tree
STEP 3

g X « Static Check.

> Generate Code
o Run-tme Check
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Properties of Session Types

1. Communication Error-Freedom
No communication mismatch

2. Session Fidelity
The communication sequence in a session follows the scenario
declared in the types.

3. Progress
No deadlock/ Stuck in a session

1

“well-typed channels cannot go wrong”




wt! Title 5 ?Quote; ! {OK: YAdd; 7 Date, retry: ¢ |
at? Title ;¥ Quote; ? {OK: ?Add; ¥ Date, retvy: t |




Relationship with COmmunrcaﬁnj A@T@G@@TA

T ey
12 bay $4 Wag e, pri
’;;ﬂ-&é"’ i

ESOP \2 @Eiacwr15a*¢onW POP L 5 {Gmlol'\ w/)

ICALP \3 S " hﬂ%zim;i" i SynthesTs
SuloT)/P!
7= TACAS 16 4 ‘
CONCUR 15 (Tmed) Qi’dél Chec”)
Au’(bma‘(q FOSS AC\S]']()hdeudhh (T /




COMMU"TCG‘IThj AUTOMQTG UngS']

ety ‘
/ SO i
Vtie —_ qu v Pnie Juoe



— lrwy

-'O‘*'"“ ’q"d ot olro

L 'Ok ?
. Deterministic 'add .Ok%a "
9 No- Mired State Q7Jate Q'
3. Compqﬁble @ du"‘l @m

[Go”da et al 19 86} Two ComPaﬁHe machines
WT“'hOU"‘ mixed S‘tQTes w’h]'ch are de'teanElﬁfS'f'f C

Sa'ﬁs{'y deadlock - freedom.
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Type Checking
[ECOOP16, OOPSLA'15, POPL'16]

Global Type
Projection

Local Type Local Type Local Type

Y A Y

Type : Type Type .

Checking Checking Checking
— — E—
Program Program Program

Alice Bob Carol
S y \ Y L y




Dynamic Monitoring
[RV'13, COORDINATION'14, FMSD'15]

Global Type
Projection

Local Type Local Type Local Type

A z .

Dynamic Dynamic Dynamic

Monitoring Monitoring Monitoring *
s ' ™ f ' ™ - ' \
Program Program Program

Alice Bob Carol

\ y, \ y \ Y




Code Generation [CC'15, FASE'16]

Global Type

Projection

(Generation

Local Type

A

v

-

Program
Alice

\.

~

J

Local Type

i

Generation ,

(

v
)

Program
Bob

/

Local Type

it

(Generation ,

A 4

-

\

~

Program

Carol
J




Synthesis
[ICALP'13, POPL'15, CONCUR'15, TACAS 16, CC'16]

Global Type
Synthesis
Local Type Local Type Local Type
4 3 A
Type - Type ype
Inference Inference Inference
— SEmm— SR
Program Program Program
Alice Bob Carol

\. / . v \ /




MPST (. Scribble

- Applications
- Deadlock Detection (Go)
- Recovery strategies(Erlang)
- Type-driven programming (Java, Scala, F#)
- Static Verification (C, OCaml, Rust)
~ Runtime monitoring (Python)

= [ w

Java ERLANG ERabb|t
% python QOL

IIIIIIIIIIIIIIIIIIIIIIIIIIII




wWww.Sscribble.org

Scribble

Protocol Lanﬂuaﬂe

*Scribbling is necessary for architects, either physical or computing, since all great ideas of architectural

construction come from that unconscious moment, when you do not realise what it is, when there is no concrete Documents

shape, only & whisper which is not 8 whisper, an image which is not an image, somehow it starts to urge you in your Protocol L. anﬁuaae Guide
mind, in s0 small & voice but how persistent it is, at that point you start scribbling.” Kohei Honda 2007.

Downloads
P 2

What is Scribble+ e
Scribble is a Ianguage to describe application-level protocols among Communicating

systems. A protocol represents an agreement on how participating systems interact with ComnHy

each other. Without a prOtOCOI. itis hard todo a meaningful interaction: participants simply Discussion Forum
cannot communicate effectively, since they do not know when to expect the other parties to Java Tools

send their data, or whether the other party IS ready fo receive a datum it is Sending. In fact :;ue:

e i . : : . Ikl

it is not clear what kinds of data is to be used for each interaction. It is too costly to carry Py+hon Tools

out communications based on guess works and with inevitable communication mismatch lGsues
(synchronisation bugs). Simply. it is not feasible as an engineering practice. WiKi


http://www.scribble.org/

Applications

(S Scribble




Session Type Based Tools

OO0l Governance

¥ |

Process .; ﬂm
OOI ‘ Business Logic ‘ i \y

| Governance control — B
i Interceptor — | Knowledge i
i Base :

{ Specs

1 (ACL)

annotate |

o Specs
Lstate |nf°j’—|:—M°':“t°r—}W[ (Sc?ibble) i

- I

| Messaging Client ‘

Message Broker

Actor Verification

Monitors ONTLR

Session (protocol mailboxes)
Session (Roles) (& scribble
Actor Model (Processes and mailboxes) : @ python” &

Session Actor

ZDLC: Process Modeling

JVM Logs,
Application
Logs

System logs,
DB Logs

C/C++
JAVA

| MAINFRAME

| i1BMBPM

COBOL
TANDEM
| ORACLE DB

MQs

il

MPI code generations

Communication protocol

a-2

(a-1)

Custom Pabble

Common protocols

or .
global protocols | repository

I — .
. 1
I .
. I
I .
- 1
w I .
| . S—— I
) " .
2 |
[v4 | .
b4 . N
v 1 .
. I
I -
. 1
I .
. 1
I -
. 1
e o o 2 -
UML & BPMN2
Model
Sequential code
b
Sequential
kernels (C99
D (38 Output(s)

(

Pabble tool j

¥

Endpoint protocol

—_—

MPI codegen

)

C) ¥

MPI backbone

Protocol compiler

(Automatic)

d.e
LARA weaver

Optimised MPI
application

/

Non-Optimised MPI
application




Ocean Observatories Initiative

» ANSF project (400M$, 5 Years) to build a cyberinfrastructure for
observing oceans around US and beyond.

»> Real-time sensor data constantly coming from both off-shore and

on-shore (e.g. buoys, submarines, under-water cameras, satellites),
transmitted via high-speed networks.

s

s

e
(

- o




Ocean Observatories Initiative

p—

Science

Cyberinfrastructure

Regional
SENTOR

e NETWOAKS

CONTROL
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Session Type based Tools

Java API Generation [FASE’16] @

Simple Mail Transfer

TABLE OF CONTENTS

4.1. SNTP Commands ..

4.1.1. Command Semantics

312, Command Syntax

22, STP Replie:

4.2.1. Reply Codes by Functicn Group

4.2.2. Reply Codes in Numeric Order

33 Seguencing of Commandz and Replie:

4.4, Stave Diagrams .

35, Dewail: - .

451 inimum Implementation

53 TrENIREREnTy oo

4.3.). SiTWE ..cccceccccccnccncccnccccccccccans
o

Sugust 1982
fer Protecel

B EEEEE .

Al ks

—
a
i
a
S

¥ (> channels
&C
» (> ioifaces
EndSocket.java

Smtp_C_1_Future.java

Smtp_C_1.java
Smtp_C_10.java

|J] Smtp_C_11_Cases.java
Smtp_C_11_Handler.java

Smtp_C_11.java
|41 Smtp_C 12.java

.send(Smtp.S, new DatalLine("Session
.send(Smtp.S, new EndOfData())

Deadlock Detection for Go [CC’16, POPL’17, ICSE’18]

.receive(Smtp.S, Smtp._250, new Buf

.S

© send(S role, Mail m) : Smtp_C_11 - Smtp_C_10
@ send(S role, Quit m) : EndSocket - Smip C_10

is multiparty

0K < compatible?

Global Session Graph

' 4
Synthesis

> deadlock

Goroutine Automata }

2 | Convert

Local Session Types

1 | infer

SSA IR (go/ssa)

Go source code

Safe Recovery for Erlang [CC’'15]

i Protocol recovery algorithm implementation
ﬁ Dependency Graph a Recovery Table “ Erlang Runtim
(B:1) (C:2)
n | r | recovery points
0 A; [{A;:0} ‘ Protocol Supervisor ]
0|4, {AzZO,Allo} o, NN
1|4 {Az:O,Alio} /// / \ ......
1| ¢ {C:1,A;:0,A;:0} -z A Ja
3B, {32:3’31:2} Local Type Local Type Local Type Local Type
3| D {{D:3,B:2,B;:2}
4| c [{c:1,A,:0,4,:0} (A:3)
4| E ({C:1,A,:0,4,:0,D:3,B,:2,B;:2,E:4}
5| D [{D:3,B,:2,B;:2} 0 \
5| E [{C:1,A;:0,A,:0,D:3,B,:2,B;:2,E:4} 1 3 R v
6 |CE|{C:1,A;:0,A2:0,D:3,B;:2,B; :2,E:4} Process Process Process| |Process
7 |D,E|{C:1,A::0,A5:0,D:3,B;:2,B, :2,E: 4} t 7 B c D
8 |[ED|{C:1,A;:0,A>:0,D:3,B;:2,B;:2,E:4}
9 |any |@
10

1%

|Initia| Failurel |Recovered| |Ignore FaiIure”Unaffectedl

{ Channel Automata
i

Link participants with channels’

This work



—
Distributed Programming using
Role-Parametric Session Types

Lin Go

David Castro, Raymond Hu, Sung-Shik Jongmans,
Nicholas Ng, Nobuko Yoshida




Scribble-Go workflow

Input protocol

Role-parametric
global protocol

Projection

N =

=

(&

using Scribble +
Z3 SMT solver

| Role-variant

specific FSM

Typed API
generation

~

Endpoint program

>

User implementation
(native Go programming)

Scribble-Go framework

Transport-independent
Endpoint API

Write a role-parametric global protocol

Select endpoint role variant to implement (e.g. Fetcher)

Use Scribble-Go to project and generate Endpoint API
Implement endpoint (e.g. Fetcher[3]) using the Endpoint API

http://mrg.doc.ic.ac.uk



http://mrg.doc.ic.ac.uk

Role variant

Role variant are unique kinds of endpoints
{M, F[1..n], Server}

HTTP HEAD
F

N
8

. n Fetchers HTTP GET

If F[1] sends an extra request
HTTP HEAD to Server to get total size
Then acts as a normal F

The role variants are:

{M, F[1], F[2..n], Server}
— F[1] and F[ 2. .n] are different endpoints
Inference of role variants (indices): formulated as SMT constraints for Z3

F

A concurrent file downloader (v2)

7 i http://mrg.doc.ic.ac.uk


http://mrg.doc.ic.ac.uk

Endpoint APl generation and usage

FSMs from local protocols — Message passing API

e Fluent-style
e Every state is a unique type (struct)
e Method calls (communication) returns next state
e Type information can be leveraged by IDEs func dot2(n2 0.2) 1 End {

e “dot-driven” content assist & auto complete Sl

func doM2(m2 *M_2) M _End {
if m3 := m2.F_1_to k.|

O Scatter: t2

func doM2(m2 *M_2) M _End {
if m3 := m2.F_1_to_k.Scatter. _

@ Job(a [JJob) *M_3

func doM2(m2 *M_2, meta *Meta) M_End {

if m3 := m2.F_1_to_k.Scatter.Job(split(meta)); m3.Err != nil

} else {
return m3.F_1_to_k.Gather.

} @ Data(a [|Data) M_End

7 I http://mrg.doc.ic.ac.uk


http://mrg.doc.ic.ac.uk

Session T ZEQS

(. scribble
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Good/Bad MPST by example

- Communication model:
- asynchronous, reliable, role-to-role ordering
- MPST applies to transports that fit this model
- TCP, HTTP, ..., AMQP, ...shared memory
- MPST protocols should be fully specified

- no implicit messages needed to conduct a session

Next....

- Core Scribble constructs

- What can go wrong ?

- MPST safety and liveness errors (informally)
- How are they ruled out (syntactically)




Properties ( by example)

=z Communication mismatch

send (A, Div, 1nt) recv (A, Add, 1int) o? Wrong label
send (A, Div, int) recv (A, Add, string) € Wrong payload
send (B, Div, 1nt) recv (A, Div, 1nt) 0 Wrong role

@ Orphan messages

send (A) | send (A)

@ Deadlock

recv (A) | recv (B)

recv (C) |[recv(C) |1f (n=0) then send(A) else send (B)



Scribble constructs:
Role-to-role Message passing

123(Int, String) from A to B; @ @
&
W

Payload types B?123 (Int, Str)

Operator (label, header, ...)

A'123(Int, Str)
& @

- Empty operator and/or payload is allowed

() from A to B;




Scribble constructs:
“Located” choice

choice at A {
1() from A to
2() from A to

} or |

M

A?1() A?2()

3() from A to B; 2
4() from A to C; | |
} .
} C?ZN Y ;

© Internal choice by global choice subject

- External choice for all other roles

Condition

© Only enabled roles can send messages 1n choice paths
- Start role enabled, other disabled
© arole 1s enabled by receiving a message from an enabled role




Scribble constructs:
“Located” choice

choice at A {
buyerl(int) from A to B; // Total to pay
(int) from B to A;// B will pay that much
buyerl(int) from A to C; // C pays the remainder
poor |
buyerl(x:int, y:int) from A to C; // Total to pay
(Int) from C to A; // C pays that much
buyer2(x:int, y:int) from A to B;// B pays the remainder
}
}

- More flexible than directed choice

p—q :{li:Gi}ier Branching

- Branching via different payloads not allowed

choice at A {1() from A to B;} or {1(int) from A to B;} <



Exercise:
“Located” choice

Condition

Only enabled roles can send messages in choice paths
Start role enabled, other disabled
a role 1s enabled by receiving a message from an enabled role

choice at A {
1() from A to B;
1() from B to C;
1() from C to A;
}oor |
2() from B to A; €@ Role B not enabled
choice at B {
2() from B to C;
} oor |
3() from B to C;

}
4() from C to A;

}
UWhat actvally goes wrong 7

© MPST Safety errors:
- © reception error, orphan message, deadlock




Exercise:
“Located” choice

What actvally goes wrong ?

~ MPST Safety errors:
© reception error, orphan message, deadlock

choice at A {
1() from A to B;
1() from B to C;
1() from C to A;

}oor |
2() from B to A; @ Role B not enabled

choice at B {
2() from B to C;

poor |
3() from B to C;
}

4() from C to A;




[s this protocol OK? 1/4

choice at A {

1() from A to B;

3() from B to C;

4() from C to A;
}oor |

2() from A to B;

3() from A to C;

5() from A to C;

}
Errore explained 7

- Ambitious choice for C

- Should Csend a4 or 5to A?

- potential reception errors (4, 5) if interpreted non-deterministically
- Non-deterministic choice at C inconsistent with the choice by A

- Not mergeable in syntactic projections

- has to merge continuations (undefined for distinct outputs)




[s this protocol OK? 1/4

choice at A {

1()_ifom A to B;
- 3() from B to C;

4() from C to A;
}oor |

2() from A to B;
" 3() from A to C;

5() from A to C;

}




[s this protocol OK? 1/4

choice at A {
1() from A to B;
3a() from B to C;
4() from C to A;
}oor |
2() from A to B;
3b() from A to C;
5() from A to C;




[s this protocol OK? 2/4

choice at A {
1() from A to B;
3() from B to C;
do Merge(A, C);
y or {
2() from A to B;
3() from B to C;
do Merge(A, C);

global protocol Merge(role A, role C){
choice at A {
5() from A to C;

}oor |
5() from A to C;

;)

- Duplicate cases inherently mergeable, e.g [POPL'11]



[s this protocol OK? 3/4

choice at A {
la() from A to B;
2() from A to C;
3() from B to C; €
4() from C to A;

} oor {
1b() from A to B;
3() from B to C; €
4() from C to A;

}
Errors explained 7

© “Race condition” on choice on C due to asynchrony

© What should C do after receiving a 3?

© Potential orphan message (2) if interpreted as multi-queue FIFO
~ Inconsistent external choice subject

© (trivially non-mergeable in standard MPST)

© Arole must be enabled by the same role 1n choice paths

»



[s this protocol OK? 4 /4

choice at A {
1() from A to B;
2() from A to C; €
poor |
3() from B to B;
}

Errore explained 7

- Unrealisable choice at C

- No implicit message can be assumed, e.g end of session
- How can C determine if a message is coming?

- Potential deadlock (C waiting for A), or potential orphan (2),
depending on the interpretation

- Empty action option to terminal state
can’t merge end type with anything else




Quiz: Mergeability

choice at A {
1() from A to
2() from C to

y or |
3() from A to D; e

4() from D to
}

o O oo O

- e -

choice at A {
1() from A to
2() from C to

}oor { v
3() from A to B;

2() from C to
}

o M

- o - o

O W

choice at A {
1() from A to
2() from C to
yoor {
3() from A to
4() from C to

}

choice at A {
1() from A to
2() from B to
}oor |
3() from A to
4() from B to

}

O o

O M o o

O o

- o - o




Scribble construct: Recursion

- Tail recursion with recursive scopes A .

rec X { C}
1() from A to B;

continue X;

}
2() from A to B; @ Dead code

Condition

© Reachability of protocol states (no “dead code™)
© Checked via projection (reachability w.r.t per-role protocol flow)
~ Regular interaction structure at endpoints (CFSM)




Scribble construct: Recursion

- Talil recursion with recursive scopes

rec X {
1() from A to B;
continue X;

}
2() from A to B; € Dead code

rec X { a
1() from A to B; — B!1()
continue X; .
}
2() from C to D;
Condition

© Reachability of protocol states (no “dead code™)
© Checked via projection (reachability w.r.t per-role protocol flow)
~ Regular interaction structure at endpoints (CFSM)




[s this protocol ok? 1/4

rec X {
choice at A
1() from A to B;
continue X;
2() from A to B; > Dead code
}oor |
3() from A to B;
}

4() from A to B;

}
5() from A to B;

Condition

le Reachability of protocol states (no “dead code™)
© Checked via projection (reachability w.r.t per-role protocol flow)
© Regular interaction structure at endpoints (CFSM)




I[s this protocol OK? 2/4

rec X {
choice at A {

1() from A to
2() from B to
3() from C to

yoor |
4() from A to
5() from C to

o M O

o M

}

continue X;




I[s this protocol OK? 3/4

rec X {
choice at A {
1() from A to B;
continue X;
poor |
1() from A to B;
}




I[s this protocol ok? 4 /4

rec X {

choice at A {
1() from A to
1() from B to
continue X;

poor o
2() from A to B;
2() from B to C; @

M To

© Safety errors?
© hint: Consider the FSM at A?



I[s this protocol ok? 4 /4

rec X {

choice at A {
1() from A to
1() from B to
continue X;

}oor |
2() from A to B;
2() from B to C; @

M To

o Safety errors? © Liveness errors?

> hint: Consider the FSM at A? ~ Role progress
-~ How about now? © Message liveness



(. scribble
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Scribble Endpoint APl generation toolchain

, Global
» Protocol spec. as Scribble protocol (asynchronous MPST) brotocol
|
» Global protocol validation Projection
(safely distributable asynchronous protocol) l
» Syntactic projection to local protocols :I)C;Zilol
(static session typing if supported) P |
» Endpoint FSM (EFSM) translation FSM translation
(dynamic session typing by monitors) |
Endpoint
» Protocol states as state-specific channel types FSM

» Call chaining API to link successor states |
API generation

» Java APIs for implementing the endpoints l
Endpoint

API




Example: Adder

global protocol Adder(role C, role S) {

}

Global
protocol

Local
protocol

Endpoint
FSM

(validation, projection)

Endpoint
API

choice at C {

}

}

Add(Integer, Integer) from C to S;

Res(Integer) from S to C;

do Adder(C, S);

or {

Bye() from C to S;
Bye() from S to C;



Example: Adder

Global | Local Endpoint | Endpoint
protocol | protocol FSM | API

(FSM translation)

» Projected Endpoint FSM
(EFSM) for C
global protocol Adder(role C, role S) {
choice at C {
Add(Integer, Integer) from C to S;
Res(Integer) from S to C;
do Adder(C, S);
} or {
Bye() from C to S;
Bye() from S to C;

}
}




Adder: State Channel API for C

» Adder_C_1

» OQutput state channel: (overloaded) send methods

Adder_C_2 send(S role, Add op, Integer argO, Integer argl) throws ...

Adder_C_3 send(S role, Bye op) throws ...

» Parameter types: message recipient, operator and payload
» Return type: successor state



Adder: endpoint implementation for C

Adder_C_1

Adder_C_2

Adder_C_1 c1 = new Adder_C_1(...);

ciﬁ.ﬂ

@ send(S role, Bye op) : Adder_C_3 - Adder_C_1
@ send(S role, Add op, Integer arg0, Integer arg1) : Adder_C_2 - Adder_C_1



A demo Is worth a thousand
slides




MPST beyond
verification
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