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Computing is Communications
● The way to organise software and  

systems is increasingly based on 
communications. 

● Industry trend – explicit 
communication features in the 
main stream programming 
languages. 

Do not communicate by sharing memory; 
share memory by communicating 
– Go Philosophy
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● Communications increase concurrency bugs 
○ Survey of 4k users 
○ Analysis of 6 large software (2019) 

more than a half of concurrency bugs in Go 
are caused by communications

Problems: Concurrency Bugs  

• Can abstract, implement and manage communications as Protocols
• Based on programming language techniques, Clean, Cheap and Retrofittable



Why Session Types? 
• Robin Milner: Types are the leaven of computer programming; they 

make it digestible
Can describe communication protocols as types

• Scalable automatic verifications for deadlock-freedom, safety and
liveness properties without state-space explosion problems

• Programming language techniques with a correctness-by-construction
• Can be retrofitted to exiting systems and tools such as microservices, 

and IDEs (integrated development environment).



Why Session Types, and Why Now? 
• Robin Milner: Types are the leaven of computer programming; they 

make it digestible
Can describe communication protocols as types

• Scalable automatic verifications for deadlock-freedom, safety and
liveness properties without state-space explosion problems

• Programming language techniques with a correctness-by-construction
• Can be retrofitted to exiting systems and tools such as microservices, 

and IDEs (integrated development environment).
• Extendable by transferring accumulated techniques in type theories 

since 1930 since 1990
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Scribble – Proving a distributed design
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Type Me If You Can:  
Introduction to Session Types and Scribble

Rumyana Neykova, Nobuko Yoshida

Distributed  
Systems

TypesSession Types



A Protocol

Alice Seller
title

quote

Address

Date

ok

quit

send(int).receive(int).⊕{ok: send(string).receive(date), quit:end} 

receive(int).send(int).&{ok: receive(string).send(date), quit: end} 

Protocol: Buyer-Seller
Description:  Alice buying a book



Are we compatible?

send(int).send(int).receive(bool)

receive(int).receive(int).send(bool)

It is all about duality!



Are we compatible?

receive(int).send(int).receive(bool)

receive(int).receive(int).send(bool)



Wait a minute! What if it is more than 2?

Alice Seller Bob Carol

title

quote

Quote div 2

Address

Date

quote

ok
ok

Quote contr

Delegate T



How does it work?

! Step 1:  Write a Global Type
! Step 2:  Write Local Programs
! Step 3:  Project and  Type Check Locally



Session Types in a Nutshell

SESSION = STRUCTURED SEQUENCE OF COMMUNICATION

send(int).send(int).receive(bool)



What is type safe communication?

• Communication follow the described protocol

• No communication mismatch
Communication Safety 

Session Fidelity

• No deadlock/ stuck in a session 
Progress



























“well-typed channels cannot go wrong”
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MPST 
Applications 

Deadlock Detection (Go)
Recovery strategies(Erlang)
Type-driven programming (Java, Scala, F#)
Static Verification (C, OCaml, Rust)
Runtime monitoring (Python)   



www.scribble.org 

http://www.scribble.org/


Applications



Session Type Based Tools

Actor Verification

OOI Governance

MPI code generations

ZDLC: Process Modeling



Ocean Observatories Initiative
➤ A NSF project (400M$, 5 Years) to build a cyberinfrastructure for

observing oceans around US and beyond.

➤ Real-time sensor data constantly coming from both off-shore and

on-shore (e.g. buoys, submarines, under-water cameras, satellites),

transmitted via high-speed networks.

5



Ocean Observatories Initiative

6
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Session Type based Tools 
Deadlock Detection for Go [CC’16, POPL’17, ICSE’18]



1/18

Distributed Programming using
Role-Parametric Session Types
in Go

David Castro, Raymond Hu, Sung-Shik Jongmans,
Nicholas Ng, Nobuko Yoshida



http://mrg.doc.ic.ac.uk

Scribble-Go framework

User implementation
(native Go programming)

Scribble-Go workflow

Role-parametric 
global protocol

Role-variant 
specific FSM

Transport-independent 
Endpoint API

Projection

Endpoint program

Typed API 
generation

Input protocol

using Scribble +
Z3 SMT solver

1. Write a role-parametric global protocol
2. Select endpoint role variant to implement (e.g. Fetcher)
3. Use Scribble-Go to project and generate Endpoint API
4. Implement endpoint (e.g. Fetcher[3]) using the Endpoint API

http://mrg.doc.ic.ac.uk
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Role variant
Role variant are unique kinds of endpoints

{ M, F[1..n], Server }

If F[1] sends an extra request
HTTP HEAD to Server to get total size
Then acts as a normal F

The role variants are:
{ M, F[1], F[2..n], Server }

→ F[1] and F[2..n] are different endpoints
Inference of role variants (indices): formulated as SMT constraints for Z3

M

F

F

F

.

.

.

HTTP 
Server

n Fetchers

A concurrent file downloader (v2)

HTTP GET

HTTP HEAD

http://mrg.doc.ic.ac.uk
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Endpoint API generation and usage
FSMs from local protocols → Message passing API
● Fluent-style

● Every state is a unique type (struct)
● Method calls (communication) returns next state

● Type information can be leveraged by IDEs
● “dot-driven” content assist & auto complete

http://mrg.doc.ic.ac.uk
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Good/Bad MPST by example

Core Scribble constructs 
What can go wrong ?
MPST safety and liveness errors (informally)
How are they ruled out (syntactically) 

Communication model: 
asynchronous, reliable, role-to-role ordering
MPST applies to transports that fit this model 

TCP, HTTP, …, AMQP, …shared memory
MPST protocols should be fully specified

no implicit messages needed to conduct a session  

Nex$….



Properties ( by example)

Communication mismatch
send(A, Div, int) | recv(A, Add, int)          
send(A, Div, int) | recv(A, Add, string)          
send(B, Div, int) | recv(A, Div, int)

Orphan messages

Deadlock

Wrong label 
Wrong payload 
Wrong role

recv(A)|recv(B)         

send(A)|send(A)          

recv(C)|recv(C)|if (n=0) then send(A) else send(B)           



Scribble constructs:  
Role-to-role Message passing

1

2

1

2

B?123(Int, Str)

A!123(Int, Str)

123(Int, String) from A to B;

Operator (label, header, …)

Payload types 
{

() from A to B;

Empty operator and/or payload is allowed

✅



Scribble constructs:  
“Located” choice

choice at A { 
1() from A to B; 
2() from A to C; 
} or { 
3() from A to B; 
4() from A to C; 
} 

}

Internal choice by global choice subject 
External choice for all other roles 

1

2

A?1()

A B

B!1() B!3()

C?2() C?4()

A?2()

Only enabled roles can send messages  in choice paths 
Start role enabled, other disabled 
a role is enabled by receiving a message from an enabled role 

Con*+,-on



Scribble constructs:  
“Located” choice
 choice at A { 
  buyer1(int) from A to B; // Total to pay 
  (int) from B to A;// B will pay that much 
  buyer1(int) from A to C; // C pays the remainder 
} or { 
  buyer1(x:int, y:int) from A to C; // Total to pay 
  (Int) from C to A; // C pays that much 
  buyer2(x:int, y:int) from A to  B;// B pays the remainder 
} 

}

More flexible than directed choice

Branching via different payloads not allowed 

choice at A {1() from A to B;} or {1(int) from A to B;}



Exercise:  
“Located” choice

 choice at A { 
  1() from A to B;  
  1() from B to C; 
  1() from C to A; 
} or { 
  2() from B to A; 
  choice at B { 
    2() from B to C; 
  } or { 
    3() from B to C; 
  } 
  4() from C to A; 

}

Role B not enabled

MPST Safety errors:  
reception error, orphan message, deadlock

Wha$ 23t5a67y 9:;< w>o?g ?



Exercise:  
“Located” choice

 choice at A { 
  1() from A to B;  
  1() from B to C; 
  1() from C to A; 
} or { 
  2() from B to A; 
  choice at B { 
    2() from B to C; 
  } or { 
    3() from B to C; 
  } 
  4() from C to A; 

}

Role B not enabled

MPST Safety errors:  
reception error, orphan message, deadlock

Wha$ 23t5a67y 9:;< w>o?g ?



Is this protocol OK? 1/4

Ambitious choice for C 
Should C send a 4 or 5 to A?
potential reception errors (4, 5 ) if interpreted non-deterministically

Non-deterministic choice at C inconsistent with the choice by A
Not mergeable in syntactic projections
has to merge continuations (undefined for distinct outputs)

 choice at A { 
  1() from A to B; 
  3() from B to C; 
  4() from C to A; 
} or { 
  2() from A to B; 
  3() from A to C; 
  5() from A to C; 
}

Er>oDs FGHlJiLFM ?



Is this protocol OK? 1/4
 choice at A { 
  1() from A to B; 
  3() from B to C; 
  4() from C to A; 
} or { 
  2() from A to B; 
  3() from A to C; 
  5() from A to C; 
}

How to fix t? 



Is this protocol OK? 1/4
 choice at A { 
  1() from A to B; 
  3a() from B to C; 
  4() from C to A; 
} or { 
  2() from A to B; 
  3b() from A to C; 
  5() from A to C; 
}

Distinguish label 3!



Is this protocol OK? 2/4
 choice at A { 
  1() from A to B;  
  3() from B to C; 
  do Merge(A, C); 
} or { 
  2() from A to B; 
  3() from B to C; 
  do Merge(A, C); 
} 

global protocol Merge(role A, role C){ 
   choice at A { 
   5() from A to C; 
 } or { 
   5() from A to C; 
}}  

Duplicate cases inherently mergeable, e.g [POPL’11]

✅



Is this protocol OK? 3/4
 choice at A { 
  1a() from A to B; 
  2() from A to C; 
  3() from B to C; 
  4() from C to A; 
} or { 
  1b() from A to B; 
  3() from B to C; 
  4() from C to A; 
} 

“Race condition” on choice on C due to asynchrony  
What should C do after receiving a 3? 
Potential orphan message (2) if interpreted as multi-queue FIFO 

Inconsistent external choice subject 
(trivially non-mergeable in standard MPST) 
A role must be enabled by the same role in choice paths 

Er>oDs FGHlJiLFM ?



Is this protocol OK? 4/4
choice at A { 
1() from A to B; 
2() from A to C; 
} or { 
3() from B to B; 

}

Unrealisable choice at C
No implicit message can be assumed, e.g end of session
How can C determine if a message is coming? 
Potential deadlock (C waiting for A), or potential orphan (2), 
depending on the interpretation

Empty action option to terminal state
 can’t merge end type with anything else 

Er>oDs FGHlJiLFM ?



Quiz: Mergeability 
 choice at A { 
  1() from A to B; 
  2() from C to B; 
} or { 
  3() from A to D; 
  4() from D to B; 
} 

 choice at A { 
  1() from A to C; 
  2() from C to D; 
} or { 
  3() from A to B; 
  2() from C to D; 
} 

 choice at A { 
  1() from A to B; 
  2() from C to D; 
} or { 
  3() from A to B; 
  4() from C to D; 
} 

 choice at A { 
  1() from A to C; 
  2() from B to C; 
} or { 
  3() from A to B; 
  4() from B to C; 
} 

✅ ✅



Scribble construct: Recursion
Tail recursion with recursive scopes

Reachability of protocol states (no “dead code”) 
Checked via projection (reachability w.r.t per-role protocol flow) 

Regular interaction structure at endpoints (CFSM)

Con*+,-on

B!2()

A B!1()

 rec X { 
  1() from A to B;  
  continue X;  
} 
2() from A to B; Dead code



Scribble construct: Recursion
Tail recursion with recursive scopes

Reachability of protocol states (no “dead code”) 
Checked via projection (reachability w.r.t per-role protocol flow) 

Regular interaction structure at endpoints (CFSM)

Con*+,-on
D!2()

A CB!1()

 rec X { 
  1() from A to B;  
  continue X;  
} 
2() from A to B; 

 rec X { 
  1() from A to B;  
  continue X;  
} 
2() from C to D; ✅

Dead code



Is this protocol ok? 1/4

Reachability of protocol states (no “dead code”) 
Checked via projection (reachability w.r.t per-role protocol flow) 

Regular interaction structure at endpoints (CFSM)

Con*+,-on

 rec X { 
  choice at A 
    1() from A to B;  
    continue X; 
    2() from A to B; 
  } or { 
    3() from A to B; 
}  
4() from A to B; 
} 
5() from A to B;

Dead code



Why does Scribble not allow this protocol? 

 rec X { 
  choice at A { 
    1() from A to B;  
    2() from B to C; 
    3() from C to B; 
} or { 
    4() from A to C; 
    5() from C to B; 
}  
continue X; 

Is this protocol OK? 2/4



Is this protocol OK? 3/4

Potential deadlocks or orphans 

 rec X { 
  choice at A { 
    1() from A to B; 
    continue X;  
} or { 
    1() from A to B; 
}  

A?1()

A CB!1()

B!1()

A?1()



Is this protocol ok? 4/4

Safety errors?  
hint: Consider the FSM at A?

 rec X { 
  choice at A { 
    1() from A to B; 
    1() from B to C;     
    continue X;  
  } or { 
    2() from A to B; 
    2() from B to C; 
}  



Is this protocol ok? 4/4

Safety errors?  
hint: Consider the FSM at A? 
How about now? 

Liveness errors?  
Role progress 
Message liveness 

 rec X { 
  choice at A { 
    1() from A to B; 
    1() from B to C;     
    continue X;  
  } or { 
    2() from A to B; 
    2() from B to C; 
}  



Program Verifica!on 
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A demo is worth a thousand 
slides 



MPST beyond 
verification



Let it Recover:  
Multiparty Protocol-Induced Recovery 
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