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Abstract

Place-and-route (P&R) engines are a crucial part of the FPGA de-
sign flow, responsible for mapping a given netlist onto the physical
resources of an FPGA device. It is critical that they work correctly,
because they run after most verification activities have completed,
and because their opaque machinations produce complicated out-
puts that defy manual inspection. However, we know of no prior
work that scrutinises the correctness of P&R engines directly.

We present a novel fuzzing-based technique for identifying bugs
in FPGA P&R engines, implemented in an open-source tool called
FUZNET. FUZNET generates random netlists and feeds them to
P&R engines, with the aim of finding cases where the pre- and
post-P&R designs are not functionally equivalent. The design of
FUZNET incorporates novel solutions that overcome the challenges
of (1) generating designs that are complex enough to trigger bugs
but small enough to enable high testing throughput, (2) finding a
rapid way to check pre- vs. post-P&R equivalence, and (3) automat-
ically reducing suspicious test-cases ready for concise bug reports.
We have used FUZNET to generate 57,316 random netlists for test-
ing AMD’s Vivado P&R engine. About 3.3% of them failed pre- vs.
post-P&R equivalence, and after test-case reduction, we isolated
two functional bugs in logic optimisations carried out during P&R
(in CFGLUTS retargeting and in CARRY4 constant propagation)
one of which has been confirmed and fixed by AMD.

Our work demonstrates that although the nonfunctional proper-
ties of P&R engines make them challenging targets for traditional
fuzzing techniques, it is possible to design strategies to overcome
these challenges, and thus obtain a valuable fuzzing technique that
can identify subtle bugs in mature P&R engines, and ultimately
help to make them more trustworthy in safety-critical settings.
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1 Introduction

Place-and-route (P&R) engines are responsible for mapping a digital
circuit, given in the form of a netlist, onto the physical resources
available on a field-programmable gate array (FPGA). The ‘place-
ment’ stage determines where on the chip to put each logical ele-
ment of the design, while the ‘routing’ stage decides how to connect
them together. Several P&R engines are available to designers, some
of which are built into commercial synthesis tools such as Altera
Quartus Prime [2] and AMD Vivado [4], and some of which are
open source (e.g. nextpnr [23] and VPR [9]).

It is crucial to have robust techniques for ensuring that P&R
works correctly, for two main reasons: because P&R is complicated
(and hence at risk of containing bugs) and because it is trusted (and
hence any bugs it does contain could cause significant problems).

P&R is complicated. This is partly because both placement
and routing have huge search spaces. But in addition to this
inherent complexity, P&R engines often optimise the cir-
cuit itself during P&R. For instance, Vivado’s optimisations
include logic replication, constant propagation, and LUT
merging [4].

P&R is trusted. P&R runs late in the hardware synthesis flow,
after most verification activities have concluded, and thus
there are few opportunities to catch any bugs it may have
introduced. Moreover, the output of P&R is usually large
and in an opaque, low-level format, and hence difficult for
humans to inspect manually.

Current recommended practice for vendors of P&R engines is to
have their code certified as conforming to the relevant international
standards. For instance, AMD Vivado has been certified to conform
to ISO 26262 and IEC 61508 [26], which specify requirements of
software tools used in the design of safety-critical electronics. How-
ever, certification is neither necessary nor sufficient for ruling out
all bugs.

Meanwhile, current recommended practice for users of P&R en-
gines is to check each instance of P&R for correctness. For example,
the NASA Programmable Logic Devices Handbook recommends
back-annotated simulation [19, §8.4.1.4], where the pre-P&R design
is simulated using post-P&R timing information. However, timing-
accurate simulation is time-consuming, and the thoroughness with
which the post-P&R design is tested is entirely dependent on the
exhaustiveness of the user-provided testbench.

The main contribution of this paper is a new method for directly
testing the correctness of P&R engines. Other works have studied
the correctness of other EDA tooling, e.g. high-level synthesis [12,
17], logic synthesis [14, 16, 22, 28, 33], simulation [24, 25, 27, 32] and
formal equivalence checking [20], but we believe ours is the first
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work to focus on the correctness of P&R specifically. Our method is
based around equivalence-checking the pre- and post-P&R netlists,
which means it is able to detect bugs where the P&R engine has
optimised the input netlist incorrectly, but it cannot check for bugs
in the actual placement and routing decisions (such as accidentally
mapping two nets to the same multiplexer).

1.1 Why testing P&R engines is challenging

At first sight, randomized testing of P&R engines might seem like a
straightforward application of existing technology - e.g. we could
use an RTL generator such as Verismith [14] to generate a stream
of interesting designs, push these through logic synthesis to obtain
netlists, and check in each case that the output of P&R is equivalent
to the input netlist. However, such a naive approach is a non-starter
for several reasons:

1. High latency. P&R is a slow process. This means that our test-
ing throughput will be markedly slower than for, say, conventional
compilers. Hence, we need to make every test-case as valuable as
possible. It also means that our test-case reduction algorithm (an
essential part of any randomised testing setup) needs to be designed
so that it converges as rapidly as possible.

2. Coverage of legal netlists. A logic synthesis tool will only pro-
duce a subset of the valid netlists that a P&R engine can accept.
This subset will have been well tested already. We are more likely
to find bugs in a P&R engine by providing it with netlists that are
not necessarily in this subset, yet are still valid.!

3. Limit on test-case size. P&R test-cases can’t be too big. For
conventional compilers, it is known that “larger test cases expose
more compiler errors” [29], but for P&R, a test-case whose netlist
is clearly too big to fit on the target device is useless — the P&R
engine would simply waste time performing futile optimisations
trying to make it fit. As such, our test-case generation algorithm
must be designed so that the size of netlists is carefully controlled.

4. Constraint-guided optimisations. Conventional compilers aim
to produce the best-possible target code, but EDA tools are guided
by fixed timing and resource constraints, and do not apply further
optimisations once those are met. This makes the usual test-case
reduction process more challenging, because if removing parts
of a failing test-case makes the bug goes away, we don’t know
whether this is because we removed the bug-triggering part of the
test-case or simply because the smaller test-case required fewer
optimisations to meet the constraints.

5. Lack of reference. Our testing approach must solve the oracle
problem [8] - that is, how to know whether a given test-case has
been optimised, placed, and routed correctly? There is no single
‘answer’ to a place-and-route problem, so we cannot pre-determine
what the output of the P&R engine should be (and to do so would
be an enormous effort on our part anyway). We could simulate the
pre- and post-P&R designs to check that they give the same results

10f course, one might then argue that bugs found using netlists from outside the subset
targeted by current synthesis tools are less important. Our counter-arguments would
be: (1) some netlists are written or tweaked by hand, and they may not lie in this subset,
(2) synthesis tools of the future may target a different subset, and (3) bugs revealed using
netlists from outside this subset could also affect less “middle-of-the-road” netlists
inside the subset.
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on a random selection of inputs, but this approach might miss bugs
if the inputs are poorly chosen. We could do a formal equivalence
check between the pre- and post-P&R designs, but this could be
so slow that it ruins our testing throughput. We could check the
pre- and post-P&R designs for a simple structural equivalence, but
this would likely lead to false positives when structure-changing
optimisations are applied during P&R.

6. Non-determinism. Some P&R engines are non-deterministic —
their outputs may be affected by random seeds or small changes in
the input. This could cause issues when trying to reproduce prob-
lematic test-cases. Moreover, combinational loops in the netlists
themselves can cause the circuit to have non-deterministic be-
haviour; this may cause the P&R engine to error out and also makes
equivalence-checking awkward, so should be avoided.

7. Secrecy. Commercial P&R engines do not expose their inner
workings, so end-users can only test them as black boxes. In par-
ticular, we cannot use white-box fuzzing approaches like AFL [1],
which rely on source-code coverage information to guide test-case
generation. Then again, even with access to the source code, AFL is
likely to be limited to finding crash bugs, which are less interesting
than incorrect-output bugs.

1.2 Owur contributions

In response to these challenges, we have designed FUZNET, a
random generator of valid P&R netlists of tractable size, together
with a procedure based on a combination of SAT solving and cycle-
accurate simulation for determining whether the pre- and post-P&R
netlists are equivalent, plus an efficient test-case reduction method
that analyses symptoms of a bug to quickly produce a minimised
design that still triggers the bug. FUZNET is a black-box fuzzer,
meaning that it can be directly applied to commercial off-the-shelf
P&R engines without requiring access to their source code.

We have used FUZNET to generate 57,316 random netlists for
testing AMD’s Vivado P&R engine, version 2024.2. About 3.3%
of them failed pre- vs. post-P&R equivalence, and after test-case
reduction, we isolated two functional bugs in logic optimisations
carried out during P&R: in CFGLUTS5 retargeting (confirmed and
fixed by AMD) and in CARRY4 constant propagation (received by
AMD but still pending confirmation).

Our work demonstrates that although the nonfunctional proper-
ties of P&R engines make them challenging targets for traditional
fuzzing techniques, it is possible to design strategies to overcome
these challenges, and thus obtain a valuable fuzzing technique that
can identify subtle bugs in a mature P&R engine, and ultimately
help to make them more trustworthy in safety-critical settings.

In summary, our main contributions are:

(1) The design, implementation, and evaluation of an open-
source tool called FUZNET for generating random, valid
netlists that can be used to test P&R engines.

(2) A testing campaign on a widely used commercial P&R en-
gine (AMD Vivado 2024.2) and an analysis of the two logic
optimisation bugs that this revealed.
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Figure 1: Our testing flow

Section 2 describes the design and implementation of FUZNET.
Section 3 reports on how we evaluated its performance. Section 4 de-
scribes the P&R bugs found by FUZNET. Related work is discussed
throughout the paper.

FUZNET is free and open-source software. It is archived on
Zenodo [10] and developed on Github:

https://github.com/splogdes/fuznet

2 Our approach

FUZNET is based on the flow depicted in Figure 1, which we now
explain in detail.

2.1 Generating netlists

In contrast to language-based fuzzers like Csmith [29] and Veri-
smith [14], which work by building up the syntax tree of a pro-
gram, FUZNET generates random hypergraph structures. (This is
somewhat similar to the FuzzFlesh tool, which generates random
control-flow graphs for testing decompilers [11].) The hypergraph
generated by FUZNET represents a netlist, with each vertex of the
graph representing a primitive and each hyperedge representing
a net. The type of each primitive is selected from a dictionary of
available primitives, which includes LUTs, arithmetic and logical
operations, registers, and small LUT-based RAM blocks, but does
not currently include DSP, BRAM, or URAM blocks.

FUZNET adds new primitives to the netlist one by one. The obvi-
ous way to do this would be to add a randomly chosen primitive to
the netlist and have it driven by the output of an existing primitive.
However, this would never introduce loops into the netlist.

So, FUZNET splits the netlist-extending process into three sep-
arate operations. AddRandomModule adds a new primitive to the
netlist, attaching its inputs to existing nets and creating a new
net for its output. AddUndrivenNet adds a new net to the netlist,
leaving it undriven, while DriveUndrivenNet chooses an existing
undriven net (say, X) and adds a new primitive (say, Y) to drive
it. Crucially, Y might be placed so that it is also driven (perhaps
indirectly) by X, thus creating a cycle. However, as mentioned in
§1.1, we need to avoid combinational cycles. So, when FUZNET is
choosing where to place Y, it avoids attaching it to nets that are
already combinationally driven by X.

Our generation algorithm diverges from ordinary grammar-
based generators regarding the size of the test-cases it produces.
Typical generators produce test-cases whose sizes follow a geomet-
ric distribution (Fig. 2, left) because at each step of the generation
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process, they stop with probability p and extend the test-case with
probability 1 — p. This is ill-suited to testing P&R engines because
it generates many test-cases that are either too small, and hence
not sufficiently challenging, or too large, and hence do not fit on
the target device. Hence we generate netlists whose sizes follow a
Poisson distribution, with its parameter set so that the distribution
peaks when most of the target device’s resources are used (Fig. 2,
right).

2.2 Equivalence checking

We explained in §1.1 the challenges involved in checking pre-/post-
P&R equivalence. Our solution is to build an ‘equivalence staircase’,
that combines structural comparison, SAT solving, and simulation.
As explained in §1.1, none of these techniques suffices alone, but it
is possible to combine them effectively, based around the principle
of succeeding or failing as quickly as possible. Our staircase is
illustrated in Figure 3 and works as follows:

© We first compare the structure of the pre- and post-P&R
netlists. If they have the same structure and use the same
parameters and initial values, they can quickly be judged
equivalent. This means that in cases where P&R has not
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changed the netlist’s structure — perhaps because few op-
timisations were deemed necessary — we can get a quick
resolution. If the netlists do not have the same structure,
they may yet be functionally equivalent, so we proceed to
the next stage.

© Our second stage is to ask a SAT solver to find inputs that
make the pre- and post-P&R netlists produce different out-
puts. If the solver reports SAT, yielding such an input, then
we have found a bug in the P&R engine. If the solver reports
UNSAT, then we can be confident that the pre- and post-P&R
netlists are equivalent. However, SAT solving can be very
slow, so in the interests of high testing throughput, if a pre-
determined timeout is reached, we abandon SAT solving and
proceed to the third and final stage.

© Our third stage is to use the Verilator cycle-accurate simula-
tor on the pre- and post-P&R netlists with 100,000 random
inputs. If we find a discrepancy between the pre- and post-
P&R netlists, then we have found a bug in the P&R engine. If
we do not, we deem the netlists likely equivalent, and move
on to the next test case.

2.3 Test-case reduction

If we identify a pre-/post-P&R discrepancy, we reduce the test-
case in order to obtain a small bug report for the vendors. Typical
reduction algorithms slowly converge on a minimal program by
chipping away at a bug-triggering program, gradually determining
which parts can be removed or simplified while preserving the
bug [21, 31]. This is feasible in domains such as compiler testing
when re-running the system-under-test many times is cheap. But
P&R is a slow process, so it is important that reduction converges
quickly.

We can obtain a fast-converging reduction algorithm thanks to
the following observation:

(1) When a pre-/post-P&R discrepancy is found, we are given a
specific input vector that witnesses the discrepancy.

(2) Thus, we can isolate the specific output wires that disagree.

(3) Thus, we should be able to remove all the nets that are not
in the ‘fan-in cone’ of those output wires (i.e. the nets from
which there is no path to those output wires) while preserv-
ing the bug.

This yields a reduction process that can remove much of the
netlist in a single step. In practice, however, we found that removing
the seemingly-irrelevant nets would sometimes suppress the bug
— this can be attributed to the unpredictable nature of bugs! And
even when the bug is preserved, there usually remain opportunities
to reduce the netlist further. So, our reducer follows up the coarse-
grained ‘cone reduction’ step with a more fine-grained process that
is more in-line with typical test-case reducers. It works by iteratively
removing primitives from the netlist until a state is reached where
any further removals would suppress the bug.

We described in §1.1 (challenge 4) a difficulty with test-case re-
duction in the context of P&R: if we remove part of a bug-triggering
netlist and the bug goes away, we don’t know whether this is be-
cause we removed the bug-triggering part of the test-case or because
the smaller test-case simply required fewer optimisations to meet
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the given timing and resource constraints. FUZNET solves this chal-
lenge by arranging that whenever the reduction process claims to
have removed the bug, it checks that all the original optimisations
are still triggering, and if they are not, it calculates a new, higher
target frequency based on the worst negative slack (WNS) and runs
P&R again to try to restore the optimisations (and maybe the bug
too).

2.4 Testing infrastructure

FUZNET incorporates several engineering features that help it
achieve high testing throughput and convenient operation.

o All of the information required for a particular test run is
captured in a seed. This seed, together with timing and status
information about the run, is recorded in a CSV file. This
allows any run to be easily reproduced.

e Whenever an error is detected, all artifacts from the current
test run are captured, moved to a ‘bug vault’, and categorised
by the type of error, ready for later inspection.

o It splits testing across multiple worker threads, coordinated
by a top-level script, in order to maximise testing throughput.

o It uses a Nix development environment to ensure repro-
ducible builds and identical runs across different machines.

o The overall testing framework is executed by systemd, which
provides convenient features like restarting scripts after fail-
ures or reboots.

3 Evaluation

We now describe how we have sought to understand and improve
the bug-finding ability of FUZNET. From an end-user perspective,
the bugs that FUZNET can find in practice are likely to be of prime
interest; these are presented in §4.

3.1 Preliminaries

Which metric to optimise. The first thing to establish is which
metric our tool should be designed to optimise. The most obvious
answer might be ‘the rate at which bugs are found’, but this is a
poor metric for two reasons: (1) it depends on idiosyncracies of
the particular P&R engine being tested, and (2) unless we have
an effective way of automatically de-duplicating bug-triggering
test-cases then we will likely just end up triggering the same bug
repeatedly - that is: we would likely produce a large number of
test-cases that trigger a bug, but a small number of (unique) bugs.

A somewhat better metric can be obtained after noting the fact
that P&R engines typically record in their log which optimisations
they have performed. If our testing campaign covers as many of
these optimisations as possible, in as many combinations as possible,
then it has a good chance of finding any bugs that exist. That
is, we select as our metric: the number of unique combinations of
optimisations performed. We say ‘combinations’ because given two
optimisations, say opt1 and opt2, we hypothesise that our chance
of finding bugs improves if we have some test runs where only
opt1 fires, some where only opt2 fires, some where both fire, and
some where neither fire.

When expanding our testing campaign to open-source P&R en-
gines in the future, we could also use more traditional code-coverage
metrics here.
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What parameters of FUZNET can we control? FUZNET incorpo-
rates various parameters, and having now established the desired
metric to optimise, we can sweep through the values of these pa-
rameters to see which combination of values works best.

e stop_iter_lambda: This parameter specifies how many it-
erations of the generation loop are performed. It is linearly
correlated with the final size of the netlist.

e start_input_lambda: This parameter specifies the number
of inputs with which the netlist should be initialised.

e start_undriven_lambda: This specifies how many undriven
nets are in the initial netlist.

e prob_sequential_module: This specifies the probability of
adding a sequential (rather than combinational) module dur-
ing netlist generation.

e prob_sequential_port: This specifies the probability that
when a choice is made as to what drives a port, an element
on which the port is sequentially dependent is chosen. The
parameter is thus related to the probability of creating loops
in the netlist.

Further parameters that could be tuned (in future work) include
the timeouts of various subprocesses in the testing pipeline.

Questions to evaluate. We can now pose a list of research ques-
tions to evaluate.

RQ1 How many combinations of optimisations does testing with
FUZNET cover, and how should FUZNET’s parameters be
tuned in order to maximise this metric? (§3.2)

RQ2 What testing rate can FUZNET achieve, and where are the
bottlenecks that limit this? (§3.3)

RQ3 How effective is the ‘equivalence staircase’ we presented in
§2.2 (§3.4)?

RQ4 How effective is the test-case reducer we presented in §2.3

(§3.5)?

Which P&R engines to test. As mentioned in the introduction,
major commercial and open-source FPGA P&R engines include Al-
tera Quartus Prime [2], AMD Vivado [4], nextpnr [23], and VPR [9].
We would have liked to have tested FUZNET on all four, but ended
up only managing to test Vivado. VPR we have left for future work,
while Quartus and nextpnr caused several difficulties.

Quartus was challenging to test for three reasons. First, several
of the primitives are encrypted, which means we cannot use our
SAT-based approach to compare the pre- and post-P&R netlists
for equivalence (Fig. 3). Second, Quartus does not seem to support
running P&R in isolation, without first running synthesis; this
reduces our control over which netlists are used for testing. Third,
Quartus seems to be stricter than the other P&R engines about
which netlists it considers legal; for instance, primitives take a
string parameter that specifies which input/output ports can legally
be used, and our tool is not currently able to ensure that the netlists
it generates match up with the values of all these parameters.

Nextpnr was challenging to test because it makes use of ‘implicit
connections’, whereby I/O pads simply being in the right location
means they are connected, despite this connectivity not being spec-
ified explicitly in the netlist. These implicit connections make it
difficult to extract the pre- and post-P&R circuits for equivalence
checking, as confirmed by the nextpnr developers [30]. It could
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the outcomes from the 57316 test-cases that we generated.

be possible to extend FUZNET with a ‘tech mapping’ that would
provide this implicit connectivity information, but this would make
FUZNET alot more complicated — and likely a lot more buggy itself!
We were also informed by the nextpnr developers that nextpnr does
not actually carry out any netlist optimisations during P&R (unlike
Quartus and Vivado), which makes it unlikely that our technique,
which only compares the pre- and post-P&R netlists, would find
any bugs. It is likely that VPR [9] would fall into this category too.
(But FUZNET could become valuable for testing these tools if they
incorporate logic-restructuring optimisations in the future.)

3.2 RQ1: Understanding and tuning FUZNET’s
optimisation coverage

Figure 4 shows how each of FUZNET s main tunable parameters
(as defined in §3.1) influences the number of unique optimisation
combinations. The range of each parameter is normalised to the

[0..1] interval, so that the different parameters can be plotted to-
gether. For each parameter value, we ran FUZNET for 144 hours
(12 threads and 12 hours per thread), and plotted how many unique
optimisation combinations were covered.

We make the following observations:

e The stop_iter_ lambda parameter, which directly controls
the number of primitives in the netlist, is the most obviously
impactful. The number of unique optimisation combinations
peaks near the middle of this parameter’s range. This can
be attributed to two distinct phenomena. When the value
of stop_iter_lambda is to the left of this peak, the netlists
are smaller, and hence there are fewer primitives to optimise.
And when the value of stop_iter_lambda is to the right of
this peak, the larger netlists take longer to pass through the
P&R engine, which reduces testing throughput, and hence
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reduces the number of optimisation combinations covered
in a given amount of time.

e As prob_sequential_port increases, we see a slight de-
crease in the number of unique optimisation combinations.
This could be attributed to the fact that as prob_sequen-
tial_port increases, there is an increased likelihood of the
netlist containing loops; these loops create more dependen-
cies between primitives, which may reduce the room for
optimisations.

e Asprob_sequential_module increases, we see a slight in-
crease in the number of unique optimisation combinations.
This is possibly explained by the fact that some optimisations
will only apply to sequences of nets.

e As start_input_lambda increases, we see a slight decrease
in the number of unique optimisation combinations. This
could be attributed to a netlist containing more inputs requir-
ing more LUTs to capture its input space, and hence leaving
fewer resources available for optimisations.

It is also worth assessing how extensive FUZNET’s coverage
of optimisations actually is. Figure 5 provides this assessment in
the form of a heatmap. It shows the coverage obtained across all
the sweeps described above. Each column corresponds to one of
the five stages in Vivado P&R, and each row corresponds to an
optimisation. A grey cell indicates that this optimisation is not
applicable in this stage. In all the other cells, we record how many
times the optimisation was covered, using a colour-coding between
red (not covered at all) and green (covered many times). Our aim
is for as many as possible of the non-grey cells in this table to be
green.

We make three observations about our heatmap. First, we ob-
serve that most of the optimisations are carried out during the
opt_design stage. These optimizations are particularly likely to
fire on FUZNET-generated netlists because they have not already
been optimised, unlike the netlists produced by synthesis tools. Stan-
dard optimisations like Constant_propagation and Sweep (which
removes unused cells, legalizes connections, and optimizes macros)
fire on almost every run.

Second, we note that the Retarget optimisation triggers the
most often. This is likely because FUZNET generates netlists that
contain primitives from several FPGA device families, and the
Retarget optimisation is responsible for mapping these primitives
onto those from the chosen family.

Third, we note that because FUZNET does not support DSP,
BRAM, or URAM blocks, optimisations such as BRAM_Register are
not triggered. It also generates netlists with only a single clock that
is already buffered, so BUFG_optimization does not apply either.

3.3 RQ2: What testing rate can FUZNET
achieve?

The boxplots at the top of Figure 6 show the range of times taken
by each stage of our testing flow.

We make two observations. First, it is clear that the testing
throughput is bottlenecked by the time taken to perform P&R.
Our efforts to spread our P&R runs across multiple threads can
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Figure 7: Effectiveness of our test-case reduction. Lower is
better (more reduced).

thus be deemed worthwhile. FUZNET’s average testing rate (single-
threaded) is 19.7 designs per hour, with the average run taking
182.6s. Of this time, 74% is spent on P&R.

Second, the interquartile range for the ‘simulate’ stage is very
small; in other words, Verilator’s runtime does not change substan-
tially depending on the test-case being simulated. Rather, most of its
time is spent compiling the implementations of each primitive. Pre-
compiling these would therefore be a sensible future optimisation
for FUZNET.

3.4 RQ3: How effective is our ‘equivalence
staircase’?

The alluvial diagram at the bottom of Figure 6 shows the outcomes
from all the test-cases that we generated.

We make five observations. First, the structural check does not
seem to be useful — none of the Vivado test-cases passed the struc-
tural check because in all cases, Vivado had modified the netlist’s
structure. However, the structural check takes very little time to
run, so is likely worth leaving in. It was useful when doing initial
testing on nextpnr, which tends not to modify the netlist’s structure.

Second, the SAT check is able to verify pre-/post-P&R equiva-
lence for about 7% of our test-cases, and thus avoid the need for
these to go to the simulation stage.

Third, when the SAT stage identifies a discrepancy or times out,
we run the ‘simulate’ stage. In theory, simulation is not needed
once a discrepancy has been confirmed by the SAT solver, but we
run it anyway as a double-check - this is a mild divergence from
the principle described in Figure 3.

Fourth, all of the bugs we found were detected by the SAT solver
(and then confirmed via simulation). In no cases did simulation
reveal a bug after SAT solving timed out. In other words, when
there is a discrepancy between the netlists, SAT solving tends to spot
it quickly. This suggests that a possible optimisation to FUZNET
would be to start a new testing run immediately after a SAT timeout,
rather than running likely-futile simulations.
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Figure 8: CFGLUTS5 retargeting bug

Fifth, some of the test-cases (top-right ribbon) fail simulation.
Some of these are because FUZNET doesn’t yet account for all the
possible log messages and exit codes from simulation, and some
are because of a suspected bug in Verilator where it crashes with
an unhandled exception relating to indentation.

3.5 RQ4: How effective is our test-case reducer?

The boxplots in Figure 7 show the performance of our test-case
reducer on 1730 test cases that fail equivalence-checking (both
SAT and simulation). The size of the original netlist (i.e., before
reduction) is at y = 1. Points below this line indicate that the netlist
has become smaller, and points above it indicate that the netlist has
grown. Each boxplot shows a different ‘dimension’ of the netlist
that may have increased or decreased during the reduction process:
the number of input nets, the number of output nets, the total
number of nets, the number of combinational modules, the number
of sequential modules, the total number of modules, and the overall
size of the netlist (number of nets and modules combined).

We make two observations. First, overall, we see from the right-
most boxplot that our reducer produces netlists that are on average
about 40% of the size of the originally generated netlists. This is
not a huge reduction factor when compared to those achieved in
the context of testing conventional compilers, but it is important
to bear in mind that FUZNET’s netlists are not particularly large

to begin with, in contrast to the output of typical C fuzzers like
Csmith [29].

Second, the leftmost boxplot shows that our reducer often in-
creases the number of input nets, and sometimes the number of
output nets too. However, this is merely an artifact of more sub-
stantial elements being removed: our reducer is highly effective at
removing sequential modules, and when it does so, it leaves behind
many disconnected ports, all of which then count as additional
input/output nets.

4 Bugs found

We now present two bugs that FUZNET revealed. Both the bugs
were found in logic optimisations performed by Vivado 2024.2
during P&R. In both cases, we present the pre- and post-P&R netlists.
The pre-P&R netlists were produced by FUZNET. In both cases, the
bug was discovered using a larger netlist; what we present here are
the netlists after test-case reduction has completed.

Each netlist is presented as a directed hypergraph of compo-
nents. Components of the same kind are given the same colour
to aid readability. Each component and each hyperedge is given
a unique identifier such as _101_. Hyperedges with unconnected
tails represent inputs, and hyperedges with unconnected heads
represent outputs. 1’0 and 1’ 1 represent low and high constants.
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4.1 Bug: CFGLUTS5 retargeting

Figure 8a shows a netlist generated by FUZNET. Vivado 2024.2 trans-
forms that netlist into the one shown in Figure 8b. In Figure 8a, the
CFGLUT5 component, which is a runtime-reconfigurable LUT [3],
is taking a 1 on its I0 input (produced by LUT _103_) and a 0 on its
I1 input (produced by LUT _143_ which is behaving as an inverter).
Vivado’s opt_design pass has optimised this so that in Figure 8b,
both inputs are constant 0s. One might expect that this discrepancy
could be cancelled out by Vivado making the ‘opposite’ change to
the functionality of the LUT; however, this particular LUT has its
CE port held high, which means that its functionality is continually
being reconfigured via the bitstream on CDI (produced by input
_02_). Hence, regardless of the LUT’s initial functionality, the two
netlists are not equivalent. We were able to observe this during our
equivalence check.

AMD confirmed the bug, filed a Change Request with the fac-
tory [6], and released a fix in Vivado 2025.2 [5]. As a workaround,
AMD suggested explicitly annotating specific cells or signals in the
RTL code with the DONT_TOUCH attribute, which instructs the tool
not to optimise them [6].

4.2 Bug: CARRY4 constant propagation bug

Figure 9a shows a netlist generated by FUZNET that involves a
CARRY4 block for performing fast-carry logic. Vivado 2024.2 trans-
forms that netlist into the one shown in Figure 9b. In Figure 9a,
output _30_ is fed from one of the CO ports of the CARRY4 block.
Vivado’s opt_design pass has used constant propagation incor-
rectly to deduce that output _30_ can receive its value directly from
input _13_. We know this because Vivado has annotated the block
with (* OPT_MODIFIED="PROPCONST" *).The two netlists are not
equivalent, which we were able to observe during our equivalence
check. An AMD staff member confirmed the receipt of our report
and has passed it on to the tool developers [7]. Since then, we have
asked AMD to confirm the bug [5], but have not received a reply at
the time of writing.

5 Conclusion

We have presented a technique for randomised black-box testing
of a critical component in the FPGA design flow: P&R engines. Our
technique is implemented in an open-source tool called FUZNET,
which we have used to generate 57,316 random netlists for testing
AMD’s Vivado P&R engine, leading to the discovery of two new
functional bugs, one of which has been confirmed and fixed.

In the short term, there are various ways FUZNET could be ex-
tended in order to produce netlists that are more challenging for
P&R engines, and hence more likely to expose bugs. One direction
would be to add support for DSP, BRAM, and URAM blocks, and
multiple clocks. Another would be for FUZNET to annotate a ran-
dom subset of cells in the netlist with DONT_TOUCH, which would
restrict the P&R engine’s ability to use certain optimisations, and
could coax it into doing fallback optimisations that may be less well
tested.

In the medium term, a natural follow-on question is: can similar
ideas be applied even further along the EDA flow; for instance, to
FPGA bitstream generation? Doing so would be tricky because of
difficulties understanding or observing the bitstream generator’s

Ollie Cosgrove, Alastair F. Donaldson, and John Wickerson

output, but any bugs that are discovered could be very high-impact
because bitstream generation occupies such a trusted role.

In the longer term, the results of our testing campaign could be
used to justify the use of more rigorous engineering techniques
when building P&R engines, such as programming them in a proof
assistant such as Rocq and proving them bug-free. Such an approach
has already been investigated for earlier stages of the EDA flow,
including high-level synthesis [13, 15] and logic synthesis [18].
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