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Abstract. We present an automatic data-abstraction technique for the
veriﬁcation of the universal fragment of the temporal-epistemic logic
CTLK. We show the correctness of the methodology and present an
implementation operating on ISPL models, the input ﬁles for MCMAS,
a model checker for multi-agent systems. The experimental results point
to the attractiveness of the technique in a number of examples in the
multi-agent systems domain.

1

Introduction

Over the past few years model checking techniques [3] have been extended to
temporal-epistemic logics [11]. Several model checkers, including MCMAS [15],
McK [12] and Verics [14], are now available supporting this and other extended
functionalities. Expressive speciﬁcation languages ﬁnd a natural application in
the area of multi-agent systems [18]. Because of their autonomous nature multiagent systems (MAS) naturally generate very large state spaces. Therefore, being able to tackle the state-space explosion remains of fundamental importance
if we are to develop model checking techniques for the veriﬁcation of MAS.
While a number of abstraction-based techniques have been put forward for plain
temporal logic, e.g., [2,6], little attention has gone so far towards developing eﬃcient state-reduction methodologies preserving the validity of temporal-epistemic
speciﬁcations. Crucially, there is no automatic implementation enabling the user
to perform automatic abstraction directly on the program. This paper aims to
make a ﬁrst attempt at ﬁlling this gap.
In line with much of the literature we represent MAS as interpreted systems.
In this paradigm we model agents by programming the local evolution of the
agents’ data in their local states. We use ISPL, the input language of MCMAS,
to program interpreted systems. In this paper we show that data-abstraction
notions can be deﬁned on interpreted systems semantics and automatic reduction
can be performed directly on ISPL programs. We illustrate the technique on two
scenarios inspired by popular examples in the MAS literature: card games [9],
and the bit transmission problem [11]. Both the scenarios we consider have over
1010 reachable states so are too large to be checked by MCMAS directly, but
can be veriﬁed eﬀectively by model checking the reduced program.
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Related work. Abstraction for epistemic speciﬁcations was deﬁned on Kripke
models in [7,10]. However, given these structures are computationally
ungrounded [17], it is diﬃcult to apply these results to MAS descriptions. Previous work by some of the authors of this paper [5] established the basic theoretical
framework for abstraction on interpreted systems, but the results were not applied to data-abstraction speciﬁcally, nor to concrete ISPL programs, the basis
for this investigation.
More broadly, three main approaches are prominent in abstraction techniques
for temporal logic. The ﬁrst focuses on studying partial symmetries of the system
under investigation [4]. In the second, predicate abstraction, introduced in [13],
the system is described by a set of logical formulas; a ﬁnite set of local state
predicates are selected, and any two local states satisfying exactly the same
predicates are collapsed. Finally, the third technique, introduced by Cousot [6]
and further developed by Clarke at al. [2,1] involves automatically reducing local
states by collapsing the data values they are built from. This is the basis for the
technique presented here.
Outline of the paper. The rest of the paper is organised as follows. Section 2
describes the interpreted system framework, the temporal epistemic speciﬁcation logic ACTLK, the model checker MCMAS, and abstraction of interpreted
systems. Section 3 reports the theoretical basis of this investigation, namely that
ACTLK properties are preserved under abstraction, as well as details of the implementation. Section 4 presents experimental results. We conclude in Section 5.

2

Interpreted Systems, ACTLK and Abstraction

We use interpreted systems [11] as a semantic model for multi-agent systems.
In this formalism a system is composed of n agents and an environment. Each
agent and the environment are associated with a set of local states and a set
of actions. The local states are private to the agent and the environment. Local
protocols deﬁne the actions that may be executed at a given local state. The
local evolution function of the agent deﬁnes the transition relation among the
local states. The environment has the same structure as the agents. The formal
deﬁnition of an interpreted system is given as follows.
Definition 1 (Interpreted system). An interpreted system over a set Ag =
{1, . . . , n} of agents and an environment e is a tuple
I = {Li }i∈Ag ∪{Le },{ACTi }i∈Ag ∪{ACTe },{Pi }i∈Ag ∪{Pe },{ti }i∈Ag ∪{te },I0 , V 
where:
– Li (Le , respectively) is a non-empty set of possible local states for agent
i ∈ Ag (the environment, respectively). The set of possible global states is
denoted by S = L1 × · · · × Ln × Le . For any global state g ∈ S, we write gi
for the i-th component in g, i.e., the local state of agent i in g. Similarly, ge
represents the local state of e in g.
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– ACTi (ACTe , respectively) is a non-empty set of possible actions for agent
i ∈ Ag (the environment, respectively). The set of possible joint actions is
denoted by ACT = ACT1 × · · · × ACTn × ACTe .
– Pi : Li −→ 2ACTi is the local protocol for agent i and Pe : Le −→ 2ACTe is
the local protocol for the environment.
– ti : Li × ACT −→ 2Li is the local evolution function for agent i, and te :
Le × ACT −→ 2Le for the environment.
– I0 ⊆ S is a non-empty set of initial states.
– V : S −→ 2AP is the evaluation function for the set AP of atomic
propositions.
The Cartesian product of the local evolution functions denotes the global evolution function that describes how the system evolves from a global state to the
next one. Let a ∈ ACT be a joint action and ai the action of agent i (i ∈ Ag)
in a, as well as ae for the environment.
Definition 2 (Global transition relation). Given an interpreted system I,
the global transition relation T ⊆ S ×ACT ×2S is such that g, a, S   ∈ T (where
S  ⊆ S) if and only if:


∀i ∈ Ag : gi , a, Si  ∈ ti ∧ gi , ai  ∈ Pi ∧ ge , a, Se  ∈ te ∧ ge , ae  ∈ Pe
where Si ⊆ Li and Se ⊆ Le . In the following we assume that the global transition
relation T is total, i.e., for every g ∈ S, there is S  ⊆ S such that gT S  and
S  = ∅.
Definition 3 (Path). A path π in I is an inﬁnite sequence g 0 g 1 . . . of global
states in S such that every pair of adjacent states forms a transition, i.e.,
g k T g k+1 for all k ≥ 0. Let π(k) be the kth global state in π, i.e., g k .
As standard [11] the knowledge of an agent is deﬁned by means of relations over
global states deﬁned as follows.
Definition 4 (Epistemic indistinguishability relation). The epistemic indistinguishability relation for agent i in system I is:
∼i = {g, g   ∈ S × S | gi = gi }
ACTLK logic. We consider speciﬁcations expressed in the logic ACTLK [16],
which adds epistemic modalities to the temporal logic ACTL, the universal fragment of Computation Tree Logic [8].
Definition 5 (ACTLK). ACT LK formulae over a set Ag of agents and a set
AP of propositions are deﬁned by:
φ ::= α | ¬α | φ ∧ φ | Ki φ | AXφ | A(φU φ) | A(φRφ)
where α ∈ AP and i ∈ Ag.
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As customary, a formulas Ki φ is read as “Agent i knows φ”. The formula AXφ
speciﬁes that “for all paths φ holds in the next state of the path”; the formula A(φU ψ) speciﬁes that “along all paths φ holds until ψ holds”; the formula
A(φRφ ) speciﬁes that “along all paths, φ releases φ ”. Other universal temporal
operators AF and AG can be equivalently expressed as AF φ = A(trueU φ) and
AGφ = A(f alseRφ).
The combination of temporal and epistemic modalities allows us to specify
how agents’ knowledge evolves over time. For example, AG(α → AF (Ki Kj ψ))
expresses that whenever α holds, eventually agent i will know that agent j
knows ψ.
Given an interpreted system I, the ACTL modalities are interpreted via the
global transition relation T , while the epistemic modality Ki is interpreted by
the epistemic relation ∼i for agent i:
Definition 6 (Satisfaction). Let I be an interpreted system over the set Ag of
agents and the set AP of propositions, let φ be an ACTLK formula over Ag and
AP , and let g ∈ G be a reachable state. Truth of φ at g in I, written (I, g) |= φ,
is deﬁned inductively by the following conditions:
(I, g) |= α iﬀ α ∈ V (g), for α ∈ AP ;
(I, g) |= ¬φ iﬀ (I, g) |= φ;
(I, g) |= φ ∧ ψ iﬀ (I, g) |= φ and (I, g) |= ψ;
(I, g) |= Ki φ iﬀ (I, g  ) |= φ for all g  ∈ G such that g ∼i g  ;
(I, g) |= AXφ iﬀ for every path π = g 0 g 1 . . . in I such that g = g 0 , we have
(I, π(1)) |= φ;
– (I, g) |= A(φU ψ) iﬀ for every path π = g 0 g 1 . . . in I such that g = g 0 , there
exists k ≥ 0 such that (I, π(k)) |= ψ and (I, π(j)) |= φ for all 0 ≤ j < k;
– (I, g) |= A(φRφ ) iﬀ for every i and every path g 0 , g 1 , . . . in I such that
g = g 0 , if for all 0 ≤ j < i, (I, π(j)) |= φ then (I, π(i)) |= φ .

–
–
–
–
–

Formula φ is true in I, denoted by I |= φ, iﬀ (I, g) |= φ for all g ∈ I0 .
The abstraction technique [2] involves converting a ground, or concrete system,
into an abstract system, typically smaller than the original. The abstract system is obtained by partitioning the system states into equivalence classes. Each
equivalence class is represented by an abstract state in the abstract system. Every transition in the concrete system has a corresponding one in the abstract
system; so every behavior of the concrete system is also a behavior of the abstract
system. In [5] a quotient construction was deﬁned.
Definition 7 (Quotient of interpreted system [5]). Assume an interpreted
system I over the set Ag of agents, the environment e, and the set AP of atomic
propositions. For each i ∈ Ag, assume an equivalence ≡i ⊆ Li × Li and an
equivalence ≡ai ⊆ ACTi × ACTi . For l ∈ Li , we write [l] for the equivalence
class of l with respect to ≡i . Similarly, we write [ai ] for the equivalence class
of ai ∈ ACTi with respect to ≡ai . Likewise we deﬁne ≡e , ≡ae , and equivalence
classes on Le and ACTe . We write [g] for [g1 ], . . . , [gn ], [ge ] and write [a] for
[a1 ], . . . , [an ], [ae ]. Let AP  ⊆ AP consist of all propositions of AP that do
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not distinguish between equivalent local states, i.e., all α ∈ AP such that for all
g, g  ∈ S: if α ∈ V (g) and gi ≡ gi for all i ∈ Ag, as well as ge ≡ ge , then
α ∈ V (g  ). The quotient system of I is the interpreted system I  over the set Ag
of agents, the environment e and the set AP  of proposition such that:
Li = {[l] | l ∈ Li } for all i ∈ Ag, and Le = {[l] | l ∈ Le }.
ACTi = {[a] | a ∈ ACTi } for all i ∈ Ag, and ACTe = {[a] | a ∈ ACTe }.
Pi = {[l], [a] | l, a ∈ Pi } for all i ∈ Ag, and Pe = {[l], [a] | l, a ∈ Pe }.
ti = {[l], [a], [l ] | l, a, l  ∈ ti } for all i ∈ Ag, and te = {[l], [a], [l ] |
l, a, l  ∈ te }.
– I0 = {[g] | g ∈ I0 }.
– V  ([g]) = V (g) ∩ AP  .
–
–
–
–

It has been proved in [5] that the construction above preserves satisfaction from
abstract to concrete models.
Theorem 1 (Preservation [5]). Let I  be a quotient of interpreted system I.
For any ACTLK formula φ over AP  , if I  |= φ, then I |= φ.

3

Implementation and Data Abstraction Theorem

Deﬁnition 7 and Theorem 1 do not give a constructive way for building the abstract model. For any implementation purposes we need to give an algorithm for
deﬁning appropriate equivalence relations. In the following we give such procedure in the case of ISPL ﬁles, the input to the model checker MCMAS [15]. We
operate on ISPL ﬁles as they provide a natural operational correspondence to
interpreted systems.
In a nutshell an ISPL program P deﬁnes local states, actions, protocols,
and local transition for agents and environment corresponding to a given interpreted system. Local states for the agents are deﬁned by means of a ﬁnite
set V = {v1 , . . . , vm } of variables. Each variable vk ∈ V has an associated ﬁnite
domain Dk . We consider the set {+, −, ÷, ·} denoting standard arithmetic operations. We also use binary relation symbols from the set {<, >, =, ≤, ≥}. An
arithmetic expression is built from variables in V , constants in Dk and arithmetic
operations; for instance, v2 −5 is an arithmetic expression. A logic expression p is
built from arithmetic expressions and relation symbols as natural; for instance,
v2 − 5 > 4 is a logic expression. A Boolean expression ψ is composed from logic
expressions p using negation ¬, conjunction ∧ and disjunction ∨. Any global state
g can be seen as an evaluation over V , i.e., g = (d1 , . . . , dm ) ∈ D = D1 ×· · ·×Dm .
Similarly, the local states of an agent can be seen as evaluations over a subset
of V , named local variables of the agent. We proceed by giving an example to
explain the details of the abstraction procedure on the data of the program.
Card Game Example [9,5]. The system has two agents Player1 and Player2 and
an environment e. There is a deck of 2N cards. Each player receives N −1 cards.
Two cards are put aside. Higher index cards beat lower index cards. In each round
of the game, each player plays a card from his or her hand. The player playing
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the stronger card wins the round. The game continues until all cards have been
played. The player who won the most number of rounds wins the game.
An ISPL program for this example is described as follows. Let C = {1, . . . , 2N }
represent the set of 2N cards. We call red cards the subset {N + 1, . . . , 2N } and
the remaining cards black cards. A player i ∈ {1, 2} can either play a card
or do nothing: ACTi = {playcard cki | cki ∈ C} ∪ {nothing}. The environment either calculates who wins the current round or does nothing: ACTe =
{eval, nothing}. The local state of an agent describes what cards he or she
holds and how many rounds he has played so far, as well as the outcome of
the game: Li = {(Hi , k, a, b) | |Hi | + 1 = |N |}, where Hi ⊂ C represents the
cards held by the agent i and N = {1, . . . , N } represents the game rounds.
The environment records the current score in its local state, whose domain is
Le = {(H1 , H2 , a, b) | a + b ≤ N − 1} where a and b encode the number of deals
won by player 1 and 2, respectively. The local protocols are deﬁned as follows.
Pi (Hi , k, a, b) = {playcard cki | cki ∈ Hi and k ∈ N }, if k < N ;
Pi (Hi , k, a, b) = {nothing}, if k = N ;
Pe (H1 , H2 , a, b) = {eval}, if a + b < N − 1;
Pe (H1 , H2 , a, b) = {nothing}, if a + b = N − 1.
The local evolution functions have the form:
ti ((Hi , k, a, b), nothing) = (Hi , k, a, b);
ti ((Hi , k, a, b), playcard cki )
te ((H1 , H2 , a, b), playcard ck1 , playcard ck2 , eval)
te ((H1 , H2 , a, b), playcard ck1 , playcard ck2 , eval)

(1)




= (Hi , k + 1, a , b ),
(2)
k
k
= (a + 1, b), if c1 > c2 ; (3)

= (a, b + 1), if ck1 < ck2 ; (4)
(5)
te ((H1 , H2 , a, b), nothing) = (a, b).

where a and b in (2) are the new updated values of a and b, according to (3)
and (4).
The set of initial states is: I0 = {(H1 , 0, 0, 0), (H2 , 0, 0, 0), (H1 , H2 , 0, 0)}. The
atomic propositions we consider are allredi (“Player i holds only red cards.”),
wini (“Player i has won the game.”), topredi and lowredi for i ∈ {1, 2}.
allredi holds where Hi ⊂ {N + 1, . . . , 2N };
win1 holds where a > b and a + b = N − 1;
win2 holds where b > a and a + b = N − 1;
topredi holds where Hi = {N + 2, ..., 2N };
lowredi holds where Hi ⊂ {N, ..., 2N }.
Fig 1 shows an ISPL program encoding the example above in the case of N = 3,
where H1 is described by the variables c11 and c12, and H2 by c21 and c22. In
this case, Le = {(H1 , H2 , a, b) | a + b ≤ 2}, i.e., there are just two rounds. In the
ﬁrst round, the players play the cards c11, c21; in the second round, they play
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Agent Environment
Obsvars:
a: 0 .. 2;
b: 0 .. 2;
end Obsvars
Vars:
c11: 1 .. 6;
c12: 1 .. 6;
c21: 1 .. 6;
c22: 1 .. 6;
end Vars
--Actions and Protocol are omitted
Evolution
a=a+1 if c11>c21 and ...
b=b+1 if c11<c21 and ...
--the rest of the Evolution is omitted
end Agent
Agent Player1
Lobsvars={c11,c12};
Vars:
n: 1 .. 3;
end Vars
Actions = {null,playcard1,playcard2};
Protocol:

n=1: { playcard1 };
n=2: { playcard2 };
n=3: { null };
end Protocol
Evolution:
n = 2 if n=1;
n = 3 if n=2;
end Evolution
end Agent
-- Agent Player2 omitted
Evaluation
lowred1 if (c11>2 and c12>2);
topred1 if (c11>4 and c12>4);
allred1 if (c11>3 and c12>3);
win1 if (a>b and a+b=2);
--The same properties
--for Player2 are omitted
end Evaluation
--InitStates omitted
Formulae
(AG(allred1->K(Player1,(AF win1))));
end Formulae

Fig. 1. Sketch of an ISPL program for the Card Game with 6 cards (N = 3)

Fig. 2. Sketch of the global transition relation for the concrete Card Game Example
with 6 cards. The dashed line represents the epistemic relation ∼1 .

c21, c22. Note from Fig 1 that P layer1 has a special set called Lobsvars. This
represents the environment variables accessible, i.e., visible, to the agent. This
makes the program more succinct.
Fig 2 illustrates four possible paths in the model representing a run of the
game. The notation “i, j − k, t” in Fig 2 means: c11 = i, c12 = j, c21 = k,
c22 = t for i, j, k, y ∈ {1, 2, 3, 4, 5, 6}.
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Implementation. We now describe the procedure of the tool performing data
abstraction on ISPL programs by partitioning the domain of variables. This extension takes an ISPL program for an interpreted system I as input and returns
an ISPL program denoting a quotient interpreted system I  for I according
to Deﬁnition 7. Brieﬂy, the tool builds a new set of abstract reachable states
G from G by constructing new domains for the variables in I. The procedure
consists of four key steps. All steps are executed automatically.

Algorithm 1. The generation of the Boolean four-dimension Q.
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:

for all i ∈ Ag do
for all α ∈ AP do
for all p in precondition of α do
if var(p) ∈ i then LEi ⇐ LEi ∪ p; end if
end for
end for
end for
Q(i, v, p, dt ) ⇐ 0;
for all i ∈ Ag do
for all local variable v of agent i do
for all p ∈ LEi do
for all dt ∈ Dv do
if dt |= p then Q(i, v, p, dt ) ⇐ T rue; else Q(i, v, p, dt ) ⇐ F alse; end if
end for
end for
end for
end for

1: Building the set LEi . In an ISPL program P each atomic proposition
α ∈ AP is deﬁned by a boolean expression over variables deﬁning on which
global states α holds, thereby implementing the evaluation V . For each agent i,
the tool builds a set LEi of logic expressions containing local variables for agent
i that appear in the deﬁnition of any α ∈ AP . In the end, the tool builds LE by
the union of all LEi for all i ∈ Ag.
For example, for the card game reported in Fig 1, we have: Dc11 = Dc12 = Dc21
= Dc22 = {1, 2, 3, 4, 5, 6}, Ve = {c11, c12, c21, c22, a, b }, VP1 = {n}, VP2 = {n}.
Notice that in VP1 and VP2 the other four variables are not present: c11, c12, a,
b for P1 and c21, c22, a, b for P2 . Those variable are not inserted in VP1 and VP2
by the procedure since all cij are local observable variables (Lobsvars) and a, b
are global observable variables (Obsvars). Local observable variables of an agent
i are those variables belonging to the environment agent that can be “seen” by
the agent i. Therefore, the agent i knows the values of those variables at every
moment and those variables contribute to form the local state of the agent i.
However, the agent i cannot change the value of a local observable variable.
Observable variables have the same characteristics of the local observable ones,
but they can be seen by all agents indiﬀerently.
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Now, the abstraction tool automatically builds the sets LEe = {c11 > 2,
c12 > 2, c21 > 2, c22 > 2, c11 > 3, c12 > 3, c21 > 3, c22 > 3, c11 > 4, c12 > 4,
c21 > 4, c22 > 4}, LEP1 = ∅ and LEP2 = ∅ from the logic expressions found in
the Evaluation section of the ISPL-ﬁle. Note the following.
– Local variables from diﬀerent agents cannot appear in the same logic
expression.
– If a logic expression contains more than one variable, we rewrite it as a
Boolean expression where each logic expression contains exactly one variable.
– If a logic expression contains the “not” connective, we rewrite it as an equivalent Boolean expression where the “not” connective does not appear.
– We cannot collapse values for variables that are updated by an arithmetic
expression. This is because we may have transitions that are present in the
original model but not present in the abstract one. Therefore, for the card
game we cannot collapse a and b as they are updated in the Evolution by
the arithmetic expressions a = a + 1 and b = b + 1 respectively (see Fig.1).
2: Generating the four-dimension vector Q. The tool automatically builds
a four-dimension vector Q of Boolean values. The ﬁrst dimension, i, of Q represents the agents; the second dimension, j, encodes the variables of a given agent;
the third one, k, represents all logic expressions in which the current variable
appears; the last one, t, represents the values dt of the current variables. The
vector Q encodes whether a logic expression p is evaluated to true when all free
occurrences of the current variables are replaced by dt , denoted by dt |= p. From
the vector Q we build new domains of abstract variables by collapsing values
of every concrete variable that satisﬁes the same set of logic expressions. Algorithm 1 presents the generation of Q, where var is a function that returns the
variable contained in the given logic expression.
3: Generating the abstraction functions by defining value clusters.
The tool automatically builds a set of abstraction functions ρ1 , . . . , ρn , where
each ρi is deﬁned on Di , the domain of variable vi . Given two local states d¯ =
(d1 , . . . , dm ) and ē = (e1 , . . . , em ) of agent i, we deﬁne the component abstraction
functions ρi in the same way as deﬁned in [2], i.e.:
ρi (d1 , . . . , dm ) = ρi (e1 , . . . , em )

iﬀ



(d1 , . . . , dm ) |= p ⇔ (e1 , . . . , em ) |= p

(6)

p∈LEi

In other words, two tuples of values ē, d¯ are in the same equivalence class if they
cannot be distinguished by the same subset of logic expressions. Therefore, the
particular ≡i is automatically chosen according to formula (6).
The new values for the card game example (shown in bold fonts) are reported
in Fig 3. Some instances of variables c11, c12, c21, c22 are collapsed into new
values in the following way: 1 = {1, 2}, 2 = {3}, 3 = {4}, 4 = {5, 6}, because
of 1, 2 |= {∅}, 3 |= {cij > 2}, 4 |= {cij > 2, cij > 3}, 5, 6 |= {cij > 2,
cij > 3, cij > 4}, where i, j ∈ {1, 2}. The partitioning of variable domains is
done automatically.
4: Generating new domains for the abstract ispl-file P’. New values of the
variables for the ISPL-ﬁle P  representing the abstract model are calculated from
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Algorithm 2. The generation of new Domains. Line 8 shows how the partitioning of variable domains is calculated.
1: for all i ∈ Ag do
2:
for all local variable v of agent i do
3:
for all dt ∈ Dv do
4:
indxp ⇐ 0; newval ⇐ 0;
5:
for all p ∈ LEi do
6:
if var(p) ∈ i then
7:
if Q(i, v, dt , p) = true then newval ⇐ newval + 2indxp ; end if
8:
end if
9:
indxp ⇐ indxp + 1;
10:
end for
11:
Dv ⇐ Dv ∪ {newval};
12:
end for
13:
end for
14: end for

the old ones by taking into account what formulas the old values satisfy. Each
formula is identiﬁed by an index (indxp ). These indexes are used to calculate an
integer number (see line 8 of Algorithm 2) that will be the corresponding new
value. Line 8 of Algorithm 2 shows how the partitioning of values is calculated.
Values that satisfy the same set of formulas will get the same integer. The
abstract ISPL-ﬁle P  is generated by substituting in every logic expression p ∈ P
the corresponding new value in D . Notice from Fig 3 that the new domains of

the abstract model in the example become Dcij
= {0, 1, 3, 7}. The concrete
values 1 and 2 are collapsed into the abstract value 0 as they do not satisfy
any atomic proposition in LEe . The concrete value 3 becames the abstract value
1 = 20 since it satisﬁes formula cij > 2 and this formula gets the index 0. This
index is used in the power 20 to calculates the new value 1. The concrete value
4 becomes 3 since it satisﬁes formulas cij > 2 and cij > 3. Those formulas have
the index 0 and 1 respectively. Therefore, the abstract value 3 is the result of the
following calculation: 3 = 20 + 21 . Finally, the abstract value 7 represents the
concrete values 5 and 6 that satify formulas cij > 2, cij > 3 and cij > 4. Those
formulas have index 0, 1 and 2 respectively, therefore: 20 + 21 + 22 = 7. The new

= {0, 1, 3, 7} is “ﬂattened” by an extra procedure that
abstract domain Dcij



transforms Dcij into Dcij
= {1, 2, 3, 4}, where 0, 1, 3, 7 of Dcij
correspond to

1, 2, 3, 4 of Dcij respectively.
In this case, the abstraction process has reduced the number of reachable
states from 6!
2! = 360 diﬀerent initial card combinations to 4! = 24 in the new
program.
As expected, the abstraction process might synthesise behaviours not present
in the original model. For instance, let us analyse the following program lines
describing part of the environment’s evolution.
a=a+1 if c11>c21
b=b+1 if c11<c21
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Agent Environment
--Obsvars are not changed
Vars:
c11: 1 .. 4;
c12: 1 .. 4;
c21: 1 .. 4;
c22: 1 .. 4;
end Vars
--Actions,Protocol and Evolution omitted
end Agent

Evolution:
n = 2 if n=1;
n = 3 if n=2;
end Evolution
end Agent
-- Agent Player2 omitted
Evaluation
lowred1 if (c11>1 and c12>1);
topred1 if (c11>3 and c12>3);
allred1 if (c11>2 and c12>2);
win1 if (a>b and a+b=2);
--The same properties
--for Player2 are omitted
end Evaluation

Agent Player1
Lobsvars={c11,c12};
Vars:
n: 1 .. 3;
end Vars
Actions = {null,playcard1,playcard2};
Protocol:
n=1: { playcard1 };
n=2: { playcard2 };
n=3: { null };
end Protocol

--InitStates omitted
Formulae
(AG(allred1->K(Player1,(AF win1))));
end Formulae

Fig. 3. Sketch of an ISPL-ﬁle for the abstract Card Game with 6 cards

Those lines are transformed in the following:
a=a+1
b=b+1

if (c11=6
if (c11=5

and c21=5)
and c21=6)

or
or

(c11=6
(c11=4

and c21=4)
and c21=6)

or ...
or ...

Following the abstraction process, the program for the abstract model includes
the following non-determinism:
a=a+1 if (c11=4 and c11=4)
b=b+1 if (c11=4 and c21=4)

or ...
or ...

Fig 4 illustrates execution branches not existing in the original model. This
phenomenon can cause false negatives, i.e., the property checked results to be
false in the abstract model while it is true in the original one.
Still, it can be checked that validity is preserved under the construction above.
Theorem 2 (Data Abstraction Theorem). Given an ISPL-program P describing an interpreted system I and given a speciﬁcation φ of the logic ACTLK,
let P  be the ISPL program, generated from P by the procedure presented above.
P  describes an interpreted system I  . We have that speciﬁcation φ holds in I if
φ holds in I  , i.e.,
I  |= φ =⇒ I |= φ.
Proof. We have to show that abstraction algorithm generates an ISPL-code P 
that describes an interpreted system I  that is a quotient one of the interpreted
system I described by the original ISPL-code P
By Theorem 1, we only need to prove that I  is a quotient of I according to
Deﬁnition 7.
1. Li is generated by the abstraction function ρi such that Li = {[l] | l ∈
Li }, which is a partition of the set Li . So, we have proved point 1 of the
deﬁnition 7.
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Fig. 4. Sketch of the global transition relation for the abstract Card Game Example
with 6 cards. Notice how some paths split. This splitting causes new behaviours in the
abstract model.

2. ACTi = ACTi (i.e., [a] ≡ a) because ρi does not partition the set of actions.
3. P  = {[l], a | l, a ∈ P } because the abstraction technique simply replaces
the old values of a variable with the new ones.
4. Note that [l] = [l ] ([l], [l ] ∈ Li ) if and only if there is at least one l ∈ [l] and
one l ∈ [l ] in Li such that l = l .
Now, we have to show that if they are connected in the concrete system, then
they are also connected in the abstract one. Formally, we have to show the
following condition holds:
∀l, l ( ρ(l) = [l] ∧ ρ(l ) = [l ] ∧ lRl ⇒ [l]R̂[l ] )
Suppose ρ(l) = [l] ∧ ρ(l ) = [l ] ∧ lRl, we show [l]R̂[l ]. By assuming lRl , we
know ∃ā ∈ Act ∀i ∈ Ag : l, ā, l  ∈ ti and l, a ∈ Pi by deﬁnition. Since the
abstraction technique performs a partition of states, we have, for all agents
i ∈ Ag and for all local states, [l] = [l ]. As actions are not modiﬁed, we
have [l], [a] ∈ Pi , where l ∈ [l] and a ≡ [a]. Moreover, Since the local
evolution function is rebuilt by substituting li , such that l ∈ [l], with [l], we
have [l], ā, [l ] ∈ ti iﬀ l, ā, l  ∈ ti . Therefore, we have [l], ā, [l ] ∈ ti and
[l], [a] ∈ Pi , but that means [l]R̂[l ].
5. Point 5 and 6 in Deﬁnition 7 can be proved trivially.



4

Experimental Results

We now report on the experimental results obtained by the implementation
described in the previous section. Speciﬁcally, we comment on our ﬁndings for
the card game example and a variant of the bit transmission problem. These
scenarios are to be considered as a sanity check of the technique and not as real
applications. We leave these for further work.
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Number Transmission Protocol. This scenario is an extension of the well
known bit transmission problem described in [11]. Let Ag = {S, R} be the set of
agents where S, R represent the sender and the receiver respectively. Moreover,
there is the environment agent labelled with the letter E.
In this scenario, a number is sent from the sender to the receiver via a an
unreliable channel modelled by the environment. Note that in the known bit
transmission problem only one bit is sent. In this case the sender sends a number
ranging from 1 to N . In the experiments below we used N in the set D = {0.5·104,
104 , 2 · 104 , 2.5 · 104 , 3 · 104 }.
We describe below the interpreted system for the protocol above. The Environment is described by the set of local states LE = {S, R, RS, none}. The
local state S represents the channel reliably sending messages from sender to receiver and dropping messages from receiver to sender. Conversely, R represents
a situation where messages only travel from receiver to sender. RS encodes a
situation where the channel is transmitting both directions, whereas when in
none the channel loses all messages. The set of local states for the sender is
LS = D × {true, f alse} where D = {1, . . . , N } represents the domain of the integer that can be sent and {true, f alse} is the domain of the variable ack keeping track of whether an acknowledgement has been received from the sender.
We model the receiver by considering the set LR = {received, notrec}; notrec
represents a situation where the receiver has not yet received any message, while
received encodes the fact that the receiver got a message. The environment can
perform four actions: ACTE = {S, SR, R, none} representing which direction, if
any, it is letting messages ﬂow. The sender can either send the intended message
or do nothing (null) ACTS = {send N | N ∈ D} ∪ {nothing}. Similarly, the receiver can either send an acknowledgement or remain silent: ACTR = {sendack,
nothing}. As in the original bit transmission problem we assume the sender
keeps sending the same message until he or she receives an acknowledgement;
the receiver remains silent before receiving the message from the sender; after
that he repeatedly sends acknowledgements back to the sender. Consequently
the protocols can be deﬁned as follows.
PE (S) = {S};
PE (SR) = {SR};
PS (N, f alse) = {send N };
PR (notrec) = {nothing};

PE (R) = {R};
PE (none) = {none};
PS (N, true) = {nothing};
PR (received) = {sendack}.

Local evolution functions are deﬁned as follow:
tE (state, aE , aS , aR ) = state ;

(7)

tS ((N, f alse), SR, aS , sendack) = (N, true);
tS ((N, f alse), R, aS , sendack) = (N, true);

(8)
(9)

tR (notrec, SR, send N, aR ) = received;

(10)

tR (notrec, S, send N, aR ) = received.

(11)
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Where state, state ∈ LE and ak ∈ ACTk , for k ∈ Ag. Note that by (7) the
channel moves non-deterministically. In (8) and (9) the sender receives an acknowledgement from the receiver as the channel transmits messages from the
receiver to the sender in both cases. Similarly, in (10) and (11) the receiver
receives the number.
The set of initial states I0 is as follows: I0 = {(E.state, (N, f alse), notrec) |
E.state ∈ LE }. The evaluation for the proposition numberN, recack, recN umber
is the obvious one. Fig 5 represents a sketch of an ISPL-ﬁle corresponding to the
interpreted system deﬁned above for N = 10000. From Fig 5, in the Evaluation
section, we want to know if the number sent was either exactly 1 or it was greater
than 2500, 5000 or 7500. By running the abstraction toolkit to this ﬁle we obtain
an abstract Number Transmission ISPL-ﬁle in which the Sender can only send 5
possible digits. This is of course the result we would expect. The system in Fig
5 corresponds to the second one listed in Table 2.
We tested both examples above on the abstraction toolkit paired with MCMAS against known speciﬁcations for the protocols. In particular we veriﬁed
AG(allred1 → KP layer1 (AF win1)) in the case of the card game example (specifying that if player one has only red cards he knows he will win the game), and
AG((numberN ∧ recack) → (KS KR number = N )) for the number transmission
protocol (specifying that once an ack has been received the sender knows that
the receiver knows the value of the number transmitted).

Agent Environment
Vars:
state : {S,R,SR,none};
end Vars
Actions = {S,SR,R,none};
Protocol:
state=S: {S,SR,R,none};
state=R: {S,SR,R,none};
state=SR: {S,SR,R,none};
state=none: {S,SR,R,none};
end Protocol
-- Evolution Omitted
end Agent
Agent Sender
Vars:
number : 0..10000;
ack : boolean;
end Vars
Actions = { send,nothing };
Protocol:
ack=false : {send};
ack=true : {nothing};
end Protocol
Evolution:
(ack=true) if (ack=false)
and (Receiver.Action=sendack)
and ((Environment.Action=SR)
or (Environment.Action=R));
end Evolution
end Agent

Agent Receiver
Vars:
state : boolean;
end Vars
Actions = {nothing,sendack};
Protocol:
state=false : {nothing};
state=true : {sendack};
end Protocol
Evolution:
state=true if (Sender.Action=send)
and (state=false)
and ((Environment.Action=SR)
or (Environment.Action=S));
end Evolution
end Agent
Evaluation
recNumber if ( (Receiver.state=true);
recack if ( ( Sender.ack = true ) );
N1 if ( (Sender.number=1));
N2500 if ( (Sender.number>2500) );
N5000 if ( (Sender.number>5000) );
N7500 if ( (Sender.number>7500) );
end Evaluation
InitStates
!Sender.Number=0 and Receiver.state=false
and Sender.ack=false and (Environment.state=S
or Environment.state=R or Environment.state=SR
or Environment.state=none ;
end InitStates

Fig. 5. Sketch of an ISPL-ﬁle for the number transmission protocol for N = 10000
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Table 1. Veriﬁcation results for the Card Game

Number of cards
6
8
10
12
14

With reduction
Without reduction
States Time (s) BDD (MB)
States
Time (s) BDD (MB)
138
0
4.70
11316
0
4.67
22528
2
6.67
80640
4
15.27
135866
4
9.59
2, 167 × 109
867
66.71
762812
26
31.87
?
> 86400
?
3.877 × 106
106
41.68
?
> 86400
?

Table 2. Veriﬁcation results for the Number Transmission Problem
Maximum number N
5000
10000
15000
20000
25000
30000

With reduction
States Time (s) BDD (MB)
48
0
4.55
60
0
4.59
84
1
4.67
108
1
4.64
132
1
4.82
156
1
5.64

Without reduction
States Time (s) BDD (MB)
98292
11
5.72
196596
47
6.58
196596
118
7.12
393204
216
8.24
393204
350
8.62
393204
485
8.56

The experiments were executed on a machine running Ubuntu 9.10 on an
Intel Core 2 1.86GHz with 1GB memory. The results are reported in Table 1
and Table 2.
From Table 1 we can notice that as expected the implementation drastically
reduces both memory and time for the veriﬁcation process. In the case of 12
and 14 cards, MCMAS could not verify the speciﬁcation in over 24hrs, while
the abstract systems could be veriﬁed in seconds. It is perhaps less obvious
that, from Table 2, in the transmission problem for the case of N = 10000 and
N = 15000 the two systems have the same number of reachable states. This is
because MCMAS uses 14 BDD variables to encode both 10000 and 15000 states
and MCMAS does not remove redundant states, using 214 BDD states in both
cases. The same phenomenon occurs for N = 20000, N = 25000 and N = 30000.
In this case, MCMAS uses 15 BDD variables.

5

Conclusions

In this paper we began to explore fully automatic abstraction techniques for
multi-agent systems. The technique abstracts a multi-agent system, described
by an ISPL program, by collapsing the local states for the agents. We showed
that our technique builds an abstract system that simulates the concrete thereby
guaranteeing the methodology is sound. We evaluated the technique on a card
game example for several numbers of cards and on the number transmission protocol. The results produced point to a considerable, although expected, reduction
in the veriﬁcation time and memory.
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In the future we intend to test the methodology on more complex cases and
to implement a reﬁnement procedure that can be used to reﬁne the model upon
receiving false negatives from MCMAS.
Acknowledgements. This research was partially funded by EPSRC under
grant EP/E035655 “Veriﬁcation of security protocols: a multi-agent systems
approach”.
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