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Data Usage Con​trol for the Cloud

De​spite the in​creas​ing adop​tion of cloud ser​vices, users

re​main con​cerned about pro​cess​ing sen​si​tive data in the

cloud: Once data has been given away, there do not exist

re​li​able means to ex​er​cise con​trol over its fur​ther usage. It

re​mains un​cer​tain wheth​er, how and by whom re​leased

sen​si​tive data may be ac​cessed, stored and used.

Use Case: In​sur​ance com​pany
In-house com​put​ing clus​ter for data analy​sis

Usage of cloud ser​vices for email, web, col​lab​o​ra​tion

Data usage con​trol so​lu​tions on all com​put​ing de​vices

Goal: Elim​i​nate data mis​use and data leak​age
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How can we en​force usage con​trol
re​quire​ments if data flows be​tween
sys​tems, ser​vices, and ap​pli​ca​tions
that are dis​trib​uted log​i​cally, phys​i​-

cally and or​ga​ni​za​tion​ally?

Ex​pected Con​tri​bu​tion
Con​cep​tual and tech​ni​cal frame​work for en​forc​ing data

usage con​trol re​quire​ments in dis​trib​uted sys​tems

En​hanced data se​cu​rity and pri​vacy

in cloud en​vi​ron​ments

1 How can data flow across sys​tems
be tracked and data usage poli​cies
be prop​a​gated ac​cord​ingly?

Pri​vate client asks for health in​sur​ance of​fers

Later, the client re​fuses any of​fers

Reg​u​la​tions de​mand data dele​tion at all sys​tems

Achieved Re​sults [1,2,3]
Generic model for cross-sys​tem data flow track​ing

TCP/IP in​stan​ti​a​tion

Ar​chi​tec​ture, im​ple​men​ta​tion and eval​u​a​tion

Cross-sys​tem data flow track​ing

Pol​icy prop​a​ga​tion

Based on sys​tem call in​ter​po​si​tion

Re​main​ing Ob​jec​tives
Re​duce over​ap​prox​i​ma​tions using pro​to​col se​man​tics

Com​bine sys​tem call in​ter​po​si​tion with

Qual​i​ta​tive analy​sis of net​work mes​sages
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2 How can usage con​trol de​ci​sions
be taken if data and poli​cies are
dis​trib​uted across sys​tems?

Cor​po​rate client asks for in​sur​ance of​fers via email

Agents may have worked on com​peti​tor's data

No pro​cess​ing of re​quest by such agents

Goal
Method​ol​ogy for dis​trib​uted pol​icy de​ci​sions

Con​cep​tual frame​work and im​ple​men​ta​tion

An​tic​i​pated So​lu​tion
De​cen​tral; local de​ci​sions wher​ever pos​si​ble

Hi​er​ar​chi​cal de​ci​sion com​po​nents where needed
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3 How can usage con​trol re​quire​-
ments be en​forced if data pro​-
cess​ing sys​tems keep chang​ing?

An​nual re​cal​cu​la​tion of in​sur​ance pre​mi​ums

Tem​po​rary uti​liza​tion of ex​ter​nal pro​cess​ing power

No data mis​use or leak​age through these ressources

Goal:
Re​li​able en​force​ment if sys​tems keep chang​ing

Fall​back so​lu​tions for legacy sys​tems

An​tic​i​pated So​lu​tion
Trans​par​ent en​force​ment mech​a​nisms

In​te​gra​tion at low sys​tem lay​ers
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4 Which guar​an​tees for usage con​-
trol en​force​ment can be pro​vided
under which pre​con​di​tions?

De​lib​er​ate data re​lease to cloud provider

En​force​ment of usage poli​cies at these providers

Tech​ni​cal mea​sures pro​vid​ing ap​pro​pri​ate guar​an​tees

Goal
Pro​vide guar​an​tees that poli​cies are en​forced

Pre​clude data pro​cess​ing with​out such guar​an​tees

An​tic​i​pated So​lu​tion
TPM mea​sure​ments and re​mote at​tes​ta​tion

Mit​i​gate down​sides of ex​ist​ing ap​proaches
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