A Model of Storage I/0O Performance Interference in Virtualized Systems

Giuliano Casale
Dept. of Computing
Imperial College London
London, SW7 2AZ, UK
g.casale@imperial.ac.uk

Abstract—In this paper, we propose simple performance
models to predict the impact of consolidation on the stor-
age /O performance of virtualized applications. We use a
measurement-based approach based on tools such dmk-
trace and tshark for storage workload characterization in a
commercial virtualized solution, namely VMware ESX server.
Our approach allows a distinct characterization of read/write
performance attributes on a per request level and provides
valuable information for parameterization of storage 1/0 per-
formance models. In particular, based on measures of quantities
such as the mean queue-length seen upon arrival by requests,
we define simple linear prediction models for the throughput,
response times, and mix of read/write requests in consolidation
based only on information collected in isolation experiments for
the individual virtual machines.
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the request is completed, e.g. a process is halted until a
synchronous read request has been compldietk-limited
requests must be completed within a given amount of time
otherwise they will become time-critical, for example file
system read-aheads. Requests that do not require waiting
times of the submitting process are classified tase-
noncritical. Such disk 1/0 requests must be completed to
maintain stable copies of nonvolatile storage, for example
background flushes of asynchronous writes. Time-nonatitic
requests can indirectly impact performance when interferi
with the completion of more critical requests, thus model
definition is complicated by the interaction between these
different workload behaviors.

Finally, our experience shows that disk requests service
times can have significant temporal correlations leading
to bursty workloads[]2]. The batched submission of disk

In virtualized systems, estimates of 1/0O contention for arequests can result in an extreme behaviour of the arrival
given Virtual Machine (VM) placement configuration can patterns where large amounts of requests are condensed into
support management and consolidation decisions. Howeve® short time period. As a result, we record large values
modeling the performance of disk requests is very chal{i.e. > 0.35) for the autocorrelation function of response
lenging due to the interaction of the 1/0 flows issued bytimes for single VMs running on a Virtual Machine Monitor
several VMs. In this paper we derive simple measurementtVMM). In these experiments the utilization of the storage
driven models to predict throughputs and response times afevice is low and therefore response times should be a
disk requests in an environment where multiple consolitlate close approximation of 1/O request service requirements.
VMs can share a storage server. In particular, we describ&he correlation of arrival and service times complicates
a method that only needs input obtained when VMs ruraccurate performance predictions using analytical models
in isolation on a virtualized server, thus the effects of The remainder of the paper is organized as follows.

consolidation are estimated before actually consolidettire

Section 1) gives an overview of related work and Seclich Il

workloads. Such a method therefore obviates the need tiitroduces the reference system for our study. Our analysis

collect data for different VM consolidation scenarios.

of consolidated workload traces and the batched submission

There are several important issues that need to bef requests is illustrated in Secti@nllV. The proposed mod-
addressed while modeling virtualized 1/0 environments.eling approach is presented in Section V. Sedfioh VI offers
Queueing models for 1/O consolidation should distinguishsummary and conclusions.

between reads and writes as they affect system performance
in very different ways. Ganger and Paiti [1] introduce three

II. RELATED WORK

classes of requests based on how individual request respons A large amount of 1/O research literature is concerned
times influence system performance. An 1/O request igvith scheduling algorithms for disk 1/O in virtualized envi

consideredime-critical, if the generating thread blocks until
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ronments. The main challenges regarding scheduling are to
provide fair access to the shared storage resource for-all in

VM applications, while maintaining performance isolation
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i.e. disk accesses by one application should not affect the
I/0 performance of another][3]. Performance isolation im th
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presence of resource contention is studiedlin [4]. The asitho Applications E ] E E
consolidate different types of workloads, i.e. CPU bound Operating [ Disk =

. . . . System | Driver Ocral|Ocra
and disk bound, and derive mathematical models to predict . e
relative performance compared to a hormalized performance
score. Closer to our work, [5] derives a mathematical model — _ Osra
to predict disk 1/0 throughputs when moving from a native Device Driver
system to an isolated VMware ESX server environment. oS W

The work in [6] measures interference of consolidated
workloads on an ESX server using histograms, but do not
offer a modeling approach. More recently, [7] characterize

disk workloads and performance metrics in a consolidated

virtualized environment. Contrary to our work they do not (@)  Storage (b)  Storage
Subsystem Queues

consolidate by placing multiple workloads on the samerigure 1. 1/0 Architecture and Storage Queues of the Refer@ystem.
physical device, i.e., LUN, but consolidate multiple LUNs
into a single RAID group.

‘ Storage Server

‘ Storage Server

“block” always refers to logical block units, rather thareth
Queueing models are a popular tool to model the per_storage device’s physical block units. In our system virtua

formance of shared resource environments. A shared serngSk_ files of all VMs are stored on a single physical storage
environment is modeled as a time-domain queueing modtgev'_Ce (LUN) and acgess the LUN through th? same HBA.
with Generalized Processor Sharing scheduling[in [8] in Disk /O requests issued from a VM consist of one or
order to compute and assign resource shares] In [9], layeréfultiple contiguous blocks for either reads or writes. Once
queueing networks are used to model multi-tier application @1 application running inside the VM submits a request, the
hosted in consolidated server environments. Recently, [10/€quest first goes to the disk driver of the VM operating
proposes an iterative model training technique based ofiyStem as shown in Figufé 1 (a). The driver processes the
artificial neural networks for dynamic resource allocation ~réquest and forwards it to the VMM, where it is trapped and
consolidated virtualized environments. While some of the™ay undergo further optimization operations before being
work above captures coarse grained disk requirements if$Sued to the LUN via the storage driver and the iISCSI HBA
the model in order to predict effects of resource allocation2l
changes on performance of consolidated applications, none On their way through the previously described layers of
specifically tries to predict fine grained disk 1/0 requestthe storage subsystem, requests can be queued multipke time
performance degradation due to workload consolidation. as illustrated in Figurel1 (b). Hence latencies of requests m
be affected by multiple queueing delays. Furthermore, re-
lll. EXPERIMENTAL ENVIRONMENT quests may undergo optimizations such as splitting, mgrgin
In this section we introduce our reference system, meaand reordering by schedulers managing the various queues
surement tools used for workload characterization, as welhown in Figurél (b). Such operations are used to optimize

as the considered workload configurations. disk access patterns, e.g., by merging multiple requests fo
small amounts of contiguous blocks to fewer requests for
A. Reference System large amounts of contiguous blocks. In virtualized environ

We conduct our study on an AMD-based enterprise servements these operations can have a significant impact on
with 4 quad-core processors containing a total of 16 CPUlisk request performance, as scheduling policies at VM and
cores each clocked at 2.21GHz. The system is equippedMM level may impair each othef[13].
with 68GB of RAM and is connected to an OpenFilerl[11] In our environment the Debian guest VMs are configured
storage server via the iSCSI protocol and 1 GBit Ethernetto use the completely fair queueing (CFQ)1[14] scheduler,
The storage server manages a SATA-Il hardware RAIDwhich has per default 64 internal queues to maintain and
controller, which in turn manages a 15 disc RAID 5 array. keep disk 1/0 request5 [15]. The in-VM scheduler optimizes

On the server we host the virtualization platform VMware disk access for the ext3 file system, which is configured at
ESX Server 3i - 3.5.0[[12], which accesses the storage¢he default block size of 4kB. Hidden from the operating
device through a software iSCSI host bus adapter (HBA)system of the VM, the VMM conceptually comprises two
The virtualized environment consists of multiple Debiansets of queues, namely the VMM kernel queues and the
5.0.1, kernel 2.6.26-2, guest VM systems, each with idehtic device driver queue. The VMM kernel maintains a queue
configurations of 1 virtual CPU, 500MB RAM, and 50GB of pending requests per VM for each target SCSI device
of “virtual” hard disk formatted as aaxt3file system. [16], controlled with a fair-share (FS)_[17] scheduler. rFai

The virtual disks are represented by a large file and cashare algorithms are work-conserving and schedule shared
be thought of as a linear array made up of units of spaceaesources between competing requests by allocating capac-
i.e. logical blocks. In the remainder of this paper the termity based on proportional weights. In our environment all



. Table |
requeStS are aSS'gned equal resource Shares The VMM ACCURACY OFREAD/WR|TE MIiX PREDICTIONS FOR

formats virtual disk files in thevirtual machine file system CONSOLIDATED WORKLOADS.

[12] and performs its own splitting, merging and reordering Measurement (%) Prediction (%)

processing on disk requests that are queued at the VMM Werkload Tga': VMM 1 TOtEX WAL

kernel. File+Mail | 0.47 053 || 049 003 051 003
Furthermore, the server maintains a device driver queue File+Web | 0.72 0.28 0.74 0.03 0.26 0.08

for each LUN, which controls thissue queue lengitlefined Web+Mail | 0.58 0.42 0.63 010 036 013

as the number of pending requests the server can have at the Table II

storage device at a timeé_[18]. Virtualized servers typicall ACCURACY OF THROUGHPUTPREDICTIONS FOR

allow to configure the issue queue length for each LUN, CONSOLIDATED WORKLOADS.

. . . e L. Measurement (cmd/s) Prediction (cmd/s)
which we maintain at the default specification of 32. Workioad Total VMLEVM? Total VMLEVM2
B. Measurement Tools | R w R 4 W A
. i . o File+Mail | 293 336 286 0.03 307 0.09
This section describes the monitoring tools we have used File+web | 448 176 397 012 146 0.17
to collect disk I/O traces in order to quantify the perforroan ~_ Web+Mail | 382 280 348 009 222 021

of disk requests. Traces are captured at two system layers: _ ‘
the virtualization and the storage server. Our traces cismpr dated workloads to the storage device. Seclion JV-A uses

a time stamp for each request issue and completion, a ﬂa@onitoring data from the storage server for a static analysi
that indicates whether a request was a read or write, thef the arrival instant queue lengths seen by read and write
logical block address (LBA) pertaining to the request, and’equests. Sectidn IVIB presents a dynamic analysis to show
the number of blocks accessed. We note that we calculateoW arrival queues change over time.

per request response times as the time difference between

completion and issue events in the trace. . . .
Measurements on the virtualized server are obtainedo‘ - Static Analysis of Arrival Queue Lengths

inside VMs with the block layer 1/O tracing mechanism The 1I/O workload of the storage device consists of a
blktrace [19]. The tool allows us to record traces of disk mixture of read and write requests. Due to the mixed nature
requestissueand completionevents, as they are recorded of consolidated workloads, ideally the system must minéniz
from the VM operating system kernel. In order to monitor sjtyations where time-noncritical write requests may rinte
the 1/O request trace submitted from the VMM to the storag&ere with time-critical reads. We observe how the arrival
server, we use the network protocol analytshark [20]  queue length at the storage server is partitioned between
to intercept iISCSI network packets. The tool is installed ategd and write requests, to study how our reference systems
the storage server and only collects the headers of iISCSJpmits requests of different types. Figlife 2 (a) shows that
packets, which enables us to extract operational codes angd majority of arriving read requests only find reads ahead
control information without handling iISCSI payloads. of them. This suggests that the VMM assigns a form of
C. Workload Generation priority shares for read requests, e.g. similar to original
01‘UNIX systems (System 7) that used a disk request scheduler
egiving read requests non-preemptive priority. Mostly the
utilization of the storage server is low, since only a small
raction of the 32 available connections from the VMM
the storage server are being used. However, there is a

We conduct our study using emulated disk workloads
mail, web, and file server type applications. Workloads ar
generated with FileBench [21], a framework for measuring
and comparing file system performance. We maintain th

default workload specification and use the recommendesi nificant number of instances where the maximum amount
parameters for small configurations (50000 files in theahiti gnitic . . S ) .
of available connections are in use indicating high utilaa

file set). The presented measurements are gathered durin ari ds. Interestinaly. we al ianificant number of
series of benchmarking experiments, each consisting of 1 ero ?/;/h re fhs grr)|/v Ie aiso Seﬁt ﬁnsg 16C\?vrit umber-o
runs of 300s length. We report results as the means over arfSes Where he arrival queue containe es.

15 iterations or based on a representative run. Experiments Figure[2 (b) shows more variability in the arrival queue
are conducted with a single VM running in isolation and lengths for write requests. On most occasions arrivingewrit
with two VMs on the same server in consolidation. Speciﬁ_requests find a small number of reads, as well as other write

cally, we consolidate one web and one mail server, denoteffdUests ranging ifi; 16]. These observations suggest that a
Web+Mail, one file and one mail server, denoted File+Mail, "@ximum of 16 write requests are batched from the VMM

and one file and one web server. denoted File+Web to the storage device. However, there also are noticeable
frequencies where arriving write requests see large queues
IV. ' WORKLOAD CONSOLIDATION STUDY of read requests. These cases could indicate situationgwhe

We use the consolidation scenario Web+Mail as an exambatches of write and read requests are submitted within a
ple to illustrate how the reference system submits consolishort time interval.



Frequency Arriving READs
Frequency Arriving WRITEs

Arrival Queue WRITEs Arrival Queue READS - arrival Queue WRITES Arrival Queue READs

(a) Arrival Queue as Seen by Arriving Reads (b) Arrival Queue as Seen by Arriving Writes

Figure 2. Arrival Queue Lengths From a Two VM ConsolidatioxpEriment.

Table 11l
ACCURACY OFRESPONSETIME PREDICTIONS FORCONSOLIDATED WORKLOADS.

Measurement (ms) Prediction (ms)
Workload VM1 VM2 VM1 VM2
R w R w R A w A R A W A
File+Mail 350 6.90| 455 7.90( 363 0.04 691 0.003 376 0.17 122 0.55
FiletWeb | 40.3 9.45| 296 7.19|| 33.6 0.17 10.9 0.16| 321 0.08 111 0.54
Web+Mail | 33.0 7.97| 28.0 7.03|| 282 0.15 129 0.62| 309 0.11 848 0.21

B. Time-varying Arrival Queue Lengths A similar notationT}, T}/, and X;"; is used for write

To better understand the dynamic behavior of arrivalrequeStS' We also introduce the following derived quantiti
queues, we randomly chose a 1s interval and illustrate how * 7; = T + T} mean throughput of VM in isolation
the queue at the storage server changes over time. Figures 3* Ti; = T}% + T};: mean throughput of VM in
(a) and (b) show the time-varying arrival queue for read and  consolidation with VM
write requests, respectively. We find further confirmatiostt ~ » «;° = T/T;: relative throughput fraction of read
arrival patterns of both request types are extremely bursty ~ requests for VM in isolation
While sizes of read request bursts roughly vary in ranges ¢ ai; = T;%/T; ;: relative throughput fraction of VM's
of [5;32], write requests appear to be scheduled in batch ~ read requests in consolidation with VM
sizes<= 16. Furthermore, the system seems to batch read * 815 = (T +T/%)/(Ti; + Tj.): mix of read requests,
and write requests independently. Even though we see some  Originating from any VM, in the consolidation of VMs
occasions where a burst of read requests finds a few scattered ¢ and j

write requests and vice versa, largely it either submitsratbu Similar quantitiesaV, aiV_Vj, and [5’% are defined for write

of reads, or a burst of writes. requests. In addition, for response times we define indexes
Cl, Cf, Gy, Ci ; with similar meaning of the correspond-
V. MODELING APPROACH ing indexes for throughputs. We now propose three classes of

In this section, we discuss modeling the consolidationIInear estimators for request throughputs, mix, and respon

of virtual machines in ESX server. We assume detailec}Imes in consolidation.

information about each VM to be available from the isolation A

experiments, and we focus on the prediction of the expected o o .

/O performance of the VMs in consolidation. We describe Let us first introduce the following linear predictor for the
. . . i i i R w

here the consolidation of two VMs, the extension to the cas&onsolidation mixesy;’; anda; ;.

Approximation of Consolidation Mixes

with 3 or more VMs seems viable and will be addressed in T T
future work. Bl ~aff (T lT)+ f(T JT) 1)
Our performance prediction methodology considers the il i1
following performance metrics: ZVi; ~alV ( T; > + a}/V ( T; > )
« TE: mean throughput of VMi's read requests in 7 L+T L+ T
isolation Justification.Let T" the length of the period the system was
. Tfj: mean throughput of VMi's read requests in observed and denote withf* (resp.n!V) the number of read
consolidation with VM (resp. write) requests completed by the systeri’inThen

« X[%: throughput of read requests, originating from anyby definition X/* = nft/T, X}V = n}V /T, and thusa* =
VM, in the consolidation of VMsi and j nft/(nE +nl"), ¥V = n}V/(nf* + n}V). Using a similar

7
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Figure 3. Time-Varying Analysis of Arrival Queue Lengths fra Two VM Consolidation Experiment.

notation for consolidation we geI{} = (nfjJrnfi)/(n,;,j +  throughputs of read and write requests in consolidation

nj,i), Oziv}/ = (n}/}; + nﬂ)/(nlﬂ + nj7i). Then - - T, . T,
S e RO s 3)
ﬂfj —\ R 71/; Téj W R . W w w 1; w 1;
n;y +ng +ng+ng n;; +ng; X =T T+, + T T+, (4)
R w R
+ | =5 n% + n% T an T C. Approximation of Consolidation Response Times
Mg+ Mg TG T 155 )\ G T M : : : :
Finally, we outline our ongoing efforts towards modeling
where we can identify the termsZRj =nf (”fi + n;ﬁg response times of read and write requests in consolidation.
and aﬁ. = nfy (nf”i + n;";) Consider now the app?oxi- Our approach involves using the response times and arrival

mation o* ~ af., which assumes the incoming workload dueue-lengths collected with tHeiktrace and tshark tools
from VM i to be the same in isolation and consolidation.t0 €stimate the expected response times in consolidation.
This approximation is accurate if the arrival process of ¥M Let Si* and S} be the estimated service times of read

situation that we have seen verified with good accuracy vergerved as an approximation of the scheduling policy at the

often. Using this approximation we get disk, we use the following mean-value analysis (MVA)|[22]
estimatesS” ~ C2/(1+ Al*), wherel + AR is the queue-
R — ( N j ) of 4 ( nj; ) o length seen upon arrival by a read request at ESX including
b N+ nj; nij+nji) the arriving job itself. Equivalently, the arrival quewsbth
Ti R T R can be considered at the storage if ESX data is not directly
= <T+T> o+ (T+T) a; available, since we found that the difference between tloe tw
2,7 52 (2¥] J5?

_ . measurements is typically negligible. Then we estimate the
where the last passage follows by first scaling numeratogxpected response times for a read request in consolidation
and denominators b¥". The final formula is obtained by zg

approximating the throughput ratios in consolidation bg th (mam_wme_c(mn

ratios of 7; and T in isolation. This corresponds to the Cﬁj ~ CZR+SfAf+ )SJ.WAJW (5)

assumption that a common overhead faetgr exist for the mazr_conn
two VMs such that where maz_conn is the maximum number of available
T conTs T iSCSI cqnnections to the storage mm_write_conn is .
(Tm_ n Tjﬂ»> (CohTz- i coth> = (E T Tj> the maximum number a_IIocated to write requests. Following
our empirical observations, we have set for ESX server
The justification forﬁ}f‘g follows in a similar way. max_conn = 32 andmax_write_conn = 16. This approx-
) ] S imation relies on the idea that a read request coming from
B. Approximation of Consolidation Throughputs VM i finds ahead a number of read and writes requests

Using a similar justification as the one for read/write from VM j similar to the isolation experiment for VM
mixes, we define the following linear estimators for theltota j. The choice of usingAf and A}’V is a pessimistic one,



since we assume that requests coming from ¥May find  combinations of the same metrics obtained with isolated
batches of reads of mean sizlgf-2 or batches of writes of virtual machine experiments before consolidating.

mean sizeAf ahead. Choosing other queue-length metrics, In future work, we intend to further refine our models try-
such as the time-averaged gueue-length, result in overlying to define a better model for the interaction between reads
optimistic predictions that ignore the batching. Finatlye  and writes in consolidation, as outlined in Secfion v-D, and
scaling factor(max_write_conn/max_conn) accounts for  to assess the effectiveness of our approach on consolidatio
the fact that writes can compete with reads only for a fractio of three or more VMs.

of the available connections. Similarly, for write requese
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