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Abstract Recent years have seen the massive migra-
tion of enterprise applications to the cloud. One of the
challenges posed by cloud applications is Quality-of-
Service (QoS) management, which is the problem of al-
locating resources to the application to guarantee a ser-
vice level along dimensions such as performance, avail-
ability and reliability. This paper aims at supporting
research in this area by providing a survey of the state
of the art of QoS modeling approaches suitable for cloud
systems. We also review and classify their early applica-
tion to some decision-making problems arising in cloud
QoS management.
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1 Introduction

Cloud computing has grown in popularity in recent
years thanks to technical and economical benefits of
the on-demand capacity management model [14]. Many
cloud operators are now active on the market, provid-
ing a rich offering, including Infrastructure-as-a-Service
(IaaS), Platform-as-a-Service (PaaS), and Software-as-
a-Service (SaaS) solutions [140]. The cloud technology
stack has also become mainstream in enterprise data
centers, where private and hybrid cloud architectures
are increasingly adopted [2].
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Even though the cloud has greatly simplified the ca-
pacity provisioning process, it poses several novel chal-
lenges in the area of Quality-of-Service (QoS) manage-
ment. QoS denotes the levels of performance, reliabil-
ity, and availability offered by an application and by
the platform or infrastructure that hosts it'. QoS is
fundamental for cloud users, who expect providers to
deliver the advertised quality characteristics, and for
cloud providers, who need to find the right tradeoffs be-
tween QoS levels and operational costs. However, find-
ing optimal tradeoff is a difficult decision problem, often
exacerbated by the presence of service level agreements
(SLAs) specifying QoS targets and economical penalties
associated to SLA violations [12].

While QoS properties have received constant atten-
tion well before the advent of cloud computing, per-
formance heterogeneity and resource isolation mech-
anisms of cloud platforms have significantly compli-
cated QoS analysis, prediction, and assurance. This is
prompting several researchers to investigate automated
QoS management methods that can leverage the high
programmability of hardware and software resources in
the cloud [100]. This paper aims at supporting these
efforts by providing a survey of the state of the art of
QoS modeling approaches applicable to cloud comput-
ing and by describing their initial application to cloud
resource management.

Scope. Cloud computing is an operation model that in-
tegrates many technological advancements of the last
decade such as virtualization, web services, and SLA
management for enterprise applications. Characteriz-
ing cloud systems thus requires using diverse model-
ing techniques to cope with such technological hetero-
geneity. Yet, the QoS modeling literature is extensive,
making it difficult to have a comprehensive view of the



Quality-of-Service in Cloud Computing: Modeling Techniques and Their Applications 3

available techniques and their current applications to
cloud computing problems.

Methodology. The aim of this survey is to provide an
overview of early research works in the cloud QoS mod-
eling space, categorizing contributions according to rel-
evant areas and methods used. Our methodology at-
tempts to maximize coverage of works, as opposed to
reviewing specific technical challenges or introducing
readers to modeling techniques. In particular, we fo-
cus on recent modeling works published from 2006 on-
wards focusing on QoS in cloud systems. We also dis-
cuss some techniques originally developed for modeling
and dynamic management in enterprise data centers
that have been successively applied in the cloud con-
text. Furthermore, the survey considers QoS modeling
techniques for interactive cloud services, such as multi-
tier applications. Works focusing on batch applications,
such as those based on the MapReduce paradigm, are
therefore not surveyed.

Survey Organization. This survey covers research efforts
in workload modeling, system modeling, and their appli-
cations to QoS management in the cloud.

— Workload modeling involves the assessment or pre-
diction of the arrival rates of requests and of the de-
mand for resources (e.g., CPU requirements) placed
by applications on an infrastructure or platform,
and the QoS observed in response to such work-
loads. We review in Section [2] cloud measurement
studies that help characterize those properties for
specific cloud systems, followed by a review of work-
load characterizations and inference techniques that
can be applied to QoS analysis.

— System modeling aims at evaluating the performance
of a cloud system, either at design time or at run-
time. Models are used to predict the value of spe-
cific QoS metrics such as response time, reliability or
availability. We survey in Section [3] formalisms and
tools employed for these analyses and their current
applications to assess the performance of cloud sys-
tems.

— Applications of QoS models often appear in rela-
tion to decision-making problems in system manage-
ment. Techniques to determine optimized decisions
range from simple heuristics to nonlinear program-
ming and meta-heuristics. We survey in Section [4]
works on decision making for capacity allocation,
load balancing, and admission control including re-
search works that provide solutions for the man-
agement of a cloud infrastructure (i.e., from the
cloud provider perspective) and resource manage-
ment techniques for the infrastructure user (e.g., an
application provider aiming at minimizing opera-

tional expenditure, while providing QoS level guar-
antees to the end users).

Section [5] concludes the paper and summarizes the
key findings.

2 Cloud Workload Modeling

The definition of accurate workload models is essential
to ensure good predictive capabaility for QoS models.
Here, we survey workload characterization studies and
related modeling techniques.

2.1 Workload Characterization

Deployment environment. Several studies have attempted
to characterize the QoS showed by cloud deployment
environments through benchmarking. Statistical char-
acterizations of empirical data are useful in QoS mod-
eling to quantify risks without the need to conduct an
ad-hoc measurement study. They are vital to estimate
realistic values for QoS model parameters, e.g., network
bandwidth variance, virtual machine (VM) startup times,
start failure probabilities. Observations of performance
variability have been reported for different types of VM
instances [44105/[106]. Hardware heterogeneity and VM
interference are the primary cause for such variability,
which is also visible within VMs of the same instance
class. Other works characterize the variability in VM
startup times [88|[I06], which is correlated in particu-
lar with operating system image size [88]. Some stud-
ies on Amazon EC2 have found high-performance con-
tention in CPU-bound jobs [I36] and network perfor-
mance overheads [I123]. A few characterization studies
specific to public and private PaaS hosting solutions
also appeared in the literature [56L80], together with
comparisons of cloud database and storage services [40,
75,1221[8T]. Also, a comparison of different providers on
a broad set of metrics is presented in [79].

Cloud application workloads. While the above works fo-
cus on describing the properties of the cloud deploy-
ment environment, users are often faced with the addi-
tional problem of describing the characteristics of the
workloads processed by a cloud application.

Blackbox forecasting and trend analysis techniques
are commonly used to predict web traffic intensity at
different timescales. Time series forecasting has been
extensively used for web servers for almost two decades.
Autoregressive models in particular are quite common
in applications and they are already exploited in cloud
application modeling, e.g., for auto-scaling [105]. Other
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common techniques include wavelet-based methods, re-
gression analysis, filtering, Fourier analysis, and kernel-
based methods [48].

Recent works in workload modeling that are rele-
vant to cloud computing include [691[391[49]. [69] uses
Hidden Markov Models to capture and predict tempo-
ral correlations between workloads of different compute
clusters in the cloud. In this paper, the authors pro-
pose a method to characterize and predict workloads
in cloud environments in order to efficiently provision
cloud resources. The authors develop a co-clustering al-
gorithm to find servers that have a similar workload
pattern. The pattern is found by studying the perfor-
mance correlations for applications on different servers.
They use hidden Markov models to identify temporal
correlations between different clusters and use this in-
formation to predict future workload variations. [39] de-
fines a Bayesian algorithm for long-term workload pre-
diction and pattern analysis, validating results on data
from a Google data center. The authors define nine key
features of the workload and use a Bayesian classifier
to estimate the posterior probability of each feature.
The experiments are based on a large dataset collected
from a Google data center with thousands of machines.
[49] applies pattern recognition techniques to data cen-
ter and cloud workload data. The authors propose a
workload demand prediction algorithm based on trend
analysis and pattern recognition. This approach aims
at finding a way to efficiently use the resource pool to
allocate servers to different workloads. The pattern and
trend are first analyzed and then synthetic workloads
are created to reflect future behaviors of the workload.
[144] uses a Kalman filter to model the interference
caused when deploying applications on virtualized re-
sources. The model accounts for time variations in VM
resource usage, and it is used as the basis of a VM
consolidation algorithm. The consolidation algorithm
is tested and shown to be highly competitive. As the
problem of workload modeling is far from trivial, [57]
proposes a best practice guide to build empirical mod-
els. Important issues are treated, such as the selection
of the most relevant data, the modeling technique, and
variable-selection procedure. The authors also provide
a comparative study that highlights the benefits of dif-
ferent forecasting approaches.

2.2 Workload Inference

The ability to quantify resource demands is a pre-requisite

to parameterize most QoS models for enterprise appli-
cations. Inference is often justified by the overheads of
deep monitoring and by the difficulty of tracking execu-
tion paths of individual requests [9]. Several works have

investigated over the last two decades the problem of
estimating, using indirect measurements, the resource
demand placed by an application on physical resources,
for example CPU requirements. From the perspective of
cloud providers and users, inference techniques provide
a means to estimate the workload profile of individual
VMs running on their infrastructures, taking into ac-
count hidden variables due to lack of information.

Regression Techniques. A common workload inference
approach involves estimating only the mean demand
placed by a given type of requests on the resource [91],
T03L[104]. In [91] a standard model calibration technique
is introduced. The technique is based on comparing the
performance metrics (e.g., response time, throughput
and resource utilization) predicted by a performance
model against measurements collected in a controlled
experimental environment. Given the lack of control
over the system workload and configuration during op-
eration, techniques of this type may not be applicable to
production systems for online model calibration. These
methods exploit queueing theory formulas to relate the
mean values of a set of performance metrics (e.g., re-
sponse times, throughputs, or resource utilizations) to
a mean demand to be estimated, e.g., CPU demand.
Regression techniques can exploit these formulas to ob-
tain demand estimates from system measurements [82)
115,116, 1411,83).

[141] presents a queueing network model where each
queue represents a tier of a web application, which is
parameterized by means of a regression-based approx-
imation of the CPU demand of customer transactions.
It is shown that such an approximation is effective for
modeling different types of workloads whose transac-
tion mix changes over time.

[83] proposes instead service demand estimation from
utilization and end-to-end response times: the problem
is formulated as quadratic optimization programs based
on queueing formulas; results are in good agreement
with experimental data. Variants of these regression
methods have been developed to cope with problems
such as outliers [28], data multi-collinearity [65], online
estimation [60], data aging [96], handling of multiple
system configurations [35], and automatic definition of
request types [34L[109].

[65] proposes the Demand Estimation with Confi-
dence (DEC) approach to overcome the problem of mul-
ticollinearity in regression methods. DEC can be itera-
tively applied to improve the estimation accuracy.

[35] proposes an algorithm to estimate the service
demands for different system configurations. A time
based linear clustering algorithm is used to identify
different linear clusters for each service demands. This
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approach proves to be robust to noisy data. Extensive
validation on generated dataset and real data show the
effectiveness of the algorithm.

[34] proposes a method based on clustering to es-
timate the service time. The authors employ density
based clustering to obtain clusters of service times and
CPU utilizations, and then use a cluster-wise regression
algorithm to estimate the service time. A refinement
process is conducted between clustering and regression
to get accurate clustering results by removing outliers
and merging the clusters that fit the same model. This
approach proves to be computationally efficient and ro-
bust to outliers.

In [66] an on-line resource demand estimation ap-
proach is presented. An evaluation of regression tech-
niques Least Squares (LSQ), Least Absolute Deviations
(LAD) and Support Vector Regression (SVR) is pre-
sented. Experiments with different workloads show the
importance of tuning the parameters, thus the authors
proposes an online method to tune the regression pa-
rameters.

[28] presents an optimization-based inference tech-
nique that is formulated as a robust linear regression
problem that can be used with both closed and open
queueing network performance models. It uses aggre-
gate measurements (i.e., system throughput and uti-
lization of the servers), commonly retrieved from log
files, in order to estimate service times.

[96] considers the problem of dynamically estimat-
ing CPU demands of diverse types of requests using
CPU utilization and throughput measurements. The
problem is formulated as a multivariate linear regres-
sion problem and accounts for multiple effects such as
data aging. Also, several works have shown how combin-
ing the queueing theoretic formulas used by regression
methods with the Kalman filter can enable continuous
demand tracking [I32/[143].

Regression techniques have also been used to cor-
relate the CPU demand placed by a request on mul-
tiple servers. For example, linear regression of average
utilization measurements against throughput can cor-
rectly account for the visit count of requests to each
resource [14T].

Stepwise linear regression [38] can also be used to
identify request flows between application tiers. The
knowledge of request flow intensities provides through-
puts that can be used in regression techniques.

3 System Models

Workload modeling techniques presented in Section
are agnostic of the logic that governs a cloud system.

Explicit modeling of this logic, or part of it, for QoS
prediction can help improving the effectiveness of QoS
management.

Several classes of models can be used to model QoS
in cloud systems. Here we briefly review queueing mod-
els, Petri nets, and other specialized formalisms for re-
liability evaluation. However, several other classes ex-
ist such as stochastic process algebras, stochastic activ-
ity networks, stochastic reward nets [84], and models
evaluated via probabilistic model checking [24]. A com-
parison of the pros and cons of some popular stochas-
tic formalisms can be found in [31I], where the authors
highlight the issue that a given method can perform
better on some system model but not on others, mak-
ing it difficult to make absolute recommendations on
the best model to use.

3.1 Performance Models

Among the performance models, we survey queueing
systems, queueing networks, and layered queueing net-
works (LQN). While queueing systems are widely used
to model single resources subject to contention, queue-
ing networks are able to capture the interaction among
a number of resources and/or applications components.
LQNs are used to better model key interaction between
application mechanisms, such as finite connection pools,
admission control mechanisms, or synchronous request
calls. Modeling these feature usually require an in-depth
knowledge of the application behavior. On the other
hand, while closed-form solutions exist for some classes
of queueing systems and queueing networks, the solu-
tion of other models, including LQNs, rely on numerical
methods.

Queueing Systems. Queueing theory is commonly used
in system modeling to describe hardware or software re-
source contention. Several analytical formulas exist, for
example to characterize request mean waiting times, or
waiting buffer occupancy probabilities in single queue-
ing systems. In cloud computing, analytical queueing
formulas are often integrated in optimization programs,
where they are repeatedly evaluated across what-if sce-
narios. Common analytical formulas involve queues with
exponential service and arrival times, with a single server
(M/M/1) or with k servers (M /M/k), and queues with
generally-distributed service times (M/G/1). Schedul-
ing is often assumed to be first-come first-served (FCFS)
or processor sharing (PS). In particular, the M/G/1
PS queue is a common abstraction used to model a
CPU and it has been adopted in many cloud stud-
ies [I1] [I35], thanks to its simplicity and the suitabil-
ity to apply the model to multi-class workloads. For
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instance, an SLA-aware capacity allocation mechanism
for cloud applications is derived in [I1] using an M/G/1
PS queue as the QoS model. In [135] the authors pro-
pose a resource provisioning approach of N-tier cloud
web applications by modeling CPU as an M/G/1 PS
queue. The M/M/1 open queue with FCFS schedul-
ing has been used [75IL142] to pose constraints on
the mean response time of a cloud application. Het-
erogeneity in customer SLAs is handled in [42] with an
M/M/k/k priority queue, which is a queue with ex-
ponentially distributed inter-arrival times and service
times, k servers and no buffer. The authors use this
model to investigate rejection probabilities and help di-
mensioning of cloud data centers. Other works that rely
on queueing models to describe cloud resources include
[T6.[T7]. The works in [{6L[77] illustrate the formulation
of basic queueing systems in the context of discrete-time
control problems for cloud applications, where system
properties such as arrival rates can change in time at
discrete instants. These works show an example where a
non-stationary cloud system is modeled through queue-
ing theory.

Queueing Networks. A queueing network can be de-
scribed as a collection of queues interacting through
request arrivals and departures. Each queue represents
either a physical resource (e.g., CPU, network band-
width, etc) or a software buffer (e.g., admission con-
trol, or connection pools). Cloud applications are of-
ten tiered and queueing networks can capture the in-
teractions between tiers. An example of cloud manage-
ment solutions exploiting queueing network models is
[1], where the cloud service center is modeled as an open
queueing network of multiclass single-server queues. PS
scheduling is assumed at the resources to model CPU
sharing. Each layer of queues represents the collection
of applications supporting the execution of requests at
each tier of the cloud service center. This model is used
to provide performance guarantees when defining re-
source allocation policies in a cloud platform. Also, [50]
uses a queueing network to represent a multi-tier appli-
cation deployed in a cloud platform, and to derive an
SLA-aware resource allocation policy. Each node in the
network has exponential processing times and a gener-
alized PS policy to approximate the operating system
scheduling.

Layered Queueing Networks. Layered queueing networks
(LQNSs) are an extension of queueing networks to de-
scribe layered software architectures. An LQN model of
an application can be built automatically from software
engineering models expressed using formalisms such as
UML or Palladio Component Models (PCM) [16]. Com-

pared to ordinary queueing networks, LQNs provide the
ability to describe dependencies arising in a complex
workflow of requests and the layering among hardware
and software resources that process them. Several eval-
uation techniques exist for LQNs [47,093/[1191[99].

LQNs have been applied to cloud systems in [43],
where the authors explored the impact of the network
latency on the system response time for different sys-
tem deployments. LQNs are here useful to handle the
complexity of geo-distributed applications that include
both transactional and streaming workloads.

[64] uses an LQN model to predict the performance
of the RuBis benchmark application, which is then used
as the basis of an optimization algorithm that aims at
determining the best replication levels and placement of
the application components. While this work is not spe-
cific to the cloud, it illustrates the application of LQNs
to multi-tier applications that are commonly deployed
in such environments.

[I5] investigates a prediction-based cloud resource
allocation and management algorithm. LQNs are used
to predict the performance of an enterprise application
deployed on the cloud with strict SLA requirements
based on historical data. The authors also provide a
discussion about the pros and cons of LQNs identifying
a number of key limitations for their practical use in
cloud systems. These include, among others, difficulties
in modeling caching, lack of methods to compute per-
centiles of response times, tradeoff between accuracy
and speed. Since then, evaluation techniques for LQNs
that allow the computation of response time percentiles
have been presented [99].

Hybrid models. Queueing models are also used together
with machine learning techniques to achieve the bene-
fits of both approaches. Queueing models use the knowl-
edge of the system topology and infrastructure to pro-
vide accurate performance predictions. However, a vio-
lation of the model assumptions, such as an unforeseen
change in the topology, can invalidate the model predic-
tions. Machine learning algorithms, instead, are more
robust with respect to dynamic changes of the system.
The drawback is that they adopt a black-box approach,
ignoring relevant knowledge of the system that could
provide valuable insights into its performance.

[38] studies the relations between workload and re-
source consumption for cloud web applications. Queue-
ing theory is used to model different components of
the system and data mining and machine learning ap-
proaches ensure dynamic adaptation of the model to
work under system fluctuations. The proposed approach
is shown to achieve high accuracy for predicting work-
load and resource usages.
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[T18] proposes a robust performance model archi-
tecture focusing on analyzing performance anomalies
and localizing the potential source of the discrepan-
cies. The performance models are based on queueing-
network models abstracted from the system and en-
hanced by machine learning algorithms to correlate sys-
tem workload attributes with performance attributes.

A queueing network approach is taken in [I10] to
provision resources for data-center applications. As the
workload mix is observed to fluctuate over time, the
queueing model is enhanced with a clustering algorithm
that determines the workload mix. The approach is

shown to reduce SLA violations due to under-provisioning

in applications subject to to non-stationary workloads.

3.2 Dependability Models

Petri nets, Reliability Block Diagrams (RBD), and Fault
Trees are probably the most widely known and used
formalisms for dependability analysis. Petri nets are a
flexible and expressive modeling approach, which allows
a general interactions between system components, in-
cluding synchronization of event firing times. They also
find large application also in performance analysis.
RBDs and Fault Trees aim at obtaining the over-
all system reliability from the reliability of the system
components. The interactions between the components
focus on how the faulty state of one or more components
results in the possible failure of another components.

Petri nets. It has long been recognized the suitabil-
ity of Petri nets for performance and dependability of
computer systems. Petri nets have been extended to
consider stochastic transitions, in stochastic Petri nets
(SPNs) and generalized SPNs (GSPNs). They have re-
cently enjoyed a resurgence of interest in service-oriented
systems to describe service orchestrations [19].

In the context of cloud computing, we have more ap-
plication examples of Petri nets nets for dependability
assessment, than for performance modeling. Applica-
tions to cloud QoS modeling include the use of SPNs
to evaluate the dependability of a cloud infrastructure
[25], considering both reliability and availability. SPNs
provide a convenient way in this setting to represent
energy flow and cooling in the infrastructure. [127] pro-
poses the use of GSPNs to evaluate the impact of vir-
tualization mechanisms, such as VM consolidation and
live migration, on cloud infrastructure dependability.
GSPNs are used to provide fine-grained detail on the
inner VM behaviors, such as separation of privileged
and non-privileged instructions and successive handling
by the VM or the VM monitor. Petri nets are here

used in combination with other methods, i.e., Relia-
bility Block Diagrams and Fault Trees, for analyzing
mean time to failure (MTTF) and mean time between
failures (MTBF).

Reliability Block Diagrams. Reliability block diagrams
(RBDs) are a popular tool for reliability analysis of
complex systems. The system is represented by a set of
inter-related blocks, connected by series, parallel, and
k-out-of-N relationships.

In [45], the authors propose a methodology to eval-
uate data center power infrastructures considering both
reliability and cost. RBDs are used to estimate and en-
force system reliability. [30] investigates the benefits of
a warm-standby replication mechanism in Eucalyptus
cloud computing environments. An RBD is used to eval-
uate the impact of a redundant cloud architecture on
its dependability. A case study shows how the redun-
dant system obtains dependability improvements. [89]
uses RBDs to design a rejuvenation mechanism based
on live migration, to prevent performance degradation,
for a cloud application that has high availability re-
quirements.

Fault Trees. Fault Trees are another formalism for re-
liability analysis. The system is represented as a tree
of inter-related components. If a component fails, it as-
sumes the logical value true, and the failure propagation
can be studied via the tree structure. In cloud comput-
ing, Fault Trees have been used to evaluate dependen-
cies of cloud services and their effect on application reli-
ability [40]. Fault Trees and Markov models are used to
evaluate the reliability and availability of fault tolerance
mechanisms. [61] uses Fault Trees and Markov models
to evaluate the reliability and availability of a cloud sys-
tem under different deployment contexts. Based on this
evaluation, the authors propose an approach to identify
the best mechanisms according to user’s requirements.
[71] presents a methodology to identify, mitigate, and
monitor risks in cloud resource provisioning. Fault Trees
are used to assess the probability of SLA violations.

3.3 Black-box Service Models

Service models have been used primarily in optimis-
ing web service composition [I3], but they are now be-
coming relevant also in the description of SaaS appli-
cations, TaaS resource orchestration, and cloud-based
business-process execution. The idea behind the meth-
ods reviewed in this section is to describe a service in
terms of its response time, assuming the lack of any fur-
ther information concerning its internal characteristics
(e.g., contention level from concurrent requests).
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Non-parametric blackbox service models include meth-

ods based on deterministic or average execution time
values [85[8/62L27[62]. Several works instead adopt a
description that includes standard deviations [13l[138]
113] or finite ranges of variability for the execution
times [33L[107]. Parametric service models instead as-
sume exponential or Markovian distributions [32,[102],
Pareto distributions to capture heavy-tailed execution
times [53], or general distributions with Laplace trans-
forms [90].

[59] presents a graph-theoretic model for QoS-aware
service composition in cloud platforms, explicitly han-
dling network virtualization. Here, the authors explore
the QoS-aware service provisioning in cloud platforms
by explicitly considering virtual network services. A
system model is demonstrated to suitably characterize
cloud service provisioning behavior and an exact algo-
rithm is proposed to optimize users’ experience under
QoS requirements. A comparison with state of the art
QoS routing algorithms shows that the proposed algo-
rithm is both cost-effective and lightweight.

[72] considers QoS-aware service composition by han-
dling network latencies. The authors present a network
model that allows estimating latencies between loca-
tions and propose a genetic algorithm to achieve network-
aware and QoS-aware service provisioning.

The work in [I37] considers cloud service provision-
ing from the point of view of an end user. An economic
model based on discrete Bayesian Networks is presented
to characterize end-users long-term behavior. Then the
QoS-aware service composition is solved by Influence
Diagrams followed by analytical and simulation exper-
iments.

3.4 Simulation Models

Several simulation packages exist for cloud system sim-
ulation. Many solutions are based on the CLOUDSIM
[23] toolkit that allows the user to set up a simula-
tion model that explicitly considers virtualized cloud
resources, potentially located in different data centers,
as in the case of hybrid deployments. CLOUDANALYST
[129] is an extension of CLOUDSIM that allows the mod-
eling of geographically-distributed workloads served by
applications deployed on a number of virtualized data
centers.

EMUSIM [22] builds on top of CLOUDSIM by adding
an emulation step leveraging the Automated Emula-
tion Framework (AEF) [21I]. Emulation is used to un-
derstand the application behavior, extracting profiling
information. This information is then used as input for
CLOUDSIM, which provides QoS estimates for a given
cloud deployment.

Some other tools have been developed to estimate
data center energy consumption. For example, GREEN-
Croup [73], which is an extension of the packet-level
simulator NS22, aims at evaluating the energy consump-
tion of the data center resources where the applica-
tion has been deployed, considering servers, links, and
switches.

Similarly, DCSIM [67] is a data center simulation
tool focused on dynamic resource management of ITaaS
infrastructures. Each host can run several VMs, and
has a power model to determine the overall data center
power consumption.

GROUDSIM [94] is a simulator for scientific appli-
cations deployed on large-scale clouds and grids. The
simulator is based on events rather than on processes,
making it a scalable solution for highly parallelized ap-
plications.

4 Applications

A prominent application of QoS models is optimal decision-

making for cloud system management. Problem areas
covered in this section include capacity allocation, load
balancing, and admission control. Several other rele-
vant decision problems exist in cloud computing, e.g.,
pricing [124], resource bidding [ITT], and provider-side
energy management [17].

We classify works in three areas using, for compara-
bility, a taxonomy similar to the one appearing in the
software engineering survey of Aleti et al. [5], which
also covers design-time optimization studies, but does
not focus on cloud computing. Our classification dimen-
sions follow from these questions:

Perspective: is the study focusing on the perspective of
the infrastructure user or or on the perspective of
the provider?

Dimensionality: is the study optimizing a single or mul-
tiple objective functions?

Solution: is the presented solution centralized or dis-
tributed?

Strategy: is the optimization problem tackled by an ex-
act or approximate technique?

Time-scale: is the time-scale for the performed adapta-
tions, which can be short (seconds), medium (min-
utes), or long (hours/days)?

Discipline: is the management approach based on con-
trol theory, machine learning or operations research
(i.e., optimization, game theory, bio-inspired algo-
rithms)?

Table [1] provides a taxonomy of the papers reviewed
in the next sections, organized according to the above
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criteria. Few remarks are needed to clarify the method-
ology used to classify the papers:

— In the Perspective dimension, a public PaaS or SaaS
service built on top of a public [aaS offering is clas-
sified as a user-side perspective.

— Under Dimensionality, we treat studies that weight
multiple criteria into a single objective as Multi-
Objective methods.

Finally, the following observations on the Discipline di-
mensions must also be made.

— Control theory has the advantage of guaranteeing
the stability of the system upon workload changes
by modeling the transient behavior and adjusting

system configurations within a transitory period [97].

— Machine learning techniques, instead, use learning
mechanisms to capture the behavior of the system
without any explicit performance or traffic model
and with little built-in system knowledge. Never-
theless, training sessions tend to extend over sev-
eral hours [68] and retraining is required for evolving
workloads.

— Operations research approaches are designed with
the aim of optimizing the degree of user satisfaction.
The goals, in fact, are expressed in terms of user-
level QoS metrics. Typically, this approach consists
of a performance model embedded within an opti-
mization program, which is solved either globally,
locally, or heuristically.

4.1 Capacity Allocation
Infrastructure- Provider Capacity Allocation

The capacity allocation problem arising at the provider
side involves deciding the optimal placement of running
applications on a suitable number of VMs, which in turn
has to be executed on appropriate physical servers. The
rationale is to assign resource shares trying to mini-
mize management costs (formed mainly by costs asso-
ciated with energy consumption), while guaranteeing
the fulfilment of SLAs stipulated with the customers.
Bin packing is a common modeling abstraction [142],
but its NP-hardness calls for heuristic solutions. In [54]
the capacity allocation problem is solved by means of
a dynamic algorithm, since static allocation policies
and pricing usually lead to ineflicient resource shar-
ing, poor utilization, waste of resources and revenue
loss when demands and workloads are time varying.
The paper presents a Minimum Cost Maximum Flow
(MCMF) algorithm and compares it against a mod-
ified Bin-Packing formulation; the MCMF algorithm

exhibits very good performance and scalability prop-
erties. An autoregressive process is used to predict the
fluctuating incoming demand.

In [I33], autoscaling is modeled as a modified Class
Constrained Bin Packing problem. An auto-scaling al-
gorithm is provided that automatically classifies incom-
ing requests. Moreover, it improves the placement of ap-
plication instances by putting idle machines into standby
mode and reducing the number of running instances in
condition of light load.

[I17] proposes a fast heuristic solution for VM place-
ment over a very large number of servers in a laaS data
center to equally balance the CPU load among physi-
cal machines, taking into account also memory require-
ments of running applications.

In [30] is proposed a framework for VM deploy-
ment and reconfiguration optimization, with the aim
at increasing profits of IaaS providers. The authors re-
duce costs considering the balance of multi-dimensional
resources utilization and building up an optimization
method for resource allocation; as far as reconfigura-
tion is concerned, they propose a strategy for VM ad-
justment based on time-division multiplex and on VM
live migration.

In [I] a VM placement problem for a Paas is solved
at multiple time-scales through a hierarchical optimiza-
tion framework. Authors in [92] provide a solution for
traffic-aware VM placement minimizing also network
latencies among deployed applications. The work presents
a two-tier approximate algorithm able to successfully
solve very large problem instances. Moreover, a formu-
lation for the considered problem is presented and its
hardness is proven.

A capacity allocation problem is also studied in [12§],
in which a game-theoretic method is used to find ap-
proximated solutions for a resource allocation problem
in the presence of tasks with multiple dependent sub-
tasks. The initial solution is spawned by a binary in-
teger programming method; then, evolutionary algo-
rithms are designed to achieve a final optimized solu-
tion, which minimizes efficiency losses of participants.

[50] provides a solution method for a multi-dimen-
sional capacity allocation problem in a laaS system,
while guaranteeing SLA requirements to customers run-
ning multi-tiers applications. An improved solution is
obtained starting from an initial configuration based
on an upper bound; then, a force-directed search is
adopted to increase the total profit. Moreover, a closed-
form formula for calculating the average response time
of a request and a unified framework to manage differ-
ent levels of SLAs are provided.

[139] considers an online mechanism for computing
resource allocation to VMs subject to limited informa-
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Table 1: Decision-Making in the Cloud - a Taxonomy

Application
Category Value Capacity Allocation AdmiIs)Z'on Control Load Balancing
Perspective Infrastructure user L1} [18] [20] [26] [29] 163] | 78] [121] [130] L0} [L1] [18] [26] [125]
%ﬂ%ﬁgfﬂ [108] [6] [114] [3] [101]
[ [41 [7] [30] 410 [42] [50] | [7] [74] [70] [37] [134] | [5I] [112] [92] [120]
Infrastructure provider % %%ﬂﬂﬁ%ﬂ% 4 [42]
% 133 [139] [142]
[ 200 921 [7 [E8] | (7 21 (70 [130] [78] | [10] (B8] 8] [921 [120]
Dimensionality Single-Objective % %mmmmmﬁ% 137 [134] [I1] [101] [112] [51]
[6] [114] [120] [121] [126]
[128] [139] [142] [144] [60)
M Objctve | 0 B2 S LT ] FT T I 25
4] 7] [29] [30] [41] [50] | M [7] [58] [42] [74] | [10] [3] [51] [92] [125]
Solution Centralized [02] [54] [53) [70] [74) [86] | [I21] [70] [I30] [78] | [112] [120]
I87] [98] [105] [117] [108] | [37] [134]
[6] [114] [120] [121] [126]
[133] [139] [42] [128] [144]
[60] [142] [131]
Decentralized % 18] [20] [63] [26] I [11] [18] [26] [101]
Stategy | FR k2 T2 P O | O O A |
[T 18] [92] M 207 T70] | T 707 [30] 28] (3 | A0 0T [8] [92] [T |
Approximate 63 29 [12) [60] [30] | [134] 26 [101] [125] (12
[41] [50] [86] [87] [98] [105] [120]
[39] [117] [126] [120]
% [54] [2€] [1] [77] [128]
T 1 Short %mmmmm 58] [7] 142] [37) [134] | [10] [3] [11] [18] [112]
M 7 [ [92] [42] [74] | M [74] |42 [70] [130] | I [92] [26] [101]
Medium [63] [29] [30] (41 [50] [60] [120] [125]
186] [87] [98] [105] [139]
[20] [117] [120] [133] [54]
[26] [1] [77) [70] [128] [142]
144] [6] [131
Long o 1217 [78] 1]
Control Theory 77 [41] [86] [98] [6]
Discipline Machine Learning 4
[42] [B5] T70] 58] 142 [130] Bl [92] [1I] [26]
Operations Research | [74] [121] 29 [92] | 37 [21] [74] [70] | [101) [125] [51]
[30] [50] [60] [86] [87] [105] | [112]
[20] [128] [139] [117] [126]
[133] [54] [26] [1] [114]
[108] [131] [142]

tion. The algorithm evaluates allocation and revenues
as the users place requests to the system. Furthermore,
the authors prove that their approach is incentive com-
patible; they also report extensive simulation experi-
ments.

[126] considers capacity allocation subject to two
pricing models, a pay-as-you-go offering and periodic
auctions. An optimal capacity segmentation strategy is
formulated as a Markov decision process, which is then
used to maximize revenues. The authors propose also a

faster near-optimal algorithm, proven to asymptotically
approach the optimal solution, and show a significantly
lower complexity with respect to the optimal method.

[105] proposes a model-predictive resource alloca-
tion algorithm that auto-scales VMs, with the aim of
optimizing the utility of the application over a limited
prediction horizon. Empirical results demonstrate that
the proposed method satisfies application QoS require-
ments, while minimizing operational costs.
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[41] develops a resource manager that uses a com-
bination of horizontal and vertical scaling to optimize
both resource usage and the reconfiguration cost. Fi-
nally, the solution is tested using real production traces.

[144] builds a VM consolidation algorithm that makes
use of an inference model that considers the effect of co-
located VMs to predict QoS metrics. In this method,
the workload is modeled by means of a Kalman fil-
ter, while the resource usage profile is estimated with a
Hidden Markov Model. The proposed method is tested
against SPECWeb2005.

[60] also considers the VM consolidation problem
by modeling the VM resource demands as a set of cor-
related random variables. The result is a multi-capacity
stochastic bin packing problem, which is solved by means
of a simple, scalable yet effective heuristic.

[55] uses a multivariate probabilistic model to sched-
ule VMs among physical machines in order to improve
resource utilization. This approach also considers mi-
gration costs, and the multi-dimensional nature of the
VM resource requirements (e.g., CPU, memory, and
network).

Finally, in [120] a framework that automatically re-
configures the storage system in response to fluctu-
ations in the workload is presented. The framework
makes use of a performance model of the system ob-
tained through statistical machine learning. Such model
is embedded into an effective Model-Predictive Control
algorithm.

Infrastructure-User Capacity Allocation

From the user perspective, capacity allocation arises in
IaaS and PaaS scenarios where the user is in charge with
the control of the number of VMs or application con-
tainers running in the system. In this context the user is
generally a SaaS provider, which wants to maximize her
revenues providing a service that meets a certain QoS.
Then, the problem to be addressed is to determine the
minimum number of VMs or containers needed to ful-
fill the target QoS, pursuing the best trade-off between
cost and performance.

From the user side, capacity allocation is often im-
plemented through auto-scaling policies. [87] defines an
auto-scaling mechanism to guarantee the execution of
all jobs within given deadlines. The solution accounts
for workload burstinesses and delayed instance acqui-
sition. This approach is compared against other tech-
niques and it shows cost savings from 9.8% to 40.4%.
[86] compares several approaches for decision-making,
as part of an autonomic framework that allocates re-
sources to a software application.

[08] proposes a multi-model control-based frame-
work to deal with the highly nonlinear nature of soft-
ware systems. An extensible meta-model and a class li-
brary with an initial set of five models are developed. Fi-
nally, the presented approach is endorsed against fixed
and adaptive control schemes by means of a campaign
of experiments.

In [29] an optimal resource provisioning algorithm is
derived to deal with the uncertainty of resource advance-
reservation. The algorithm reduces resources under- and
over-provisioning by minimizing the total cost for a cus-
tomer during a certain time horizon. The solution meth-
ods are based on the Bender decomposition approach
to divide the problem into sub-problems, which can be
solved in parallel, and an approximation algorithm to
solve problems with a large set of scenarios.

On-demand and reserved resources are considered in
the model proposed in [26] to define a bio-inspired self-
adapting solution for cloud resource provisioning with
the aim of minimizing the number of required virtual
machines while meeting SLAs.

A decentralized probabilistic algorithm is also de-
scribed in [20], which focuses on federated clouds. The
proposed solution has the aim to take advantage of a
Cloud federation to avoid the dependence on a single
provider, while still minimizing the amount of used re-
sources to maintain a good QoS level for customers.
The solution provides an effective decentralized algo-
rithm for deploying massively scalable services and it
is suitable for all the situations in which a centralized
solution is not feasible.

[6] aims at dynamic resource provisioning exploiting
horizontal elasticity. Two adaptive hybrid controllers,
including both reactive and proactive actions, are em-
ployed to decide the number of VMs for a cloud service
to meet the SLAs. The future demand is predicted by
a queueing-network model.

A key-value store is presented in [I14] to meet low-
latency Service Level Objectives (SLOs). The proposed
middleware achieves high scalability by using replica-
tion, providing more predictable response times. An an-
alytical model, based on queueing theory, is presented
to describe the relation between the number of replicas
and the service level, e.g., the percentage of requests
processed according to SLOs.

A capacity allocation problem in presented in [I08]
that exploits both horizontal and vertical elasticity. An
integer linear problem is used to calculate an optimized
new configuration able to deal with the current work-
load. However, reconfiguration is executed if the asso-
ciated overhead cost calculated on a expected stability
duration is lower than a certain minimum benefit de-
fined by a human decision maker.
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In [131] two multi-objective customer-driven SLA-
based resource provisioning algorithms are proposed.
The objectives are the minimization of both resource
and penalty costs, as well as minimizing SLA violations.
The proposed algorithms consider customer profiles and
quality parameters to cope with dynamic workloads and
heterogeneous cloud resources.

Finally, a profile-based approach for scalability is
described in [63], the authors propose a solution based
on the definition of platform-independent profiles, which
enable the automation of setup and scaling of applica-
tion servers in order to achieve a just-in-time scalability
of the execution environment, as demonstrated with a
case study presented in the paper.

4.2 Load Balancing
Infrastructure-Provider Load Balancing

Request load-balancing is an increasingly supported fea-
ture of cloud offerings. A load balancer dispatches re-
quests from users to servers according to a load dis-
patching policy. Policies differ for the decision approach
and for the amount of information they use. Research
work has focused on policies that are either simple to
implement, and thus minimize overheads, or that offer
some optimality guarantees, typically proven by ana-
lytical models.

The research literature has investigated both cen-
tralized and decentralized load balancing mechanisms
for providers.

Among centralized approaches, [3] introduces an of-
fline optimization problem for geographical load bal-
ancing among data centers, explicitly considering SLAs
and dynamic electricity prices. This is complemented
with an online algorithm to handle the uncertainty in
electricity prices. The proposed algorithm is compared
against a greedy heuristic method and it shows signifi-
cant cost savings (around 20-30%).

A load balancer is presented in [51] to assign VMs
among geographically-distributed data centers consid-
ering predictions on workload, energy prices, and re-
newable energy generation capacities. Two complemen-
tary methods are proposed: an offline deterministic op-
timization method to be used at design time and an
online VM placement, migration and geographical load
balancing algorithm for runtime. The authors studied
the behavior of both online and offline algorithms by
means of a simulation campaign. The results demon-
strate that online version of the algorithm performs 8%
worse than the offline one because it deals with incom-
plete information. On the other hand, the analysis also
shows that turning on the geographical load balancing

has a strong impact on quality of the solutions (between
27% and 40%) of the online algorithm.

[I12] proposes an online load balancing policy that
considers the inherent VM heterogeneity found in cloud
resources. The load balancer uses the number of out-
standing requests and the inter-departure times in each
VM to dispatch requests to the VM with the short-
est expected response time. The authors demonstrate
that their solution is able to improve the variance and
percentiles of response times with respect to a built-in
policy of the Apache web server.

Decentralized methods are considered in [26], which
proposes a self-organizing approach to provide robust
and scalable solutions for service deployment, resource
provisioning, and load balancing in a cloud infrastruc-
ture. The algorithm developed has the additional bene-
fit to leverage Cloud elasticity to allocate and deallocate
resources to help services to respect contractual SLAs.

Another example is the cost minimization mecha-
nism for data-intensive service provisioning proposed
in [125]. Such mechanism uses biological evolution con-
cepts to manage data application services and to pro-
duce optimal composition and load balancing solutions.
A multi-objective genetic algorithm is described in de-
tail but a systematic experimental campaign is planned
as future work.

Infrastructure-User Load Balancing

In the studies considered in the previous section, the
load balancer is installed and managed transparently
by the cloud provider. In some cases, the user can de-
cide to install its own load balancer for a cloud applica-
tion. This may be helpful, for instance, to jointly tackle
capacity allocation and load balancing.

For example, [I1] considers a joint optimization prob-
lem on multiple IaaS service centers. A non-linear model
for the capacity allocation and load redirection of multi-
ple request classes is proposed and solved by decompo-
sition. A comparison against a set of heuristics from
the literature and an oracle with perfect knowledge
about the future load shows that the proposed algo-
rithm overcomes the heuristic approaches, without pe-
nalizing SLAs and it is able to produce results that
are close to the global optimum. [I0] provides a simple
heuristic for user-side load-balancing under connection
pooling that is validated against an IaaS cloud dataset.
The main result is that the presented approach is able
to provide tight guarantees on the optimality gap and
experimental results show that it is at the same time
accurate and fast.

Hybrid clouds are considered in [I2I]. The authors
formulate an optimization problem faced by a cloud
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procurement endpoint (a module responsible for pro-
visioning resources from public cloud providers), where
heavy workloads are tackled by relying on public clouds.
They present a linear integer program to minimize the
resource cost, and evaluate how the solution scales with
the different problem parameters.

In [T0I] a structured peer-to-peer network, based
on distributed hash tables, is proposed to support ser-
vice discovery, self-management, and load-balancing of
cloud applications. The effectiveness of the peer-to-peer
approach is demonstrated through a set of experiments
executed on Amazon EC2.

Finally, [I8] proposes an adaptive approach for com-
ponent replication of cloud applications, aiming at find-
ing a cost-effective placement and load balancing. This
is a distributed method based on an economic multi-
agent model that achieves high application availability
guaranteeing at the same time service availability under
failures.

4.3 Admission Control
Infrastructure- Provider Admission Control

Admission control is an overload protection mechanism
that rejects requests under peak workload conditions to
prevent QoS degradation. A lot of work has been done
in the last decade for optimal admission control in web
servers and multi-tier applications. The basic idea is to
predict the value of a specific QoS metric and if such
value grows above a certain threshold, the admission
controller rejects all new sessions favoring the service
of requests from already admitted sessions.

In cloud computing, several works on admission con-
trol have emerged in TaaS. [70] develops an analytical
model for resource provisioning, virtual machine de-
ployment, and pool management. This model predicts
service delay, task rejection probability, and steady-
state distribution of server pools.

The availability of resources and admission control
is also discussed in [74]. The work uses a probabilistic
approach to find an optimized allocation of services on
virtualized physical resources. The main requirement
of this system is the horizontal elasticity. In fact, the
probability of requesting more resources for a service is
at the basis of the formulated optimization model, that
constitutes a probabilistic admission control test.

[7] proposes a joint admission control and capacity
allocation algorithm for virtualized IaaS systems mini-
mizing the data center energy costs and the penalty in-
curred for request rejections and SLA violations. SLAs
are expressed in terms of the tail distribution of appli-
cation response times.

[4] optimizes the allocation and scheduling of VMs
in federated clouds using a genetic algorithm. The so-
lution is composed by two parts: First, servers selection
in a data-center is performed by using a search based
bio-inspired technique; then, data centers are selected
within the cloud federation by using a shortest path al-
gorithm, according to the available bandwidth of links
connecting the domains. The aim of the paper is to ex-
ploit resources in domains with low allocation costs and,
at the same time, achieve better network performance
among cloud nodes.

[42] allows service providers to reserve a certain amount

of resources exclusively for some customers, according
to SLAs. The proposed framework helps to stipulate
a realistic SLA with customers and supports dynamic
load shedding and capacity provisioning by considering
a queueing model with multiple priority classes. The
main performance metric being optimized is the rejec-
tion probability, which has to guarantee the value stip-
ulated in the SLA.

The work in [37] proposes an admission control pro-
tocol to prevent over-utilization of system resources,
classifying applications based on resource quality re-
quirements. It uses an open multi-class queueing net-
work to support a QoS-aware admission control on het-
erogeneous resources to increase system throughput.

In order to control overload in Database-as-a-Service
(DaaS) environments, [I34] proposes a profit-aware ad-
mission control policy. It first uses nonlinear regression
to predict the probability for a query to meet its re-
quirement, and then decides whether the query should
be admitted to the database system or not.

Infrastructure-User Admission Control

From the cloud-user perspective, the admission con-
trol mechanism is used as an extreme overload mech-
anism, helpful when additional resources are obtained
with some significant delay. For example, during a cloud
burst (i.e., when part of the application traffic is redi-
rected from a private to a public data center to cope
with a traffic intensity that surpasses the capacity of the
private infrastructure), if the public cloud resources are
not provided timely, one can decide to drop new incom-
ing request to preserve the QoS for users already in the
system (or at least part of them, e.g., gold customers),
avoiding application performance degradation.

Three different admission control and scheduling al-
gorithms are proposed in [130] to effectively exploiting
public cloud resources. The paper takes the perspec-
tive of a SaaS provider with the aim of maximizing the
profit by minimizing cost and improving customer sat-
isfaction levels.
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[78] introduces a client-side admission control method
to schedule requests among VMs, looking at minimiz-
ing the cost of application, SLA violations and IaaS
resources.

5 Discussion and Conclusion

In recent years, cloud computing has matured from an
early-stage solution to a mainstream operational model
for enterprise applications. However, the diversity of
technologies used in cloud systems makes it difficult to
analyze their QoS and, from the provider perspective,
to offer service-level guarantees. We have surveyed cur-
rent approaches in workload and system modeling and
early applications to cloud QoS management.

From this survey, a number of insights arise on the
current state of the art:

— The number of works that apply white-box system
modeling techniques is quite limited in QoS manage-
ment, albeit popular in the software performance
engineering community. This effectively creates a
divide between the knowledge that can be made
available for an application by its designers and the
techniques used to manage it. A research question
is whether the availability of more detailed infor-
mation about application internals can provide sig-
nificant advantages in QoS management. Indeed, a
trade-off exists between available information, QoS
model complexity, computational cost of decision-
making, and accuracy of predictions. This trade-off
requires further investigation by the research com-
munity.

— Gray-box models that emphasize resource consump-
tion modeling are currently prevalent in QoS man-
agement studies. However, description of performance
is often quite basic and associated with mean re-
source requirements of the applications. However,
the cloud measurement studies in Section ] have
identified performance variability as a major issue
in today’s offerings, calling for more comprehen-
sive models that can describe also the variability
in CPU requirements, in addition to mean require-
ments. Such extension has been explored in black-
box system models (e.g., QoS in web services), but
it is far less understood in white-box and gray-box
modeling.

— Quite surprisingly, we have found a limited amount
of work specific to workload analysis and inference
techniques in the cloud. Most of the techniques used
for traffic forecasting, resource consumption esti-
mation, and anomaly detection have received little
or no validation in a cloud environment. As such,

it remains to establish the robustness of current
techniques to noisy measurements typical of multi-
tenant cloud environments.

— Another observation arising from our survey is that
the literature is rich in works focusing on IaaS sys-
tems, often deployed on Amazon EC2, at present
the market leader in this segment.

— If we consider the resource management mechanisms
for applications QoS enforcement provided by public
clouds, they are quite simplistic if compared to cur-
rent research proposals. Indeed, such mechanisms
are mainly reactive and are triggered by thresholds
violations (related to response times, as in Google
App Engine, or CPU utilization or other low level
infrastructure metrics, as in Amazon EC2.) Vice
versa, integrating workload characterisation, system
models and resource management solutions, pro-active
systems, may help to prevent QoS degradation. The
development of research prototypes that are trans-
ferable in commercial solutions seems to remain an
open point.

— Finally, in cloud systems an important role is played
by resource pricing models. There is a growing in-
terest towards understanding better cloud spot mar-

kets, where bidding strategies are developed for procur-

ing computing resources. Approaches are currently
being proposed to automate dynamic pricing and
cloud resources selection. We expect that, in up-
coming years, these models will play a bigger role
than today in capacity allocation frameworks.

Summarizing, this survey shows that the literature has
already a significant number of works in cloud QoS
management, but their focus leaves open several re-
search opportunities in the areas discussed above.
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Endnote

IThroughout this paper, we mainly focus on QoS aspects
pertaining to performance, reliability and availability. Broader
descriptions of QoS are possible (e.g., to include security) but
they are not contemplated in the present survey.
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