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Shared Objects & Mutual Exclusion

&RQFHSWV���SURFHVV�LQWHUIHUHQFH�
��PXWXDO�H[FOXVLRQ�

0RGHOV� PRGHO�FKHFNLQJ�IRU�LQWHUIHUHQFH
PRGHOLQJ�PXWXDO�H[FOXVLRQ

3UDFWLFH� WKUHDG�LQWHUIHUHQFH�LQ�VKDUHG�-DYD�REMHFWV
PXWXDO�H[FOXVLRQ�LQ�-DYD
�V\QFKURQL]HG�REMHFWV�PHWKRGV��
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4.1  Interference
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3HRSOH�HQWHU�DQ�RUQDPHQWDO�JDUGHQ�WKURXJK�HLWKHU�RI�WZR
WXUQVWLOHV��0DQDJHPHQW�ZLVK�WR�NQRZ�KRZ�PDQ\�DUH�LQ�WKH
JDUGHQ�DW�DQ\�WLPH�

7KH�FRQFXUUHQW�SURJUDP�FRQVLVWV�RI�WZR�FRQFXUUHQW
WKUHDGV�DQG�D�VKDUHG�FRXQWHU�REMHFW�

2UQDPHQWDO�JDUGHQ�SUREOHP�
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ornamental garden Program - class diagram

The Turnstile  thread simulates the periodic arrival of a visitor to
the garden every second by sleeping for a second and then invoking
the increment()  method of the counter object.
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ornamental garden program

private  void go() {
  counter = new Counter(counterD);
  west = new Turnstile(westD,counter);
  east = new Turnstile(eastD,counter);
  west.start();
  east.start();
}

The Counter  object and Turnstile  threads are created by the
go()  method of the Garden applet:

Note that counterD , westD  and eastD  are objects of
NumberCanvas  used in chapter 2.
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Turnstile class

class  Turnstile extends  Thread {
  NumberCanvas display;
  Counter people;

  Turnstile(NumberCanvas n,Counter c)
    { display = n; people = c; }

  public  void run() {
    try {
      display.setvalue(0);
      for  (int i=1;i<=Garden.MAX;i++){
        Thread.sleep(500); //0.5 second between arrivals
        display.setvalue(i);
        people.increment();
      }
    } catch  (InterruptedException e) {}
  }
}

The run()
method exits
and the thread
terminates after
Garden.MAX
visitors have
entered.
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Counter class

class  Counter {
  int value=0;
  NumberCanvas display;

  Counter(NumberCanvas n) {
    display=n;
    display.setvalue(value);
  }

  void increment() {
    int temp = value;   //read value
    Simulate.HWinterrupt();
    value=temp+1;       //write value
    display.setvalue(value);
  }
}

Hardware interrupts can occur
at arbitrary  times.

The counter  simulates a
hardware interrupt during an
increment() , between
reading and writing to the
shared counter value .
Interrupt randomly calls
Thread.yield()  to force
a thread switch.
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ornamental garden program - display

$IWHU�WKH�(DVW�DQG�:HVW�WXUQVWLOH�WKUHDGV�KDYH�HDFK
LQFUHPHQWHG�LWV�FRXQWHU����WLPHV��WKH�JDUGHQ�SHRSOH
FRXQWHU�LV�QRW�WKH�VXP�RI�WKH�FRXQWV�GLVSOD\HG��&RXQWHU
LQFUHPHQWV�KDYH�EHHQ�ORVW���:K\"
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concurrent method activation

-DYD�PHWKRG�DFWLYDWLRQV�DUH�QRW�DWRPLF���WKUHDG
REMHFWV east  DQG west  PD\�EH�H[HFXWLQJ�WKH�FRGH�IRU
WKH�LQFUHPHQW�PHWKRG�DW�WKH�VDPH�WLPH�

HDVWZHVW
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���UHDG�YDOXH

���ZULWH�YDOXH����
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ornamental garden Model

3URFHVV�VAR�PRGHOV�UHDG�DQG�ZULWH�DFFHVV�WR�WKH�VKDUHG
FRXQWHU�value .

,QFUHPHQW LV�PRGHOHG�LQVLGH TURNSTILE VLQFH�-DYD�PHWKRG
DFWLYDWLRQV�DUH�QRW�DWRPLF�L�H��WKUHDG�REMHFWV east  DQG west
PD\�LQWHUOHDYH�WKHLU�read  DQG write actions �
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west:
TURNSTILE
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end
go
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east:
TURNSTILE

value

end
go
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go
end

read
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ornamental garden model

const N = 4
range T = 0..N
set  VarAlpha  = { value.{read[T],write[T]} }

VAR      = VAR[0],
VAR[u:T] = (read[u]   ->VAR[u]
           |write[v:T]->VAR[v]).

TURNSTILE = (go    -> RUN),
RUN       = (arrive-> INCREMENT
            |end   -> TURNSTILE),
INCREMENT = (value.read[x:T]
             -> value.write[x+1]->RUN
            )+ VarAlpha .

||GARDEN = (east:TURNSTILE || west:TURNSTILE
           || { east,west,display} ::value:VAR)
            /{ go /{ east,west} .go,
              end/{ east,west} .end} .

The alphabet of
process VAR is
declared explicitly
as a set  constant,
VarAlpha .

The alphabet of
TURNSTILE is
extended with
VarAlpha  to ensure
no unintended free
actions in VAR  ie. all
actions in VAR must
be controlled by a
TURNSTILE.
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checking for errors - animation

6FHQDULR�FKHFNLQJ
��XVH�DQLPDWLRQ�WR
SURGXFH�D�WUDFH�

,V�WKLV�WUDFH
FRUUHFW"
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checking for errors - exhaustive analysis

TEST       = TEST[0],
TEST[v:T]  =
     (when (v<N){east.arrive,west.arrive}->TEST[v+1]
     |end->CHECK[v]
     ),
CHECK[v:T] =
    (display.value.read[u:T] ->
       (when (u==v) right  -> TEST[v]
       |when (u!=v) wrong  -> ERROR
       )
    )+{display.VarAlpha}.

([KDXVWLYH�FKHFNLQJ���FRPSRVH�WKH�PRGHO�ZLWK�D�7(67
SURFHVV�ZKLFK�VXPV�WKH�DUULYDOV�DQG�FKHFNV�DJDLQVW�WKH
GLVSOD\�YDOXH�

/LNH STOP,  ERRORLV
D SUHGHILQHG )63
ORFDO SURFHVV �VWDWH��
QXPEHUHG �� LQ WKH
HTXLYDOHQW /76�
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ornamental garden model - checking for errors

||TESTGARDEN = (GARDEN || TEST).

8VH�/76$�WR�SHUIRUP�DQ�H[KDXVWLYH�VHDUFK�IRU�ERROR�

Trace to property violation in TEST:
go
east.arrive
east.value.read.0
west.arrive
west.value.read.0
east.value.write.1
west.value.write.1
end
display.value.read.1
wrong

/76$ SURGXFHV
WKH VKRUWHVW
SDWK WR UHDFK
ERROR.
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Interference and Mutual Exclusion

'HVWUXFWLYH� XSGDWH�� FDXVHG� E\� WKH� DUELWUDU\
LQWHUOHDYLQJ�RI�UHDG�DQG�ZULWH�DFWLRQV�� LV� WHUPHG
LQWHUIHUHQFH�

,QWHUIHUHQFH�EXJV�DUH�H[WUHPHO\�GLIILFXOW�WR
ORFDWH���7KH�JHQHUDO�VROXWLRQ�LV�WR�JLYH�PHWKRGV
PXWXDOO\�H[FOXVLYH�DFFHVV�WR�VKDUHG�REMHFWV�
0XWXDO�H[FOXVLRQ�FDQ�EH�PRGHOHG�DV�DWRPLF
DFWLRQV�
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4.2  Mutual exclusion in Java

class  SynchronizedCounter extends Counter {

  SynchronizedCounter(NumberCanvas n)
     {super(n);}

   synchronized  void increment() {
        super.increment();
   }
}

We correct�COUNTER�class by deriving a class from it and
making the increment method synchronized:

Concurrent activations of a method in Java can be made
mutually exclusive by prefixing the method with the keyword
synchronized .
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mutual exclusion - the ornamental garden

Java associates a lock with every object. The Java compiler inserts
code to acquire the lock before executing the body of the
synchronized method and code to release the lock before the
method returns. Concurrent threads are blocked until the lock is
released.
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Java synchronized statement

Access to an object may also be made mutually exclusive by using the
synchronized  statement:

synchronized  ( object ) { statements  }

A less elegant way to correct the example would be to modify the
Turnstile.run()  method:

 synchronized (counter) {counter.increment();}

Why is this “less elegant”?

To ensure mutually exclusive access to an object,
all object methods should be synchronized.
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7R�DGG�ORFNLQJ�WR�RXU�PRGHO��GHILQH�D�LOCK, FRPSRVH�LW�ZLWK
WKH�VKDUHG�VAR LQ�WKH�JDUGHQ��DQG�PRGLI\�WKH�DOSKDEHW�VHW �

4.3  Modeling mutual exclusion

LOCK = ( acquire -> release ->LOCK).
||LOCKVAR = (LOCK || VAR).

set VarAlpha = {value.{read[T],write[T],
  acquire , release }}

TURNSTILE = (go    -> RUN),
RUN       = (arrive-> INCREMENT
            |end   -> TURNSTILE),
INCREMENT = (value. acquire
             -> value.read[x:T]->value.write[x+1]
             -> value. release ->RUN
            )+VarAlpha.

0RGLI\�TURNSTILE�WR�DFTXLUH�DQG�UHOHDVH�WKH�ORFN�
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Revised ornamental garden model - checking for errors

8VH�7(67�DQG�/76$�WR�SHUIRUP�DQ�H[KDXVWLYH�FKHFN�

,V�7(67�VDWLVILHG"

 go
 east.arrive
 east.value. acquire
 east.value.read.0
 east.value.write.1
 east.value. release
 west.arrive
 west.value. acquire
 west.value.read.1
 west.value.write.2
 west.value. release
 end
 display.value.read.2
 right

$�VDPSOH�DQLPDWLRQ
H[HFXWLRQ�WUDFH
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COUNTER: Abstraction using action hiding

7R PRGHO VKDUHG REMHFWV
GLUHFWO\ LQ WHUPV RI WKHLU
V\QFKURQL]HG PHWKRGV� ZH
FDQ DEVWUDFW WKH GHWDLOV E\
KLGLQJ�

)RU SynchronizedCounter
ZH KLGH read � write �
acquire � release DFWLRQV�

const N = 4
range T = 0..N

VAR = VAR[0],
VAR[u:T] = ( read[u]->VAR[u]
           | write[v:T]->VAR[v]).

LOCK = (acquire->release->LOCK).

INCREMENT = (acquire->read[x:T]
             -> (when (x<N) write[x+1]
                 ->release->increment->INCREMENT
                )
             )+{read[T],write[T]}.

||COUNTER = (INCREMENT||LOCK||VAR) @{increment} .
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COUNTER: Abstraction using action hiding

0LQLPL]HG
/76�

:H�FDQ�JLYH�D�PRUH�DEVWUDFW��VLPSOHU�GHVFULSWLRQ�RI�D
COUNTER�ZKLFK�JHQHUDWHV�WKH�VDPH�/76�

7KLV�WKHUHIRUH�H[KLELWV�´HTXLYDOHQWµ�EHKDYLRU�L�H��KDV�WKH
VDPH�REVHUYDEOH�EHKDYLRU�

COUNTER = COUNTER[0]
COUNTER[v:T] = (when (v<N) increment -> COUNTER[v+1]).

increment increment increment increment

0 1 2 3 4
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Summary

�&RQFHSWV

z SURFHVV LQWHUIHUHQFH

z PXWXDO H[FOXVLRQ

�0RGHOV

z PRGHO FKHFNLQJ IRU LQWHUIHUHQFH

z PRGHOLQJ PXWXDO H[FOXVLRQ

�3UDFWLFH

z WKUHDG LQWHUIHUHQFH LQ VKDUHG -DYD REMHFWV

z PXWXDO H[FOXVLRQ LQ -DYD �V\QFKURQL]HG REMHFWV�PHWKRGV��


