Filter List Generation for Underserved Regions

Alexander Sjosten
Chalmers University of Technology

Antonio Pastor
Universidad Carlos III de Madrid

ABSTRACT

Filter lists play a large and growing role in protecting and assisting
web users. The vast majority of popular filter lists are crowd-sourced,
where a large number of people manually label resources related
to undesirable web resources (e.g. ads, trackers, paywall libraries),
so that they can be blocked by browsers and extensions.

Because only a small percentage of web users participate in the
generation of filter lists, a crowd-sourcing strategy works well
for blocking either uncommon resources that appear on “popular”
websites, or resources that appear on a large number of “unpopular”
websites. A crowd-sourcing strategy will perform poorly for parts
of the web with small “crowds”, such as regions of the web serving
languages with (relatively) few speakers.

This work addresses this problem through the combination of
two novel techniques: (i) deep browser instrumentation that allows
for the accurate generation of request chains, in a way that is robust
in situations that confuse existing measurement techniques, and (ii)
an ad classifier that uniquely combines perceptual and page-context
features to remain accurate across multiple languages.

We apply our unique two-step filter list generation pipeline to
three regions of the web that currently have poorly maintained filter
lists: Sri Lanka, Hungary, and Albania. We generate new filter lists
that complement existing filter lists. Our complementary lists block
an additional 3,349 of ad and ad-related resources (1,771 unique)
when applied to 6,475 pages targeting these three regions.

We hope that this work can be part of an increased effort at
ensuring that the security, privacy, and performance benefits of web
resource blocking can be shared with all users, and not only those
in dominant linguistic or economic regions.
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1 INTRODUCTION

Hundreds of millions of web users (i.e. 30% of all internet users [25])
use filter lists to maintain a secure, private, performant, and
appealing web. Prior work has shown that filter lists, and the
types of content blocking they enable, significantly reduce data
use [37], protect users from malware [36], improve browser
performance [28, 38] and significantly reduce how often and
persistently users are tracked on the web.

Most filter lists are generated through crowd-sourcing, where
a large number of people collaborate to identify undesirable
online resources (e.g. ads, user tracking libraries, anti-adblocking
scripts etc..) and generate sets of rules to identify those resources.
Crowd-sourcing the generation of these lists has proven a useful
strategy, as evidenced by the fact that the most popular lists are
quite frequently used and frequently updated [33, 41].

The most popular filter lists (e.g. EasyList, EasyPrivacy) target
“global” sites, which in practice means either websites in English,
or resources popular enough to appear on English-speaking sites in
addition to sites targeting speakers of other languages. Non-English
speaking web users face different, generally less appealing options
for content blocking. Web users who visit non-English websites that
target relatively wealthy users generally have access to well main-
tained, language-specific lists. Indeed, the French [9], German [11],
and Japanese [17] specific filter lists are representative examples of
well-maintained, popular filter lists targeting non-English web users.
Similarly, linguistic regions with very large numbers of speakers
also generally have well maintained filter lists. Examples here
include well maintained filter lists targeting Hindi [15], Russian [21],
Chinese [5], and Portuguese [4, 20] websites.

Sadly, users who visit websites in languages with fewer speakers,
or with less wealthy users, have worse options. Put differently, the
usefulness of crowd-sourced filter lists depends on having a large
or affluent crowd; filter lists targeting parts of the web with less,
or less affluent, users are left with filter lists that are smaller, less
well-maintained, or both. Visitors speaking these less-commonly-
spoken languages have degraded web experiences, and are exposed
to all the web maladies that filter lists are designed to fix.

Compounding the problem, in many cases, users in these regions
are the ones who could benefit most from robust filter lists, as
network connections may be slower, data may be more expensive,
the frequency of undesirable web resources may be higher. An
example which motivates this work and illustrates the inability of
current filter lists to adequately block ads on a regional website in
Albania can be seen in the screenshot in Figure 1. In this example,
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we browse the websitgazetatema.nethile using AdBlock Plus
(which uses EasyList, a global targeting lter list).

While there has been signi cant prior work on automating the
generation of lter lists [24 26, 29, 34, this existing work is focused
on replicating and extending the most popular English and globally-
focused lter lists, with little to no evaluation on, or applicability
to, non-English web regions. In this paper, we target the problem of
improving lter lists for web users in regions with small numbers of
speakers (relative to prominent global languages). We select three re-
gions as representative of the problem in general: Albania, Hungary
and Sri Lanka, using a methodology presented in Section 4.1.

We describe a two-pronged strategy for identifying long-tail
resources on websites that target under-served linguistic regions
on the web: (i) a classi er that can identify advertisements in a
way that generalizes well across languages, and (ii) a method for
accurately determining how advertisements end up in pages (as
determined by either existing Iter lists or our classi er), and by
using this information, generate new, generalized lter rules.

We use this novel instrumentation to both buiidclusions chains
(i.e. measurements of how every remote resource wound up in a
web page), and determine how high in each inclusion chain blocking
can begin. This allows us to (i) generate generalized lter rules (i.e.
rules that target scripts that include ad images on each page, instead
of rules that target URLSs for individual advertisements), and to (ii)
ensure we do not block new resources that will break the website
in other ways.

Contributions. In summary, this paper makes the following
contributions to the problem of blocking unwanted resources on
websites targeting audiences with smaller linguistic audiences.

(1) The implementation and evaluation of aimage classi er
for automatically detecting advertisements on the web
which relies on a mix of perceptual and contextual features. This
classi er is designed to be robust across many languages (and
particularly those overlooked by existing research) and achieves
accuracy of 97.6 % in identifying images and iframes related to
advertising.

(2) Novel, open sourcbrowser instrumentation, implemented
as modi cations to the Blink and V8 run-times  that allows
for determining the cause of every web request in a page,
in a way that is far more accurate than existing tools. This
instrumentation also allows us to accurately attribute every
DOM modi cation to its cause, which in turn allows us to
predict whether blocking a resource would break a page.

(3) The design of anovel, two stage pipeline for identifying
advertising resources on websites, using the previously
mentioned classi er and instrumentation, to identify long-tail
advertising resources targeting web users who do not speak
languages with large global communities.

(4) A real world evaluation of our pipeline on sites that are
popular with languages that are (relatively) uncommon
online. We nd that our approach is successful in signi cantly
improving the quality of Iter lists for web users without large,
language-speci ¢ crowd sourced lists. As our evaluation shows,
our generated lists block an additional 3,349 of ad and ad-related
resources (1,771 unique) when applied to 6,475 pages targeting
these three regions.
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Figure 1: Motivating example of current lter lists' regional ine -
ciency. Screenshot of Albanian website browsed with Adblock Plus.

2 SOLUTION REQUIREMENTS

A successful contribution to the problem of improving the quality
of lter lists in small web regions should account for the following
issues:

Scalability. The primary di culty of generating e ective blocking

rules for small-region web users is the reduced number of people who
can participate in a crowd-sourced list generation. While portions of
the web are targeted at large audiences (e.qg. sites in English language,
or web regions with a large number of language speakers) can count
onalarge number of userstoreportunwanted resources, or generally
distribute the task of listgeneration, regions of the web targeting only

a small number of users (e.g. languages with less speakers) do not
have this luxury. A successful solution therefore likely requires some
kind of automation to augment the e orts of regional list generators.

Generalize-ability. In mostofthe cases, ads are rendered by scripts.
In addition, every time an ad-slot is lled, the embedded ad image
may have come fromadi erent URL. Approaches that directly target
the URLs serving ad-related resources are then likely to become stale
very quickly. An e ective solution to the problem would instead
targetthe root cause of the unwanted resources being included in
the page, inthis case the script, which determines whatimage URLsto
load. Approachesthatattemptto only build lists of URLs of ad-related
images are therefore unlikely to be useful solutions to the problem
for the long term (as seen also from the screenshot in Figure 1).

Web compatibility. Content blocking necessarily requires
modifying the execution of a page from what the site-author
intended, to something hopefully more closely aligned with the
visitor's goals and preferences. Modifying the page's execution in
this way (e.g. by changing what resources to load, by preventing
scripts from executing, etc.) frequently cause pages to break, and
users to abandon content blocking tools. While lter lists targeting
large audiences can rely on the crowd to report breaking sites to
the list authors, (so that they can tailor the rules accordingly), lter
lists targeting smaller parts of the web often do not have enough
users to maintain this positive feedback loop. An e ective system
for programmatically augmenting small-region lter lists must
therefore take extra care to ensure that new rules will not break sites.
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