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1 Our approach — tool called LAPSE - Form parameters d SQL execute calls e '+ e e I i - Auditing Is pretty effective, however
0 HTTP headers 0 Output statements | e e s —— e d Requires some manual effort
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 Sources and sinks are far apart
 Often no source code available — only byte code

Tracking Flow of Data between a Source and a Sink in LAPSE - Working on a complete solution
J Submitted a paper to Usenix Security 2005
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. Start at a sink 1 To analyze if a sink can is “"dangerous” need to determine what can flow to it Q Pointer analysis
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