
Finding Security Violations 
by Using Precise Source-

level Analysis
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Computer Break-ins: Major problem
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Potential Targets
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Sad Consequences
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Baroudi Bloor report: failure to patch on time
If failure to apply a patch costs 4 hours in System Admin Time to clean 

up the effects and patch the system, 2 hours in Developer Time to 
re-code any applications that have been affected by the patch or damage done 

by failure to patch and 30 minutes of downtime the cost of not patching is a whopping: 

$820 + $410 + $500,000 = $501,230



Most Prevalent Classes
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Security Vulnerabilities over Time

Are they all
gone?

Or just the 
easy ones?



Focus of Our Work
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How Buffer Overruns Work
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Don’t want user data to be copied to 
static buffers!



Mechanics of a Simple Overrun
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How Format String Violations Work
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printf(“%s”, argv[0]);

Don’t want user data to be used as 
format strings!



Existing Auditing Tools
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Talk Outline
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Existing Static Approaches
� � 	�
���	����	� ������	�  ��� ����	. �����
��	��	$ ����	

" ���� �	/  �����

�
�
��	�. �( ������	
� $ ����	����� ��	��	��	
������	�����	������
�	���
���
� <������	����� �
�	6�5�=�	> 	
 ��3>>	����
���
� <���� �
���	������
��	���� ���	���	���������	��	���
���	
�����	

����
�
��
� ����	����
�
�
��
� !�
����	������
�

� . �����
��	���� ��	���
��	/  �����

�
�
��	�
��	� ���	K  ��
�
���
�� �� 
����
� G� �
����H	�������
���-	��' 
���	��� �-	
�����	���	����
� <���� �
���	������
��	���� ���	���	���������	��	���
���	
�����	

����
�
��
� <����&�	����
�
�
��
� �
���	����
�
�
��



void foo(char *s){

}

Flow-, Path- & Context Sensitivity
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p = s p = “abc”

printf(p)

foo(“abc”) foo(p)
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fgets(s, 100, stdin)

if(P)

printf(s)

gets(p)



a = 2;

*p = 3;

…  � is the value of a still 2?
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Pointer Analysis: Major Obstacle



To Achieve Precision…
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Hot vs Cold Locations

Stackpush(s, x) y = pop(s)

S
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Array

Hash

a[3] = x y = a[5]

h{key} = x y = h{key}

Cold locationCold location
L1

L2
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Putting it All Together:
Precision Requirements
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Wagner et al. Aiken et al.

And also…



Tradeoff: Scalability vs Precision
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Lexical audit
tools

Formal verification

Our tool

Aiken et al



Program 
sources

IPSSA 
construction

Buffer 
overruns

Error 
traces

Our Framework

Format 
violations

NULL 
deref’s

…others…

Abstracts away 
many details. 

Makes it easy to 
write tools

Analyses: Common 
framework. Makes 
it easy to add new 

analyses

Data flow info



To Summarize:
New Program Representation: IPSSA
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Models of System Functions
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tainted io char* gets(non_null char[] s){
s[] = taint;
return (s, NULL);

};

tainted io char* getenv(non_null char[] s){
ret_loc^ = taint;
return (unknown, NULL);

};

char* sprintf(char[] buf, non_tainted const char[] format, void* ...){
buf^ = ...^;
return buf;

};

char* snprintf(char[] buf, int sz, non_tainted const char[] format, void* ...){
buf^ = ...^;
return buf;

};

io void fprintf(non_null FILE* file, non_tainted char[] format, void* ...){

safe(...^);

};



Analysis Based on IPSSA
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Example: Tainting Violation in muh

0838 s = ( char * )malloc( 1024 );
0839 while( fgets( s, 1023, messagelog ) ) {
0840 if( s[ strlen( s ) - 1 ] == '\n' ) s[ strlen( s )...
0841 irc_notice( &c_client, status.nickname, s );
0842 }
0843 FREESTRING( s );
0844
0845 irc_notice( &c_client, status.nickname, CLNT_MSGLOGEND );

257 void irc_notice(connection_type *connection, char nickname[], char *format,
... )
258 {
259 va_list va;
260 char buffer[ BUFFERSIZE ];
261
262 va_start( va, format );
263 vsnprintf( buffer, BUFFERSIZE - 10, format, va );
264 va_end( va );

muh.c:839

irc.c:263



Example: Buffer Overrun in gzip
0589 if (to_stdout && !test && !list && (!decompress || ...
0590 SET_BINARY_MODE(fileno(stdout));
0591 }
0592 while (optind < argc) {
0593 treat_file(argv[optind++]);

0704 local void treat_file(iname)
0705 char *iname;
0706 {

...
0716 if (get_istat(iname, &istat) != OK) return;

0997 local int get_istat(iname, sbuf)
0998 char *iname;
0999 struct stat *sbuf;
1000 {

...
1009 strcpy(ifname, iname);

gzip.c:593

gzip.c:1009

gzip.c:716

Need to have a 
model of strcpy



Recurring Patterns: Lessons Learned
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Do We Need Predicates?
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•When called with NULL as the 
first argument, strtok returns 
portions of the string previously 
passed into it
•Otherwise, the passed in string 
is stored internally
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109 while(!feof(in))
110 {
111 getfileline(tempstring, in);
112
113 if(feof(in)) break;
114 ptr1 = strtok(tempstring, "\" \t");

160 while(!feof(in))
161 {
162 getfileline(tempstring, in);
163
164 if(feof(in)) break;
165 ptr1 = strtok(tempstring, "\"\t ");
166 ptr2 = strtok(NULL, "\"\t ");



Summary of Experimental Results

Program Version # LOC Procedures

lhttp 0.1 888 21
bftpd 1.0.11 2,946 47
trollftpd 1.26 3,584 48
man 1.5h1 4,139 83
cfingerd 1.4.3 5,094 66
muh 2.05d 5,695 95
gzip 1.2.4 8,162 93
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Program Total Buffer Format False Number Number Definitions Proce Tool's
name number of overruns string positives of of spanned dures runtime

warnings violations sources sinks spanned sec
lhttpd 1 1 20 (w/o preds) 4 1 7 4 7.08
bftpd 2 1 1 5 2 5,7 1,3 2.34
trollftpd 1 1 4 1 23 5 8.52
man 1 1 3 1 6 4 9.67
cfingerd 1 1 4 1 10 4 7.44
muh 1 1 3 1 7 3 7.52
gzip 1 1 3 1 7 5 2.03
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