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1. Header manipulation + 2. HTTP splitting = vulnerability
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5,356186,7301,355Total

98952,0892760.9.9roller

88936,5443331.6-beta1pebble

86714022.1.4road2hibernate

65336,7454451.0-BETA-1snipsnap

6115,591391.2.6personalblog

42814,448611.9.6blojsom

34919,440770.9webgoat

3064,191321blueblog

26417,542900.3jboard

Analyzed 
classesLine countFile countVersion 



� ��
�����D 	������< �� ��

1293388319610373355226362roller

100136140150491173558177pebble
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105160154194471423358193snipsnap

591950623230328107173personalblog

273021241625131860blojsom

101106666990118304557webgoat

16211417101581339blueblog

1416121410127837jboard

√√√√Improved object naming

√√Context sensitivity

Taint analysisPoints-to analysisPreprocessing
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10260113771261123786432roller

10192210426119321142770132pebble

101511171161218331road2hibernate

1512498787172751393732100155snipsnap

2036827345823702754603125personalblog

20242462264481827blojsom

60451456517515913webgoat

100001111126blueblog

00000000061jboard

ErrorsFalse positivesReported warningsSinksSourcesBenchmark

√√√√
Improved object 

naming

√√Context sensitivity
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2954119Total

53002Non-Web inputs

10001Cookie poisoning

132056Parameter manipulation

100460Header manipulation

TotalPath traveralCross-site scriptingHTTP splittingSQL injections
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