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Catch me if you can

alert (óhiô); program

malicious

ŘƻƴΩǘ 
want to 
allow alert 
box

?
can we 
figure this 
out 
statically?
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var d = document ;

var w = d. write ;

w(ñ<script>alert(óhiô);ò);

document.write (    

ñ<script>alert(óhiô);</script>ò);

alert (óhiô);
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eval (ñdoò+òcuò+òment.write (ò+é

var e = window. eval ;

e(ñdoò+òcuò+òment.write (òéò);
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var e = new Function (ñeval ò);

e. call (

ñdoò+òcuò+òment.write (òéò);

var e = new          

Function( unescape (ñ%65%76%61%6Cò));

e.call (ñdoò+òcuò+òment.write (òéò);
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Gatekeeper

ÅGeneral technology we developed for JavaScript

ÅCan use for performance optimizations, etc.

Static analysis for JavaScript

ÅUse to enforce security and reliability policies

ÅAnalyze Web widgets

This paper

ÅJavaScript language subsets (do a little of)

ÅJavaScript code rewriting (do a little of)

Focus on whole program analysis. Contrast with:
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Goal of 

Gatekeeper:

Reason about 

JavaScript code

statically

alert(óhiô);

Gatekeeper
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JavaScript Widgets
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// register your Gadget's namespace

registerNamespace("GadgetGamez");

// define the constructor for your Gadget (this must match the name in the manifest xml)

GadgetGamez.gg2manybugs = function(p_elSource, p_args, p_namespace) {

// always call initializeBasebefore anything else!

GadgetGamez.gg2manybugs.initializeBase(this, arguments);

// setup private member variables

varm_this= this;

varm_el= p_elSource;

varm_module= p_args.module;

/****************************************

**          initialize Method

****************************************/

// initialize is always called immediately after your object is instantiated

this.initialize= function(p_objScope)

{

// always call the base object's initialize first!  

GadgetGamez.gg2manybugs.getBaseMethod(this, "initialize", "Web.Bindings.Base").call(this, 

p_objScope);

varurl = "http://www.gadgetgamez.com/live/2manybugs.htm"

m_iframe= document.createElement("iframe");

m_iframe.scrolling= "yes";

m_iframe.frameBorder= "0";

m_iframe.src = url;

m_iframe.width="95%";

m_iframe.height="250px";

p_elSource.appendChild(m_iframe);

};

GadgetGamez.gg2manybugs.registerBaseMethod(this, "initialize");

/****************************************   

**           dispose Method

****************************************/

this.dispose= function(p_blnUnload) {

//TODO: add your dispose code here

// null out all member variables

m_this= null;

m_el= null;

m_module= null;  

// always call the base object's dispose last!  

GadgetGamez.gg2manybugs.getBaseMethod(this, "dispose", "Web.Bindings.Base").call(this, 

p_blnUnload);

};

GadgetGamez.gg2manybugs.registerBaseMethod(this, "dispose");

/****************************************

** Other Methods

****************************************/

};

GadgetGamez.gg2manybugs.registerClass("GadgetGamez.gg2manybugs", "Web.Bindings.Base");


