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alert ( 0 hoi) ;

document.write  (
Ascri pt>al ed)t;(b/hsicr i |

var d= document :
var w= d. write
w(n<script>alert(



yd

eval (Adoo+o0aenbwite ( 0+ é

var e = window. eval :
e(Afdoo+o0ceanwite ( 0€0) ;



var e=new Function ( fval 0 )
e. call (
Aid oo +0c mentwsite ( 0é0) ;

var e =new
Function( unescape ( 1 %6 5 %7 6 %6 1 %¢
ecal (@oo+0c mentwsite ( O0€éO0) ;



Gatekeeper

A General technology we developed for JavaScript
A Can use for performance optimizations, etc.

A Use to enforce security and reliability policies
A Analyze Web widgets

A JavaScript language subsets (do a little of)
A JavaScript code rewriting (do a little of)



Goal of

Gatekeeper:

Reason about

JavaScript code

statically

developer

Gatekeeper

[JavaScript Application]




JavaScript Widgets

/I register your Gadget's namespace
registerNamespagtGadgetGamey;

/I define the constructor for your Gadget (this must match the name in the manifest xml)
GadgetGamez.gg2manybugs = funcpoa(Sourcep_args p_namespagg
/I always calhitializeBaséefore anything else!
GadgetGamez.gg2manybugs.initializeBase(this, arguments);

I/ setup private member variables
varm_this= this;
varm_el=p_elSource
varm_module= p_args.module

/****************************************

** initialize Method

****************************************/

[l initialize is always called immediately after your object is instantiated
this.initialize= function_objScopg

/I always call the base object's initialize first!
GadgetGamez.gg2manybugs.getBaseMethod(this, "initidlied: Bindings.Baecall(this,
p_objScopg

varurl = "http://www.gadgetgamez.com/live/2manybugs.htm"

m_iframe= document.createEleme{iiframe");
m_iframe.scrolling "yes";
m_iframe.frameBordes "0";

m_iframe.src =url;

m_iframe.widthk"95%";
m_iframe.height'250px";
p_elSource.appendChild_iframg;

h
GadgetGamez.gg2manybugs.registerBaseMethod(this, "initialize");

/****************************************

** dispose Method

****************************************/

this.dispose= functionf_bInUnload {
/ITODO: add your dispose code here

/I null out all member variables



