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Abstract

This thesis explores the challenges in abstract library specification, library
refinement and reasoning about fine-grained concurrent programs.

For abstract library specification, this thesis applies structural separa-
tion logic (SSL) to formally specify the behaviour of several libraries in
an abstract, local and compositional manner. This thesis further gener-
alises the theory of SSL to allow for library specifications that are language-
independent. Most notably, we specify a fragment of the Document Object
Model (DOM) library. This result is compelling as it significantly improves
upon existing DOM formalisms in that the specifications produced are local,
compositional and language-independent.

Concerning library refinement, this thesis explores two existing approaches
to library refinement for separation logic, identifying their advantages and
limitations in different settings. This thesis then introduces a hybrid ap-
proach to refinement, combining the strengths of both techniques for simple
scalable library refinement. These ideas are then adapted to refinement for
SSL by presenting a JavaScript implementation of the DOM fragment stud-
ied and establishing its correctness with respect to its specification using the
hybrid refinement approach.

As to concurrent reasoning, this thesis introduces concurrent local sub-
jective logic (CoLoSL) for compositional reasoning about fine-grained con-
current programs. CoLoSL introduces subjective views, where each thread
is verified with respect to a customised local view of the state, as well as
the general composition and framing of interference relations, allowing for

better proof reuse.






“The isolated person does not develop any intellectual
power. It is necessary for them to be immersed in an
environment of other people, whose techniques they absorb
during the first twenty years of their life. They may then
perhaps do a little research of their own and make a very
few discoveries which are passed on to others. From this
point of view the search for new techniques must be
regarded as carried out by the human community as a
whole, rather than by individuals.”

—Alan Turing

“A man provided with paper, pencil, and rubber, and
subject to strict discipline, is in effect a universal machine.”

—Alan Turing
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1. Introduction

1.1. Contributions

The main contributions of this thesis are threefold, summarised as follows:

e Abstraction. Our first contribution is the application of structural
separation logic (SSL) [60] to specify the behaviour of several libraries
and to reason locally about their client programs. SSL is a program
logic for the abstract specification of libraries that manipulate struc-
tured data, and local reasoning about their client programs. Most
notably, we use SSL to specify a fragment of the Document Object
Model (DOM) library and highlight the merits of our specifications
over existing formalisms. We demonstrate that unlike the existing
DOM specification [52), 24] in context logic (CL) [7, [6], our SSL speci-
fication is compositional, allowing for scalable client reasoning. In par-
ticular, we show that a simple DOM client program (comprising 3 lines
of code) can be described with a single SSL specification, whilst the
same program requires at least siz separate CL specifications. More-
over, our SSL specification is more local than that of the CL speci-
fication, capturing the footprint of DOM operations more accurately.
While the non-locality of the CL specification was noted by the au-
thors in [52, 24] at the time, we are the first to discover and remedy its
non-compositionality. We further generalise the SSL theory in [60] to
allow for a language-independent library specification and client rea-
soning. More concretely, we generalise the SSL theory so that the
specification of a library does not rely on the memory model of the
programming language used to interact with the library. Rather, the
library specification in SSL may be incorporated into an existing pro-
gram logic as an add-on. This way, our library specification may be
used to reason about different client programs of the library written

in different programming languages.
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e Refinement. Our second contribution is the application of refinement

techniques in order to establish the correctness of library implemen-
tations. We explore two existing approaches to library refinement for
separation logic, namely the locality-breaking and locality-preserving
techniques. We discuss the merits and shortcomings of each approach.
We demonstrate that the locality-breaking approach is neither scalable
nor suitable in concurrent settings, whereas the locality-preserving ap-
proach overcomes both the scalability and concurrency limitations,
albeit at the price of complex translations. We introduce a hybrid
approach to refinement where we combine the strengths of both tech-
niques for simple scalable refinement of libraries. We then present a
JavaScript implementation of the DOM fragment formally specified
in this thesis and establish its correctness with respect to its formal

specification using our hybrid approach.

Concurrency. Our third contribution is the program logic of CoLoSL
(Concurrent Local Subjective Logic) for compositional reasoning about
concurrent programs. We introduce the notion of subjective views
where each thread is verified with respect to its customised local view
of the state. Subjective views may arbitrarily overlap with one another,
and may expand or contract in accordance with the thread footprint.
We introduce the general composition and framing of interference re-
lations (describing how the shared resources may be manipulated by
each thread) in the spirit of resource composition and framing in stan-
dard separation logic. We demonstrate that this fluidity allows for
better proof reuse. We use CoL.oSL to reason about several graph-

manipulating algorithms.

1.2. Publications

The following is a list of articles published as part of this PhD:
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e A sip of the Chalice

FTEIP 2011 [43)]

e Abstract Local Reasoning for Concurrent Libraries: Mind

the Gap
MFPS 2014 [23]



e CoLoSL: Concurrent Local Subjective Logic
ESOP 2015 [48]

e DOM: Specification and Client Reasoning
APLAS 2016 [45]

e Verifying Concurrent Graph Algorithms
APLAS 2016 [46]

1.3. Thesis Overview

e Chapter [2] introduces the background theory for the abstraction part
of this thesis on which the following three chapters are based. We give
an overview of program verification, separation logic and the existing
abstraction techniques for library specification. We then provide an
intuitive account of structural separation logic (SSL) [60] and demon-

strate its merits for abstract library specification and local reasoning.

e Chapter [3| presents the SSL theory as given in [60]. We use SSL to
specify a simple list library. The program logic of SSL in [60] is based
on a simple while language. As such, the SSL library specifications are
language dependent and may be used to reason about the client pro-
gram written in this while language only. We generalise the approach
in [60] and demonstrate how to integrate SSL with any separation logic
(SL) based program logic and use it to reason about client program
written in any language with an accompanying SL-based program logic
(e.g. Java [42] and JavaScript [2I]). That is, we describe how SSL may
be incorporated into SL-based logics meeting certain conditions as an
add-on with minimal change to their underlying models. To demon-
strate this approach, we integrate SSL with an SL-based logic with a

simple while language, a variable stack and a heap.

e Chapter [ applies the generalised SSL theory introduced in §3|to spec-
ify a simple tree library inspired by the Document Object Model
(DOM) library [2]. We then use the SL-based logic of the previous

chapter to reason about several client programs of the tree library.

e Chapter [5| applies the general SSL theory in §3| to formally specify a
fragment of the DOM Core Level 1 standard [I]. We demonstrate that
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in comparison to existing formal specification [24], 52] of the DOM li-
brary in context logic |7, [6], our specification is both more local and
compositional. Our specification is more local in that several DOM op-
erations have smaller footprints in our specification, closely reflecting
the intuitive resources needed by these operations. We demonstrate
the compositionality of our specification via a simple DOM client pro-
gram whose behaviour is specified by a single triple using our spec-
ification, compared to siz triples using the existing DOM specifica-
tion [24, [52]. We then use the general technique described in §3 to
integrate our DOM SSL specification with the SL-based JavaScript
program logic, JSLocic, introduced in [2I]. We use our DOM exten-
sion of JSLociIc to reason about several JavaScript ad blocker programs
that call the DOM.

Chapter [6] introduces the background theory for the refinement part
of this thesis on which the following chapter is based. We give an
overview of existing refinement techniques for library implementation.
We demonstrate how to establish the correctness of a library implemen-
tation with respect to its abstract specification. We then provide an
intuitive account of the two approaches to library refinement put forth
by Dinsdale-Young et al in |16}, 13],59], namely the locality-breaking and
locality-preserving approaches. We discuss the merits and shortcom-
ings of each approach. We demonstrate that the locality-breaking ap-
proach is neither scalable nor suitable in concurrent settings, whereas
the locality-preserving approach overcomes both the scalability and
concurrency limitations, albeit at the price of complex translations.
We then introduce a hybrid approach to refinement where we combine
the strengths of both locality-breaking and locality-preserving tech-

niques for simple scalable refinement of libraries.

Chapter [7] presents a JavaScript implementation of the DOM frag-
ment specified in We then apply the hybrid refinement approach
described in the previous chapter to demonstrate that our implemen-
tation correctly refines the DOM specification in §5] and satisfies the

same specification.

e Chapter [§ introduces the background theory for the concurrency part



of this thesis. We give an overview of the existing program logics for
fine-grained concurrent reasoning and introduce the program logic of
CoLoSL (Concurrent Local Subjective Logic) for compositional rea-
soning about concurrent programs. CoLoSL introduces the notion of
subjective views where each thread is verified with respect to its cus-
tomised local view of the global shared resources, describing only those
parts of the state accessed by the thread. Subjective views may arbi-
trarily overlap with each other, and expand and contract depending on
the resource required by the thread. Inspired by local rely-guarantee
(LRG) reasoning [19], CoLoSL introduces the general composition and
framing of interference relations (describing how the shared resources
may be manipulated by each thread) in the spirit of resource compo-

sition and framing in standard separation logic.

e Chapter [0 presents the general theory of CoLoSL including its model,
assertion language, programming language, reasoning framework, se-

mantics and soundness.

e Chapter [I0] applies CoLoSL to specify and reason about several fine-
grained concurrent graph manipulating algorithms. In particular, we
specify and verify several algorithms for computing the spanning tree
of a graph, copying a heap-represented graph and a speculative parallel

variant of Dijkstra’s shortest path algorithm.

e Chapter [11] concludes this thesis with a summary of achievements and

a discussion of future work.

1.4. Notational Conventions

We outline the basic notational conventions for standard mathematical con-

cepts that are used in this thesis.

Notation (Types as sets). We identify specific types (sets) by names in
the SMALL-Caps format, and write for example Expr to identify a set of
expressions. We use the terms “set” and “type” interchangeably depending

on the context. Certain mathematical sets have their designated notation:

e (), for the empty set;
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e N=1{0,1,...}, for the set of natural numbers;
e Nt ={1,2,...}, for the set of positive natural numbers; and
o Z={...,—1,0,1,...}, for the set of integers.
We use the following standard set notations and write:
e scSand s ¢S for set membership and its negation, respectively;

e S; C Sy and Sy C Sy for the subset and strict subset relations, respec-

tively;

e S DO So and S D Sy for the superset and strict superset relations,

respectively;
e SN Sy and S\ Sg for set intersection and set difference, respectively;
e S; USs and S; W Ss for set union and disjoint union, respectively;
e S; X Sy for the Cartesian product of the sets S; and Ss;
e |S| for the cardinality of S;
e P (S) for the powerset of S;

e {f(x) | P(x)} for set comprehension, denoting the set of values f(x)
for each x for which the proposition P(x) holds; and

e s5:S to denote that s is an instance of the type S, i.e. s € S;

When defining a type S for the first time, typically in the Definition or
Parameter environments, we write s € S to denote that the elements of S
are ranged over by s and its variants such as s1, s’ and so forth. We write
S(A) to denote a generic type with type parameter A. For instance, the
powerset construction P (N) can be defined as PSET (N), where given a type
parameter A, then PSeT (A) £ {S| S C A}.

Notation (Relations). Relations are subsets of the Cartesian product of
two (or more) sets. As relations are themselves sets, the set notations also
apply to relations. We further appeal to the following standard relation
notations. Let R € P (A x B). We then write:
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a Rb for (a,b) € R;

e a Rb for (a,b) € R;

R(a) for {b | a Rb}, namely the R-image of a;

dom(R) for {a | 3b. @ Rb}, namely the domain of R; and

rng(R) for {b | a. a Rb}, namely the range of R.

Notation (Functions). The set of functions from A to B is denoted A — B.
The set of partial functions from A to B is denoted A — B. The set of partial
finite functions from A to B is denoted A ™2 B, We use the following standard
function notations. When f € A - Bor f € A =B, or f € A fin B, we

write:
e f(a) for the application of f to argument a € A;
e dom(f) 2 {a| f(a) is defined}, for the domain of f; and

e mg(f) = {b|3Ja. f(a) is defined}, for the range of f.

Notation (Lists). Given a type parameter A, the generic type LIST(A)
delimits the set of all lists of A. The LIST(A) is defined by the following

inductive grammar, where a € A:
LisT(A) > L:=[]|a: L
We use the following list notation and write:
o [a,b,....z]fora:(b:(...2:[]));
o [a1,...,an|+H[d),... al,] for [a1,... ,an,d),... a,];
e |L| for the length of list L, where |[]| =0 and |a : L| =1+ |L|; and

e |L|" for the i item of L (indexed from zero with i € N), defined as

follows when L # [] and is otherwise undefined:

la: L2 ¢ la: L™ & L™
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2. Technical Background: Abstraction

Modern program verification as we know it began with the seminal work of
Hoare in [29]. Although others had attempted to specify the behaviour of
programs by writing pre- and postconditions describing the program state
before and after the program execution, the pioneering work of Hoare in [29]
was indeed the first attempt at a formal specification. Hoare further revolu-
tionised the field by proposing the use of formal specifications to derive the
specifications of larger programs without having to run their code.

The main idea behind Hoare’s methodology was the identification of a core
set of operations and the axiomatisation of their behaviour. The axioms of
core operations are given as Hoare triples of the form {P} C {Q} where
C denotes a core command and P and @ are first-order logical assertions
describing the program state before and after the execution of C. Hoare
triples may have a partial or total interpretation. The partial interpretation
of the {P} C {Q} states that if prior to the execution of C the program
state satisfies P, then if and when C terminates the resulting program state
satisfies (). The total correctness interpretation additionally states that the
execution of C does indeed terminate. It is more common to work with
partial correctness interpretation of Hoare triples as termination proofs are
challenging, especially in the presence of loops.

Combined with a set of rules for manipulating the Hoare triples, one can
use the axiomatisation of the core operations to derive the specification of

larger programs. For instance, one such is rule is that of sequential compo-

{PyCi{R} {R}C{Q}
{P} C1;C2 {Q}

sition:

The sequential composition rule states that if running C; from a state sat-
isfying P terminates in a state satisfying R, and if running Cs from a state
satisfying R terminates in a state satisfying @), then the resulting state from

running C;;Ce (i.e. running C; and Cy in succession) in a state satisfying
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P satisfies @ (if C1;Cq terminates). Hoare reasoning has been studied ex-
tensively since its advent. However, the reasoning principles of Hoare logic
do not scale to realistic programs. As mentioned earlier, the assertions
in the pre- and postconditions of Hoare triples are written in first-order
logic, describing the entire (global) program state. When dealing with large
complex data structures, describing the entire program state is nontrivial.
Moreover, in most realistic programming languages it is common to deal
with memory pointers in order to dynamically modify the data structures.
These constructs in turn may introduce complex aliasing relationships be-
tween memory pointers, further compounding the description of the global
program states.

In 2001, O’Hearn, Reynolds and Yang reformed the field of program veri-
fication by introducing separation logic [32] 140} 49]. The formalisms hitherto
studied advocated global reasoning where the program behaviour is specified
with respect to the entire state. By contrast, separation logic was a cham-
pion of local reasoning where the behaviour of a program C is specified with
respect to those parts of the state affected by C, namely the footprint of C.
One can thus infer the behaviour of C on larger states as those parts beyond
the footprint of C remain unchanged. This in turn allows one to combine
the effects of multiple programs and specify the behaviour of more complex
programs compositionally.

The novel idea behind separation logic is the introduction of the spatial
connective * known as the separating conjunction. The separating conjunc-
tion splits the program state (usually a heap) into to separate components.
That is, P*() describes a state that can be split into two parts such that one
part satisfies P and the other satisfies (). Using the * connective, one can
express the disjointness and aliasing properties of program states concisely.
For instance, we can write £ — y * y — x to describe two distinct heap
cells (z#y) that reference one another. Note that by contrast the first-order
assertion x — y Ay — x merely describes the presence of two heap cells that
may or may not be aliased. That is, it is not known whether z=y. Com-
pared to traditional Hoare reasoning, expressing the disjointness of program
states allows for far more tractable reasoning about pointer manipulating
programs as one no longer needs to describe the aliasing relation between
various memory locations.

In order to use the local specifications of separation logic in larger states,
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separation logic introduces the frame rule of inference:

{r}c{Q}
{Px*R}C{Q=* R}

mod(C) N free(R)=0

The frame rule states that, if executing C in a local state P transforms it to
a state satisfying @, then executing C in a larger state (satisfying P* R) will
behave in the same way in that it will transform the local substate satisfying
P to one satisfying @ while the extension substate (satisfying R) remains
unchanged by the execution. The side condition ensures that the execution
of C does not modify the state satisfying R by violating its assumptions

about the values of program variables.

Later in [39], O’Hearn extended separation logic to allow for reasoning
abut concurrent programs such as C; || C2. The parallel composition con-
struct C; || Co denotes the execution of the C; and Co programs in parallel

by two distinct threads.

In order to reason about concurrent programs, O’Hearn introduced the

parallel composition rule of inference:

{P1} Ci{Q1} {2} Co{Q2}
{P; x P} C111C2 {Q1 x Q2}

(PAR)

provided that C; does not modify any variables free in P, Co, QQ2; similarly
for Co and P;,C1, Q1. The (PAR) rule states that, if executing C; in a local
state P transforms it to a state satisfying ()1, and similarly executing Cs in a
local state P, transforms it to a state satisfying ()2, then executing Cy || Co
in a larger state satisfying P * P, will transform it to a state satisfying
Q1 * Q2. We can use the (PAR) rule to prove that two programs, C; and Ca,
which act on separate (compatible) parts of the state described by P; and
P, can be executed in parallel. For instance, consider the following proof
sketch for the program C £ [x] =1 || [y]=2:

{X»—)—*y|—>—}
x>t || y—= -}
[x] =1 [yl =2

{x—1} {y — 2}
{x—=1xy—2}
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What we have seen so far provides a rather low-level view of the program
state. When reasoning about large software libraries, abstraction is as im-
portant as locality. While locality allows us to study each part of the system
in isolation, abstraction affords us a simpler view of the system, hiding the
irrelevant details. That is, abstraction allows us to take a concrete imple-
mentation of a module and produce its abstract specification. A client of
the module can then appeal to this abstract specification and reason about
it without having to understand the specifics of its implementation. We
proceed with an overview of the existing work for combining abstraction

techniques with separation logic.

2.1. Abstraction for Separation Logic

Separation logic is extensively studied and the benefits of the locality it
affords in program verification is well-established. However, separation logic
provides a low-level abstraction of the program state akin to that of physical
machine states. To allow for more abstract specifications, Parkinson and
Bierman extended separation logic with abstract predicates [41].

An abstract predicate is a black boxr description that provides a high-
level representation of the underlying data structure without exposing its
implementation details. For instance, consider variable stores that map pro-
gram variables onto their associated values. The implementation of vari-
able stores and their representation in memory varies from one program-
ming language to another. For example, while in programming languages
such as C program variables are allocated and stored on the stack, the
variable store in JavaScript is emulated in the heap. However, when rea-
soning about client programs it is important to abstract away from the
implementation details of the variable store and work instead with a more
high-level representation of them. We can thus write an abstract predicate
vars(xq:Vy,X2:Va, ..., X, Vy) stating that the program variables x1, x2, . . .,
x,, hold values denoted by the logical variables vy, Vo, ..., V,, respectively.
The vars predicate thus provides a high-level representation of program vari-
ables that can be instantiated to describe a particular implementation.

As another example, consider specifying the operations of a set module.
There are many different ways to represent a set in memory. For instance,

amongst many other possible representations, we may choose to represent
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the set in memory as a singly-linked list or as a skip list. However, the
choice of in-memory representation of the set does not affect the high-level
behaviour of the set operations. As such, when reasoning about client pro-
grams of the set module, it is highly desirable to shield the user from the
intricate implementation-specific details, and work instead with a more ab-
stract representation of the sets. We can thus write an abstract predicate
set(Rs, S) stating that the contents of the set at heap address R, is described
by the mathematical set s. The abstract predicate set(Rs, S) does not reveal
the heap representation of the set and merely provides a high-level descrip-
tion of the set via the mathematical set s. The set predicate thus provides a
high-level opaque representation of a set and may be instantiated to describe

a particular implementation.

Although abstract predicates successfully introduce the benefits of ab-
straction to separation logic, additional axiomatisation is required in order
to achieve the same degree of locality as that of separation logic at each
abstraction level. For instance, consider the variable assignment operation
x =y updating the value of variable x to that of y. Using the abstract predict

vars described above, we can specify this operation locally as follows:

{vars(x : X,y:Y)} X=y {vars(x:Y,y:Y)}

Now let us suppose that we hold the vars(x:X,y:Y,z:2) resource and we
wish to perform the x=y operation. In order to verify x=y, the resources
we hold must match those described by the precondition of x=y. In other
words, we must split the vars(x:X,y:Y,z:2z) predicate, frame off variable z
and its value and thus arrive at vars(x: X, y:Y) as required by the precondi-
tion of x =y above. However, as the vars predicate is opaque and its low-level
representation is hidden from us, we do not know how such splitting can be
achieved. To remedy this, abstract predicates allow for further axiomatisa-
tion of their properties, including that of their splitting. For instance, we
can introduce the following axiom in order to describe the splitting of vari-
able stores where S1 and Sy describe sets of program variable and value pairs

and S; W Sy ensures that S; and Sg contain disjoint program variables:

VS1, So. vars(Sy W Sg) < vars(sy) * vars(S2)
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Using the above axioms, we may now split the vars(x:X,y:Y,z:7) predi-
cate as vars(x:X,y:Y) xvars(z:z), frame off vars(z:z) and thus match the
precondition of x=y above. As such, in order to achieve the same degree of
locality as that readily offered by separation logic, we must appeal to further
axiomatisation. To better illustrate this and to understand the advantages
and shortcomings of abstract predicates, we study two simple library mod-

ules, sets and lists, and specify their operations using abstract predicates.

2.1.1. Set Module

Consider a set module with three operations add, remove and size. For a
given set at address x, the x.add(n) operation adds the element identified
by n to the set if it does not contain n; otherwise it leaves the set unchanged.
Similarly, the x.remove(n) operation removes the element identified by n
from the set when it is contained in the set; otherwise it leaves the set
unchanged. Lastly, the r := x.size() operation returns the size of the set
in [l

Using the vars and set abstract predicates described earlier, we can specify

the behaviour of the set operations as follows:

{vars(x : Rsym N)} x.add () {vars(x : Rs,n: N) }

* set(Rs, S) * set(Rs, s U {N})

vars(x : Rs,n: N) vars(x : Rg,n : N)
x.remove (n)
* set(Ry, S) * set(Rs, s\ {N})

vars(x:Rs, N, r:R) ) JR. vars(x:Rg, n:N, r:R)
r:=x.size()
* set(Rs, 9) * set(Rs,s) AR=3|

In the postcondition of x.add(n), the contents of the mathematical set S at
heap address R; is extended with value N. Analogously, in the postcondition
of x.remove(n), value N is removed from the mathematical set s at Rj.
Finally, in the postcondition of x.size(), the set S at R, remains unchanged
and the result r reflects the number of elements in s, i.e. [S].

Observe that the footprint of the size operation spans the entire math-

ematical set s in that without having each and every element in S, its size

"We write, for example, r :=x.size() for x.size(r). That is, r denotes a program vari-
able in which the operation result is returned, and ‘:=" does not necessarily correspond
to assignment in the client programming language.
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cannot be determined. The specification of the size operation above thus
accurately captures its intuitive footprint. By contrast, it is possible to spec-
ify the behaviour of the x.add(n) and x.remove (n) operations more locally
by focussing solely on the element denoted by n, rather than the entire set S.
More concretely, we can specify the x.add(n) operation such that the pre-
and postcondition respectively assert “the set may or may not contain n”,
and “the set does indeed contain n”; mutatis mutandis for x.remove(n). As
such, the specifications of the add and remove operations above greatly over-
estimate the footprint of their associated operations. This in turn hinders

local and compositional reasoning, especially in concurrent settings.

For instance, consider the concurrent set program x.add(17) |x.add (23).
Intuitively, the footprints of x.add(17) and x.add(23) are limited to the
set elements 17 and 23, respectively. Since 17 and 23 are distinct elements,
the footprints of the two operations are disjoint from one another. As such,
using the (PAR) rule above (see p. , we expect to be able to execute
x.add(17) and x.add(23) in parallel. However, in the specification above,
the footprint of the add operation spans the entire set set(Rs,s). As the set
predicate set(Rs, S) cannot be duplicated as set(Rg, ) xset(Rg, S), we cannot
execute the x.add(17) and x.add(23) programs in parallel, as expected.

In order to specify the set operations locally, we thus appeal to more local
abstract predicates in(Rgs,N) and out(Rg, N). The in(R,, N) predicate states
that the set contains value N. Similarly, the out(Rs, N) predicate states that
the set does not contain value N. Using these predicates, we can specify the

behaviour of x.add(n) and x.remove(n) as follows:

{vars(x : Rs,n: N) } % add(n) {vars(x : Rsym N)}
% (in(Rs,N) V out(Rs, N)) * in(Rs, N)

vars(x : Rs,n : N) (n) vars(x : Rs,n: N)
x.remove (n
% (in(Rs,N) V out(Rs, N)) % out(Rg, N)

Ideally, since the size operation involves the global predicate set(Rs,S), in
order to reason about all set operations simultaneously, we need a mechanism
that allows us to move back and forth between the global predicate set(Rs, S)
and the local predicates in(Rs, N) and out(Rs,N). To do this, we introduce
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the following axioms:

Vs. set(Rs,8) <= ins(Rs,S) * outs(Rs, N '\ s)
VS, N.ins(Rs,SW{N}) <= ins(Rg,s) xin(Rs, N) (2.1)
VS, N. outs(Rs,SW {N}) <= outs(Rs,S) * out(Rs, N)

That is, when S is a set of natural numbers, the above axiom describes how
the global resources of set(Rs, s) may be split into smaller local resources to
reflect the elements in S (via in(Rs, N)) and those not in S (via out(Rs, N)).

By combining abstract predicates with a set of axioms for enforcing the
structural splitting of resources (e.g. those in , we can recover the ben-
efits of locality afforded by separation logic at different abstraction levels.
However, while the splitting of resources comes for free in separation logic
(via the % connective), it must be explicitly axiomatised on a per example
basis for each abstract data structure. Moreover, as the data structures grow
more complex, the number of the required axioms as well as their complexity
must also grow to achieve the same degree of expressivity and separation as
that of separation logic. To better demonstrate this, we next study a list

module and specify its operations using abstract predicates.

2.1.2. List Module

We will shortly study a generic list module and specify its operations using
abstract predicates. Lists are widely used data structures and have long
been the subject of study in separation logic. In particular, consider the
following inductive definition of lists first introduced as a motivating example

for separation logic:

list(R;, L) = Iseg(R;, L,null)
Iseg(X,L,N) £ (X=N A L=[] A emp)

vV (3y,v,L. L=v:L/ A X = V,Y * Iseg(Y,L',N))

The list and lseg predicates above are well-known in the separation logic
community and are a staple in separation logic teachings. The list(R;, L)
predicate describes a list at heap address R; with its contents captured by
the mathematical list L. The lseg(X, L, N) predicate describes a list segment

L between heap addresses X and N, and provides a mechanism for splitting
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lists and list segments into smaller segments, thus enabling local reasoning.

More concretely, for any list segments L and Lo we have:
lseg(X,L1+La,N) <= 3Y. Iseg(X,L1,Y) * lseg(Y, L2, N) (2.2)

The use of the mathematical list L in conjunction with the splitting property
above is reminiscent of abstract predicates studied so far and at first glance
may suggest that the list and Iseg predicates are abstract (i.e. implemen-
tation independent). However, on closer inspection we note that the Iseg
predicate (and consequently the list predicate) exposes the in-heap repre-
sentation of the underlying list as a singly-linked list, and thus may only be
used when reasoning about singly-linked lists. As such, these predicates are
not abstract enough and cannot be used to specify the behaviour of a generic
list module. More concretely, the N parameter in lseg(X, L, N) describes the
value of the “next” pointer for the last list node in the segment. Were we
to reason about a doubly-linked list instead, we would then need to rede-
fine both predicates as follows by extending them with a new parameter P

tracking the value of the “previous” pointer for the first node in the segment:

dlist(R;, 1) = diseg(R;, L,null, null)
dlseg(X,L,N,P) 2 (X=N A L=[] A emp)

V (3y,V, L. L=viL' A X = V,Y, P * dlseg(Y,L',N, X))

In other words, by exposing the connectivity information of a list segment via
the N and P parameters (i.e. how a list segment connects with its surrounding
data), we have to redefine our predicates each time we consider a different list
representation. Ideally, we would like to abstract this connectivity and work
instead with a general list predicate that may be implemented by various

list representations.

To this end, rather than defining the list predicates by describing their
heap representation (as in list and lseg above), we assume two abstract
predicates list and Ifrag (list fragment), analogous to list and [seg, and hide
their heap representation. To enable local reasoning, we must then azrioma-
tise how a list may be split into smaller fragments. In other words, while

the splitting of list follows immediately from its in-heap definition, we must
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axiomatise this property for the abstract list predicate list as follows:
VL1, L. |iSt(Rl, L1—H—L2) <— da. |iSt(iRl, L1—H-Oz) * Ifrag(a, Lg)

That is, we can split off an arbitrary Lo fragment of the list, provided
that we track how this fragment fits in its associated list via . The «
in list(R;, L1+« identifies a context hole denoting the position to which the
list fragment at « is to return. Conversely, the counterpart « in Ifrag(a, La)
identifies an abstract address denoting the location at which the data asso-
ciated with the context hole « is stored. The address « is abstract in that
unlike R; (or X and N in Iseg(X,L,N)), it does not correspond to an actual
address in the heap and is a mere product of the abstraction. Observe that
by describing the splitting of list data via an abstract address «, we abstract
the connectivity of lists and list fragments to their surrounding data with-
out exposing their heap representations. As we describe shortly, when we
consider a particular list implementation (e.g. a singly-linked list), we also

concretise this abstract connectivity captured by a.

In order to move between list fragments of various lengths and break list

fragments into smaller ones, we use the following axiom:
VL1, La, 5. (Ifrag(ﬁ,Ll—H—m) <= Ja. Ifrag(8, L1+Ha) * Ifrag(a,Lg))

We can now use the list and Ifrag abstract predicates to specify the behaviour
of a generic list module. We can then use the list specification in conjunction
with the splitting properties above in order to enable local client reasoning.
To reason about a particular implementation of the list module, we can in-
stantiate the list and Ifrag predicates by describing their heap representation
e.g. as a singly-linked list or a doubly-linked list, defined respectively as list
and dlist above. In doing so, we also concretise the abstract connectivity
captured by the abstract address a. In case of the singly-linked list rep-
resentation the concrete connectivity is realised by a single heap address N
denoting the value of the “next” pointer for the last node in the fragment.
In case of the doubly-linked list representation the concrete connectivity is
realised by two heap addresses N and P, where N denotes the value of the
“next” pointer for the last node in the fragment, and P captures the value of

the “previous” pointer for the first node in the fragment.
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Note that in the same spirit as the lseg splitting property in , in
the abstract list splitting axioms above the splitting of the list data is al-
lowed from the right end only. As such, given a list fragment of the form
Ifrag(av, L1HLo++L3), in order to get at the Lo fragment we must use the

splitting axiom twice as follows:

Ifrag(cr, L1+HLo-+H-L3) < 38. Ifrag(a, L1++0) * Ifrag(3, La-H-Ls)
& 3B, 7. Ifrag(a, Li++p) * Ifrag(B, La+) * Ifrag(7, L3)

Although this is not a significant restriction, we generalise the splitting ax-

ioms as follows and use them instead in the remainder of this section:

VL1, Lg, L3.
|iSt(le, L1—H—L2—H—L3) <~— Jda. |iSt(le, L1—H—a—|—|—L3) * Ifrag(a, Lg) (2.3)
VLla Lo, Ls, /3

Ifrag(5, L1HLa+HL3) <= Ja. Ifrag(8, LiHa++L3) * Ifrag(a, La)  (2.4)

Let us now turn our focus to a generic list module and specify its operations
using the list and Ifrag abstract predicates. Consider a list module with three
operations add, remove and item. For a given list at address x, the x.add(n)
operation appends n to the end of the list. The x.remove(n) operation
removes the first occurrence of n from the list when the list contains n;
otherwise the operation faults. The r :=x.item(i) operation returns the
ith element of the list (indexed from 0) in r when i denotes a non-negative
integer. When i is out of bounds (i.e. greater than or equal to the length
of the list), then null is returned in r. This operation faults if i denotes a
negative value.

As with the set module, it is possible to specify all list operations by
appealing to a global abstract predicate list(R;, L), stating that the contents
of the list at x are described by the mathematical list L. However, to allow
local reasoning we must accurately capture the operation footprints and
choose our abstract predicates accordingly. Let us then turn our focus to
the operation footprints.

The locality of footprints varies from one operation to another. Since lists
allow for duplicate elements, the x.add(n) operation does not need to know

of other n elements in the list. That is, the x.add(n) operation adds n to the

45



end of the list regardless of other list elements. As such, the precondition
of x.add (n) must ideally accommodate access to the end of the list without
exposing its elements. The footprint of x.add(n) thus contains no tangible
resources associated with the underlying list and merely requires access to
the last position in the list. When the list contains the value denoted by
n, the footprint of x.remove(n) is limited to the list fragment between the
beginning of the list and the first occurrence of n (inclusive). Lastly, the
footprint of the x.item(i) operation depends on the value of the index i.
When i denotes a valid index (i.e. a non-negative integer less than the length
of the list), then the footprint of x.item(i) comprises all elements from the
beginning of the list up to and including the i*" element. When 1 is greater
than or equal to the length of the list, in order to calculate the length of the
list and compare it against the index i, the footprint of x.item(i) spans

the entire list.

Using the list and Ifrag abstract predicates, we can specify the list op-
erations as follows, capturing the footprints locally. For a binary operator
®e{e, =<, ...}, we write XY for X & Y A emp.

{vars(x:Rl,n:N)} % add(n) {vars(x:ﬁRl,n:N) }

« list(Ry, o) * list(Ry, aH-[N])
vars(x : Ry,n : N)
* list(Ry, L+H-[N]-+H-a) x.remove (n) {
* N¢L * complete(L)

vars(x : R;,n: N)
* list(Ry, LH-[N])

vars(x:R;,1:1,r:R)
s list(R;, LH[N]+a) r:=x.item(i) {

* list(Ry, LH[N] H«
* 1= |L| % complete(L) S ] )

vars(x:R;,i:1,r:N) }

vars(x:R;,1:1,r:R)
% list(Ry, L) * 1> |L| r:=x.item(i) {

* |iSt(Rl, L)
« complete(L)

vars(x: Ry, i1, r: null)}

Recall that for n=N, the footprint of x.add(n) is independent of the list
elements and solely requires access to the last position in the list. To specify
this, we use the Ifrag(R;, a) predicate in the precondition of x.add(n) to
assert that the contents of the list have been split off, leaving behind the
context hole a. Observe that for any list L, we can start with the list

list(R;, L), split off the contents of the list, and obtain list(R;, &) using the
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axiom in (2.3). That is, list(R;,L) <= 3o list(R, @) * Ifrag(c, L). In the
postcondition, the list is simply extended with the new element N.

When n=N and the list contains N, the footprint of x.remove (n) comprises
the fragment from the beginning of the list up to and including the first
occurrence of N. This is captured by list(R;, L++[N]4++«) in the precondition.
The N € L in the precondition ensures that the N given is indeed the first
occurrence of N in the list and does not occur in L. To ensure that the N does
not occur in L, the list fragment described by L must be complete (i.e. contain
no context holes). Were this not the case, we could not ascertain that N is
not contained in L (e.g. when L=a-H1L/, the list fragment at o may also
contain N). To capture this, we appeal to the following inductive predicate
complete(L), asserting that L is a complete list fragment with no context

holes:
complete(L) = (L=[]) V (3H, L. L=[H]-+HL" * complete(L’) )

The complete(L) predicate states that either the list L is empty and thus the
contents of the list are captured by []; or the list has at least one element
H, and the tail of the list, L/, is also complete. This is captured by the L=[]
and L=[H|+HL assertions respectively, where [] and [H]++L" denote logical

expressions. In the postcondition the N is removed from the list as required.

Recall that when i=I denotes a valid index (non-negative and less than
the length of the list), the footprint of x.item(i) comprises the fragment

1" element. This is

from the beginning of the list up to and including the
specified in the precondition of the first axiom by list(R;, L+ [N]+H-a) * |L| =L
As before, to ensure that the L is equal to I, the list fragment given by L
must be complete, as stipulated by complete(L) in the precondition. In the

postcondition the 1*" element (i.e. N) is returned in r.

When i=I is out of bounds (i.e. greater than or equal to the length of
the list), the footprint of x.item(i) spans the entire list as specified by
list(R;, L) * 1> |L| in the precondition of the second axiom. In the postcondi-
tion, the list remains unchanged and null is returned in r as required.

The above specification of the list operations is both abstract and local.
That is, the list and Ifrag abstract predicates allowed us to specify the list op-
erations in a way that is independent of the underlying list implementation.

However, the locality of our specifications comes at the price of explicitly
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axiomatising the list splitting properties in —. In general, splitting
abstract data structures is crucial to local reasoning. As such, it is highly
desirable to write our specifications in a logic where this splitting is derivable
within the logic itself, rather than having to be axiomatised separately for
each abstract data structure. This is precisely the motivation behind struc-
tural separation logic [60]. Structural separation logic integrates the local
reasoning of separation logic (where resources may always be split using the
* connective), with the abstract treatment of data structures advocated by
abstract predicates. We proceed with an overview of structural separation

logic and use it to specify the operations of the list module studied here.

2.1.3. Structural Separation Logic: Informal Development

Structural separation logic [60], henceforth SSL, is a general program logic
for the abstract specification of libraries that manipulate structured data,
and local reasoning about their client programs. To achieve this, SSL com-
bines the local reasoning of separation logic [40] 49] with the abstract rea-
soning of context logic |7, [6]. Here, we give an intuitive account of SSL and
use it to specify the operations of the list module studied in §2.1.2] We give
the technical details of SSL and its general theory in §3l We then use SSL
to specify the operations of a simple tree library, as well as the Document
Object Model (DOM) library [I] and to reason about their client programs.

Consider the list operation x.remove(n). Informally, this operation re-
moves the first occurrence of the element identified by the value of variable
n, leaving the rest of the list unchanged. To formalise this English descrip-
tion, we write SSL assertions that describe abstract heaps. Abstract heaps
allow us to avoid considering the implementation details of the list structure.
They are similar to the flat heaps of separation logic in that they consist
of cells that map addresses to values. However, rather than storing simple
values such as integers, they may store rich and complex structures.

For instance, Fig. illustrates an abstract list heap, comprising a single
cell at ®; with the complete abstract list [a,b,c] as its value. This heap
is abstract in that it hides the details of how the list at R; is concretely
represented in a machine.

Intuitively, when n=b then the footprint of the x.remove(n) operation

comprises the list fragment [a,b] and not the list tail given by the [c] frag-
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(a) A complete abstract list heap (b) The heap in @ after abstract allocation

Figure 2.1.: Abstract list heaps

ment. Abstract heaps allow for their data to be split by imposing additional
instrumentation using abstract addresses. This is reflected in the transition
from Fig. to Fig. [2.10l The heap in Fig. contains the complete list
[a,b,c] at R;. We then split this complete list using abstract allocation to
obtain the abstract heap in Fig. with the list fragment [c] at a fresh,
fictional abstract address y, and an incomplete list at R; with a context hole
y, indicating the position to which the list fragment will return. The list
fragment [a, b]++y now matches the intuitive footprint of x.remove (n) with
the tail [¢] split off and excluded from the footprint. Once the x.remove (n)
operation is completed and the necessary updates have been carried out,

the heap can be joined back together using abstract deallocation, as in the

transition from Fig. 2.1D] to [2.1a]

To specify the behaviour of list operations, we write assertions that de-
scribe abstract heaps. For instance, let N denote a logical variable with value
b, L denote a logical variable with value [a], @ denote a logical variable with
value y, and L” denote a logical variable with value [c|. To describe the list
cell at R, in Fig. 2.1b] we write R; — L++[N]-+Ha. This assertion describes
an abstract heap with a single list cell at address X;, containing the list
fragment L4++[N]++c. Similarly, to describe the list cell at y in Fig. we
write « — L/. This assertion describes an abstract heap with a single list
cell at abstract address a, containing the list fragment 1.

We now have all the ingredients to describe the behaviour of list opera-
tions (specified using the list and Ifrag abstract predicates in using
SSL assertions instead. Observe that there is close correspondence between
the abstract predicates list and Ifrag, and the SSL assertions describing ab-
stract list heaps. More concretely, given any list data L and abstract address
a, the list(R;, L) predicate corresponds to the SSL assertion R; — L, and the
Ifrag(c, L) predicate corresponds to the SSL assertion a — L. The list split-
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ting axioms of (2.3)-(2.4]) correspond to abstract allocation and deallocation
on abstract list heaps (e.g. the transition from Fig. to and back).
That is,

VLla L2, L3, A.

A Li+HLo+HLg <= da. A~ LiHa+HL3 * o+ Ly (2.5)

where A ranges over the heap address R; and abstract addresses such as
«. However, while we must explicitly axiomatise (2.3))-(2.4) for abstract list
predicates, the property in (2.5 is derivable within the logic of SSL and

need not be axiomatised.

We can now specify the behaviour of x.remove (n) in a similar way to the
Ifrag specification (p. , using SSL assertions instead:

vars(x: Ry, n:N)
* Ry — L++[N]+a » x.remove(n) {

. * R — L+«
* N¢L % complete(L) :

vars(x:le,n:N)}

As before, the precondition comprises four assertions, with the vars(x: R, n:
N) assertion describing the values associated with program variables. The
second assertion, R; — L++[N]++a, describes an abstract list heap compris-
ing a single cell at address ®;, holding the list fragment L-+H-[N]-++c«. The
last two assertions, N&ZL % com plete(L), state that the list fragment given by
L is complete and does not contain N. Analogously, the postcondition states
that the result of removing N is the list fragment L+« at address &;. Note
that the context hole e must be preserved in order to join this list fragment
with the list that was split from it, using abstract deallocation. Were this
not the case, the resulting heap would be malformed in that one could not
join up the data at abstract address o with its associated context hole «,
as it would have been deleted by remove. We can use SSL to specify the

remaining list operations as given in Fig. 2.2]

We have given an intuitive account of SSL, a program logic for abstract
specification and local reasoning about libraries that manipulate structured
data. SSL consolidates the ideas behind context logic [7, 6] and segment
logic [59, 25|, refining them into a logic with a simple heap model based on

that of separation logic. The heap model of SSL allows it to be integrated
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{vars(x:R;,m:N) * Ry — o} x.add(n)  {vars(x:R;,m:N) « R; — a+[N]}

vars(x:R;, n:N)
* Ry — L+H[N]Ha x.remove (n) {
* NZL % complete(L)
vars(x:R;,1:1,r:R)
* Ry — L+ [N]-Ha r:=x.item(i) {
* 1= |L| * complete(L)
vars(x:R;,1:1,r:R)
* Ry — L r:=x.item(i){
# 1> |L| * complete(L)

vars(x:R;, n:N)
* R; — L+

vars(x:R;,1:1,r:N)
* R; — LH[N]-Ha

vars(x:R;,1i:1,r:null)
xRy — L

Figure 2.2.: The axiomatic specification of the list module using SSL

with other program logics based on separation logic, such as the original
work of O’Hearn [49], Parkinson’s separation logic for Java [42], and the
work on JavaScript by Smith and others [2I]. SSL allows us to write specifi-
cations that are both abstract and local, without additional axiomatisation
or complex machinery. As such, in the remainder of this thesis we choose
SSL as the abstraction mechanism, and use it to specify the behaviour of the

library operations we study, as well as to reason about their client programs.

2.2. Client Reasoning

To reason about our client programs, we use the WLocic program logic
presented by Wright in his thesis [60]. WLocIc is a program logic for a simple
while language comprising the standard constructs of sequential composition
(;), skip, conditionals, loops and parallel composition (). The reasoning
principles and proof rules of WLocIc are standard and are omitted here. We
describe the technical details of WLoaIc in §3] We combine the list module
specification given in Fig. with WLogIC to reason about the x.size()
client program given in Fig. .

2.2.1. The x.size() Client Program

The r :=x.size() client program in Fig. computes the length of the
list at address x and returns it in r. To do this, the program proceeds by

traversing the list from the head (the first element) to the end, keeping a
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r:=x.size() £ var curr, size in {
size=0;
curr :=x.item(size);
while(curr !'= null){
sizet+t;
curr :=x.item(size);

}

r=size;

Figure 2.3.: The x.size() client program of the list module

count along the way. As such, the footprint of the x.size() program spans
the entire list, and the precondition must thus include the complete list at

x. We can specify the behaviour of the x.size() program as follows.

{vars(x Rt R) xRy Lx compIete(L)}
r:=x.size()

{EIS. vars(x : Ry, r:S) « Ry — L * S= ]L|}

A proof sketch of x.size() is given in Figs.[2.4and2.5] At each proof point,
we have highlighted the effect of the preceding command, where applicable.
For instance, after the assignment of line 2, the value of variable size is

updated to 0, whereas the while statement of line 4 has no effect.

Concluding Remarks We have given an informal account of SSL, a pro-
gram logic for abstract specification, and have demonstrated how it may be
used for local reasoning about libraries that manipulate structured data. We
present the general theory of SSL in §3and demonstrate how it may be inte-
grated into an SL-based program logic for client reasoning. In §4] we use SSL
to specify a simple tree library T, and integrate it into WLocIc, an SL-based
program logic for a simple while language, to reason about the client pro-
grams of T in WLogIc. Later in we specify the behaviour of a fragment
of the Document Object Library (DOM) [I]. We then integrate our DOM
specification into JSLocic, an SL-based program logic for JavaScript [21], to
reason about the DOM client programs written in JavaScript. As mentioned

earlier, SSL consolidates the ideas behind context logic [7] 6], refining them
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{vars(x : R, T : R) % R; — L * complete(L) }
1. var curr, size in {
vars(x : Ry, T : R, curr:—, size:— ) « R; > L * complete(L)}

2. size=0;
{vars(x : R;,r : R, curr : —, size : 0) x R; — L * complete(L) }
// Unwrap the definition of complete
vars(x : Ry, r : R, curr : — size : 0)
{*((L—H * R+ []) V (3H, L. L=[H]+L" * complete(L’) * R; — [H]—H—L’))}
// Abstract allocation at « by
vars(x : Ry, r : R, curr : size:0) ((L:H * Ry = [])
V (3, U, a. L=[H]+HL % complete(L') * Ry — [H]+Ha *  — L’))
3. curr:=x.item(size);

Jc. vars(x: Ry, TR, curr:C, size:0) x ((L:[] x C=null xR, — [])

V (3H, L. L=[H]+HL’ * complete(L') * C=H * R; — [H]+Ha * @ — L’)) }
// Abstract deallocation at « by

Jc. vars(x : R, r : R, curr : C,size : 0) ((L:H * C=null * R; — [])
{V (3, 1. L=[H]+L' * complete(L’) * C=H * R; — [H]-H—L')) }
// Weaken each disjunct to arrive at the loop invariant

3o, s, L, L. vars(x : Ry, r : R,curr : C,size : S)

*((Cinull * Ry + L S=|L| * complete(L)) V (L=L; +[C]+Lg % S= |L1|

x complete(L1++[C]) * complete(Ly) * R; — L1—H—[C]—H—L2))

Figure 2.4.: A proof sketch of x.size() (continued in Fig.

into a logic with a simple heap model based on that of separation logic. As
we demonstrate later in §5] SSL improves on context logic in several ways.
Most notably, SSL allows for compositional client reasoning, significantly
reducing the number of specifications needed for describing the behaviour of
programs. To illustrate this, we show that specifying a simple DOM client
program (comprising 3 lines of code) in context logic requires at least siz
separate Hoare triples, whereas the same program can be specified in SSL

with a single triple (see p. [139)).
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// Repeat the last line from Fig.
3¢, s, L1, Lo. vars(x : Ry, r : R,curr : C,size: S)
*((Cinull # Ry > L 8= |L| * complete(L)) V (L=L1 -+ [C]-HLy * 8= |Ly]|
* complete(L1++[C]) * complete(Ly) * Ry — L1—H—[C}—H—L2))
4.  while(curr '= null) {
{HC,S, L1, L. vars(x : Ry, T : R,curr : C,size : §) * L=L;+[C|]+Lg x S= |L1\}

* complete(Ly ++[C]) * complete(Ly) * Ry + Li+-[C]+H-Lg
5. size++;

3s, L1, Lg. vars(x : Ry, r : R,curr : —, size : §) * L=Lj+Lg * S= |Lq]
{* complete(Ly) * complete(La) * Ry > Li++La }
// Unwrap the definition of complete(Lz)
3s,L1, Lo. vars(x : Ry, r : R, curr : -,size : 8)
*<(IRl — L * S=|L| * complete(L)) V (3C. L=L; +[C]4++La * S= |L1|
« complete(L++[C]) x complete(Lg) * R; — LH—F[CH—FLQ))
// Abstract allocation at a by
3s,L1, Lo, av. vars(x : Ry, r : R, curr : -,size : 8)
*<(3Ql — L * S= |L| * complete(L)) V (3C. L=L;++[C|+Lg * S= |Lq]|
x complete(Li+[C]) * complete(La) * Ry + L1 +H-[C]+Ha * o — Lg))
6. curr :=x.item(size)
3s,L1, Lo, @, C. vars(x : Ry, T : R, curr : C,size: S)
*((Cinull % Ry — L * 5= |L| * complete(L)) V (L=Lj+[C]+Lg * S= |L;]
x complete(L1-H-[C]) * complete(La) * Ry — Ly+[C]+a * o — LQ))
// Abstract deallocation at a by
3s,L1,La, C. vars(x : Ry, r : R,curr : C,size: S)
*((Cinull * Ry +— L * S=|L| * complete(L)) V (L=L;-+H[C]+La % S= |L1|

x complete(L1++[C]) * complete(Ly) * R; — Ll—H—[C]—H—Lg))
7.}
// Exit from the loop; only the first disjunct of the invariant applies.
{3s. vars(x : R, T : R, curr : null, size : S) * R; > L x = |L| * complete(L) }
{3s. vars(x : R, r : R, curr : null, size : S) * R; — L xs=|L|}
8. r=size;
{3s. vars(x : R;, ¥ : 8, curr : null, size : ) Ry — L* s=|L[}

9.}
{3s. vars(x : Ry,r:8) « Ry = Lxs=|L|}

Figure 2.5.: A proof sketch of x.size() (continued from Fig.
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3. Structural Separation Logic (SSL)

Structural separation logic (SSL) introduced by Wright in [60] is a general
program logic for abstractly specifying the behaviour of libraries of struc-
tured data, and for reasoning locally about their client programs. We present
the general theory of SSL and its various ingredients necessary to specify a
library abstractly, as presented in [60]. The general theory of SSL is para-
metric and may be instantiated accordingly to specify the behaviour of any
library for structured data. We present the general model of SSL and its
assertion language in §3.1]

Given a library A for abstract data (e.g. a list library such as that in
, in We demonstrate how to use the SSL specification of A to rea-
son about its client programs written in an arbitrary programming language
with an SL-based program logic. More concretely, given a programming lan-
guage PL, with an SL-based program logic PLocic, we demonstrate how to
extend PLogGIc to PLocicy to specify the behaviour of A operations, and to
reason about the client programs of A written in PL, provided that PLogIic
meets certain assumptions.

In order to extend PLogic to PLoGIcy, we integrate the various com-
ponents of SSL (e.g. states, assertions, etc.) with those of PLocic. In
particular, we must integrate the assertions of the SSL and PLocIc in a way
that allows for combining the information about their respective underlying
sates. For instance, in the specification of the x.remove(n) list operation
in Fig. the vars(x : R;,n : N) assertion describes a variable store in the
client programming language where program variables x and n respectively
hold the value R;, and the value denoted by the logical variable N. In other
words, program variables provide a means of interaction between the client
programming language PL and the library A operations. Similarly, logi-
cal variables provide a means of information exchange between the client
program logic PLocic and the library A specification in SSL. As such, to

integrate PLocic and SSL we must adopt a unified notion of program and
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logical variables. More concretely, since we aim to reason about library A
client programs written in PL, the set of program variables are those of PL.
Analogously, since we aim to incorporate the SSL specification of library A
into the program logic of PLocic, the set of logical variables are those of
PLocic. To this end, we define a unified set of program variables, PVAR, as
well as a unified set of logical variables, LVAR.

Unlike program variables, the choice of program values may differ between
the PL language and library A. Program values describe the set of values
that can be represented in the machine and may be observed via program
variables. For instance, in the above variable store assertion vars(x : R;,n :
N), the value associated with variable x, namely ®;, denotes a program value
of the list library describing the location of the list in the underlying abstract
list heap. Moreover, the R; is a list library value and may not necessarily
correspond to a program value in PL. As such, the programming language
PL and library A may each define their own sets of program values.

Similarly, the choice of logical values in the program logic PLocic may
differ from those of SSL. Logical values describe the values that may be
associated with logical variables and often include program values. The set
of logical values may additionally include instrumented values used purely
for reasoning (e.g. an abstract address x denoting a fictional address in the
abstract heap). Since PL program values may not necessarily correspond to
those of library A, the SSL specification for A and PLocic may each define
their own sets of logical value.

To track the values of logical variables in assertions, we then define a set of
parametric logical environments, LENV (V), that map logical variables onto
logical values in V. As we show later, when the set of logical values for
PLocIc is given by PLLVAL, and the set of SSL logical values for library A
is given by LVALy,, we interpret PLocicy assertions with respect to a logical
environment in LENV (PLLVAL U LVALy).

The W-coercion of a logical environment I', written Iy, limits the do-
main of I' to those variables whose values inhabit W. We use this to enforce
the correct interpretation of assertions when the range of I' is bigger than
permitted. For instance, when interpreting PLocic, assertions (which in-
clude both SSL and PLocic assertions) with respect to I' € LENV(PLLVAL

ULVALa ), SSL assertions are interpreted over I'|pyay, -
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Definition 1 (Program variables). The countably infinite set of program

variables is x € PVAR.

Definition 2 (Logical variables). The countably infinite set of logical vari-

ables is X € LVAR.

Definition 3 (Logical environments). Given the set of logical variables LVAR
(Def. [2)) and a set of logical values V, the set of parametric logical environ-
ments on V is T € LENV (V) £ Lvar 22 v,

Given two sets of logical values V and W and a logical environment I' €
LENV (V), the W-coercion of T', written I']y, is defined as follows:

F) & I(x) if T(x)€ew

undefined otherwise

We proceed with the general theory of SSL and its assertion language.

3.1. SSL Model and Assertions

The general theory of SSL [60] is parametric and may be instantiated to
specify the behaviour of a particular library of structured data. We present
the SSL theory for a general library A, and delineate the parameters of SSL
enclosed in solid boxes labelled “SSL Parameter”. To provide a clearer ac-
count of the SSL theory, we appeal to the list library L presented informally
in §2.1] and follow each SSL parameter with the instantiation of the corre-
sponding parameter for IL enclosed in dashed boxes labelled “SSL L Instance
(Parameter X)”, where X is the reference to the corresponding parameter.

We proceed with the general SSL model and its assertion language.

SSL Model

We begin by modelling abstract program heaps such as the list heap in
Fig. Abstract program heaps are mappings from root addresses (e.g. R;)
to complete program data with no context holes (e.g. [a,b,c]). Root ad-
dresses are library specific and may vary from one library to another. We

thus parameterise the library-specific root addresses R € RADD,.
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Parameter 1 (Root addresses). Assume a countable set of root ad-

dresses, R € RADDy.

For list heaps, we define a designated root address R;, denoting the loca-

tion in the list heap where the list data is stored.

SSL L Instance (Parameter |1)

is RADDL, £ {R;}.

i Definition 4 (List root addresses). The set of root addresses for lists
1

Recall that abstract program heaps are mappings from root addresses to
program data. Program data is library specific and describes complete data
with no context holes. It provides a high-level representation of the under-
lying data structure that is agnostic to the implementation details and how
the data structure may be represented in the heap. For instance, program

data for the list module in §2.1] comprises complete abstract lists such as

[a, b, c] in Fig.

Parameter 2 (Program data). Assume a set of program data, d €

PDATA, .

For the list library L., program data describes an ordered collection of val-
ues defined inductively and includes empty lists, singleton lists, and compos-
ite lists. To model lists, we assume a countably infinite set of list elements,

n € LELEM, delimiting the space from which list elements are drawn.

SSL L Instance (Parameter |2)

Definition 5 (List program data). Let LELEM denote a countably
infinite set of list elements. The set of program data for lists, 1 €

PDATAL, is defined by the following grammar where n € LELEM:

li=1]] [n] | i+l
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The -+ operation is associative with identity [] and all list data are

equal up to the associativity of —H—F_-]

We write [n1,...,n] as a shorthand for [nq]4++ ... +H[ng].

As previously discussed, the set of program values may vary from one
library to another. We thus assume a set of library-specific program values
that include root addresses. Library-specific program values denote the set
of program values that may be observed by the clients of the library (via
program variables). For instance, for the list library studied in the
library-specific program values comprise the list root address R;, as well as
the list elements in LELEM (Def. [5). This is evident in the list axioms of
Fig. where the program variables may contain either the root address R,

or logical values corresponding to elements in the underlying list.

Parameter 3 (Library program values). Given the set of root ad-

dresses RAppy (Par. , assume a set of library program values,
v € PVALy, such that RAppy C PVALy.

For the list library L, the program values include the list root address &;
and the elements in LELEM.

SSL L Instance (Parameter |3)

Definition 6 (List program values). Given the set of list root ad-
dresses RADDL, (Def. [d)) and the set of list elements LELEM (Def. [f)),

the set of program values for lists is v € PVALL = RADDL, W LELEM.

P
D T R R R

We can now model abstract program heaps as partial functions mapping

root addresses onto abstract program data.

Definition 7 (Abstract program heaps). Given the set of root address
RADD, (Par. [I)) and the set of program data PDaray (Par. [2)), the set of

Tt is straightforward to formalise this associativity property.
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abstract program heaps for library A is:

h € PHEAP, = RADD, fin PDATAy

We now proceed to model abstract logical heaps such as the list heap in
Fig. 210l Abstract logical heaps are mappings from addresses to logical
data. Addresses comprise abstract addresses (e.g. y in Fig. , as well as
library-specific root addresses (e.g. R; for lists). To model this, we assume
a countably infinite set of abstract addresses, x € AADD, such that the sets

of abstract addresses and root addresses are disjoint.

Definition 8 (Abstract addresses). Given the set of library root addresses
RADD, (Par. , the countably infinite set of abstract addresses is x € AADD,
such that AADD N RADDy=0.

Definition 9 (Addresses). Given the set of library root addresses RADDy
(Par.[I)) and the set of abstract addresses AADD (Def. [§)), the set of addresses
for library A is a € AbpDy = AADD W RADDy.

As mentioned earlier, abstract logical heaps are mappings from addresses
to logical data. As with program data, logical data is library specific and
provides a high-level representation of the underlying data structure that is
agnostic to how the data structure may be represented in the heap. Logical
data contains the (complete) program data (Par. [2) and may additionally
contain incomplete data with context holes (e.g. x). In other words, since
the definition of logical data is library specific, we may choose to limit log-
ical data to include program data only. However, as we demonstrated in
§2.1] admitting incomplete data allows us to specify library operations more
locally. Notationally, as with context holes, we use the boldface font and
write d, d; and so forth to range over logical data. This is to remind the
reader that logical data may contain context holes. Given the set of logical
data, there is an associated address function which returns the set of context

holes present in the logical data.
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SSL Parameter

Parameter 4 (Logical data). Given the set of program data PDATAy
(Par. , assume a set of logical data, d € LDATAa, such that
PDATAy € LDATAY.

Given the set of abstract addresses AADD (Def. [§), assume an address
function, addra (.) : LDATAy — P (AADD), returning the set of context

holes present in the logical data.

When the type of logical data is clear from the context, we drop the
subscript and write addr(.) for addra(.).

For the list library L, logical data includes the complete lists defined by
list program data (Def. , as well as incomplete lists with context holes.

SSL L Instance (Parameter 4)

Definition 10 (List logical data). The set of logical list data, 1 €
LDATAL, is defined by the following grammar where x € AADD (Def.
and n € LELEM (Def. [f)):

Li= ]| x[[n] [ i+l

Logical list data does not contain repeated context holes; the +
operation is associative with identity [] and all logical list data are
equal up to the associativity of —H—E]

The list address function, addry(.) : LDATAL, — P (AADD), is defined

inductively over the structure of logical list data as follows:

addr([]) = 0 addrp (x) = {x} addry([n]) = 0
addrl(ll—l—l—lg) = ader(ll) ) ader(lg)

Recall that data splitting in SSL is achieved through abstract allocation
(e.g. the transition from Fig. to . Conversely, data can be com-
bined via abstract deallocation (e.g. the transition from Fig. to
where subdata at an abstract address is compressed into its counterpart con-

text hole. To model this data compression, we appeal to context application

2Tt is straightforward to formalise these restrictions.
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on logical data, written d; ox ds, describing the collapsing of logical data
d, into the context hole x in dy. This is typically defined as the standard

substitution of x in d; with ds.

SSL Parameter

Parameter 5 (Application). Given the set of abstract addresses
AADD (Def. [B) and the set of logical data LDATa, (Par. [4)), assume
a context application function, ¢ : LDATAp, X AADD X LDATA, —
LDATAy, such that the following properties hold for all d,d;,ds €
LDaTA, and x,y € AADD, where for clarity o(di,x,ds2) is written as
d1 Ox dg:

1. if d; ¢x do is defined then:

a) Containment: x € addr(d;)

b) Non-overlap: addr(d;) Naddr(ds) C {x}

c) Preservation: (addr(d;) \ {x}) U addr(dz) = addr(d; ox d2)

2. Identity: xox d =d.

3. Arbitrary addresses: if x € addr(d) and either y ¢ addr(d) or
y = x, then d oy y is defined. Also, d ox x = d.

4. Left-cancellativity: if d ox d; = d ©x dg, then d; = ds.

5. Quasi-associativity: if y € addr(dz) and either y ¢ addr(d;) or
X=Y, then (dl Ox dg) Oy d= d1 Ox (d2 Oy d)

6. Quasi-commutativity: if x ¢ addr(dz) and y ¢ addr(d;), then
(d ox di) oy da = (d 0y da) ox dy.

where undefined terms are considered equal.

For list data, we define context application 1; ¢x 1 in the standard way: it
is undefined when x ¢ addr(l;); otherwise, it is defined as 1; [l /x|, denoting
the standard substitution of 1y for x in 1y, provided that the substitution

result is in LDATA[,.
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SSL L Instance (Parameter [5)

Definition 11 (List application). Given the set of abstract addresses
AADD (Def.[8) and the set of logical list data LDaray, (Def.[10]), the list
context application function, ¢ : LDATAL, X AADD X LDATAp, — LDATAY,,

is defined inductively over the structure of logical list data as follows:

[]ox1 undefined [n] ox 1 undefined
1 if x=
yox1£ Y
undefined otherwise
I'++1, if l1oxl=1 and V415 € LDATA],
(11 ‘H’l2) ox 1 = ll—H—ll if Ihoxl= I' and ll—H—ll € LDATAT,

undefined otherwise

We are almost in a position to formally define abstract logical heaps.
An abstract logical heap is a mapping from addresses (Def. @I) to logical
data (Par. . A logical heap may be: i) complete, with no use of abstract
addresses in its domain or range, i.e. a program heap (e.g. the list heap in
Fig. ; or ii) complete, but with its data split across several abstract heap
cells (e.g. the list heap in Fig. ; or iii) incomplete, missing some heap
cells needed to join some abstract addresses (e.g. the list subheap y — [n] in
Fig. . As we demonstrated in incomplete heaps are necessary for
local reasoning using the frame rule. In this case, there will be some choice
for the missing cells in the frame that would render the heap complete.
Logical heaps are subject to structural invariants to ensure that they are
well-formed. In particular, a context hole x must not be reachable from the
abstract address x in the domain of the heap. For instance, the list heap
{x = [n|Hy,y — [m]+x} is not well-formed due to the cycle. To this
end, we first define logical pre-heaps as mappings from addresses (Def. @
to logical data (Par. . We then define abstract logical heaps as logical
pre-heaps that are well-formed. More concretely, a logical pre-heap ph is

well-formed if:

i) ph is complete with no abstract addresses in its domain or range,

i.e. ph is a program heap in PHEap, (Def. ; or
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ii) ph is complete with its data split across several abstract heap cells,
and it is possible to collapse the data at abstract addresses to their

counterpart context holes to produce a complete pre-heap as in|i) or

iii) ph is incomplete and it is possible to complete it by extending it to a

well-formed complete pre-heap as in .

Note that the collapsibility property in ensures that logical heaps are
acyclic with respect to abstract addresses, and dismisses malformed heaps
such as {x — [n]++y,y — [m]+x} since it cannot be collapsed to a com-
plete heap. We proceed with the formal definition of logical pre-heaps, fol-
lowed by the definitions of heap collapse and completion functions. We then

formulate the definition of abstract logical heaps.

Definition 12 (Logical pre-heaps). Given the set of library A addresses
Appy (Def. E[) and the set of logical data LData, (Par. , the set of logical
pre-heaps for library A is:

ph € PrREHEAP, £ ADDy fin LDATAR
The empty pre-heap, 04, is a function with an empty domain.

As before, when the type of an abstract heap is clear from the context,

we drop the subscript and write O for 0.

Definition 13 (Completion/collapse). A pre-heap ph € PREHEAP, is com-
plete, written isComp(ph), if and only if it satisfies the following condition,
where dom(ph) denotes the domain of ph, and addr(.) is the address func-

tion (Par. [4):
isComp(ph) L vk (x € dom(ph) < Ja € dom(ph). x € addr(ph(a)))

The pre-heap completion function, comp(.) : PREHEAPy — P (PREHEAPy),

is defined as follows, where W denotes the standard disjoint function union:

comp(ph) £ {ph’

Jdph”. ph’=ph & ph” A isComp(ph’)}

The pre-heap collapse function, collapse(.) : PREHEAPy, — PREHEAP4, is
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defined as follows:

ph if isComp(ph)
and dom(ph) N AADD =0

collapse(ph’) if isComp(ph)
collapse(ph) = and 3ph”, a,x,dq,ds.

ph=ph” W[a — di| ¥ [x — dg]
Aph'=ph” W [a — (d; ox d2)]

undefined otherwise

Observe that only complete pre-heaps with unique context holes in their
range can be collapsed. That is, for any two distinct addresses a; and as in
the domain of ph, the context holes of ph(a;) and ph(az) should not overlap.
As such, the order of data collapse does not matter. As the collapsibility
of a pre-heap ensures its acyclicity with respect to abstract addresses, we
define the set of abstract logical heaps to comprise logical pre-heaps that

can be completed into collapsible pre-heaps.

Definition 14 (Abstract logical heaps). Given the set of logical pre-heaps
PrEHEAP, (Def. , the set of abstract logical heaps for library A, h €

LHEAPy, is defined as follows:

h € LHEAP, £ {ph

ph € PreHEAPy A dphy, ph,.
ph; € comp(ph) A phy=collapse(ph,)

Logical heap composition, e, : LHEAP, X LHEAP, — LHEAP,, is defined as
the standard disjoint function union W. The empty logical heap, 0y, is the
logical heap with empty domain. The separation algebra of logical heaps for
library A is SAy = (LHEAP,, e4,04).

Observe that abstract heaps are also abstract pre-heaps: LHEAP, C
PrREHEAP,. When the type of abstract heaps is clear from the context,
we drop the subscripts and write o for ey and 0 for Og4.

We can now formalise the abstract allocation/deallocation relation on ab-

stract logical heaps.

Definition 15 (Abstract (de)allocation). The abstract (de)allocation re-

lation, =~: LHEAPp X LHEAP,, is defined as follows, where * denotes the
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reflexive transitive closure of the relation and h;[a — d;] denotes a function

that behaves like hy except that a is mapped onto dj:

A
~ =4 (hy,hs), (hs,h
{( 1 2) ( 2 1) hzzhl[aHdl]O[Xl—)dQ

da,dq, ds, x. hl(a):(dl Ox dz) A *
]

During abstract allocation (in the transition from h; to hy), the subdata
d, at address a is split and promoted to a fresh abstract address x in the
heap, leaving the context hole x behind in its place. Dually, during abstract
deallocation (in the transition from hy to hy), the context hole x in logical
data d; is replaced by its associated data ds at abstract address x, removing

x from the domain of the heap in doing so.

An abstract library provides an interface for manipulating the underlying
data structure. In SSL this is achieved through a set of atomic operations
associated with the library without exposing their implementation details.
As such, the operations of library A are parameterised and must be provided
alongside the other SSL parameters studied so far. For instance, for the list
library L in the library operations comprise x.add(n), x.remove (n)

and r :=x.item(i).

Parameter 6 (Library operations). Assume a set of atomic library

operations, Cp € OPy.

SSL L Instance (Parameter [6)

Definition 16 (List operations). The set of atomic list operations,
CL € Opr, is defined by the following grammar, for all program vari-
ables x,n,r € PVar (Def. [1)):

Cp ::=x.add(n) | x.remove(n) | r :=x.item(i)

We have now introduced all the ingredients of the SSL model. We proceed

with the SSL assertions and their semantics.
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SSL Assertions

As we discussed earlier at the beginning of this chapter, the set of logical
values are library specific and may vary from one library to another. Logical
values denote the values associated with logical variables. We thus assume a
set of library-specific logical values that include library program values (Par.
as well as abstract addresses. For instance, in the list axioms of Fig.

the (logical) value of the logical variable « is an abstract address x.

SSL Parameter

Parameter 7 (Library logical values). Given the set of library pro-
gram values PVaLy (Par. |3) and the set of abstract addresses AADD
(Def. , assume a set of library logical values, v € LVALy, such that
PVaLy U AADD C LVALY.

For the list library IL, the logical values are the extension of list program
values (Def. [6)) with abstract addresses and logical list data (Def. [L0). We
include the logical list data in the set of logical values to allow for writing

logical expressions that inspect the structure of list data.

SSL L Instance (Parameter [7)

Definition 17 (List logical values). Given the set of program values
for lists PVaLy, (Def. [6), the set of abstract addresses AADD (Def.
and the set of list logical data LDatap, (Def. , the set of logical
values for lists is v € LVALL 2 PVALL U AADD U LDATAL.

Library A may specify a set of logical expressions in order to assert certain
properties about the underlying data. For instance, the logical expressions
of the list library studied in include the |L| expression describing the
length of list L (see the specification of x.item(i) operation in Fig. .
As such, SSL is parametric in the set of library logical expressions and their

evaluation function.
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SSL Parameter

Parameter 8 (Library logical expressions). Assume a set of library
logical expressions, e € LEXPy.

Given the set of library logical values LVaLy (Par. [7) and the set of
logical environments in LENV (LVaLy ) (Def. [3), assume an evaluation
function, (||)‘(&) : (LExPy X LENV (LVALy)) — LVAL,, that given a
logical environment in LENV (LVAL,), evaluates a logical expression

in LExPy to a logical value in LVAL,.

For the list library L, the logical expressions include logical variables,

list expressions defined by the same grammar as that of logical list data
(Def. , and the list length expression.
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SSL LL Instance (Parameter

Definition 18 (List logical expressions). The set of logical expres-
stons for lists, e € LEXPL, is defined by the following grammar where
L,N, & € LVAR (Def. [2):

ex=[][L]a]|[N|ettes | ||

Given the set of logical values for lists LVaLy, (Def. and the set of
logical environments LENV (PVaLy) (Def. [3), the evaluation function
for list expressions, (H)](L) : (LExpp, x LENV (LVALp)) — LVALL, is
defined inductively over the structure of list expressions as follows,
where I' € LENV (LVALL):

o if T'(a
ME=0 E=r)  (adf={ (o) € Ao
undefined otherwise
ipE=4 ™ ()

undefined otherwise

1 ++1o if (1)l =11 A (e2)! =1y
(er-+rea) = - -
undefined otherwise



! if (el)f =1 A addry,(1)=0
(el = .
undefined otherwise

Given a library A, the SSL assertions for A comprise heap assertions de-
scribing sets of abstract heaps in LHEAP, (Def. . Heap assertions in turn
are defined via data assertions, describing the underlying data in LDATA4.
As well as assertions describing context holes, data assertions are parame-
terised and may be instantiated with library-specific data assertions. For
instance, as we demonstrated in §2.1] the data assertions for the list library
include [], describing an empty list, as well as assertions of the form L;+-Lo,
describing composite lists. Data assertions are interpreted as sets of library-

specific data given a logical environment.

SSL Parameter

Parameter 9 (Library data assertions). Assume a set of library data
assertions A € LAsTy.

Given the set of library logical values LVaLy (Par. , the set of log-
ical environments LENV (LVALy) (Def. |3) and the set of logical data
LDatay (Par. , assume a satisfiability relation for library data as-
sertions, ||=a: (LENV (LVALa) X LDATAL) X LAST4.

Given a set of library data assertions, we can now define the SSL heap

and data assertions.

Definition 19 (SSL assertions). The set of library A heap assertions, © €
HAsT,, and the set of library A data assertions, A € DAST,, are defined by
the following grammars, where R € RAppy (Par. ; a,X € LVAR (Def. ;
and A € LAsty (Par. [0):

O :=R— A root cell assertions
| a— A abstract cell assertions
A z=false | A} = Ag | IX. A classical assertions
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| x logical variable

| Ay oq Ag context hole application
| o context hole containment
| A library data assertions

The R — A assertion describes a logical heap comprising a single cell at
root address R containing data described by data assertion A. Analogously,
the a — A assertion describes a logical heap comprising a single cell at the
abstract address denoted by « containing data described by A.

For data assertions, classical assertions are standard. Other classical con-
nectives (-, A, V, V) can be derived in the usual way. The X denotes a logical
variable interpreted in the usual way by looking up its value in the logical
environment. The A; ¢, Ay assertion (borrowed from context logic [7]) de-
scribes data satisfying A7 with its context hole denoted by « replaced by
data satisfying Ay. The Oa assertion (read “somewhere o) describes data
that contains the context hole .

Recall that in order to specify the behaviour of library operations (e.g. the
list library in , we appeal to standard separation logic (SL) assertions
such as P x @Q. On the other hand, observe that the SSL assertion language
(Def. comprises assertions for describing single-cell abstract heaps only,
and does not include the standard SL assertions. As the underlying model
of SSL is a separation algebra (Def. , it is straightforward to extend the
SSL assertions with the standard SL assertions. However, we view SSL as
an add-on to SL and expect the SSL assertions to be incorporated into an

SL-based logic including the standard connectives such as P * Q).

Definition 20 (SSL satisfiability relations). Given the library logical values
LVaLy (Par.[7), the logical environments LENv (LVALy) (Def. [3)), the logical
heaps LHEAP, (Def. and the logical data LData, (Par. , the heap
assertion satisfiability relation, =5 (LENV (LVALA) X LHEAPA ) X HAST,, and
the data assertion satisfiability relation, |Fa: (LENV (LVALy) X LDATAp) X
DAsTy, are defined as follows, where ||=4 denotes the satisfiability relation
for A-specific data assertions (Par. [0)):

hiEya— A iff  3Ix,d.I(a)=xA dom(h)={x}
Ah(x)=d AT,d |F=a A
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DohEy R A iff  3d. dom(h)={R} Ah(R)=d AT,d |=a A

I',d |=4 false never

Id|Fa A=Ay iff TI'id|Fa A1 = I,d|E=a A
Id | 3x. A iff Fu.Tx—ov),d|=4 A

I'.d |F4x iff d=TI(x)

T,d|=4 A oa Ay iff 3dy,da,x. T()=x A d=d; ox d2

AT dy [Fa A1 AT, da [FEa Ag
Id |Fa Ca iff T'(a) € addr(d)
I,d|Fa A iff T,d||EaA

The list-specific data assertions comprise assertions to describe list data,
including empty lists, context holes (where the associated list data has been

split away, leaving behind a hole), singleton lists and composite lists.

SSL L Instance (Parameter [9))

Definition 21 (List data assertions). The set of data assertions for
lists, A € LAsTy, is defined by the following grammar, where A1, As €
DAsty, (Def. [19) and o, N € LVar (Def. [2)):

A:x=[]|a|[N]|A1HA

E Given the logical values for lists LVaLy, (Def. and the logical en-
E vironments LENv (LVaLy) (Def. [3]), the satisfiability relation for list-
E specific data assertions, ||Fr: (LENV (LVALL) X LDATAL) X LASTL, is
i defined as follows, where I' € LENV (LVaLp), 1 € LDara, (Def. [10)),
E n € LELem (Def. [5), AApD denotes the set of abstract addresses
E (Def. [§) and =1 denotes the list data satisfiability relation (Def. [20):
\

Ll (] iff 1= ]

L ||FL « iff I'(a)=1A1€ AADD

T,1 [ [N] iff In. T(N)=n A l=[n]

Dl[=L A4y iff 3L I=lhiH AT L =L Ap AT L L Ay
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We write [N1,...,Ng| as a shorthand for [Ny]++. .. ++[Ng].

Recall that in order to specify the behaviour of library operations (e.g. the
list library in , we appeal to an abstract predicate, vars(...), describ-
ing the values associated with program variables. However, the SSL asser-
tion language (Def. does not include assertions for describing a variable
store. As the underlying model of SSL is a separation algebra (Def. , it
is straightforward to extend the SSL model to incorporate a variable store
(based on e.g. the variables-as-resource model [5]), and accordingly include
assertions for describing the variable store.

In order to use the axiomatic specification of a library for client-side rea-
soning, the specification must ideally be impartial to the choice of client
programming language. That is, since the library operations may be called
by different client programs written in different programming languages, the
specification must be agnostic to the variable store model in the client pro-
gramming language. However, explicit modelling of the variable store as
described above makes certain assumptions about the store model in the
client programming language, and thus limits the usability of the specifi-
cation. For instance, unlike most languages where program variables are
tracked in a dedicated stack, in JavaScript the variable store is emulated
in the heap. As such, modelling the variable store as a stack departs from
the JavaScript model, and consequently our library specifications cannot be
used to reason about client programs written in JavaScript.

To remedy this, we leave the choice of the client programming language
open, so long as the client provides an accompanying SL-based program logic
in order reason about its programs. In other words, since we expect SSL to
be incorporated into an SL-based logic as an add-on, we further expect this
SL-based logic to provide assertions describing the underlying variable store.
In what follows, we demonstrate how to extend this SL-based program logic

in order to enable client reasoning for library A.

3.2. The PLoGic, Reasoning Framework

Given an abstract library A, we show how to reason about its client pro-
grams in an arbitrary programming language with an SL-based program
logic. More concretely, given a programming language PL, with an SL-based

program logic PLocic, we demonstrate how to extend PLocic to PLocicy to
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reason about the client programs of A written in PL, provided that PLocic
meets certain assumptions.

To demonstrate our techniques better, we present two instances of our
methodology. The first instance, WLocIc, is due to Wright in his thesis [60]
where he illustrates how to reason about SSL client programs written in a
simple while language by extending the program logic of the Views frame-
work [14]. We use WLocIc in §4in order to reason about the client programs
of a tree library. In the second instance (§f]), we show how to reason about
the JavaScript client programs of the DOM (Document Object Model) li-
brary, by extending the SL-based JavaScript program logic of [21].

As described above, in order to extend PLocGIic to PLOGIC,, we assume
that PLocIic meets certain assumptions. We delineate these assumptions
in solid boxes labelled “PLoaic Parameter”. To provide the reader with
a clearer account of our extension methodology, we follow each PLocIic pa-
rameter with its corresponding instantiation for WLoaic, enclosed in dashed
boxes labelled “WLocic Instance (Parameter X)” where X is a reference to
the corresponding PLogGIC parameter.

Although we demonstrate how to extend PLocic with a single library A,
the approach described here may be used to extend PLogic with multiple
libraries. This can be done by extending PLocic with one library at a
time, e.g. first extending PLoGICc to PLocIc,, then extending PLogIicy to
PLocIcag and so forth.

In what follows, we visit the various components of PLogGic, stipulate the
conditions they must meet, and describe how we extend them in PLogGicy

to enable client reasoning for library A.

Program values We assume a set of PL program values describing the
set of values that may be observed via program variables. In order to reason
about the client programs of A, in PLocicy we extend the set of PL program
value with those of library A in PVaLy (Par. |3).

PLocIc Parameter

Parameter 10 (PL program values). Assume a set of PL program
values v € PLPVAL.
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Definition 22 (PLj program values). Given the set of library program
values PVaLy (Par. , the set of PLy program values is v € PLPVALy £
PLPVAL UPVALy.

WL program values The set of program values for WL comprises inte-

ger values, boolean values and the null location.

WLogcIc Instance (Parameter

Definition 23 (WL program values). The set of WL program values
is WPVAL = Z U {true, false, null}.

Example 1 (WLp, program values). Given the list program values PVarp,
(Def. @ and the WL program values WPVAL (Def. , the WLy, program
values are WPVALL, & WPVAL U PVaLL.

Program states Recall that the interaction between the programs writ-
ten in PL and a library A are carried out via program variables. Therefore,
a PL program state must embody a variable store representation in the PL
language. Furthermore, the representation of the variable store must be
parametric in the choice of the values associated with program variables.
This is to ensure that we can extend the set of possible program values with
those of library A so that the PL program variables may record A-specific
values. We thus assume a set of PL program states PSTATE (V), parametric
in the choice of program values V 2O PLPVaL (Par. , denoting a generic
extension of PL program values. To incorporate the PL program states with
those of library A, in PL, we instantiate the PL program states with PLy
program values as PSTATE (PLPVALy ), and further extend the states to incor-
porate abstract program heaps (Def. . That is, we define a program state
to be a pair, (s,h), comprising a PL program state s € PSTATE (PLPVALy@ )

and an abstract program heap h € PHEAP,.
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PLocIc Parameter

Parameter 11 (PL program states). Given the set of PL program
values PLPVAL (Par. and a generic extension of PL program values
V D PLPVAL, assume a set of parametric program states PSTATE (V).

Assume that the set of PL program states is PSTATE (PLPVAL).

Definition 24 (PLa program states). Given the set of PLy program values
PLPVaLy (Def. 22)), the set of parametric program states PStare (.) (Par.
and the set of abstract program heaps PHEApP, (Def. , the set of PLy
program states is: w € PLPSTATESy = PSTATE (PLPVALy) X PHEAP,.

WL program states The WL program states comprise a designated fault
state 4, as well as pairs of the form (o, h) where o denotes a variable stack
and h denotes a heap. A variable stack is based on the variable-as-resource
model introduced by Bornat, Calcagno and Yang in [5]. The variables-as-
resource model treats program variables as (spatial) resource, much like heap
cells. This removes the need for the side-condition on the frame and parallel
composition rules. A variable stack is a function mapping program variables
onto program values. Similarly, a heap is a function mapping addresses (in
NT) onto program values. In order to enable client reasoning, variable stacks
are parametric in the choice of program values (the values in their range)
and may be extended with library values. That is, since program variables
are the means of interaction between the client programming language and
the library, we allow their values to extend beyond WL program values to
include library values. On the other hand, unlike variable stacks, heaps are
not parametric in the choice of program values. In other words, we do not
allow the underlying memory to have pointers into the library and variable

stacks are the sole point of interaction between the client and the library.

[}
i
E Definition 25 (WL program states). Let V. O WPVAL denote a
i generic extension of WL program values (Def. .

P
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The set of parametric variable stacks is:
0 € STACK (V) £ PVAR B v

The set of heaps is h € HEap & NT iR WPVAL.

The set of WL parametric program states is:
WPSTATE (V) £ (Stack (V) x Heap) W {4}
The set of WL program states is:

5 € WPSTATE = WPSTATE (WPVAL)

Example 2 (WL, program states). Given the WL, program values WPVAL,
(Example [1)), the list program heaps PHeapy, (Def. [7) and the parametric
WL program states WPStatE (.) (Def. 2F]), the WLy, program states are:

WPSTATEL, & WPSTATE (WPVALL) X PHEAPL

Programming language We assume the PL programming language to
be defined by an inductive grammar comprising a set of primitive operations
(e.g. variable assignment in PL) in PRIMPLOP, as well as a set of composite
operations (e.g. sequential composition ;) in Op (O), parametric in the choice
of primitive operations used as the “building blocks” of composite operations.
That is, for a generic extension of primitive operations, O O PRIMPLOP, we
assume OP (O) to define the set of operations with its “building blocks”
(i.e. the base cases in the inductive grammar) drawn from O. In PLa we ex-
tend the primitive operations of PL with those of atomic library operations
in Opy (Par. @); that is, PRIMPLOP, = PRIMPLOPWOp,. We then instanti-
ate the parametric composite operations to take into account the extended

primitive operation set (i.e. inhabit the Op (PRIMPLOP,) set).
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PLocIc Parameter

Parameter 12 (PL operations). Assume a set of primitive operations
PRIMPLOP.

Given a generic extension of primitive operations O O PrRIMPLOP,
assume a set of parametric operations Op (O) such that O C Op (O).
Assume that the set of PL operations is C € PLOP = Op (PRIMPLOP).

Definition 26 (PLocicy operations). Given the primitive PL operations
PrIMPLOP (Par. [12) and the atomic library operations Opy (Par. [6]), the set
of primitive PLy operations is PRIMPLOPy £ PrRIMPLOP & OP,.

The set of PLy operations is C € PLOPy £ Op (PRIMPLOP).

WL programming language The programming language of WL is a
simple while language and consists of i) heap operations; ii) variable stack
operations; and iii) standard inductive programming constructs. The heap
operations comprise memory allocation and deallocation (x=alloc() and
free(x)), cell dereference (x=[y]) and cell update ([x]=y). The stack
operations comprise variable assignment (x=e). The inductive constructs
comprise skip, scoped variable declaration (var x in {C}), sequential com-
position (;), parallel composition (||), conditional loop (while (b) {C}), and
conditional choice (if (b) then{C}else{C’}). As per the stipulations de-
lineated in Par. the WL operations are to be categorised as either
primitive or composite. Moreover, as we demonstrate shortly, while the
semantics and proof rules of primitive operations must not depend on the
library extension (i.e. not refer to the abstract heaps of the library), the
semantics and proof rules of composite operations may be lifted to ac-
count for the extension as required. Observe that neither stack nor heap
operations depend on the abstract program heaps of the library. In other
words, the only way to manipulate the abstract program heaps is either
via library operations, or the inductive constructs built from library oper-
ations. As such, we declare both stack and heap operations as primitive,
while categorising the inductive constructs as composite so that their se-
mantics and proof rules are lifted accordingly upon extension with library

operations.
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WLocIc Instance (Parameter

Definition 27 (WL operations). The set of WL program expressions,
e € WExPp, is defined by the following grammar, where x € PVAR
(Def. [1)) and v € WPVaL (Def. 23):

en=uv|x

Let V O WPVAL denote a generic extension of WL program values.
The WL parametric program expression evaluation function, (|.D(') :
WEXP X STACK (V) — V| is defined inductively over the structure of

program expressions as follows:

_ oo Jo(x) if x € dom(o)
(v)” = v (x)” =
undefined otherwise

The set of WL boolean expressions, b € WBEXxp, is defined by the

following grammar, where e € WEXxP:
b:=¢e | b | bl&&bQ | b1 :b2

The WL parametric boolean expression evaluation function, (|.|>(‘) :
WBEXP x STACK (V) — {true, false}, is defined inductively over the

structure of program expressions as follows:

<|e|>‘7 A (leDU if (IeDU € {true, false}

undefined otherwise

(lb)? 2 - (b)? if (b)? € {true,false}

undefined otherwise

[>O' A <b > /\ ( l)] ) 1 ( l)] ) ; b E {tr ’f I }
< b (KZ 82[)2 = ( 2> ue, ralse
undeﬁned ot herwise



(b1)? = (b2)? if by,by € WEXP
and (b1))7, (b2)? # undefined

(b1)? = (b2)? if by € WExP
and (b1])7, (b2)? # undefined

(b1)? = (b2)? if by € WEXP
and (b1)7, (b2)? # undefined

(b1)? = (b2)? if (b1)7, (b2)? # undefined

(b1 =D £

undefined otherwise

The set of primitive WLoaGIc operations, PRIMWOP, is defined by

the following grammar:
PRIMWOP 3 Cy :=x=alloc() | free(x) |x=1[y] | [x]=y|x=e

Given a generic extension of primitive WL operations O D
PRIMWOP, the WL parametric operations, WOP (O), is defined by

the following grammar, where o € O:

WOP (O) 5 C::=o | skip | var x in {C} | C;C’ | C|IC’
| if (b) then{C}else{C’} | while (b) {C}

The set of WLoGIC operations is WOp £ WOP (PRIMWOP).

Example 3 (WLp operations). Given the list library operations Opr,
(Def. and the WL primitive operations PRIMWOP (Def. [27)), the set of
WL, primitive operations is PRIMWOP[, £ PRIMWOP U OPy..

Given the WL parametric operations WOP (.) (Def. [27)), the set of WLL
operations is WOpp, £ WOP (PRIMWOPL,)

Semantics We require PL to define the semantics of its operations by
associating each PL operation with a state transformer. A state trans-
former is a function describing how a program state may be manipulated
by the corresponding operation. As we demonstrate shortly for WL, it is
straightforward to redefine the operational semantics of a language (both

small-step and big-step) using state transformers. As before, we require
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the state transformers to follow the structure of primitive and composite
PL operations. For PL,, we modify the low-level semantics of PL and
redefine it in terms of the extended program states incorporating abstract
program heaps. We further extend the semantics to incorporate the op-
erations of library A. While it is possible for a library to describe the
low-level semantics of its operations, the behaviour of library operations
is often described axiomatically at a high-level. The abstract specification
of library operations is then justified with respect to their implementation
rather than their low-level semantics. As such, when this is the case it
seems unsuitable to require the invention of a low-level semantics for the
library. Therefore, we declare the low-level semantics of library A oper-
ations as an optional parameter. As we demonstrate shortly, when no
low-level semantics is provided, we describe the semantics of library A op-
erations denotationally via their high-level axiomatic semantics (Par. .
We thus delay the formulation of the low-level library semantics until we

present its axiomatic semantics.

PLocIic Parameter

Parameter 13 (PL semantics). Let V O PLPVAL denote a generic
extension of PL program values (Par. [10)).

Given the set of primitive PL operations PrRiMPLOP (Par. ,
assume a primitive semantics function, (.),, : PRIMPLOP —
PSTaTE (V) — P (PSTATE (V)), that associates each primitive op-
eration in PRIMPLOP with a state transformer.

Given the parametric PL program states PSTatE (V) (Par. [11)), let
S £ PSTaTE (V) x C denote a generic extension of PL program states,
comprising parametric PL program states, as well as library program
states captured by C. Given a generic extension of primitive PL
operations O O PrRiMPLOP (Par. , assume a parametric semantics

function,
sem(.): (O =S —P(S)) = Op(0) =S — P(S)

that given a semantics function f : O — S — P (S) for primitive

operations in O, it associates each operation in Op (O) with a state
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transformer, provided that for all o € O:

sem(f)(0) = f(0)

Assume that the PL semantics function, [.J,, : PLOP —
PLPSTATES — P (PLPSTATES), is defined as follows:

[ = sem({.).)

Definition 28 (PL, semantics). Given the PL primitive semantics function
(.Dp,, (Par. and the library semantics function (.), (Par. 20), the
PLy primitive semantics function, (.), , : PRIMPLOPy, — PLPSTATESy —
P (PLPSTATES, ), is defined as follows, where Cpy, € PRIMPLOP, Cy € OPy
and (s,h) € PLPSTATES,:

<|CPL|>PLA (Svh) £ {(Slah) ’ s € qCPLDPL (S)}
(Cabpra (5,h) = (Caby (s, h)

Given the PL parametric semantics function sem(.) (Par. [13), the PLy
semantics function, [.], , : PLOPy — PLPSTATESy — P (PLPSTATES,), is

defined as follows:

[H]PLA 2 sem(<| : DPLA)

WL semantics As stipulated by Par. [I3] we define a primitive semantics
function associating each primitive WL operation in PRIMWOP with a state
transformer. We then define a parametric semantics function that given a
generic extension of WL primitive operations O O PRIMWOP and a seman-
tics function for the primitive operations in O, it associates each operation
in Op (O) with a state transformer. To do this, we define a small-step
transition system, — (), capturing the small-step (structural) operational
semantics of the operations in Op (O). That is, given a primitive semantics
function f describing the semantics of the primitive operations in O, then
— produces a transition system describing the small-step semantics of
the operations in Op (O). Using the small-step transition system — ¢, we

define a big-step transition system ~-r, capturing the terminating traces,
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i.e. those ending with skip. The semantics of an operation is then defined
via the big-step transition system.

Recall that scoped variable declaration, var x in {C}, defines a local
variable x for the duration of C (i.e. scoped in C). As the current scope
may already contain a variable named x, upon executing var x in {C}
we 1) extend the current stack with a fresh variable named z; ii) substitute
all occurrences of x in C with z; and iii) remove z from the stack upon
termination of C. To describe the small-step semantics of var x in {C},
we appeal to an auxiliary operation, rem(z), describing the removal of z

from the stack upon termination of C as described above.

WLocIc Instance (Parameter

Definition 29 (WLocic semantics). Let V. O WPVAL denote a
generic extension of WL program values (Def. .

The primitive WL semantics function, {.),, : PRIMWOP —
PSTATE (V) — P (PSTATE (V)), is defined over the structure of primi-
tive operations as follows, where given a function g, g[a — b] denotes

a function that behaves as g, except that a is mapped to b:

x € dom(o)
(x=alloc Q) )y, (o,h) £ (o[x — i],h W [i — v]) |Ai € NT\dom(h)
ANv € WPVAL

u{4|x ¢ dom(o) }
(free ()., (0,h) 2{ (o, 1) |o(x)=i A h=h'w i -] }
0{4|x & dom(o) v o(x) & dom(n)}
(x= Iyl )y, (0, 1) 2{ (olxr h(D)). 1) | o(y)=i A i € dom() }

U {% x & dom(o)Vy ¢ dom(a)}
Vo(y) & dom(h)
- A , o(x)=i Nt € dom(h)
(=5 () {(U’hh'_m(y)]) No(y) € WPVAL }

U {% x & dom(o) Vy & dom(o) }
Vo(x) & dom(h)Vo(y) € WPVAL
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s7(3,—) s € f(0)(s)

(0,5) = (skip, ')

o'=cWz—v] veEV

(var x in €CF, (0,1),0) =1 (Clz/x]:rem@), (@', ), ) "o ®)
o=0"W [x > V] s=((o,h),c) x & dom(o)
(rem(x), ((0,h),c)) —¢ (skip, ((6',h),c)) (rem(x),s) — (skip, (%,¢))

(C1>8) —f (Cllvs/) 87&(67_)

(C1;Ca,8) —¢ (C};Ca, &) (skip;C,s) = (C,s)
(C1> 8) —f (C,lv 3/) 37&(%7 _)

(Cil1Ca,8) —¢ (Ch11Ca, 8") (skipllC,s) = (C,s)
(Ca,8) = (C5,8") s#(%, )

(CillCg,8) = (C111Ch, s") (Cllskip,s) — (C,s)

s=((o,h),c) (b)?=true
(if (b)then{Ci}else{Cy},s) = (Ci,s)

s=((o,h),c) (b)?=false
(if (b)then{Ci}else{Cy},s) —f (Ca,s)

s=((o,h),c) (b)°undefined
(if (b) then{C1} else {C2},s) — (skip, (%, ¢))

s=((o,h),c) (b)7=true
(while (b) {C},s) —y (C;while (b) {C},s)

s=((o,h),c) (b])?=false s=((o,h),c) {b)’undefined
(vhile (b) {C},s) —; (skip, s) (while (b) {a},s) — (skip, (4,¢))

Figure 3.1.: The WL parametric small-step transitions
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{x=e)y. (a,h) é{(a[x% v], h)

(e)’=vAve v}

Ax € dom(o)

U {% ‘ x & dom(o) V (e])? undeﬁned}

Given the parametric WL program states WPState (V) (Def. 25)),
let S £ WPSTATE (V) x C denote a generic extension of WL program
states, comprising parametric WL program states, as well as library
program states captured by C. Let O O PRIMWOP denote a generic
extension of primitive WL operations (Def. and let

wor (0)" £ wor <OL+J {rem(x) \x e PVAR}>
The WL parametric small-step transition system,
S0 (0585 P(9)) =2 ((WOP (0} x 8) x (WOP (O} x s))

is defined by the rules in Fig. foroe O, f:0—=S —= P(9), E
ceC, and s€S. E
The WL parametric big-step transition system, ~(: (O - S = E
P(S)) =P ((WOP (0)T x 8) x S), is defined as follows, for f: O — E
S—P(S),ceC, and s € S: E

(07 3) —f (Olv (67 C))
(Skip, 3) ~fS (07 S) ~f (%7 C)

(07 S) _>f (0”, S//) (O”,S”) /\’)f 8/

(0,8) ~f &
The WL parametric semantics function,
sem(.): (O =S —P(S)) = WOpr(0) =S — P(S)

is defined as follows, for all f: O — S — P(S), o € WOP (O) and
S ES:

Example 4 (WLj, semantics). Given the WL primitive semantics func-
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tion (.),,, (Def. and the list semantics function {.); (Def. [42)), the
WLy primitive semantics function, (.),, : PRIMWOPL — WPSTATE, —
P (WPSTATEL ), is defined as follows, for all Cy, € PRIMWOP (Def. ,
L € Op, (Def. [16)), and (s,h) € WPStareL, (Example [2)):

(CwiDwir (8,0) = {(s, ) | 8" € (Cunby,, (5)}
<’CL|>WL]L (87 h) = <|C]L|>]L (S’h)

Given the WL program states WPSTaTE, (Example 7 the WL, operations
WOrr, (Example and the WL parametric semantics function sem(.)
(Def. 29), the WLy semantics function, [.]y, : WOPL — WPSTATEL —
P (WPSTATEL ), is defined as follows:

[[']]WL]L = sem(<| : DWL]L)

Logical values We assume a set of PLocic logical values denoting those
values that may be associated with logical variables. In PLocicy we ex-
tend the set of PLocic logical values with those of library A in LVarg
(Par. [7)).

PLocIic Parameter

Parameter 14 (PLocic logical values). Assume a set of PLocIc

logical values v € PLLVALL.

Definition 30 (PLocicy logical values). Given the set of PLoacic logical
values PLLVAL (Par. [14) and the set of library logical values LVaLy (Par.
, the set of PLocicy logical values is v € PLLVALy 2 PLLVAL U LVAL,.

WLogGIcC logical values For WLocic, the set of logical values is the

extension of WL program values with lists.

P

[}
i
E Definition 31 (WLocic logical values). Given the set of WL pro-
i gram values WPVAL (Def. , the set of WLocic logical values is
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WLVAL & WPVAL U LIST(WLVAL).

Example 5 (WLocicy, logical values). Given the set of list logical values
Lvary, (Def. and the set of WLocIC logical values WLVAL (Def. 1),
the set of WLoacIcy, logical values is WLVALL £ WLVAL U LVALL.

Logical states Recall that the interaction between the programs written
in PL and a library A are carried out via program variables. As such, we
stipulated that PL program states embody a variable store parametric in
the choice of program values (see Par. in order to allow for the exten-
sion of the set of program values with those of the library upon integration.
Analogously, we require that a PLocic logical state embody a high-level
representation of the PL variable store parametric in the choice of program
values V O PLPVAL, denoting a generic extension of PL program values.
As before, this is to allow for the extension of program values (i.e. the
values associated with program variables) with those of the library to en-
able client reasoning for library A. We further require the logical states of
PLocic to be modelled as a parametric partial commutative monoid of the
form (LSTATE (V) , 0oy, UNIT (V)), where LSTATE (V) denotes the paramet-
ric set of states, the oy denotes the parametric state composition, and
UNIT (V) denotes the parametric unit set.

In order to reason about the A operations, in PLoGicy we instantiate
the PLocIc states with PLocicy program values as LSTATE (PLPVALy),
and further extend the states to incorporate abstract heaps. That is, we
combine the partial commutative monoid of PLocIic states with the sep-
aration algebra of abstract heaps (Def. and define a program state
to be a pair, (s,h), comprising a PL state s € LSTATE (PLPVAL,) and an
abstract heap h € LHEAP,.

PLocIc Parameter

Parameter 15 (PLocic partial commutative monoid). Given the
set of PL program values (Par. and a generic extension of
PL program values V O PLPVAL, assume a set of parametric

PLoaIc logical states LSTATE (V). Assume a parametric partial com-
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mutative monoid, PLPCM (V) £ (LSTaTE (V) , 0y, UNIT (V)), with
ovy : LSTATE(V) x LSTATE(V) — LSTATE(V) and UNIT(V) €
P (LSTATE (V)).

Assume that the PLogGIc partial commutative monoid is:

(PLLSTATE, o, PLUNIT) 2 PLPCM (PLPVAL)

Definition 32 (PLocicy partial commutative monoid). Given the set of
PLa program values PLPVALy (Def. and the separation algebra of
abstract logical heaps (LHEAPy,,0), the set of PLocicy logical states is:
W € PLLSTATEy 2 LSTATE (PLPVaLg) x LHEAPy. The PLocicy logical
state composition, + : PLLSTATE, X PLLSTATEs, — PLLSTATE4, is defined

component-wise as + = (o (PLPVAL,)" e) and is not defined if composition

on either component is undefined. The PLocicy unit set is PLUNIT, =
{(s,0) | s € UniT (PLPVALa)}. The PLocicy partial commutative monoid
is:

PLPCMy £ (PLLSTATE,, +, PLUNIT,)

WLoGIC logical states The WLocic logical states are those of WL
program states excluding the fault state. That is, a WLocIc logical state
is a pair comprising a variable stack and a heap. WLocic state compo-
sition is defined component-wise as (W,W) where & denotes the standard
disjoint function union. The empty WLocIc state is defined as a pair com-
prising two functions with empty domains. As before, variable stacks are
parametric in the choice of program values whereas heaps are not. That
is, variable stacks are the sole point of interaction between the client and
the library and hence we do not allow the underlying heap (memory) to
have pointers into the library. Instead, we allow the values of program

variables to extend beyond WL program values to include library values.
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WLoacIc Instance (Parameter

Definition 33 (WLocic partial commutative monoid). Let V D
WPVAL denote a generic extension of WL program values (Def. .
Given the set of WL parametric variable stacks Stack (V) and the
set of WL heaps Heap (Def. , the set of parametric WLoGIC
logical states is s € WLSTATE (V) £ Stack (V) x HEAP.

The parametric WLoGIC state composition, oy : WLSTATE (V) X
WLSTATE (V) — WLSTATE (V), is defined component-wise as oy £
(¥,8), where W denotes the standard disjoint function union,
and o(yy is not defined when composition on either component
is undefined. The parametric WLocic unit set, WUNIT (V) €
P (WLSTATE (V)), is WUNIT (V) £ {(0,0)}, where 0 denotes a func-
tion with an empty domain. The parametric WLoGIC partial com-
mutative monoid is WPCM (V) £ (WLSTATE (V) , o(yy, WUNIT (V).
The WLocGIC partial commutative monoid is
(WLSTATE, oy, WUNIT) £ WPCM (WPVAL).

Example 6 (WLocicy, logical states). Given the WLy program values
WPVaL;, (Example [I)), the list logical heaps LHeapy, (Def. and the
parametric WLoGIC program states WLStaTE (.) (Def. 25), the WLocIcy,

logical states are:
WLSTATEL, = WLSTATE (WPVALL) X LHEAPL

Given the parametric WLoGIC composition oy (Def. } and the list logical
heap composition ey, (Def. [14), the WLoacIcy, logical state composition is
defined component-wise as + = (o(wpvaip),®L), and is not defined if the

composition on either component is undefined.

Given the parametric WLocIc unit set WUNIT (.) (Def. and the list
unit element Op, (Def. [I4)), the WLocICy, unit set is:

WUNITL, £ {(5,01) | s € WUNIT (WPVary)}

The WLocIcr, partial commutative monoid is: (WLSTATEL, +, WUNITL).
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Logical expressions We require PLocIc to define a set of logical expres-
sions that includes logical variables and values. We assume the PLocic
logical expressions to be defined by an inductive grammar comprising a set
of primitive logical expressions in PRIMPLLEXP, as well as a set of com-
posite logical expressions in LEXp (E), parametric in the choice of primitive
expressions used as the “building blocks” of logical expressions. We further
require PLocic to define an evaluation function for logical expressions.
Logical expressions are often evaluated with respect to a logical environ-
ment (Def. . However, in order to evaluate the logical expressions,
PLocic may need additional information besides that provided by the log-
ical environment. For instance, as we demonstrate later in the logical
expressions of the JavaScript program logic in [2I] are evaluated with re-
spect to a logical environment and a scope chain. To capture this, we
require PLocIc to define an evaluation environment which must comprise
a logical environment, and may include additional information required
for expression evaluation. In PLocicy we extend the primitive logical ex-
pressions of PLocic with those of the library (Par. , and instantiate
the parametric composite expressions with the extended primitive expres-
sions. Accordingly, we lift the expression evaluation function of PLocic to

PLoGICcy expressions.

PLocic Parameter

Parameter 16 (PLocic logical expressions). Let L O PLLVAL de-
note a generic extension of PLoaic logical values (Par. @

Assume a set of primitive logical expressions, e € PRIMPLLEXP.

Let E O PrRIMPLLEXP denote a generic extension of PLoGIC primi-
tive logical expressions.

Given the set of logical variables LVAR (Def. , assume a set of para-
metric logical expressions LEXp (E) such that LVAR UE C LExp (E).

Assume that the set of PLoacic logical expressions is:
E € PLLExp £ LExp (PRIMPLLEXP)

Given the set of logical environments Exv (L) (Def. [3)), assume a

parametric evaluation environment, Exv (L) = LENv (L) x B, com-
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prising a parametric logical environment, as well as additional in-
formation captured by B.

Assume a primitive logical expression evaluation function, (]D](Dg :
PRIMPLLEXP X ENV (PLLVAL) — PLLVAL.

Assume a generic evaluation function,
eval(.) : (E x Env (L) — L) — (LExpP (E) x Env (L) — L)

that given an evaluation function for primitive expressions in E,
it produces an evaluation function for expressions in LExp (E),
provided that for all e € E, e=(I',b) € Enxv (L), X € LVAR and
fp € E x Exv (L) — L, it satisfies the following where f £ eval(f,):

fle,€) = fole,€) (x)&P =I(x)

Assume that the PLocic logical expression evaluation function, |.| E,L) :
PLLExP x ENvV (PLLVAL) — PLLVAL, is defined as follows:

11S) 2 eval((.)S))

Definition 34 (PLocicy logical expressions). Given the PLocIic primitive
logical expressions PRIMPLLExpP (Par. and the library logical expres-
sions LExp, (Par. , the set of PLocicy primitive logical expressions is
e € PRIMPLLEXPy £ PRIMPLLEXP U LEXPy.

The set of PLocicy logical expressions is defined as E € PLLEXpy £
LExP (PRIMPLLEXP ).

Given the library expression evaluation function (H)g (Par. , the
PLocic parametric evaluation environment ENv (L) and the primitive ex-
pression evaluation function (|D1(>2 (Par. , the PLocicy primitive ez-
pression evaluation function, (H)}(,IZA : PRIMPLLExXP, X ENV (PLLVALy) —
PLLVALy, is defined inductively over the structure of PRIMPLLExP, as
follows, for ey € LEXpy, ep, € PRIMPLLEXP and (T',b) € ENV (PLLVALg),
where T, 2 Tlpriva and Ty £ I'livan, (see Def. :

7b P a
(er D) 2 (ep ) Er?) (eadly) 2 (eall
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Given the generic expression evaluation function eval(.) (Par. [16]), the
logical expression evaluation function for PLOGIC,, ||H£,3A : PLLEXP, X
ENV (PLLVALy) — PLLVAL,, is defined as follows:

1S, 2 eval(0.)Y),)

WLoGIC logical expressions The logical expressions of WLocIC com-
prise logical variables and values, the empty list [], list cons written F; : Eo
and list concatenation written Fi-++Es.

WLocIc Instance (Parameter

Definition 35 (WLoaic logical expressions). Given the set of log-
ical values WLVAL (Def. , the set of WLocIic primitive logical
expressions is e € PRIMWLEXP = WLVAL.

Let PE D PRIMWLEXP denote a generic extension of WLoGIC prim-
itive logical expressions.

Given the set of logical variables LVAR (Def. , the set of parametric
logical expressions LEXp (PE) is defined by the following grammar,
where e € PE and X € LVAR:

WLExp <E> SFE:=e ’ X ’ FE1:FEs ’ Fi++E5

The set of WLocic logical expressions is WLExp =
WLEXP (PRIMWLEXP).

Given the set of logical values WLVAL (Def. and the set of logical
environments LENV (WLVAL) (Def. [3), the set of parametric WLoaic
evaluation environments is I' € LENV (WLVAL).

Given an evaluation environment I' € LENV (WLVAL), the prim-
itive logical expression evaluation function, (||)\(N)L : PRIMWLEXP X
LENV (WLVAL) — WLVAL, is defined inductively over the structure

of primitive expressions as:

Given an extension of WLocic logical values L O WLVAL and an ex-

tension of WLogGIc primitive logical expressions PE O PRIMWLEXP,
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the parametric evaluation function,
eval(.) : (PE x LEnv (L) — L) — (LExp (PE) x LEnv (L) — L)

is defined as follows, for all e € PE, I' € LEnv (L) and f, : PE X
LENV (L) — L where f £ eval(f,):

f(e,T) £ fyle,T) f(x,T) £ (x)
v:L if f(Ey,T)=v and f(F3,T')=L
f(Ey: EyT) = and L € L1sT(L)

undefined otherwise

Li+Ly if f(E1,T)=Ly and f(FEs,I')=Lo
f(El—H—EQ,F) £ and L1, Lo € LIST<L>

undefined otherwise

The WLocic logical expression evaluation function, ||H\(N)L : (WLEXP x
LENV (WLVAL)) — WLVAL, is defined as follows:

115, 2 eval((-)$))

-----------------------------------------------------------

Example 7 (WLocicy, logical expressions). Given the logical expressions
for lists LExpp, (Def. and the WLogGIc primitive logical expressions
PrRIMWLEXP (Def. [3F)), the WLocIcL, primitive expressions are:

PRIMWLEXP], & PRIMWLEXP U LEXPy,

Given the WLoaic parametric expressions WLExp (.) (Def. [35)), the
WLogcicy, logical expressions are WLEXpp, = WLExXP (PRIMWLEXPL).

Given the WLocicy, logical values WLVaLy, (Example [f]), the set of
logical environments LENV (WLVALL) (Def. [3), the WLocIc primitive eval-
uation function (H)&,)L (Par. and the list evaluation function (]D]é) (Par.
, the WLocICc primitive evaluation function, (H)(') : PRIMWLEXP[, X

wLL

LENV (WLVALL) — WLVALL, is defined follows, for all ef, € LExpy, (Def. [18)),
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ew, € PRIMWLExp (Def. 35) and T' € LENV(WLVaLy), where T, 2
Clwiva, and Ty 2 Ty, (see Def. :

r T r r
(ewtDwrL = (lewrDwr (eLDwir = (eLy,

Given the parametric WLocIC evaluation function eval(.) (Par. [16]), the

WLocicy, evaluation function, ]|.||5'V)LL:WLEXPLXLENV (WLVALL) ~WLVALL,

is defined as follows:

115 L 2 eval()4) )

Assertions and their semantics We assume that the assertions of
PLocic, P € PLAST, include: i) standard classical assertions (e.g. P = Q);
ii) standard boolean assertions (e.g. E1=FE»); iii) standard SL assertions
(e.g. PxQ); and iv) assertions to describe the underlying PL-specific vari-
able store. We assume that the PLogIic assertions are interpreted via a
satisfiability relation and that the classical, boolean and SL assertions have
their standard semantics. We require that the PLocic assertion language
be defined by an inductive grammar comprising primitive and composite
assertions. In PLocicy, we extend the primitive assertions of PLocic with
those of SSL assertions (Def. , and accordingly lift the satisfiability

relation to PLoGIcy assertions.

PLocIc Parameter

Parameter 17 (PLocic assertions and their semantics). Assume a
set of PLocGIC primitive assertions p € PRIMPLAST.

Let A D PRIMPLAST denote an extension of primitive PLocGIC asser-
tions. Let V D PLPVAL denote an extension of PL program values
(Par. and L D PLLVAL denote an extension of PLocIc logical
values (Par. [14). Let W £ (LSTaTE (V) X D) denote an extension of
parametric PLocIc logical states (Par. , comprising PLogIc logi-
cal states in LSTATE (V), as well as library logical states captured by
D. Let PE O PrRIMPLLExP denote an extension of PLogic logical
expressions and E = LExp (PE) (Par. .

Given the parametric evaluation environment Exv (.) (Par. [16)), as-

sume a primitive satisfaction relation, |=,C (ENv (L) X LSTATE (V)) X
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94

PRIMPLAST.

Assume a set of parametric assertions, Ast(A,E), defined by the
following inductive grammar where a € A, F1,Fs € E, x1---%, €
PVAR, X,V]---V, € LVAR, and P, @, € AsT (A, E):

AST(AJE)2 P,Q = ---|a|false| P=Q|3x. P
| E1 © Ey where © € {=,<}
lemp | PxQ | P —*Q
| vars(x; - v ™)
Given the set of PLocic logical expressions (Par. , assume that

the set of PLocIc assertions is:
PLAST 2 AsT (PRIMPLAST, PLLEXP)

Assume a parametric ordering on PLoGICc states, Sy &
LSTATE (V) X LSTATE (V).
Given the parametric evaluation environment Env (.) (Par. [L6), as-

sume a generic satisfaction relation,

P(WxW)
X (WXW — W)
sat(.) ;| x P (W) — P ((Env (L) XxW)XAsT (A, E))
X P ((ENv (L) XW)xA)
x (Env (L) XE — L)

that given an ordering on states of W, a composition operator
on the states in W, a unit set for W, a satisfaction relation for
primitive assertions in A, and an expression evaluation function
for expressions in E, it produces a satisfaction relation for asser-
tions in AsT (A, E), with the proviso that for all R,q € W x W,
® : (WxwWw — W), U € P(W), R, € (ENv(L) x W) X A,
fE€ENV(L) XE =L, e=(I',b) € ENv (L), X € LVAR, a € A, w € W,
P,Q € Ast(A,E), and Fj, Es € E, it satisfies the following condi-




tions where R £ sat(Rynd,®, U, Ry, f):

(,w) Ra iff (e,w)Rpa

(e, w) R false never

(e,w) R (P = Q) iff (ew)RP = ' (w,w') € Ry

A(e,w') RQ

(T,b),w) R (3Ix. P) iff Fz. (T[x+ z],b),w) R P

(e,w) R E, © By it fle, B1) © fle, Ba)

(e,w) R emp iff weU

(e,w) R (P*Q) iff  Jwi, wa. w=wi1Bwa A (6, w1) R P
A (€, w2) R Q

(e,w) R (P— Q) iff Vu'.(e,w)RP = (e (w+u')) RQ

Given the (PLLSTATE,o,PLUNIT) PLocGIC partial commutative
monoid (Par. |15, and the PLocic expression evaluation func-
tion ”Hl(,z (Par. , assume that the PLocic satisfaction relation,
r: ((ENV (PLLVAL) x PLLSTATE) X PLAST), is:

):PLé Sat(_\<<PLPVAL>7 o, PLUNIT, ':p’ ””1(’2)

The semantics of boolean and classical assertions (except =) are stan-
dard. We generalise the semantics of = to incorporate an ordering relation
on the underlying states. For the standard semantics of =, this ordering
is the identity relation. As we demonstrate shortly, we use this generali-
sation to incorporate the abstract (de)allocation relation on logical heaps

(Def. [15) into the semantics of =-. This is captured in Lemma (1| below.

=11 describes a variable store in PL, where variables

The vars(xZ Vi
X1 -+ X, have values Vvi---V,, respectively. The emp assertion describes
an empty logical state denoted by a unit element of the underlying monoid
(i.e. w € U). The P*(@Q describes a state that can be split (via the compo-
sition operator @ of the underlying monoid) into two substates satisfying
P and Q. The — connective is the right adjunct of x, i.e. Px(P—Q) = Q.

Informally, P—«(Q describes subtracting P from @ (i.e. @Q—P): a state that
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satisfies P—(@) is one that is missing P, and when combined with P, it
satisfies (). That is, a state w satisfies P — ) if and only if for any
state w’ satisfying P, the combined state w @ w’ satisfies Q. For a binary

operator ©, we write F1OFs as a shorthand for E1 © Fo A emp.

Definition 36 (PLocicy assertions and their semantics). Given the set of
PLogIc primitive assertions PRIMPLAsT (Par. and the set of SSL heap
assertions © € HAsTy (Def. 7 the set of PLocIcy primitive assertions is
PRIMPLAST; 2 PRIMPLAST U HAST,.

Given the set of PLocic logical values PLLVAL (Par. , the parametric
evaluation environment Env (.) (Par. , the PLocic primitive satisfac-
tion relation |=, (Par. [I7), the set of library logical values LVaLy (Par.
[7), the SSL satisfaction relation =4 (Def. and the set of PLoagicy
logical values PLLVALy (Def. , the PLocicy primitive satisfaction rela-
tion, F=paC (ENV<PLLVALA> X PLLSTATEA) X PRIMPLASTy, is defined by
induction on the structure of PLocic, primitive assertion as follows, where
p € PRIMPLAST, © € HAsty, I')=I'|priva, and Ie=I"|1ya,, (Def. :

((T',0), (s;h)) Fpap iff ((Tp,b),s) =p p A =0
(I, ), (s,h)) [=pa © iff s € PLUNITAT,,h =5 ©

The set of PLocGIcy assertions is P € PLAST = AST (PRIMPLAST,).

Given the parametric <) relation on PLocIc states (Par. and the
abstract allocation relation =~ on abstract heaps (Def. , the ordering on
PLocicy states, <aC PLLSTATEp X PLLSTATE,, is defined component-wise
as A= (S(pLPVaLy) )

Given the PLocic partial commutative monoid (PLLSTATE,+,PLUNIT, )
in Def. the primitive satisfaction relation =ps and the expression eval-
uation function H||](,2A (Def. , the satisfaction relation for PLocicy as-
sertions, Fppa: ((LENV (PLLVALL) X B) X PLLSTATE, ) X PLAST,, is defined

as follows:
pa 2 sat(<a, +, PLUNITA, Fpa, |4

The PLogGIcy assertions are interpreted as sets of PLocgicy logical states
(Def. . As described above, classical and boolean assertions (except
=) are standard. The = integrates logical implication with the ordering

relation <32 (<(PLPVaL,), =) On programs states. In particular, as stated
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in Lemma (I} the semantics of = incorporates the abstract (de)allocation
relation ~ on abstract heaps (Def. . The II describes states of the form
(s,0) where s satisfies II. Dually, the © describes states of the form (s, h)

where s is in the unit set and h satisfies ©.

Lemma 1 (Abstract (de)allocation). For all o, 3 € LVAR (Def.[3) , A1, Ag €
DAsty (Def.[19) and P,Q € PLAst, (Def. [36):

a—ArogAy =3I a— A x B Ay (3.1)
CM'—)(Al/\Oﬁ)*ﬂ'—)AQ :>a|—>A105A2 (3.2)
Proof. Follows immediately from the semantics of the assertions. O

Parts (3.1) and (3.2]) describe abstract allocation and deallocation, respec-
tively.

WLoGIC assertions and their semantics The assertions of WLocic
comprise i) the heap cell assertion X — v; ii) variable stack assertions
comprising the variable cell assertion x = Vv, expression evaluation asser-
tion elv, and boolean expression filters btrue(b) and bfalse(b); and iii)
inductive assertions comprising the standard classical, boolean and sep-
aration logic assertions. WLocic assertions are interpreted over sets of
WLogaIc logical states, with the classical, boolean and SL assertions inter-
preted in the standard way. The X — Vv assertion describes a single-cell
heap at address X with its value denoted by V. Similarly, the x =V as-
sertion describes a single-cell stack where variable x is associated with the
value denoted by v. The e|V assertion states that in the current stack the
program expression e evaluates to the value denoted by v. Similarly, the
btrue(b) and bfalse(b) filters assert that in the current stack the boolean
expression b evaluates to true and false, respectively. We write bsafe(b) for
btrue(b) V bfalse(b), to denote that b safely evaluates to a boolean value.
Similarly, we write vsafe(e) for 3v. elv, to denote that the program ex-
pression e safely evaluates to a value.

As per Par. the WLoaic assertions are to be categorised as either prim-
itive or parametric. Moreover, while the semantics of primitive assertions
must not depend on the library extension (i.e. not refer to the abstract

logical heaps of the library), the semantics of composite assertions may
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be lifted to account for the extension. Observe that neither of heap or
stack assertions depend on the library heaps and the only assertions that
may refer to the logical heaps of the library are SSL assertions and the
inductive assertions built from SSL assertions. As such, we declare the
heap and stack assertions as primitive, while categorising the inductive

assertions as composite.

WLocIc Instance (Parameter

Definition 37 (WLocic assertions and their semantics). The set
of primitive WLoGIC assertions p € PRIMWAST, is defined by the
following grammar, where X,V € LVAR (Def. , x € PVAR (Def. ,
e € WExp and b € WBExp (Def. 27):

pu=Xr V]| x=V|elV| btrue(b) | bfalse(b)

Let V. O WPVAL denote a generic extension of WLocic program
values (Def. and L DO WLVAL denote a generic extension of
WLoalc logical values (Def. [31)).

Given a logical environment I' € LENv (L) (Def. [B)), the primitive
satisfaction relation, =p: (LENV (L) X WLSTATE (V)) X PRIMWAST, is
defined as follows, where I' € LENv (L), (o,h) € WLSTATE (V) and

0 denotes a function with an empty domain:

(T, (o,h)) Epx—=v iff 0=0A3z,v. [(X)=2z AT (V)=v
A dom(h)={x} A h(z)=v
(I, (0, h)) =p x=V iff h=0AJv.T'(V)=v
A dom(o)={x} A o(x)=v
(T, (o, h)) Ep elv iff Jv.T(V)=v A (e)? =v
(T, (o, h)) |=p btrue(b) iff (b)? = true

F’ O-’
(T, (o, h)) |=p bfalse(b) iff (b)? = false

Let PE O PRIMWLEXP denote a generic extension of WLoGIC prim-
itive logical expressions with E = WLExp (PE) (Def. , and let
A D PrRIMWAST denote a generic extension of primitive WLogIc

assertions.
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The set of WLoGIC parametric assertions, WAST (A, E), is defined
as follows, where a € A, Ej,FEy € E, © € {=,<} and X € LVAR

(Det. [2)):

AsT(AE) > P,Q = a|false| P=Q|3X. P| E1 S E»
lemp | P+xQ| P —Q

The  WLocic assertion set is P € WAST =
WAST (PRIMWAST, WLEXP). The parametric ordering relation
on WLSTATE is id (V) C WLSTATE (V) X WLSTATE (V), where id
denotes the identity relation.

Let W £ (WLSTATE (V) x D) denote a generic extension of para-
metric WLoacic logical states (Def. , comprising WLogIc logical
states in WLSTATE (V), as well as library logical states captured by

D. The parametric satisfaction relation,

P(WxW)
X (WXW — W)
sat(.): | x P (W) — P ((LEnv (L) xW) X AsT (A, E))
X P ((LENV (L) x W)X A)
X (LENV (L)XE — L)

is defined as follows for Ry,rg € W X W, @ : (WXW — W), U €
P(W), R, € (LEnv(L) x W) X A, f € LENv(L) xE = L, T' €
LENV (L), X € LVAR, a € A, w=((0,h),d) € W, P,Q € AsT (A,E)
and Ej, By € E, where R £ sat(Roq, ®,U, Ry, f):

(T,w) Ra it (T,w)Rpa
(T, w) R false never
T,w)R(P=Q) if (T,w)RP = Fu'. (w,w) € Ryq

A, w')RQ
(T ,w) R (3X. P) iff Jz. (X~ z],w)RP
T,w)RE1© By, iff  |Eily, © |Baly,
(T',w) R emp if welU

99



(T,w) R (P*Q) iff  Jwy, we. w=w1Bws A (T',w1) R P
A (T, ’ZUQ) RQ

T,w)R(P—=Q) iff Yo' (v )RP= T,wdw)RQ

The WLocic satisfaction relation is FEw: ((LENV(WLVAL) X
WLSTATE) X WAsST) £ sat(id, oy, WUNIT, |=p, 116,

The vars(x; : v;"~ ") assertion is a derived assertion in WLocIC de-
fined as follows where the & quantifier denotes iterated * (i.e. the finite,

multiplicative analogue of V):

vars(x v, M E B =
i=1...n

Example 8 (WLocicy, assertions and their semantics). Given the set of
WLoGIC primitive assertions PRIMWAST (Def. and the set of SSL list
heap assertions HAsty, (Def. , the set of WLoclIcy, primitive assertions
is PRIMWAST], 2 PRIMWAST U HASTL.

Given the WLocIc logical values WLVAL (Def. [37)), the list logical val-
ues LVarp, (Def. , the WLoaicy, logical values WLVaLy, (Example ,
the logical environments LENV (WLVALL) (Def. [3), the WLoacicy, logical
states WLSTATEL, (Example @, the WLocic primitive satisfaction relation
Ep (Def. and the list satisfaction relation f=r, (Def. 20), the WLocIcL,
primitive satisfaction relation, |=pLC (LENV (WLVALL) XWLSTATE]L) X PRIMWASTY,,
is defined as follows, for all p € PRIMWAsT, © € HAsty, and (s,h) €
WLSTATEL, where I'y,=I"|wrva, and I'j=I{1va, (Def. :

I, (s,h) ):p]L P iff Lp,s l:p p A h=0g,
T\ (s, h) =1, © iff s=(0,0) AT, h =1 ©

Given the parametric WLocIc assertions WAsT (.) (Def. [37)), the set of
WLocIcy assertions is P € WAsTL, = WAST (PRIMWASTL).

Given the parametric ordering relation on WLoaIc states id (.) (Def.
and the abstract allocation relation ~ on logical heaps (Def. , the order-
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ing on WLoGICy, states, <1, C WLSTATEL, X WLSTATEL, is defined component-
wise as <12 (id (WPVALL) , ).

Given the WLoaIcy, partial commutative monoid (WLSTATEL,+,WUNITL,)
in Example @ the expression evaluation function ||.||5\',)L]L (Example ) and
the WLocIc parametric satisfaction relation sat(.), the satisfaction relation
for WLocIcy, assertions, EwiL: (LENV (WLVALL) X WLSTATEL) X WASTL,
is:

L 2 sat(<w, 4 WUNIT, s |G )

Library specification The axiomatic specification of the library A op-
erations, AXIOMy, are parameterised and must be provided alongside the
other SSL parameters studied so far. For instance, the axiomatic specifi-
cation of the list library studied in is given in Fig.

Parameter 18 (Library specifications). Assume a set of operation

axioms, AXIOMy : PLAsT, X OPy X PLAST.

SSL L Instance (Parameter

Definition 38 (List axioms). The azioms of list operations, AX10M,,
are given in Fig.

Proof rules and soundness We assume the proof rules of PLocIc to
follow an inductive pattern with a set of proof rules for the primitive PL
operations, as well as a set of proof rules for composite operations and
other assertion rewriting rules (e.g. rule of consequence, frame rule, etc.).
The proof rules of PLocicy are those of PLocic where i) the operations in
the premises and conclusions of proof rules are lifted from PL operations
PLOP (Par. [12), to corresponding PLj operations in PLOp, (Def. [26);
and ii) the assertions in the premises and conclusions of proof rules are
lifted from PLocic assertions PLAstT (Par. , to corresponding PLOGICy
assertions in PLAsT, (Def. . We further extend the primitive proof
rules of PLocic with the axiomatic library A specification in AXIOMg

101



(Par. [18)). That is, we extend the proof rules with:

(P,C,Q) € AXIOM}y
{P}c{Q}

(AX)

The soundness of a program logic is typically established by relating the
high-level syntactic proof rules to the low-level semantics of the language,
where high-level logical states are related to low-level program states via
a reification function. We thus require that PLocic define a reification
function mapping PLocic logical states (Par. onto sets of PL program
states (Par. [11)). We then modify the definition of state reification and
redefine it as a mapping of the extended logical states (containing abstract
logical heaps) onto extended program states (containing abstract program
heaps). The reification of an extended logical state (s,h) in PLocicy is
defined component-wise with s reified via the PLocic reification function,
and h reified by completion. That is, the reification of an abstract heap h
is the set of all its completions in comp(h) (Def. [L3).

In order to establish the soundness of PLoGicy, we must show that the
PLocicy triples are safe with respect to the PL semantics. That is, if
running C from a state that satisfies P terminates, then the resulting state
must satisfy ). Moreover, the execution of C must be frame-preserving:
when run on a bigger state (P * R), the execution of C must leave R
unchanged with its effect contained in P. Put formally, given a PLoGicy
triple {P} C {Q}, a logical state w=(s, h) satisfying P, a logical state w,
that is compatible with w (i.e. their composition w + w, is defined), and a
program state w in the reification of w + w,., then for any program state
w’ resulting from running C on w, there must exist a logical state w’ such
that i) w’ satisfies @; and ii) w’ is contained in the reification of w' + w;,.
We formalise this in the upcoming definition of safe triples (Def. .

To show the soundness of PLocIicy, we then require the PLogic triples
to be safe as described above. The soundness of PLoGIcy rules is straight-
forward and follows the same pattern as that of PLocic. In particular,
in case of the existing rules lifted from PLogic, the soundness argument
remains largely unaffected and is simply lifted to PLocicy. The soundness
of the (AX) rule above is established in a similar way with respect to the

semantics of A operations. Recall that we declare the low-level semantics
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of library A operations as an optional parameter. When the semantics of
the library is provided, we further require the library axioms to be sound
with respect to their semantics. On the other hand, as mentioned earlier
when the low-level semantics of the library operations is not provided, we
describe the default semantics of library A operations denotationally via
their high-level axiomatic semantics (Par. . The soundness of library
axioms with respect to their semantics is then immediate from the defini-

tion of the default library semantics.

PLocIic Parameter

Parameter 19 (PLocic reification). Let V. O PLPVAL denote a
generic extension of PL program values (Par. .

Given the sets of parametric PL program states PStaTE(.) (Par.
and parametric PLoaic logical states LStare(.) (Par. [L5)),
assume a parametric reification function, |[.]ny @ LSTATE(V) —
P (PStaTE (V)), that maps a logical state in LSTATE (V) onto a set
of program states in P (PSTATE (V)). Assume that the PLocIc reifi-

cation function is |.|,, = L) pr.pvary-

Definition 39 (PLocicy reification). Given the PLocicy program states
PLPStatESy (Def. 24), the PLocicy logical states PLLStatey (Def. 32),
the parametric PLocIc reification function [.| ) (Par. , the PLoaicy
logical values PLLVALy (Def. [30), the heap completion function comp(.)
and the heap collapse function collapse(.) (Def.[13), the PLocicy reification
function, |.], , : PLLSTATEY — P (PLPSTATES ), is defined as follows:

[(5:1) ] 2 { (5. collapse(R) | 5 € [s] pp v,y A € comp(h) }

WLoGIC reification Recall that the WLocic logical states are those
of WL program states, excluding the fault state 4. As such, the WLogIc
reification function simply relates each program state to the singleton set

containing the same state.
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WLoacIc Instance (Parameter

Definition 40 (WLocIc reification). Let V. O WPVAL denote an
extension of WL program values (Par. [10)).

Given the parametric WL program states WPSTATE (.) (Def.
and the parametric WLoacIc logical states WLState (.) (Def. [33),
the parametric WLoGIC reification function, H(v) : WLSTATE (V) —
P (WPSTATE (V)), is defined as follows, for (o, h) € WLSTATE (V):

KU, h)J (V) 2 {(07 h)}

The WLocIc reification function is |.|yw = L) (wpvar) -

Example 9 (WLocicy, reification). Given the WLocicy, program states
WPSTtatey, (Example , the set of WLocIicy logical states WLSTATEL
(Example @, the parametric WLocIc reification function [.], (Def. ,
the WLocIcy, logical values WLVarp, (Example , the heap completion
function comp(.) and the heap collapse function collapse(.) (Def. [13), the
WLoaIcy, reification function, |.] : WLSTATE], — P (WPSTATEL), is de-

wrL -

fined as follows, for all (s,h) € WLSTATEL:
[(s,h)],,,; 2 {(s, collapse(l')) | s € [s] yyrya,) A D € comp(h)}

Definition 41 (Safe triples). Let A denote a set of assertions, E denote
an evaluation environment, O denote a set of operations, S denote a set of
program states, W denote a set of logical states, and let TriPLES (A, O) £
A x O x A. Given a semantics function [.] : O — S — P(S), a reification
function [.] : W — P (S), a composition operator & : W x W — W and a
satisfaction relation FC (E x W) x A, a triple (a,0,a) € TRIPLES (A, O) is
safe with respect to [.], |.] , ® and |=, written safe((a,0,a),[.],|.] ,®, ),
if and only if:

safe((a,0,d),[],[.] & =) <L Ve e B,s,5' € S,w,r € W.

ewlE=alNselwdr| Aselo](s) =
' eW. e E=d ANs' € |w @r]
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Triple safety is lifted to sets of triples 7" C TRIPLES (A, O) as follows:

safe(T,[], ], @ ) €5 vVieT. safe(t,[],].],® )

SSL Parameter

Parameter 20 (Library semantics). Assume an optional library se-
mantics function, (.), : Opy — PLPSTATESy — P (PLPSTATES,),
that associates each library A operation in Opy with a state trans-
former, provided that the set of library axioms AXiom, (Par.
is safe with respect to the semantics function (.),, reification func-
tion [.], o (Def. B9), the composition operator + (Def. and the
satisfiability relation ppa (Def. :

safe(AXIOMa, (D s [-]oia s > Erra)

When the library semantics function (.), is not provided, define
the default semantics (.), as follows, for Cy € Opy (Par. [6) and
w € PLPSTaTESy (Def. [24)):

VP,Q,T,wi,w,. )
(P,Cx, Q) € AXIOMy

(Caba (w) £ Jw'| AT, Wi s PAw € I_W1+W7’J<PLPVALA>
—

Fwa. I'wa [Epa Q@ Aw'€ [Woowr | (prpy,y,y )

~

Observe that when the semantics of the library is not provided, the
semantics of a library operation is defined denotationally by simply reify-
ing the high-level logical states of its axiomatic specification into their
low-level program state counterparts, provided that the axiomatic speci-
fication is safe with respect to its semantics. In other words, when the
low-level semantics of the library operations are not provided, we simply
define a denotational interpretation [.], 4. Observe that the soundness of
axiomatic specification of the library in AX10My then follows immediately

from the definition of the default semantics.
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For the list library L, we do not devise a low-level semantics and opt
instead for the default semantics provided by Par. As we mentioned
earlier, when the low-level semantics of a library is not provided, the ax-
iomatic specification of the library operations is typically justified against
an implementation of the library operations. In we provide an imple-
mentation of the list library L operations and describe how to justify the
correctness of the axiomatic list specification (given in Fig. of §2)) with

respect to this implementation.

SSL L Instance (Parameter

Definition 42 (List semantics). The semantics of the list library
operations, (.); : Opp, — PLPSTATESy — P (PLPSTATES,), is given
by the default library semantics in Par.

PLocIic Parameter

Parameter 21 (PLocic triples). Given the primitive PL operations
PrIMPLOP (Par. [12), PLocic assertions PLAsT and the satisfiabil-
ity relation =, (Par. [I7), the PL semantics function [.], (Par.
[13)), the PLocic reification function |.],, (Par. and the PLocIc
composition operator o (Par. , assume a set of PLoGIC primitive
triples, PRIMPLTRIPLES C TRIPLES (PLAsT, PRIMPLOP), such that
safe(PRIMPLTRIPLES, [.],, , [.],, , 0, Fpe) holds (Def. [41)).

Let V D PLPVAL denote an extension of PL program values (Par.
10) and L D PLLVAL denote an extension of PLocic logical values

(Par. [14).

Let O O PriMPLOP denote an extension of primitive PL operations
(Par. [12)).

Let S = PSTaTE (V) X C denote an extension of parametric PL pro-
gram states (Par. [11)), comprising PL programs states in PSTATE (V),
as well as library program states captured by C.

Let W £ LSTATE (V) x D denote an extension of PLocIc logical
states (Par. [15]), comprising PLocic logical states in LSTaTE (V), as
well as library logical states captured by D.
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Let PE O PrRIMPLLExXP denote an extension of PLoGIC primitive
expressions with E 2 LExp (PE) (Par. .

Let PA O PRIMPLAST denote an extension of PLoGIC primitive as-
sertions with A = Ast (PA,E) (Par. .

Assume a parametric triple making function,

P (TrIPLES (A, O))
x (OP(0) =S — P(9))
()| x (W—P(S)) — P (TrIPLES (A, OP (O)))
X (WX W —=W)
X P((Env (L) x W) x A)

that given a set of triples 7' C TripLES (A, O) describing the be-
haviour of primitive operations in O, an interpretation function
i € OP(0O) = S — P(S), a reification function r € W — P (S9),
a composition operator @ : (W x W — W) and a satisfaction
relation S C (ENv(L) x W) x A, it produces a set of triples
T' C TripLEs (A, Op (O)) with the proviso that:

safe(T,i,r,®,S) = T C T’ Asafe(T",i,r,®,S)
Assume that the set of PLogic triples is defined as:
PLTRIPLES £ tf (PRIMPLTRIPLES, [.],, , |-] oy » O, FrL)

where o denotes the PLocic composition operator (Par. .

Definition 43 (PLocicy triples). Given the primitive PLocIc triples in
PRIMPLTRIPLES (Par. and the library axioms AXiomy (Par. [18), the

set of PLoGIcy primitive triples is:
PRIMPLTRIPLES £ PRIMPLTRIPLES U AXIi0My

Given the PLocIc triple making function ¢f (Par. [21]), the PLocIic, com-
position operator + (Def. 32), the PLocicy semantics function [.],, 4
(Def. 28)), the PLocIcy reification function |.], , (Def.[B9) and the PLocicy
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satisfiability relation =p 4 (Def. [36]), the set of PLocicy triples, PLTRIPLES,,

is defined as follows:
PLTRIPLES; = tf (PRIMPLTRIPLESA, [ o a s [ ora » > Frra)

Lemma 2 (Primitive soundness). The primitive triples PRIMPLTRIPLES
(Def. are safe with respect to the PLoGicy composition + (Def. @, the
PLocicy semantics function [.], o (Def. @, the PLoGIC, reification func-
tion |.], 5 (Def.[39) and the PLocicy satisfaction relation |=pp (Def. [36)):

safe(PRIMPLTRIPLES, [Joip s -] pia s+ FErra)

Proof. follows from the safety of primitive PLocic operations (Par.
and the safety of library operations (Par. . O

Theorem 1 (PLocicy soundness). The PLocicy triples in PLTRIPLESA
(Def. are safe with respect to the PLocicy semantics function [.],
(Def. [28), the PLocicy reification function |.],, , (Def.[39), the PLocicy
composition operator + (Def. @) and the PLocicy satisfaction relation

Feea (Def. @)
safe(PLTRPLES A, Ly Ly > Frus)

Proof. follows immediately from Lemma 2] and the definition of PLTRIPLES

(Def. [43). O

WLoGIC proof rules and soundness The WLoGIc proof rules include
i) the axioms describing the behaviour of primitive operations; ii) the stan-
dard rules for composite operations skip, sequential and parallel composi-
tion, conditional choice and loop; and iii) the standard syntactic rules for
assertion manipulation including consequence, frame, disjunction and exis-
tential elimination. The proof rules of WLocic are given in Fig. The
proof rules for primitive while operations are straightforward. The rules
for skip, sequential and parallel composition, as well as syntactic assertion
manipulation rules of consequence, frame, disjunction and existential elimi-
nation are standard. Observe that the treatment of variables as resource [5]

eliminates the need for a side-conditions in the frame (resp. parallel) rule,
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requiring that variables mentioned in the frame (resp. pre- and postcon-
ditions) and those used in the program be disjoint. Recall that scoped
variable declaration (var x in {C}) allows us to declare a local variable
x scoped within C. As the variable stack may already contain a variable
named x, the var x in {C} rule allows us to extend the stack with a fresh
variable z for the duration of C, provided that all occurrences of x in C
are accordingly substituted by z, and that z is removed from the stack
once C has completed its execution. The if statement rule is standard and
requires a precondition (P) from which we can derive the precondition
of the first (resp. second) branch when b evaluates to true (resp. false).
The P F bsafe(b) ensures that b can be evaluated without the program
faulting. Similarly, the while statement rule requires us to prove that P is
a loop invariant. That is, when run from P in a state where b evaluates
to true, the loop body re-establishes P when run from P. As such, if P
holds before the loop starts, then it also holds upon termination of the
loop at which point b evaluates to false. As with the if statement rule,
the P F bsafe(b) ensures that b can be evaluated without the program
faulting.

The WLocIc proof rules are fault-avoiding and are sound with respect
to the WLoGIC operational semantics and reification function (Def. [40)).
This is formalised in Theorem [2] below.

Given the parametric WL program states WPSTate (V) (Def. [25]), let
S £ WPSTATE (V) x C denote a generic extension of WL program states,
comprising parametric WL program states, as well as library program

states captured by C.

WLocIc Instance (Parameter

Definition 44 (WLocic triples). The set of WLocic primitive
triples, PRIMWTRIPLES, is given by the axioms in the top part of
Fig.

Let V 2O WPVAL denote an extension of WL program values
(Def. and L O WLVAL denote an extension of WLoaIc logical

values (Def. B1]).

Let O O PRIMWOP denote an extension of WL primitive operations
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{x=x} x=allocO {Iv.x=v*Yvr— —}
{xfzx * X > V} dealloc(x) {sz—}
{x=X*xy=3Y*Y >V} x=[y] {x=vsy=vsy =V}
{x=xX*xy=Y*xx— V} xl=y {x=X*xy=Y*X— Y}
{x=xxP)Nelv} x=e {x=v=x P}

{Pxz=—} Clz/x] {Q*z=—}

{P} var x in {C} {Q} fresh(z)
(P,C,Q) € PT
{P}c{Q} {P} skip {P}
{Pyci{r} {R}c.{Q} prP {P'jc{Q’} Q@
{P} e {Q) {P}ci{e}
{P}ci{@} {P}c{Q} {r}c{e}
{Py* Py} Ci1ICo {Q1 % Q2} {P+R}C{QxR}

Prisit) (7SO (Ryoia) (m)ele

{P} if (b) then{C;}else {Co} {Q} {PLV P} Cc{Q1VQs}
P+ bsafe(b) {P Abtrue(b)} ¢ {P} {P}c{Q}
{P} while(b){C} { PA bfalse(b)} {3x.P} ¢ {3x.Q}

Figure 3.2.: WLOGIC proof rule with primitive rules (above) and generic
composite rules parametric in primitive rules from PT' (below)
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(Det. 27).

Let S £ WPSTATE (V) x C denote an extension of WL program states
(Def. [25)), comprising WL program states in WPSTATE (V), as well
as library program states captured by C.

Let W £ WLSTATE (V) x D denote an extension of WLocIc logical
states (Def. [33)), comprising WLoaIc logical states in WLSTATE (V),
as well as library logical states captured by D.

Let PE O PRIMWLEXP denote an extension of WLogIc logical ex-
pressions (Def. with E = LExp (PE).

Let PA D PRIMWAST denote an extension of primitive WLoGIC as-
sertions (Def. with A £ Ast (PA,E).

The WLogGIC parametric triple making function,

P (TrIPLES (A, O))
x (WOP (0) =8 — P(S))
thw(.) : | x (W = P(9))
X (W Xx W — W)
x P((LEnV (L) x W) x A)

— P (TripLES (A, WOP (O)))

is defined as follows for a set of primitive triples PT C
TRIPLES (A, O), an interpretation function ¢ € WOp(0O) — S —
P(S), a reification function r € W — P (S), a composition operator
®: WxW — W and a satisfaction relation S C (LENV (L) x W) X A:

T if safe(PT,i,r,®,S
tfw(PT,i,r,®,S) = ( )

) otherwise

where T' is defined by the rules in the bottom part of Fig. 3.2] and

PrP &L Ve LEnv(L),w e W. (T,w) S (P = P)).

For all PT C TrirLEs(A,0), i € WOP(O) — S — P(S), r €
W = P(S), ®: Wx W — W and S C (LENv (L) x W) x A, if
safe(PT,i,r,®,S) holds, then the set of triples T=tfw(PT,i,r, ®,S)
contains PT and safe(T,i,r,®,S) holds (Theorem .
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The set of WLocIC triples, WTRIPLES, is defined as follows:

WTRIPLES £ tfw(PRIMWTRIPLES, [.],, , |-]w » oW, Ew)

Example 10 (WLocIcy, triples). Given the primitive triples PRIMWTRIPLES
(Def. and the list axioms Axiomy, (Def. , the set of WLocIcy, prim-

itive triples is:
PRIMW TRIPLEST, £ PRIMWTRIPLES U Axiomy,

Given the WLocIc triple making function tfw (Def. , the WLocIcr,
composition operator + (Example @, the WLocic, semantics function
[Jwo (Example [, the WLocicy reification function |.]y, ;.
E[) and the WLociIcy, satisfiability relation .1 (Example , the set of
WLogicy, triples is:

(Example

WTRIPLESL, = tfw(PRIMW TRIPLESL, [.Jwor s L) wiL » +» Fwil)

Theorem 2 (WLocic soundness). For all C,D and for all V.O WPVAL
(Def.[23), S & WPSTaTE (V) X C (Def.[23), W £ WLSTATE (V) XD (Def.[39),
@®:WXxW = W, L DWLVaL (Def. [3]), PE D PRIMWLExP and E £
LExp (PE) (Def. , PA O PRIMWAST and A = WAsT (PA,E) (Def. ,
O D PriMWOP (Def.[27), PT C TrirLes (A, O), i € WOP (O) — S — P (S),
re€W — P(S) and S C (LENV (L) x W) X A, if PT is safe with respect to
i, r, @ and S, then the set of triples T=tfw(PT,i,r,®,S) contains PT and

is also safe with respect to i, r, & and S':
safe(PT,i,r,®,S) = PT C T Asafe(T,i,r,®,5) (3.3)

Proof. Pick an arbitrary ¢ € T. From the definitions of T and tfw
(Def. [44), we then know the following (since otherwise T=() and thus

tgT):
safe(PT,i,7r,&®,5) (3.4)
From the definitions of T" and the triple making function tfw we know

that either i) ¢t € PT; or t € tfw(PT,i,r,®,S)\PT (i.e. t is one of the
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inductive cases). When t € PT, then its safety follows immediately from
Now let us assume t=(P,C,Q) € tfw(PT,i,r,&,S)\PT (i.e. t is one

of the inductive triples). We are then required to show:
safe(tfw(PT,i,r,®, S)\PT,i,r,&,S5) (3.5)

In his thesis [60], Wright shows that the WLocic triples have a partial,

fault avoiding interpretation. That is,

V(P,C,Q)eWTRrirLES, [ELENV (WLVAL) , s, S’ €EWPSTATE, w, 7€ WLSTATE.
I'wEw PAse wowr|y As’ €[C], (s) =
s #45NJw € WLSTATE. T, 0’ 2w Q A 8" € [w ow 1]y
(3.6)

From the definition of safe triples (Def. and (3.6) we have:

safe(WTRIPLES, [.],, , [-]w,ow, Ew)

From the definition of WTRIPLES and the above we then have:

safe(tfw(PRIMWTRIPLES, [.] ; |- Jw»>ow, Ew), [ 1w l-Jw.ow, Ew) (3.7)

The proof of , and consequently that of , is by induction over
the structure of triples in WTripLES. It is straightforward to lift the
inductive proof of to establish the correctness of a generic extension
of WLocIC as required by (3.5). In particular, as tfw(PT,i,r,®,S)\PT
includes inductive cases only, the proof of all cases follows from the (lifted)

inductive hypotheses and the safety of primitive triples in PT (3.4)).

We now have described all the necessary ingredients for extending an
SL-based program logic to enable reasoning about the clients of an abstract
library A.

In what follows we present a simple tree library T and use WLogGICT
(the WLocIc program logic extended with the tree library T using the
methodology described here) to specify the behaviour of its operations
and to reason locally about its client programs. Later in §5| we study the
Document Object Model (DOM) library and demonstrate how to specify

its operations and reason about its client programs. Although the un-
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derlying data structure of the DOM library is rather complex, it shares
fundamental similarities with that of the tree library T in the upcoming
chapter. As such, we present the tree library T in the upcoming chapter
as a precursor to the DOM library in §5|in order to familiarise the reader

with the necessary reasoning components.
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4. A Tree Library: T

We study a simple tree library T for reading from and updating a simple

tree data structure. In §4.1] we instantiate the general theory of SSL pre-

sented in in order to model the tree library T, and to write assertions

describing the underlying tree data structure. We then integrate our tree

assertions with those of WLocIc in §3.2] in order to specify the behaviour
q

of library T operations. In §4.2] we use our specification to reason about

several client programs of T.

4.1. SSL Model and Assertions: Library T

Recall that the general theory of SSL is parametric and may be instan-
tiated accordingly for a library of structured data. In we presented
the general theory of SSL with its parameters delineated in solid boxes
labelled “SSL Parameter”. In what follows, we revisit the SSL parameters
and instantiate them for the tree library T. As before, we present these
instances in dashed boxes labelled “SSL T Instance (Parameter X)”, where

X is the reference to the corresponding SSL parameter in §3]

Tree root addresses Recall that program heaps (e.g. the tree program
heap in Fig. are mappings from root addresses to complete program
data with no context holes. For the tree library, we define a designated
root address, Ry, denoting the location in the tree heap where the tree

data is stored.

SSL T Instance (Parameter [1)

Definition 45 (Tree root addresses). The set of tree root addresses
is RADDT = {R;}.
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(a) A complete abstract tree heap (b) The heap in (a} after abstract allocation

Figure 4.1.: Abstract tree heaps

Tree program data Recall that program data is library specific and
provides a high-level representation of the underlying data structure that
is agnostic to how the data structure may be represented in the machine.
The program data for trees describes a forest which is an ordered col-
lection of trees. Forests are defined inductively and include empty forests
(@), forests with singleton trees (e.g. n[t] in Fig. and composite forests
(e.g. l®@n[t]®@r in Fig. [£.1a). For brevity, we write n for n[@]. To model

forests, we assume a countably infinite set of node identifiers, n € ID.

SSL T Instance (Parameter [2)

Definition 46 (Tree program data). Let n € ID denote a countably
infinite set of node identifiers. The set of program data for trees,

t € PDATAT, is defined by the following grammar, where n € ID:
t o= | nft] | t1 ® to

Tree data does not contain repeated identifiers; the ® operation is

associative with identity @ and all tree data are equal up to the

associativity of @[]

Tt is straightforward to formalise these restrictions.
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Tree program values Recall from that SSL assumes an abstract
library to define a set of library-specific program values that include root
addresses. Library-specific program values denote the set of values that
may be observed by the clients of the library. For the tree library T,
the program values include the tree root address R;, as well as the node

identifiers in ID.

SSL T Instance (Parameter [3))

Definition 47 (Tree program values). Given the set of tree root ad-
dresses RADDT (Def. and the set of node identifiers ID (Def. [46)),
the set of program values for trees is v € PVALT = RADDT U ID.

P
R T TR

Tree logical data Recall that logical heaps (with context holes) such as
the logical tree heap in Fig. are mappings from addresses to logical
data. As with program data, logical data is library specific. Similar to
tree program data, logical data for trees describes a forest which is an or-
dered collection of trees. Forests are defined inductively and include empty
forests, forests with singleton trees and composite forests. Moreover, logi-
cal tree data may be incomplete with context holes. As before, we use the
boldface font and write t, t; and so forth to range over logical tree data.
This is to remind the reader that logical tree data may contain context

holes.

SSL T Instance (Parameter [4))

Definition 48 (Tree logical data). The set of logical data for trees,
t € LDATAT, is defined by the following grammar, where x € AADD

(Def. [8) and n € Ip (Def. [46)):
t:::®|x\n[t] ‘t1®t2

Tree data does not contain repeated identifiers or context holes; the

® operation is associative with identity @ and all tree data are

equal upto the associativity of ®E|

117



The tree address function, addry(.) : LDATAT — P (AADD), is defined

inductively over the structure of abstract tree data as follows:

addrp(2) 2 0 addrr(x) = {x} addrr(n[t]) £ addry(t)
addry(t; ® t2) = addry(t;) & addrr(ts)

Tree context application Recall that data splitting in SSL is achieved
through abstract allocation (e.g. the transition from Fig. to [4.1D).
Conversely, data can be combined via abstract deallocation (e.g. the tran-
sition from Fig. to where the subdata at an abstract address is
compressed into its counterpart context hole. Data compression is defined
in terms of context application on logical data, describing the collapsing of
abstract data into context holes. For tree data, we define context appli-
cation t; ox to in the standard way: it is undefined when x ¢ addry(tq);
otherwise, it is defined as t;[t2/x], denoting the standard substitution of

to for x in ty, provided that the substitution result is in LDATAT.

SSL T Instance (Parameter 5)

Definition 49 (Tree application). Given the set of logical tree data
LDatAT (Def. and the set of abstract addresses AADD (Def. [§),
the tree context application function, ¢ : LDATAT X AADD X LDATAT —

LDATAT, is defined inductively over the structure of logical tree data

as follows:
t if x=
& ox t  undefined yoxt = Y
undefined otherwise
n[t” if t'oxt=1t" and n[t’] € LDaTaT
n[t/] <>xt é [ ] X [ ]

undefined otherwise

2Tt is straightforward to formalise these restrictions.
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t' @ toy if t10xt=t' and t' ® ty € LDATAT
t1®ta)oxt =t @t if ty o, t=t' and t; ®t' € LDATAT

undefined otherwise

Tree operations Recall that abstract libraries allow for the underly-
ing data structure to be manipulated via a set of operations. For the
tree library T, we define the operation set to comprise: r :=getFirst(n),
r :=getRight(n), r :=getUp(n), r :=newNodeAfter(n), deleteTree(n),
and appendChild(n, m). We have chosen these operations to demonstrate
a wide range of structural manipulations on trees. Each of these oper-
ations faults if any of the nodes given as parameters are not present in
the tree structure. The r :=getFirst(n) operation returns the identifier
of the first child of node n in r when it exists; it returns null if n has
no children. Similarly, r :=getRight(n) returns the identifier of the im-
mediate right sibling of node n in r when it exists; it returns null if n
is the last child of its parent and has no right sibling. The r :=getUp(n)
operation returns the parent identifier for node n in r when it exists; it
returns null if n is the root node at R. The r :=newNodeAfter(n) oper-
ation creates a new node with a fresh identifier, makes it the right sibling
of node n and returns this fresh identifier in r. The deleteTree(n) oper-
ation removes the entire subtree identified by n from the tree. Finally, the
appendChild(n,m) operation moves the subtree at m to be the last child
of node n. This operation faults if n is a descendant of m as it would

introduce a cycle and break the tree structure.

SSL T Instance (Parameter [6)

E Definition 50 (Tree operations). The set of tree operations, Ct €
i Opr, is defined by the following grammar, for all program variables
i r,n,mé& PVAR (Def. :

Cr:=r:=getFirst(n) | r :=getRight(n) | r :=getUp(n)
| r :=newNodeAfter(n) | deleteTree(n) | appendChild(n, m)
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Tree logical values Recall from that SSL assumes an abstract li-
brary to define a set of library-specific logical values that contain program
values as well as abstract addresses. Logical values denote the values as-
sociated with logical variables. For the tree library T, the logical values
are defined as the extension of tree program values (Def. with abstract
addresses (Def. and logical tree data (Def. [48). As we demonstrate
later, we include logical tree data in the set of logical values to allow for

writing expressions that inspect the structure of tree data (see Def. .

SSL T Instance (Parameter [7)

Definition 51 (Tree logical values). Given the set of tree program
values PVaLy (Def. [47), the set of abstract addresses AADpD (Def.
and the set of tree logical data LDATa (Def. , the set of logical
values for trees is v € LVALT = PVaLr U AADD U LDATAT.

Ve mm------------

Tree logical expressions Recall that libraries may specify a set of log-
ical expressions in order to assert certain properties about the underlying
data. For the tree library T, the logical expressions include logical variables
and are defined by a similar grammar to that of logical data (Def. .

SSL T Instance (Parameter
Definition 52 (Tree logical expressions). The set of logical expres-
stons for trees, e € LExpr, is defined by the following grammar,
where N, T, € LVar (Def. [2)):

ex=0|T|a|Ne]|er ®es

Given the set of logical values for trees LVALT (Def. and the
set of logical environments LENV (LVALt) (Def. [3), the evaluation
function for tree expressions, (|.|)1(T') : (LExpr X LENV (LVALT)) —

LVaLy, is defined inductively over the structure of primitive logical
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expressions as follows, where I' € LENV (LVALT):

INE)! if I'(e) € AADD
(ehr=2  (T)p=I(T) (opp = .
undefined otherwise

nlt] if D(N)=n A (e)& =t
(N[elDr = _
undefined otherwise
t1 ®ty if (|61D11; =t A (lezl)% =tq
(ler ® e2)p =
undefined otherwise

Tree data assertions Recall that given a library A, the SSL assertions
for A comprise heap assertions describing abstract heaps in LHEAP,. Heap
assertions in turn are defined via data assertions, describing the underlying
data in LDATAg. For the tree library T, the tree-specific data assertions
comprise assertions to describe empty forests, forest holes (where the asso-
ciated forest has been split away, leaving behind a hole), singleton forests

and composite forests.

SSL T Instance (Parameter [9)

Definition 53 (Tree data assertions). The set of tree data assertions,
A € LAstTr, is defined by the following grammar, where o, N € LVAR
(Def. 2) and A € DAsty (Def. [19):

A:::®|Q‘N[A]‘A1®A2

Given the set of logical values for trees LVALy (Def. [51)), the set
of logical environments LENV (LVALy) (Def. [3) and the set of tree
logical data LDATA (Def. , the satisfiability relation for tree data
assertions, ||Fa: (LENV (LVALT) X LDATAT) X LAsTT, is defined as
follows, where I' € LENV (LVALT), t € LDATAT, n € ID (Def. |46 and
AADD denotes the set of abstract addresses (Def. [8):

I t|[a @ iff t=0
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It ||Fa o iff T'(a)=tAteAADD
[t ||Ea N[A] iff In,t". T(N)=nAt=n[t'| AT, t' |Es A
It |“:A A1RAy iff Fty,to.t=t1 Rt AL, ty H:A AL ATt H:A As

Library T specification Recall that in order to specify the behaviour of
library operations, we appeal to standard separation logic (SL) assertions
such as P x (@, as well as an abstract predicate, vars(...), describing the
values associated with program variables. As we discussed earlier in §3]
rather than extending the SSL assertions with the standard SL assertions
and the vars(...) predicate, we view SSL as an add-on to SL, and expect
the SSL assertions to be incorporated into an SL-based logic that includes
the standard connectives such as P* (), as well as assertions for describing
the underlying variable store. Here, we combine SSL with the SL-based
WLogIc presented in and extend it to WLocict. We use WLOGICT
to specify the behaviour of library T operations, and to reason about
its client programs. The axiomatic specification of library T operations
is given in Fig. Observe that each axiom must preserve the set
of abstract addresses present in their footprint. This is evident in the
deleteTree axiom stipulating that the tree being removed be complete,
in that it contains no context holes. This is expressed via the derived

assertion complete defined as follows:
complete(T) = T=2 V (3¢, T, T" T=C[T.] ® T'* complete(T.) * complete(T’))

The complete(T) assertion states that the forest T is either empty (the
first disjunct), or it is of the form c[T.]® T’, where T. and T" both satisfy
complete(T’). The complete(T) assertion is pure, i.e. contains no resource,
and merely describes the shape of the forest T. Observe that complete(T)
ensures that the tree data described by T contains no context holes. Were
the tree data in the precondition of deleteTree(n) incomplete and con-
tained a context hole, it would be destroyed and its counterpart abstract
heap cell could not be connected anywhere. This would in turn yield a
malformed heap as the connectivity described by abstract addresses would

be broken (i.e. the resulting tree heap will not be well-formed according
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{vars(r:—,n:N) x a — N[R[8] ® 7]} {vars(r:—,n:N) x a — N[2]}

r :=getFirst(n) r :=getFirst(n)
{vars(r:R,n:N) x a — N[R[S] ® 7]} {vars(r:null,n:N) x a — N[@]}
{vars(r:—,n:N) x a — N[] @ R[y]} {vars(r:—,n:N) x a — U[B @ N[1]]}

r :=getRight (n) r :=getRight (n)
{vars(r:R,n:N) x a — N[8] @ R[]} {vars(r:null,n:N) * a — U[3 @ N[7]]}

{vars(r:—,n:N) xa = R[B1 @N[Y] @ 2]} {vars(r:—,n:N) xR, = 1 @ N[Y] @ B2 }
r:=getUp(n) r:=getUp(n)
{vars(r:R,n:N) xa — R[B1 @ N[7] ® B2]} {vars(r:null,n:N)*R; — B @ N[y] ® B2}

{vars(r:—,n:N) * a > N[F]} {vars(n : N) x a — N[T] * complete(T) }
r :=newNodeAfter (n) deleteTree(n)
{3r. vars(r:R,n:N) x a — N[] @ R[2] } {vars(n: N) x a — &}

{vars(n:N,m:M) x a — N[3] % v — M[T] * complete(T) }
appendChild(n , m)
{vars(n:N,m:M) * o = N[B @ M[T]] xy — @&}

Figure 4.2.: The axiomatic specification of library T operations

to Def. , and would thus render the operation unsafe.

Recall that when n=N and m=M, the appendChild(n,m) operation
moves the subtree at M to be the last child of node N, and faults if
M is an ancestor of N (otherwise it would introduce a cycle and break
the tree structure). To ensure that M is not an ancestor of N, we require
the entire subtree at M to be separate from the subtree at N. This is
achieved by the complete(T) assertion and the separating conjunction * in
the precondition. That is, the * ensures that the subtree at M is disjoint
from the subtree at N, and since the forest T underneath M is complete,
the T does not contain a context hole into which the subtree at N may

collapse and render M an ancestor of N.
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4.2. Reasoning about T Client Programs

We use the WLoaIict program logic to reason about two client programs
of T written in the while language of WLogGIict. For brevity, we write var

X1,X92,...,%X, in {C} for var x; in {var x9 in {...var x, in {C}}}.

4.2.1. The getLast(n) Client Program

The m :=getLast(n) program in Fig. returns the identifier of the last
child of node n in m when it exists, and returns null if n has no chil-
dren. To do this, the program traverses the child list of node n from the
beginning by calling the T library operation getFirst(n), and repeatedly
calling the getRight(...) operation to proceed down the list.

The behaviour of the m:=getLast(n) client program can be specified
as follows where describes the case when node n has a last child, and
describes the case when n has no children.

{vars(n:N,m:—) % o — N[T @ M[F]] * chiIdren(T)}
m:=getLast(n) (4.1)

{vars(n:N,m:M) % — N[T® M[[]] * children(T)}

{vars(n:N,m:—) * Q> N[@]}
m :=getLast(n) (4.2)
{vars(n:N,m:null) * Q> N[@]}

where
children(T) £ T=2 V (3¢, T, T". T=C[T.] ® T’ * children(T"))

When n=N and N has no children , the behaviour of the program
is simple and its footprint is limited to the (empty) forest underneath
N. On the other hand, when the forest underneath N is not empty, the
footprint comprises the child list of N. For a given tree of the form
nlci[t1] ® cofte] ® ... ® ep[tm]], the child list of n comprises the nodes
€1,Co,...,Cn but not their respective child forests tq,to,...,t,,. When
n=N, the getLast(n) operation inspects the immediate children of N and

its footprint is thus the child list of N. As such, we must ensure that
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1. m:=getLast(n){

2 var curr, next in {

3 curr :=getFirst(n);

4. if(curr '= null){

d. next :=getRight (curr) ;

6 while(next '= null){

7 curr :=next;

8. next :=getRight (curr) ;
9. T}

10. m := curr;
11.  }
12. }

Figure 4.3.: The getLast(n) client program

the precondition in contains the resources for the child list of N. In
particular, we must ensure that child list of N is complete and contains
no context holes. This is captured by children(T), asserting that the forest
T underneath N is either empty (the first disjunct), or it is of the form
c[r.]®T’, where T’ itself satisfies children(T’). Note that children(T) implies
that there are no context holes at the top level of T (i.e. the child list of N
contains no context holes) as required. As with the complete(T) assertion,
the children(T) is pure (i.e. contains no resource).

A proof sketch of specification is given in Figs. . As before,
at each proof point we highlight the effect of the preceding operation
when applicable. For instance, after the assignment of line 8 the value
of curr is updated to C, whereas the while statement of line 17 has no
effect. At various proof points we use abstract (de)allocation (Lemma [1)
to rewrite the tree resources into the shape required by the axioms of tree
operations (Fig. . For instance, prior to applying the getFirst(n)
axiom at line 8, we use abstract deallocation at line 7 to split off part of
the forest under N, and thus get the subtree at N into the shape required
by the getFirst(n) axioms.

4.2.2. The moveChildren(n, m) Client Program

The moveChildren(n, m) program in Fig. removes the child forest of
node n and appends it to the end of the child forest of node m. To do

this, the program traverses the child list of node n from the beginning
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. {vars(n:N,m:—) * o — N[T @ M[3]] * children(T) }
m:=getLast(n){
. {vars(n:N,m:—) * o N[T ® M[f]] * children(T) }
var curr, next in {
{vars(n:N,m:—, curr:—,next:— ) x a — N[T ® M[f]] * chiIdren(T)}
// Unwrap the definition of children
vars(n:N, m:—, curr:—, next:—) * ((Tig x o — N[@ @ M[]]) }

T G

vV (3L, 7y, T'. T=L[T;] @ T’ * children(T’) * o — N[L[T;] ® T @ M[f] ]))
// Abstract allocation at v by Lemma
vars(n:N,m:—, curr:—,next:—) % 3y. ((Tiz x> NM[B] @] xv +— @)
V (3L, Ty, T'. T=L[Ty] @ T/ * children(T’) x o — N[L[T}] @ 7] x v — T/ @ M[ﬁ])) }
8. curr :=getFirst(n);
dc.vars(n:N, m:—, curr:C,next:f)*ﬂ'y.((Tig* C=M x> N[M[S]@7]*y+— D) }

©

V(3L, T, T". T=L[T;] @ T’ * children(T’) * C=L * av—= N[L[T;] ® ] * ’yb—>T'®M[ﬂD)
// Abstract deallocation at v by Lemma
Jc.vars(n:N, m:—, curr:C,next:—) % ((CiM * o N[T @ M[f5]] = chiIdren(T))}

10.

V (3L, Ty, T'. T=L[Ty] @ T’ * children(T’) * C=L % o — N[L[T;] ® T' @ M[f] ]))
// Unwrap the definition of children in the second disjunct
Jc.vars(n:N, m:—, curr:C,next:—) x ((CiM * o= N[T @ M[]] * children(T))

V(3L,T;. T=L[T)] * C=L * o — N[L[T;] @ M[(]])

V(3L,T7,0,T,,T". T=L[T]] ® O[T,] ® T’ * children(T’) * C=L

+ o N[L[n] @ o[t @ T @ M(4]]))
// Abstract allocation at +,d, € by Lemma
Jc.vars(n:N, m:—, curr:C, next:—) ((CiM * a — N[T @ M[f3] ] * children(T))

11.

V(3L,Ty,7y, 0. T=L[T;] * C=L * o — N[y] * v — L[§] @ M[f] % § — T})

12. ) . .
V(3L,T7,0,T0,T' 7, 6, €. T=L[T;] @ O[T,] @ T’ * children(T’) * C=L

* a—= N[y®T @M[f]] * v — L[] ®O[€]*5i—>Tl*6i—>To))
13. if (curr !'= null){

14. next :=getRight (curr)

3c,R.vars(n:N, m:—, curr:C, next:R)

*<(CiM % R=null * a— N[T ® M[f]] * children(T))

15. V(3L,Ty,7y, 0. T=L[T;] * C=L % R=M #* v — N[7] * v > L[§] @ M[S] * § — T)
V(3L,T7,0,T6,T' 7, 6, €. T=L[T;] @ O[T,] @ T’ * children(T’) * C=L * R=0
x @ Ny QT @M[B]] x> L[J] Q Ofe] *§ — Ty %€ T,)

// Abstract deallocation at 7, d, e by Lemma

Jc,R.vars(n:N, m:—, curr:C, next:R)

*((CiM « R=null * a — N[T @ M[f]] * children(T))

16. V(3L,T;. T=L[Ty] % C=L * R=M * a — N[L[T;] @ M[0]])

V(3L,T7,0,T,,T". T=L[T;] ® O[To] ® T * children(T’) * C=L * R=0
« a o N[ @ olt,] @ T @ Md]))

Figure 4.4.: A proof sketch of getLast(n) (continued in Fig.
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26

27.
28.

29

3c,R.vars(n:N, m:—, curr:C, next:R)
*( (C=M * R=null * a — N[T ® M[] ] * children(T))
V(3L,T;. T=L[Ty] % C=L * R=M * o > N[L[T;] ® M[(]])
V(3L,T7,0,To, . T=L[T;] ® O[T,] ® T’ * children(T’) * C=L * R=0
% o = N[L[Ty] ® O[T,] ® T’ @ M[f] ]))
// Generalise the definition of T
3c,R.vars(n:N, m:—, curr:C, next:R)
*((CiM * R=null % o — N[T ® M[f]] * children(T))
V(3L, Ty, T. T=T'® L[Ty] * children(T’)*C=L*R=Mxa — N[T' @ L[T;] @ M[8]])
V(3L,T;,0,T,T1,T2. T=T1 @ L[T;] ® O[T,] ® Tg * C=L * R=0
« children(Ty ) * children(T2) * o — N[T1 ® L[T;] ® O[T,] ® T2 @ M[5] ]))

while(next != null){
Jc,R.vars(n:N, m:—, curr:C, next:R)

*((HL,TZ,T/. T=T'® L|T;] * children(T’)*C=LxR=Mxa — N[T' ® L[T;] ® M[£]])
V(3L,Ty,0,T,T1,T2. T=T1 ® L[T;] ® O[T,] ® Tg * C=L % R=0
# children(Ty) * children(T2) * o — N[T1 @ L[T;] ® O[T,] & T2 ® M[f] ]))

curr :=next;
Jc.vars(n:N, m:—, curr:C, next:C)

*((3L7TZ,T/. T=T'® L[Ty] * children(T’)*c=Mxa — N[T' @ L[T;] ® M[A]])
V(3L,Ty,0,T0,T1,T2. T=T1 @ L[T;] ® O[T,] ® Tg x C=0
# children(Ty) * children(T2) * o — N[T1 @ L[T;] ® O[T,] & T2 ® M[f] ]))
// Wrap the definition of children
Jc.vars(n:N, m:—, curr:C, next:C) * ((CiM*a — N[T ® M[f]] * children(T))
V(3L,Ty,T1,T2. T=T1 @ L[T;] ® Tg * C=L
« children(Ty) * children(Ts) * o 5 N[Ty ® L[T}] ® T2 ® M[f] ]))

// Take similar steps as those in 10-12
Jc.vars(m:N, m:—, curr:C, next:C) * ((CiM * a — N[T @ M[] ] * children(T))
V(3L, T, Ty, 0. T=T' @ L[Ty] * C=L * o — N[T' ® ] * children(T1’)
%y = L[0] @ M[B] * 6 — Ty)
V(3L,T7,0,To,T1, T2,7, 0, €. T=T1 @ L[T;] ® O[T,] ® Ta * C=L
 children(T) * children(T2) * o — N[T1 ® v ® T2 ® M[] ]

* fyn—>L[5}®o[e]*6n—>Tl*en—>To)>

next :=getRight (curr);
// Abstractly deallocate 7,4, e by Lemma [l| as in line 15
3o, R.vars(n:N, m:—, curr:C, next:R )
*<(CiM % R=null * o« — N[T ® M[f]] * children(T))

V(3L T, T. T=T" ® L[Ty] * C=L*R=M *« — N[T’ ® L[§] ® M[3] |*children(T"))

V(3L,T7,0,T,T1, T2. T=T1 @ L[T;] ® O[T,] ® T2 * C=L * R=0

* children(Ty) * children(T2) * o — N[T1 ® L[T;] ® O[T,] ® T2 @ M[f3] }))

1

{vars(n:N,m: — ,curr:M,next:null) * o — N[T ® M[f] ] * children(T) }
m := curr;

} {vars(n:N,m:M,curr:M,nextnull) * o — N[T ® M[S]] * children(T) }

} {vars(n:N,m:M) * o — N[T ® M[f3]] * children(T) }

Figure 4.5.: A proof sketch of getLast(n) (continued from Fig.
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1. moveChildren(n, m){

2 var curr, next in {

3 curr :=getFirst(n);

4 while(curr !'= null){

d. next :=getRight (curr) ;
6. appendChild(m, curr) ;
7 curr :=next;

8 }

9. 1}

0. }

Figure 4.6.: The moveChildren(n, m) client program

by calling the T library operation getFirst(n). At each iteration, the
program records the child node to the right of the current (curr) node in
next by calling the getRight (curr) operation, and subsequently appends
the current child (curr) to the end of the child list of m by calling the
appendChild(m, curr) library operation.

In order to preserve the tree structure and avoid cycles, we must ensure
that m is not a descendant of n (or its children). That is, the program must
fault if moving the child forest of n breaks the tree structure by introducing
a cycle. However, since the program manipulates the tree structure via
library operations only, and the library operations in turn preserve the
tree structure, the program need not enforce this structure-preservation
explicitly. More concretely, since appendChild(m, curr) faults if m is a
descendant of curr, the well-formedness of the tree structure is ensured at
each iteration when moving the current node by calling appendChild (m,

curr). We thus specify the behaviour of moveChildren(n, m) as follows:

{vars(n:N,m:M) % o — N[T]| * 8 — M[7] * complete(T)}
moveChildren(n, m)

{vars(n:N,m:M) o — N[@] * 8 — M[y ® T] * complete(T)}

When n=N and m=M, to ensure that M is not a descendant of N, we require
the entire subtree at N to be separate from the subtree at M. As with the
specification of appendChild operation in Fig. this is achieved by the
separating conjunction * and the complete(T) assertion in the precondition.

That is, the % ensures that the entire subtree at N is disjoint from the
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subtree at M, and since the forest T underneath N is complete, the T does
not contain a context hole into which the subtree at M may collapse and
render M a descendant of N.

A proof sketch of moveChildren(n,m) is given in Figs. As
before, we use abstract (de)allocation (Lemma (1) at various proof points

to rewrite the tree resources into the shape required by the axioms of tree

operations (Fig. [4.2).
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ANl

10.

11.

12.

13.

14.

15.

16.

17.

{vars(n:N,m:M) % o = N[T] * 8 — M[7] * complete(T) }
moveChildren(n, m){
{vars(n:N,m:M) x a — N[T] % 3 — M[7] * complete(T) }

var curr, next in {
{vars(n:N,m:M, curr:—,next:— ) x a — N[T] * 3 — M[y] * complete(T)}
// Unfold the definition of complete(T).

vars(n:N,m:M, curr:—, next:—) * ((Tig * o — N[2])V

(3N, Ty, T. T=L[T;] @ T« complete(T;) xcomplete(T) x> N[L[Tl]®T/])) 31— M[7]
// Abstract allocation at § by Lemma
vars(n:N, m:M, curr:—, next:—) * 3. ((Tig * a— N[D]) V
(3,1, T T=L[T] QT xcomplete(T;) *complete(T') xa — N[L[T;] @ 0]*4 n—>T’))
* = M[y]

curr :=getFirst(n);

3c. vars(n:N, m:M, curr:C, next:—) * ((Tig % C=null % o — N[@]) V
(3T, T,0. T=C[T.] ® T xcomplete(T;) xcomplete(T’) x> N[C[T.]@6] * & > T'))

* 8 — M[Y]
// Abstract deallocation at § by Lemma

3c. vars(n:N, m:M, curr:C, next:—) * ((Tig % C=null x o — N[@]) V }

(3, T, T. T=C[T.] @ T* complete(T,) *complete(T’) *a+> N[C[T] ®T'])) * B M[Y]
Jc. vars(n:N, m:M, curr:C,next:—)
*((c:null x> N[@] x 8 — My ®T])
V(3T,,T1,To. T=T1 ®RC[T]®T2 * 5 — M[y ® T1]
x complete(T,) * complete(Ty) * a— N[C[T.] ® TQD)

while(curr !'= null){

Jc. vars(n:N, m:M, curr:C,next:—) * 3T, T1,To. T=T] RC[T ] @Ts
{* complete(T.) * complete(Ts) * 3 — M[y ® T1] * @ — N[C[T.] ® Tg]}
// Unfold the definition of complete(Ts).
3¢, Te, T1.vars(n:N, m:M, curr:C,next:—) x  — M[y ® T1]

*((TiTl ® [T, * complete(T,) * a - N[C[T¢] ])

V(30,T,,T2. T=T; ® C[T.] ® O[T,] ® T2 * complete(T,)

x complete(T,) * complete(Ts) * a— N[C[T.] ® O[T,] ® T2])>

// Abstract allocation at +,d, e by Lemma
Jc, T¢, T1, 0, €. vars(n:N, m:M, curr:C,next:—) x § — M[y ® T1]
*((TiTl ® C[T¢] * complete(T,) * & — N[0 ® C[e]] % 0 +— & % € — T¢)

V(30,Ty,T2, (. T=T1 RC[T]®O0[T,]|®@T3 * complete(T.) * a— N[d ® Ta]

* complete(T,) * complete(Ts) * § — Cle] ® O[C] * € — Te* ( — TO))

next :=getRight (curr)
3¢, T, T1,0,€6,R. vars(n:N, m:M, curr:C, next:R ) * § — M[y ® T1]

*((TiTl ® C[T¢] * complete(T,) * R=null * o — N[J @ Cle] ] * I+ D * €+ T¢)
V(30,Ty,T2,(. T=T1 ®C[T:]QO[T,] @ Toxcomplete(T,.)* R=0 x> N[d @ To]

« complete(T,)*complete(Ts) x d—Cle] ® O[(] * € = Te * ( > T(,)>

Figure 4.7.: Proof sketch of moveChildren(n,m) (continued in Fig.
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17.

18.

19.

20.

21.

22.

23.

24.

25.

26

27.

28

29.

30

dc, T, T1,0,6,R. vars(n:N, m:M, curr:C, next:R ) * 8 — M[y ® T1]
*((TiTl ® C[T¢] * complete(T.) * R=null * o — N[J @ Cle] | * §+—> D * e T¢)
V(30,T,,T2,(. T=T1 ®C[T:]QO[T,] @ Ta *complete(T) * R=0 * > N[0 @ To]
x complete(T,)*complete(Ts) x Jr—Cle] ® O[(] * € — Te * ( To))
// Abstract deallocation at d,¢€,( by Lemma
3¢, T, T1,R. vars(n:N, m:M, curr:C,next:R) * § — M[y ® T1]
*((TiTl ® C[T¢] * complete(T,) * R=null % o — N[C[T¢]])
V(30,Tp,To. T=T1 RC[T:]®O[T,] ®T2 * complete(T,) * R=0
x complete(T,) * complete(Ts) * ar— N[C[T¢] ® O[T,]®T4 ]))
// Abstract allocation at 6
3¢, T, T1,R, 0. vars(n:N, m:M, curr:C,next:R) * 5 — M[y ® Tj]
((TiT1 ® C[T,] * complete(T.) * R=null x o — N[#] * 0 — C[T,])
V(30,T,,To. T=T1RC[T]®O[T,] ®T2 * complete(T,) * R=0
x complete(T,) * complete(Ts) * ar— N[ ® O[T,]|®T2 ]*QHC[TC]))
appendChild(m, curr);
3¢, Te, T1,R, 0. vars(n:N,m:M, curr:C,next:R) * B — M[y ® T1 ® C[T.]]
((TiTl ® C[T.] * R=null * @ > N[0] * 0 — &)
V(30,T,,To. T=T1RC[T¢|®O[T,]&T2 * R=0
x complete(T,) * complete(Tz) * ar— N[0 ® O[T,] ® Ta] * 6 — @))

curr := next;
3¢, Te, T1,R, 0. vars(n:N, m:M, curr:R, next:R) * 5 — M[y ® T1 ® C[T.]]

((TiTl ® C[T.] * R=null * @ > N[0] % 0 — @)
V(30,T,,Ta. T=T1 QC[T¢|QO[T,]@T32 * R=0

x complete(T,) * complete(Ts) * a— N[ @ O[T,] @ T2 ] * 6 — @))
// Abstract deallocation at 6 and renaming
Jc.vars(n:N, m:M, curr:C, next:—)
((Cinull x> N[@]* 8= My ®T])
V(3T1,Te, T2, T=T1 ® [(C, Te)] ® T
* complete(T.) * complete(T2) * av— N[C[T¢] @ Tg }*ﬂ»—)M[’y@Tl]))
}
{vars(n:N,m:M, curr:ull, next:—) * a > N[@] % 8 — M[y ® T]}
}
{vars(n:N,m:M) x a — N[@] % 8 — M[y ® T]}
¥
{vars(n:N,m:M) * o > N[@] % B — M[y @ T] }

Figure 4.8.: Proof sketch of moveChildren(n,m) (continued from Fig.
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5. The DOM Library: DOM

The Document Object Model (DOM) describes an XML update library
and is maintained by the World Wide Web Consortium (W3C) [2]. This
English standard is written in an axiomatic style that lends itself well to
formalisation. The standard provides an abstract representation of the
DOM tree as well as a wide range of operations for manipulating this
tree. The most common use of the DOM is manipulating the content of
web pages. The DOM operations are similar to those of our tree library
studied in §4 but are much more extensive. DOM is an ideal example for
SSL formalisation as it demonstrates the scalability of SSL reasoning. In
particular, DOM follows the essence of our tree library in §4 scaling it
to a real-world problem. DOM has previously been studied in the context
of local reasoning. The first formal axiomatic DOM specification is given
in [24, [52], using context logic (CL) [7, 6]. However, this work has several
shortcomings.

First, it is not simple to integrate separation logic (SL) reasoning about
e.g. C [9], Java [42] and JavaScript [21] with the DOM specifications
in CL. The work in [24] [52] explores the verification of simple client pro-
grams manipulating a variable store and calling the DOM. It does not
verify clients manipulating a standard program heap. More concretely, in
contrast to the commutative separating conjunction (x) of SSL, the CL as-
sertion language contains the non-commutative separating application (¢),
that splits the DOM tree into a tree context with a hole applied to a par-
tial DOM tree. These two operators are not compatible with each other.
In particular, the integration of the CL-based DOM specification with an
SL-based program logic requires altering the underlying model and extend-
ing the program logic to include a customised frame rule for the separating
application. By contrast, as we demonstrated in §3.2] we can combine our
SSL specification of DOM with an SL-based program logic in order to rea-

son about DOM client programs written in e.g. C, Java and JavaScript.
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We illustrate this by verifying several realistic ad-blocker client programs
written in JavaScript, using the program logic of [21].

Second, the specification in [24, [52] does not always allow local and
compositional client-side reasoning. In [24], the authors note that their
DOM axioms are not always local (that is, do not always have small
enough footprints), but fail to identify that, for the same reason, their
client reasoning is not always compositional. We demonstrate this by
presenting a simple client program which can be specified using a single
SSL specification that locally captures its intuitive footprint, compared to
siz CL specifications that substantially over-approximate the footprint.

Finally, while the specification in [24] does not model live collections,
the specification in [52] makes simplifying choices with respect to live
collections and does not always remain faithful to the standard.

In §5.1] we present an intuitive overview of our DOM specifications in

SSL and its advantages over the existing approaches. In §5.2] we instan-

tiate the general theory of SSL presented in §3.1] in order to model the
DOM library DOM and to write assertions describing the DOM tree struc-
ture. In §5.3] we instantiate the general methodology described in to
extend the JavaScript program logic of [2I], JSLocic, to JSLocGICpgy, in
order to specify the behaviour of DOM library operations. In §5.4] we use
JSLocicpgm in order to verify several realistic ad-blocker client programs

written in JavaScript.

5.1. Overview

There are currently four revisions of the DOM standard [2]. As with [24],
we focus on DOM Core Level 1 which defines the general shape of the
DOM tree and provides a set of operations for manipulating the tree
structure [I]. Later revisions are mostly concerned with event handling
and minor updates to the tree shape.

The W3C DOM Core Level 1 standard [I] is presented in an object-
oriented (OO) and language-independent fashion using IDL (Interface Def-
inition Language). It consists of a set of interfaces that describe the fields
and methods exposed by each DOM datatype. A DOM object is a tree
comprising a collection of node objects. DOM defines twelve specialised

node types. We focus on an expressive fragment of DOM Core Level 1
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html 12 html 12 width 17
head 10 #text 23
800px
#text 5
article 6
Lorem sre 13
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#text 23 ipsum ipsum
800px
sTC 13
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(a) A complete abstract DOM heap (b) The heap in after abstract allocation

Figure 5.1.: Abstract DOM heaps in SSL

that allows us to create, update, and traverse DOM documents. As such,
we model the four most commonly used node types: document, element,
text and attribute nodes. Additionally, we model live collections of nodes
such as the NodeList interface in DOM Core Levels 1-4. Our fragment
underpins DOM Core Levels 1-4. By focusing on this fragment, we can
direct our attention on the core difficulties of the reasoning without han-
dling the verbosity of the entire document. As demonstrated in [52], it
is straightforward to extend this fragment to the full DOM Core Level 1
without adding to the complexity of the underlying model. While it will
be necessary to expand the model as we consider additional features in
the higher levels of the standard (e.g. DOM events), the fragment spec-
ified here will remain largely unaffected, as these additional features are
independent of our fragment. We proceed with an overview of our DOM
fragment. In the remainder of this thesis we refer to our DOM fragment
simply as DOM.

DOM nodes A DOM object (e.g. the tree in Fig. |5.1a]) is defined as a

tree comprising a collection of node objects. DOM nodes are the building
blocks of DOM data. Each node in DOM is associated with a type, a
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name, an optional value, and information about its surroundings (e.g. its
parent, siblings, etc.). As well as this generic node type, DOM defines
twelve specialised node types, of which we model the four most commonly
used: text, element, attribute and document nodes. Given the OO nature
of the standard, each node object is uniquely identified by its reference.
To capture this more abstractly (and admit non-OO implementations),
we associate each node with a unique node identifier. We thus assume a
countably infinite set of node identifiers ID, as well as a designated doc-
ument identifier associated with the document object, d € ID. Document
nodes represent entire DOM objects. Each DOM object contains exactly
one document node, named Fdocument, with no value and at most a
single child, referred to as the document element. The document node is
the root of the DOM tree and provides primary access to the DOM data.
In Fig. B.Ia] the document node is the node with identifier 7. Element
nodes structure the content of a DOM object. They have arbitrary names
(not containing the ‘#’ character), no values and an arbitrary number of
text and element nodes as their children. In Fig. the node named
“html” with identifier 12 is an element node which has two children with
identifiers 10 and 4. Text nodes represent the textual content of the docu-
ment. Each text node has name “#text”, an arbitrary string value and no
children. In Fig. the node with identifier 5 is a text node with string
data “Lorem”. Attribute nodes store information about the element nodes
to which they are attached. They have arbitrary names (not containing
the ‘#’ character), arbitrary string values and an arbitrary number of text
nodes as their children. The attributes of an element must have unique
names. In Fig. the element node with identifier 3 has two attributes:
one with name “src”, value “goo.gl/K4S0d0”, and identifier 13; and another

with name “width”, value “800px”, and identifier 17.

DOM operations We present the complete set of DOM operations and
their axioms later in §5.2 Here, we describe the n.getAttribute(s) and
n.setAttribute(s,v) operations and their axioms to give an intuitive
account of SSL for DOM. The n.getAttribute(s) operation inspects the
attributes of element node n. It returns the value of the attribute named
s if it exists, or the empty string otherwise. For instance, given the

DOM tree of Fig. when variable n holds value 3 (the element node
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named “img”, placed as the left child of node “ad”), and s holds “src”, then
r:=n.getAttribute(s) yields r="“goo.gl/K4S0d0”".

Intuitively, the footprint of n.getAttribute(s) is limited to the element
node n and its “src” attribute. To describe this footprint minimally, we
need to split the element node at n away from the larger surrounding DOM
tree. To do this, we introduce abstract DOM heaps that store abstract tree
fragments. For instance, Fig. contains an abstract DOM heap with
one cell at address Ry and a complete abstract DOM tree as its value. It is
abstract in that it hides the details of how a DOM tree might be concretely
represented in a machine. As before, abstract heaps allow for their data to
be split by imposing additional instrumentation using abstract addresses.
Such splitting is illustrated by the transition from Fig. to Fig.
The heap in Fig. contains a complete tree at address Ry. This tree can
be split using abstract allocation to obtain the heap in Fig. with the
subtree at node 3 at a fresh, fictional abstract cell x, and an incomplete
tree at Ry with a context hole x indicating the position to which the
subtree will return. Since we are only interested in the attribute named
“src”, we can use abstract allocation again to split away the other unwanted
attribute (“width”) and place it at a fresh abstract cell y. After this second
abstract allocation at y, the subtree at node 3 and its “src¢” attribute
correspond to the intuitive footprint of n.getAttribute(s). Once the
getAttribute operation is complete, we can join the tree back together
through abstract deallocation, as in the transition from Fig. [5.1b] to [5.14]

Using SSL, we develop local specifications of DOM operations that only
touch the intuitive footprints of the operations. The assertion language
comprises DOM assertions that describe abstract DOM heaps. For in-
stance, the DOM assertion below describes the abstract heap cell at x in
Fig. [5.1b] where a denotes a logical variable corresponding to the abstract

address x:
a — imgs[width7[#textos[800px]] ® srciz[#text;[goo.gl/K4S0d0]], @]

This assertion states that the heap cell at abstract logical address « holds
an “img” element with identifier 3, no children (&) and a set of attributes
described by width;7[#textoz[800px]|] @srcy3[#text[goo.gl/K4S0d0]], which
contains a “src” attribute (with identifier 13 and value “goo.gl/K4S0d0”)

136



and a “width” attribute (with identifier 17 and value “800px”). The at-
tributes of a node are grouped by the commutative ® operator.

Once the “width” attribute of element node 3 has been abstractly al-
located away at y, the abstract heap cell at x can be described by the
DOM assertion a +— imgs[ © srcys[#texty[goo.gl/K4S0d0]], @] where o
and B denote logical variables corresponding to abstract addresses x and
y, respectively.. When we are only interested in the value of an attribute,
we can write an assertion that is agnostic to the shape of the text content

under the attribute. For instance, we can write:
a — imgs[[ @ srey3[T], 9] * val(T, goo.gl/K4S0d0)

to state that attribute 13 contains some text content described by logical
variable T, and that the value of T (i.e. the value of the attribute) is
“g00.gl/K4S0d0”. The val(T, goo.gl/K4S0d0) assertion is pure in that it
contains no resources and merely describes the string value of T.

Using SSL, we can now locally specify r :=n.getAttribute(s) asﬂ

vars(n: N,s:S,r: —) vars(n: N,s:8,r: ")
x> SL[B O sulT],7] ¢ T :=n.getAttribute(s) < xa > SL[B O Sy[T],7] (5.1)
xval(T,s”) xval(T,s”)

{vars(n iN,s:S,T:—)

r:=n.getAttribute(s)
x o SL[A,y] xoutn(A,S)

vars(n: N,s:S,r: “”) } (5.2)
)

k> SL[Ay] *out, (A,S

Axiom captures the case when n contains an attribute named s;
axiom when n has no such attribute. The precondition of
contains three assertions. As before, the vars(n: N,s:S,;r: —) assertion
describes a variable store where program variables n, s and r have logical
values N, s and an arbitrary value (—), respectively. The o +— S| [5 ®
Su[T],7] assertion describes an abstract DOM heap cell at the abstract
address « containing the subtree described by assertion si[8 ® Sy[T],7].
This assertion describes a subtree with a single element node with identifier
N and name §’. Its children have been framed off, leaving behind the
context hole 7 (using abstract allocation as in the transition from Fig. |5.1a]
to then framing off the cell at ). It has an attribute named s with

't is possible to combine multiple cases into one by rewriting the pre- and postconditions
as a disjunction of the cases and using logical variables to track each case. For clarity,
we opt to write each case separately.
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identifier M and text content T, plus (potentially) other attributes that
have been framed off, leaving behind the context hole 8. This framing off
of the children and attributes other than s captures the intuition that the
footprint of n.getAttribute(s) is limited to element n and attribute s.
Lastly, the val(T,s”) assertion states that the value of text content T is s”.
The postcondition of declares that the subtree remains the same and
that the value of r in the variable store is updated to s”, i.e. the value of

the attribute named S.

The precondition of contains the assertion « +— S [A,~] where, this
time, the attributes of the element node identified by N are described by
the logical variable A. With the precondition of , all other attributes
can be framed off leaving context hole 5. With the precondition of
however, the attributes are part of the intuitive footprint since we must
check the absence of an attribute named s. This is captured by the
out,(A,s) assertion. The postcondition of declares that the subtree
remains the same and the value of r in the variable store is updated to

w

the empty string “”, as mandated by the English specification.

The n.setAttribute(s,v) operation inspects the attributes of element
node n. It then sets the value of the attribute named s to v if such
an attribute exists . Otherwise, it creates a new attribute named s
with value v and attaches it to node n . We can specify this English
description adl:

vars(n: N,s:8,v:s") JR.vars(n: N,s:s,v:s")
s SL[B © su[T], 7] p n.setAttribute(s,v) < * ars sL[BOSy[#texty[s"]]A] ¢ (5.3)
% — &y * grove(T, G) x0 = G

{vars(n :N,s:8,v:s")

n.setAttribute(s,v)
x> Sk [Ay] xout, (A,S)

M, R.vars(n: N, s: s,v: ") (5 4)
* aHSf\, [A@SM [#teXt‘R[SN””Y] -

Recall that attribute nodes may have an arbitrary number of text nodes
as their children where the concatenated values of the text nodes denotes
the value of the attribute. As such, when n contains an attribute named
s, its value is set to v by removing the existing children (text nodes) of
s, creating a new text node with value v and attaching it to s (axiom
. What is then to happen to the removed children of s?7 In DOM,
nodes are not disposed of: whenever a node is removed, it is no longer

a part of the DOM tree but still exists in memory. To model this, we
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associate the document object with a grove designating an unordered space
for the removed nodes. The ¢ — @, assertion in the precondition of
simply reserves an empty spot (&,) in the grove. The grove(T,G)
predicate converts the children of s into an unordered set of nodes G. In
the postcondition the converted children of s (i.e. G) are moved to the
empty grove at 4. Similarly, when n does not contain an attribute named
s, a new attribute named s is created and attached to n. The value of s
is set to v by creating a new text node with value v and attaching it to s

(axiom [5.4)).

Comparison to existing work (locality and compositionality) In
contrast to the commutative separating conjunction * in SSL, context logic
(CL) and multi-holed context logic (MCL) use a non-commutative separat-
ing application e to split the DOM tree structure [7, 6]. For instance, the
Ce, P formula describes a tree that can be split into a context tree C with
hole o and a subtree P to be applied to the context hole. The application
operator e is not commutative in that a context cannot be applied to a
tree. In [24] 52|, the authors noted that the CL axioms for DOM oper-
ations such as appendChild were not local, as they required more than
the intuitive footprint of the operations. Later in §5.2] we demonstrate
that the SSL specifications of these operations are local and capture their
intuitive footprint accurately (see p. . What the authors in [24] [52]
did not observe was that their CL. DOM specification does not provide
a compositional way of generating local specifications for client programs.
Consider the following client program that copies the value of the “src”

attribute of node p to that of q:
C £ s:=p.getAttribute("src"); q.setAttribute("src", s)
Let us assume that p contains a “src” attribute while q does not. Using
our SSL specifications, we can specify the behaviour of C locally as:
{a% Px 3 Q*S} C {EIM,O,F’,F”. a— Px 3 Q’*S’} (5.5)

with P2 Sllp [Al © srey [TQ}FWTI]E}
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Q = Sp[A, 77
S £ vars(p: P,q:Q,s: —)*val(Ta,s) * out, (A, “src”)
Q' £ s, [A @ stey[#texto[S]w e, T]E

S" £ vars(p: P,q:Q,s:8)

Observe that the element nodes identified by p and q may be in one of
three orientations with respect to one another: i) p and q are not related
and describe disjoint subtrees; ii) q is an ancestor of p; iii) p is an ancestor
of q. All three orientations are captured by the SSL specification in .

Using the specifications of [24], [52], we can specify the behaviour of C
as follows (in multi-holed context logic (MCL) adapted to our notation),
with (5.6)-(5.8]) respectively describing orientations (i)-(iii) above:

{((C o P)os Q)+ S} C {EM, 0.8 F". ((C o P)og Q) * S’} (5.6)
{(Q o P) *S} C {aM,o,F',F”. (Q' o0 P) *S’} (5.7)
{(Poa Q)*S}C{EIM,O,F’,F”. (P oq Q’)*S’} (5.8)

When the subtrees at p and q are not related (i), the precondition of
states that the DOM tree can be split into a subtree with top node Q,
and a tree context with hole variable g satisfying the C o, P formula.
This context itself can be split into a subcontext with top node P and a
context C' with hole . The postcondition of states that Q is extended
with a “src" attribute, and the context C e, P remains unchanged. This
specification is not local in that it is larger than the intuitive footprint of
C. The only parts of the tree required by C are the two elements P and
Q. However, the precondition in also requires the surrounding linking
context C: to assert that P and Q are not related (P is not an ancestor
of Q and vice versa), we must appeal to a linking context C' that is an
ancestor of both P and Q. This results in a significant overapproximation
of the footprint. As either C' or P, but not both, may contain a context
hole named S, specification includes the behaviour of , which

can thus be omitted. We have included it as it is more local.

More significantly however, we need to specify the orientations in (ii)
and (iii) separately. This is due to the non-commutativity of the compo-

sition operator e in context logic. That is, Pe,Q # Qe,P, in contrast to
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where a— Px 3+ Q = [+ @Q *x a— P. Therefore, the number of
specifications of a client program rapidly increases as its footprint grows.
For instance, consider the following program with a slightly larger foot-
print, copying the concatenated values of “src¢” attributes in nodes p and

r to that of g:

C £s: =p.getAttribute("src"); s’ :=r.getAttribute("src");

q.setAttribute("src", s+s’);

Let us assume that p, r both contain an attribute named “src” while q
does not. We can then specify C’ locally in SSL with one specification
similar to (5.5)), as follows:

{aHP*ﬁ»—)Q*’yHR*S} c’ {HM,O,F/,F//7S.(XHP*BHQ’*S'}
with P, Q and Q' as defined above, and R, S and S’ defined below:

R £ s3[A3 @ sre, [Ty, T3]E
S = vars(p:P,q:Q,r:R,s: —)*val(Tg,S2) * val(Ty, S4) * out, (A, “src”)

S" 2 vars(p:P,q:Q,T:R,s:8)*S=Sy+Sy

By contrast, when specifying C’' in MCL, not only is locality compromised
in cases analogous to due to the linking context, we need to provide
eight separate triples to specify the behaviour of C'. Forgoing locality for
some cases as discussed above, we can describe C' by no fewer than siz

specifications!

Note that as an attempt at rectifying the non-compositionality of the
CL specifications for C above (respectively C’), one may instead turn to

first-order logic. For instance, we can specify the behaviour of C as follows:

{(reach(fRd, P) Areach(Rq, Q)) * S}
C (5.9)
{HM, 0,F,F". (reach(Rq, P) A reach(Rq, Q') * S’}

where reach(Ry, P) simply states that the element node described by P is
reachable from the root of the DOM tree R;. However, the specification
in (5.9) is inaccurate. More concretely, the pre- and postcondition state
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that the element nodes P and Q are reachable from the DOM tree root Rg.
What this specification does not state is that with the exception of the
element node Q, the remainder of the DOM tree remains unchanged. That
is, the contert surrounding the element nodes P and Q is not altered by
program C. This is because the assertions in the pre- and postcondition
are too weak in that they merely stipulate that the element nodes P and
Q be reachable from the root R;. As such, it is possible for C to alter the
DOM tree freely, so long as the reachability of P and Q is preserved.

One may attempt to strengthen the specification in by adding an
additional predicate, DOM(Ry, Tpon), tracking the DOM tree as follows:

{(DOM(Rd, Toou) A reach(Ry, P) A reach(Ry, Q) * s}
C
{EIM, o,F,F". (DOI\/I(iRd,TDOM) A reach(Rg, P) A reach(Ry, Q’)) * S’}

where DOM(Ry, Tpoy) describes the entire DOM tree at Ry;. However,
not only is this specification not local in that it encompasses the entire
DOM tree at Ry (via the DOM(Rg, Tpon) predicate), it is in fact incorrect.
This is because the above specification states that the DOM tree remains
completely unchanged by C: the contents of the tree are captured by the
same logical variable Tpoy in both the pre- and the postcondition. To
remedy this, one must split the DOM tree into elements P and Q and the
context C' surrounding them, so that one can assert that C' is not altered
by C. This splitting of data into contexts and their sub-data is indeed the
key idea behind context logic which was later adopted by SSL.

This concludes the overview of our DOM specification in SSL and its
advantages over the existing approaches. In what follows, we instantiate
the general theory of SSL presented in §3.1] in order to model the DOM

library formally and to write assertions describing the DOM tree structure.

5.2. SSL Model and Assertions: Library DOM

Recall that the general theory of SSL is parametric and may be instan-
tiated for a particular library of structured data. In §3] we presented the
general theory of SSL with its parameters delineated in solid boxes la-

belled “SSL Parameter”. In what follows, we revisit the SSL parameters
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and instantiate them for the DOM library DOM. As before, we present
these instances in dashed boxes labelled “SSL DOM Instance (Parameter

X)”, where X is the reference to the corresponding SSL parameter in §3]

DOM root addresses Recall that program heaps (e.g. the DOM pro-
gram heap in Fig. are mappings from root addresses to complete
program data with no context holes. For the DOM library, we define a
designated root address, R4, denoting the location in the DOM heap where
the DOM object is stored.

SSL DOM Instance (Parameter L)

i Definition 55 (DOM root addresses). The set of DOM root ad- E
! dresses is RADDpom = {Ry}- E

DOM program data Recall that program data is library specific and
provides a high-level representation of the underlying data structure with-
out exposing how the data structure may be represented in the machine.
The program data for DOM describes the DOM object as a complete DOM
document node (e.g. the document node with identifier 7 in Fig. . A
DOM document node in turn may contain text, element and attribute
nodes. We associate each node with a set of forest listeners, fs; we fur-
ther associate element and document nodes with a set of tag listeners, ts.
As we describe shortly, we use these listeners to model live collections.
Ignoring fs and ts for now, we write: i) #texty[s]s for the text node
with identifier n and text data s; ii) s,[as, f]]tcj for the element node with
identifier n, tag name s, attribute set as, and child forest f; iii) s,[tf];s for
the attribute node with identifier n, name s, and text forest tf; and iv)
#docd[e]}j & g for the document object with the designated identifier d,
document element e (or @, for no document element) and grove g.

DOM nodes may be grouped into forests, attribute sets, text forests and
groves, ranged over by f, as, tf and g, respectively. A forest represents the
child list of an element node, modelled as an ordered, possibly empty col-
lection of element and text nodes. An attribute set represents the attribute
nodes associated with an element node and is modelled as an unordered,

possibly empty collection of attribute nodes. A text forest describes the
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child list of an attribute node, modelled as an ordered, possibly empty
collection of text nodes. A grove is where the orphaned nodes are stored.
In DOM, nodes are never discarded and whenever a node is removed from
the document, it is moved to the grove. The grove is also where newly
created nodes are placed. The document object is thus associated with a
grove, modelled as an unordered, possibly empty collection of forests, text

forest and attribute sets.

Live collections and tag/forest listeners The DOM API provides sev-
eral interfaces for traversing DOM trees based on live collections of nodes,
such as the NodeList interface in DOM Core Levels 1-4. DOM Core
Level 4 also introduces the HTMLCollection interface for live collections
of element nodes. We describe our model of live collections in terms of
NodeLists. However, our model is abstract and captures the behaviour of
both NodeLists and HTMLCollections.

The NodeList interface describes an ordered collection of nodes. Node-
Lists are live in that they dynamically reflect the changes to the doc-
ument. Several DOM operations return NodeLists. For instance, the
n.getElementsByTagName (s) operation returns a NodeList (using depth-
first, left-to-right search) containing the identifiers of those element nodes
under the tree rooted at n whose tag names match s. Given the DOM tree
of Fig. when n=4 and s="“img”, then r:=n.getElementsByTagName (s)
yields r=[3,8,2]. However, since NodeLists are live, if node 8 is later re-
moved from the document, then r=[3,2]. This operation may be called
on both document and element nodes. We thus associate each such node
with a set of tag listeners, ts. Each tag listener is of the form (s, fid) where
s denotes the search string (e.g. “img” in the example above) and fid € ID
denotes the identifier of the resulting NodeList.

The n.childNodes operation also returns a NodeList, containing the
identifiers of the immediate children of n. For instance, with the DOM
tree of Fig. when n=4, then r :=n.childNodes returns r=[9,6]. As
before, the value of r is live and dynamically reflects the changes to the
child forest of n. The n.childNodes operation may be called on any DOM
node (the call on text nodes always yields an empty list as they have no
children). We thus associate each DOM node with a set of forest listeners,

fs. Each forest listener, fid € ID, denotes the identifier of a NodeList.
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SSL DOM Instance (Parameter [2))

Definition 56 (DOM program data). Let ID denote a countably
infinite set of DOM identifiers and CHAR denote a set of characters.
The sets of DOM strings s € S, text nodes t € T, element nodes
e € K, attribute nodes a € A, document nodes doc € D, forests
f e F, attribute sets as € AS, text forests tf € TF and groves g € G,

are defined by the following grammars where n € ID, ¢ € CHAR,
fs € P(ID) and ts € P (SxID):

su=@, | c|s1.82  tu=Htexty[s]s en= s.n[as,f]jtg;S B B U]
doc := #docd[ze]}ﬁ &g | #docd[e]}ﬁ &g
fuo=0¢|t|e|fixf as =@, | a|as; © asa

tf = Gy | t | tf1 @ tfa gu=0glelt|alg Dgy

The ., ®, ©®, © and @ operations are associative with identities
B, Dy, D, Dy and g, respectively; the © and @ operations are
commutative. All data are equal up to the properties of ., @, ®,
® and ®. DOM Data do not contain repeated identifiers; element
nodes contain attributes with distinct namesf

The set of DOM program data is d € PDaTApoM = D.

When the type of data is clear from the context, we drop the subscripts
and write e.g. @ for ;. For clarity, we drop the forest and tag listen-
ers when not relevant to the discussion and write e.g. s,[as,f] instead of

snlas, f]}z

DOM program values Recall that SSL assumes an abstract library to
define a set of library-specific program values that include root addresses.
Library-specific program values denote the set of values that may be ob-
served by the clients of the library (via program variables). For the DOM
library DOM, the program values include the DOM root address Ry, DOM
identifiers in ID and DOM strings in S (Def. [56)).

2Tt is straightforward to formalise these restrictions.
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SSL DOM Instance (Parameter (3))

Definition 57 (DOM program values). Given the set of DOM root
addresses RApppgny (Def. and the sets of DOM identifiers ID
and DOM strings S (Def. , the set of program values for DOM is
v € PVALpom = RADDpoy U ID U S.

DOM logical data Recall that logical heaps (with context holes) such
as the logical DOM heap in Fig. are mappings from addresses to log-
ical data. As with program data, logical data is library specific. However,
unlike DOM program data describing complete DOM objects (i.e. complete
document nodes only), logical DOM data describes incomplete data with
context holes, as well as DOM data fragments. More concretely, DOM
logical data comprises text, element, attribute and document nodes, as
well as DOM forests, attribute sets, text forests and groves. Moreover,
each of these DOM data may be incomplete with context holes.

SSL DOM Instance (Parameter [4))

Definition 58 (DOM logical data). The sets of logical text nodes t €
T, logical element nodes e € E, logical attribute nodes a € A, logical
document nodes doc € D, logical forests £ € F, logical attribute sets
as € AS, logical text forests tf € TF and logical groves g € &, are
defined by the following grammars where n € ID, s € S (Def. ,
x € AApD (Def. [§), fs € P(ID) and ts € P (SxID):

o= texty, [s] s e:=sylas, f]]tcz as=s,[tf]s

doc = #docal@l] & g | #docalels & g | H#docx] & g
fo=0;|x|t|e|fi®f as =9, | x|al|as; ®asy
tf =0y | x| t | tf; O tfy gu=0y|x|t|e|la|g &g

The ., ®, ®, © and @ operations are associative with identities
Ds, Dy, Da, Dy and g, respectively; the © and & operations are
commutative. All logical data are equal up to the properties of
. ©, ®, © and &. DOM logical data does not contain repeated
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identifiers and abstract addresses; element nodes contain attributes
with distinct namesF]
The set of DOM logical data, d € LDATApgn, is defined as follows:

LDatApom = TUEUAUDUFUASUTFUG

The DOM address function, addr(.) : LDATApoMm — P (AADD), is de-
fined inductively over the structure of DOM logical data as follows,
where @+ € {@f, D, Dy, Dy} and | € {®,0,0,D}:

addr (s, [tf]f
addr(#docd[ge]}g &g
addr(#docd[e]}g &g
addr(#docd[x]}g &g
addr(x

o
Q.
Q.
]
—
+*=
-
D
"
-+
S
Z,
>
lI>
=

Definition 59 (DOM logical heaps). Given DOM logical data LDATApgw
(Def. , the separation algebra of DOM logical heaps is (LHEAPpoM, ®DOM,
Opom ), defined as the instantiation of the parametric separation algebra
(LHEAP(),®(y,0(y) in Def. [14] with LDATApQM-

As before, when the type of data is clear from the context, we drop the

subscripts and write e for epgy and write O for Opgwm.

DOM context application Recall that abstract data in SSL may be
combined via abstract deallocation (e.g. the transition from Fig. to
5.1a) where the subdata at an abstract address is collapsed into its coun-
terpart context hole. Data collapsing is defined in terms of context applica-
tion. As with the tree data in §4.1] we define context application di ox ds
for DOM data in the standard way: it is undefined when x ¢ addr(d;);

31t is straightforward to formalise these restrictions.
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otherwise, it is defined as d;[d2/x], denoting the standard substitution of

d, for x in dy, provided that the result is in LDATApgM.

SSL DOM Instance (Parameter [5)

Definition 60 (DOM application). The DOM context application
function, ¢ : LDATApoM X AADD X LDATApoM — LDATApoM, is defined
inductively over the structure of DOM logical data as follows, where
i € {Df,Da, Dif,Dg, D} and § € {®,0,0,d}:

F#texty[s]ss ox d undefined

(s [as’, f]t if asoyx d=as’
n L x A=

and s,[as’ ,f]}j € LDATApoM

snlas, f]f ox d £ < s, [as, 1% if foxd=f

and sy[as, f/];z € LDATADOM

undefined otherwise

[tf] 42 Sn, [tf’]fs if tf ox d=tf’ and s, [tf’]fs € LDATApOM
Sn fsOoxd =

undefined otherwise

#docd[ge];j &g if goxd =g and
(#docd[ﬁe]}i &g)oxd 2 #docy [@e]}‘; & g’ eLDATApgM
undefined otherwise

(#docd[e’]}i &g if eoxd=¢€ and
#docyle ]Jﬁ;’ & g € LDATApoM

(#docyle]; & g)oxd = { #docyle]s &g’ if goxd =g  and
#docy [e];ﬁ & g’ € LDATApoM

undefined otherwise
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#docg[d'] &g if yoxd=d and
#docg[d']}; & g € LDATADOM

(#docqly]f; &g)oxd = { #docyle]s &g if goxd =g’ and

#docyle; &g’ € LDATAROM

undefined otherwise

d if x=
Jt ox d  undefined yoxd = e
undefined otherwise

(d'tdy  if djoxd=d
and d’'1dy € LDATApOM

(ditd2)oxd =4d;td if dyoyd =d’

and d’{dy € LDATApgM

L undefined otherwise

DOM operations For the DOM library DOM, the operations comprise
the DOM Core Level 1 operations associated with i) the generic Node
interface; ii) the text, element, attribute and document node interfaces;
and iii) the NodeList interface. Similar to the tree library studied in
the DOM operations comprise “lookup” operations for inspecting the
DOM tree, as well as “update” operations manipulating the structure of
the DOM tree.

SSL DOM Instance (Parameter [6)

Definition 61 (DOM operations). The set of DOM operations,
CooMm € OPpom, is defined as follows:

Oprpom = NOp U TOrP U EOr U AOp U DOP U NLOP

with the node operations NOP, text node operations TOP, element
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node operations EOP, attribute node operations AOP, document node
operations DOpP and NodeList operations NLOP defined by the fol-

lowing grammars, where a, c,i,m,n,0,r,s,u € PVAr (Def. :

NOP > C ::=r:=n.nodeName | r:=n.nodeValue | r:=n.nodeType

| r:=n.parentNode | r:=n.childNodes

| r:=n.firstChild | r:=n.lastChild

| r:=n.previousSibling | r:=n.nextSibling

| r:=n.ownerDocument | r:=u.insertBefore(m,n)
| r:=u.replaceChild(n,o) | r:=u.removeChild (o)

| r:=u.appendChild(n) | r:=n.hasChildNodes ()

TOp > C :=r:=n.data | r:=n.length

| r:=n.substringData(o,c) | n.appendData(a)
| n.insertData(o,s) | n.deleteData(o,c)

| n.replaceData(o,c,s) | r:=n.splitText (o)

EOp 5 C::=r:=n.tagName | r:=n.getAttribute(s)

| n.setAttribute(s,v) | n.removeAttribute(s)
| r:=n.getAttributeNode (s)

| r:=n.setAttributeNode (a)

| r:=n.removeAttributeNode(a)

| r:=n.getElementsByTagName (s)

AOP > C:=r:=n.name | r:=n.value
DOP > C ::=r:=n.documentElement | r:=n.createElement (s)

|r:=n.createTextNode(s) |r:=n.createAttribute(s)

|r:=n.getElementsByTagName (s)

NLOPSC :=r:=f.length() | r:=f.item(di)

A full description of the behaviour of DOM operations is given in §A]

We proceed with a description of a select number of DOM operations.

DOM operations can be categorised into three groups as follows:

1. Operations for reading the data associated with DOM nodes such as:
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e r:=n.parentNode: when n identifies a DOM node, the identifier
of the parent node of n is returned in r when it exists; null
is returned if n is a document or attribute node (a document
node is the top-most node and has no parent; an attribute node
is associated with an element node, but is not the child of an

element node), or if n resides in the grove.

e r:=n.length: when n identifies a text node, the length of the
value (text contents) of n is returned in r (i.e. returns a non-
negative value corresponding to the number of characters in the

value of n).

e r:=n.getAttribute(s): when n identifies an element node and
s holds a string, the attributes of n are inspected and the value
of the attribute named s is returned in r if such an attribute
exists. If n has no attribute named s then the empty string is

returned.

e r :=n.name: when n identifies an attribute node, the name of n

is returned in r.

e r:=n.documentElement: when n identifies a document node,
the identifier of the document element is returned in r when it

exists; otherwise null is returned.

2. Operations for modifying the data associated with DOM nodes such

as:

e u.appendChild(n): when u and n identify DOM nodes, this
operation appends n to the end of u’s child list and returns n.
It fails if i) the result of appending does not correspond to a
well-typed DOM node (e.g. when n is a document node); or ii)

n is an ancestor of u (otherwise it would introduce a cycle and
break the DOM structure).

e n.insertData(o,s): when n identifies a text node, o holds an
integer value and s holds a string, then s is inserted into the
text contents (value) of n at offset o (indexed from 0). This
operation fails if o is an invalid offset (i.e. negative or greater

than the length of the value of n). For instance, when the value
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of n is “lorem”, o=1 and s=“ipsum”, then n.insertData(o,s)

updates the value of n to “lipsumorem”.

e n.setAttribute(s,v): when n identifies an element node and
s and v hold strings, the attributes of n are inspected and the
value of the attribute named s is set to v if such an attribute
exists. If n has no attribute named s then the attribute set of

n is extended with a new attribute with name s and value v.

e r:=n.createElement(s) :when n identifies a document node
and s holds a safe DOM string, the DOM grove is extended
with a new element node named s. The identifier of the new
element node is returned in r. A DOM string is safe if it does
not contain the invalid ‘#’ character. The new element has no
attributes and no children. This operation fails if s holds an

unsafe string (one containing the ‘#’ character).

3. Operations for creating or reading from NodeLists such as:

e r:=n.childNodes: when n identifies a DOM node, this op-
eration compiles a NodeList containing the identifiers of the

children of node n and returns its identifier in r.

e r:=n.getElementsByTagName(s): when n identifies an element
or document node and s holds a string, this operation searches
the child list of n (using depth-first, left-to-right search), com-
piles a NodeList containing the identifiers of those element
nodes whose names match s and returns the identifier of this
NodeList in r.

e r:=f.length(): when f identifies a NodeList, the length of £

is returned in r.

e r:=f.item(i): when f identifies a Nodelist and i holds an
integer, the i'" item of f (indexed from 0) is returned in r. If
i holds an out-of-bounds value (i.e. negative or greater than or

equal to the length of f) then null is returned.
DOM logical values Recall that SSL assumes a library to define a set

of library-specific logical values denoting the values associated with logical

variables. For the DOM library, the set of logical values is defined as
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the extension of DOM program values (Def. with abstract addresses
(Def. [§)), DOM logical data (Def. and lists of DOM identifiers (Def. [56)).
We include the DOM logical data in the set of logical values to allow for
writing expressions that inspect the DOM tree structure. As we demon-
strate later, we appeal to lists of identifiers to specify the behaviour of

NodeList operations.

SSL DOM Instance (Parameter [7)

Definition 62 (DOM logical values). Given the DOM identifiers
ID (Def. , DOM program values PVarpgy (Def. , abstract
addresses AADD (Def. and the DOM logical data LDATApgmMm
(Def. , the set of logical values for DOM is v € LVALpom =
PVaLpom U AADD U LDatApgy U L1ST(ID).

DOM logical expressions Recall that libraries may specify a set of log-
ical expressions in order to assert certain properties about the underlying
data. As with the tree library T studied in §4 the logical expressions
for the DOM library include logical variables and are defined by a similar
grammar to that of DOM logical data (Def. [8). We further extend the
set of DOM logical expressions with |L| and |L|" expressions describing the
length of list L and the 1" element of list L, respectively. When defining
the evaluation function for DOM logical expressions, given a mathematical
list L we write |L| for the length of L, and write |L|" for the i" element
of L. It is straightforward to give a formal inductive definition for these
constructs and we have omitted them here.

SSL T Instance (Parameter

E Definition 63 (DOM logical expressions). The set of DOM logical
i expressions, e € LExppgy, is defined by the following grammar
| where X,,L,N,E, F,s € LVar (Def. [2)):

en=X Logical variables

« Context holes
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| L] List length

| L List element
| #textyle]r | Snle1, e2]n Text and element nodes
| sxle]r | #docx[ei]r & eo Attribute and document nodes
| De Empty document element
| D5 | e1.e2 Strings
| Drler®er| Daler®er Forests and attribute sets
| Dy |e1@ex | Dy | e1 @ ez Text forests and groves

The evaluation function for DOM logical expressions, (|.|)]%;()O)M :
(LExppgm X LENV) — LVALpgm, is defined inductively over the
structure of logical expressions as follows, where I' € LENv, @ €
{Be,Ds,Df,D0, Dy, Dg} and 1 € {.,®,0,0,0}:

I(a) if I'(a) € AADD
(IXD]IF»@M =I'(x) (‘aD]B@M = .
undefined otherwise
I n if 3L € List(ID). I'(L) € LA |L| =n
(1L Dpom = .
undefined otherwise
n if 3L € List(ID),:. I'(L)=L
(195 — AT(1)=i A0 <i<|LIA|LI'=n

undefined otherwise

#texty,[s]y if In, fs,s.
I'(N)=n and I'(F)=fs
and (e)pon =S

undefined  otherwise

(#texty|e]r Dﬂl;)@M =

(sn[as,f];;’ if ds,n, fs, ts, as, f.

I'(s)=s and I'(N)=n

and I'(F)=fs and I'(E)=ts
snle1, 2 Dnom =
(’ [61 62]F|)]D)@M and (|61DB@M —as

and (e Dg@M =f

\ undefined otherwise
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sn [tf] s if Js,n, fs, tf.

= I'(s)=s and I'(N)=n
(s lelDpon = and T(F)=fs and (e)pgy =tf
undefined otherwise

#docn[d];j &g if In,fs,ts,d,g.T'(N)=n
and I'(F)=fs
and I'(E)=ts
and (le1)po =d
and (e3)om =g

undefined otherwise

(#docxer]? & e2)pow =

Iy
GQTDD@M =9y

d; Ids if (e1)pon=d1 and (ez)pgy =d2

I
(le1teo D]D)@M = .
undefined otherwise

DOM data assertions Recall that given a library A, the SSL assertions
for A comprise heap assertions describing abstract heaps in LHEAP,. Heap
assertions in turn are defined via data assertions, describing the underly-
ing data in LDATA,. Data assertions include generic (library-independent)
data assertions that include the standard connectives such as conjunction,
as well as library-specific assertions in LAsT,. For the DOM library DOM,
the library-specific data assertions comprise assertions to describe DOM

nodes, forests, attribute sets, text forests and groves.

Definition 64 (DOM data assertions). Given the DOM-specific data asser-
tions LAsTpop (Def. , the set of DOM data assertions is A € DASTpoM,
defined as the instantiation of the parametric data assertions DAsT()
(Def. with LASTpop.

Given the DOM logical values LVaLpgp (Def. , the logical environ-
ments LENV (LVALpgn) (Def. and the DOM logical data LDATApgm
(Def. [B8), the satisfiability relation for DOM data assertions, |Epom :
(LENV (LVALpom) X LDATApoM) X DAsTpom, is defined as the instantia-
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tion of the parametric satisfiability relation |k=( (Def. with LVALpowM,
LDATApgm and DASTpom.-

SSL T Instance (Parameter [9)

Definition 65 (DOM-specific data assertions). The set of DOM-

specific data assertions, A € LAsTpgn, is defined by the follow-
ing grammar, where a,N,S,E,F € LVAR (Def. and A, Ay, As €
DAsTpoMm (Def. :

A=« Context hole
| #textn[Alr | Sn[A1, Ag]p
| Sn[A]r | #docy[Aq]f & Ag Attribute and document nodes

Text and element nodes

| De Empty document element
| @5 | 5| A1.A2 Strings
| D | A1 ®@ A | Do | A1 O Ag Forests and attribute sets
| D | A1 O Ag | Dg | A1 @ Ay Text forests and groves

Given the DOM logical values LVaLpgy (Def. , the logical
environments LENV (LVALpom) (Def. [2), the DOM logical data
LDatapom (Def. and the DOM data assertion satisfiability rela-
tion |F=pom (Def. , the satisfiability relation for DOM-specific data
assertions, ||Epom: (LENV (LVALpoMm) X LDATApoM) X LASTpom, is
defined as follows, for all I' € LENV (LVALpoym) and d € LDATApQm,
where @1 € {@¢, D4, Ty, g} and | € {®,0,0,8}:

I'.d |”:]D)©M « iff F(Oé) =dAd e AApDp
I, d ||Epom #texty[A]r iff 3s,n,fs. T(N)=n AT(F)=fs

N d:#teth[S]fs A F, S H:]D)@M A
I‘7 d ’H:ID)@M Sn [Aly AQ]E iff Els,n,as,f,fs,ts. F(S):S A F<N):n

AT(F)=fs ANT'(E)=ts
Ad=s,[as, f]]tg;

AT, as |Fpom A1
AT, f |E=pom Az
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I',d ||E=pom Sx[A]r iff 3s,n,tf, fs. T'(s)=s AT'(N)=n
AT (F)=fs A d=s,[tf]
AT tf |Fpom A

I, d ||Epom #docy[A1]F &Ag iff Ind',g,fs,ts. T(N)=n A T(F)=fs
AI(E)=ts
Ad=#doc, [d’]}i &g
AT, d’ H:D@M A
AT, g |Fpom Az

I',d ||Fpom @+ iff d=a;

I',d ||Fpom A1 1Az iff 3d;,d2. d=d; fds
AT, d;1 |Fpom A1
AT, d2 |Fpom Az

We drop the tag and forest listeners when not relevant to the discussion
and write e.g. Sy[A1, Ag] for IF, E. Sy[A1, AglE.

Definition 66 (DOM heap assertions). Given the DOM data assertions
DAsTpom (Def. , the set of DOM heap assertions is HAsTpom, defined
as the instantiation of the parametric heap assertions HAsT(, (Def.
with DASTpomM.

As before, when the type of data is clear from the context, we drop the

subscripts and write e for epgy and write 0 for Opgwm.

DOM library specification We give a select number of DOM axioms
in Figs. including those of the operations used in the client pro-
grams in The behaviour of some of the operations is captured by
several axioms. We omit the analogous cases here and give the full DOM
axiomatisation of our fragment in §A]

As before, the assertions in the pre- and postconditions of axioms make
use of the % connective as well as the vars(...) * © where the vars predi-
cate describes the values associated with program variables, and © is an
SSL assertion that describes the operation footprint. However, recall that
the SSL assertion language does not include the % connective or the vars
predicate for describing a variable store. As we aim to incorporate our

DOM SSL specification into JSLocic as an add-on, The * connective and
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the vars predicate used in the specifications of Figs. 5.2}5.3] are those of
JSLocic presented in the following section. We proceed with a description
of the axioms.

r :=n.nodeValue: when n=N identifies a DOM node, the value of node
N is returned in r. The axiom in Fig. [5.2] shows the case for when N
identifies a text node with value s.

r :=n.childNodes: when n=N, this operation returns the identifier of
a forest listener NodeList F associated with node N. Fig. shows the
axiom for when N identifies an element node. When asked for a forest
listener NodeList, a node may either return an existing one, or generate a
fresh one and extend its set with it. This flexibility is due to an under-
specification in the standard. As such, in the postcondition the original
set Fy is extended to Fy (F; C Fy) with the return value ¥ € Fa. Since
the operation footprint is limited to the child forest of N, the attributes
of N have been framed off leaving behind the context hole 8. The pure
assertion TIDs(T,L) states that the top-level node identifiers (from left to
right) of the forest denoted by T correspond to the list L. For instance,
TIDs(T,[9,6]) holds in Fig. when T denotes the child forest of node
4 (named “body”). Note that TIDs(T,L) implies that there are no context
holes at the top level of T. As such, the TIDs(T,L) stipulates that the
forest T contain enough resource for compiling a list L of the immediate
children of N. The TIDs(T,L) is a derived assertion defined in Fig. [5.4
It is defined inductively, following the structure of DOM forests (or text
forests).

r:=n.firstChild: when n=N identifies a DOM node, the identifier of
the first child of N is returned in r. The axioms in Fig. show the cases
for when N identifies a document node. In the first axiom the document
node has a child (i.e. the document element) with identifier M. In the
second axiom the document has no children (i.e. the document element is
empty) and thus null is returned. The operation footprint is limited to
node N and its child M. As such, the grove of N, as well as the child forest
and attributes of M have been framed off leaving behind the context holes
0, B and -y, respectively.

r :=n.nextSibling: when n=N identifies a DOM node, the identifier of
its right sibling is returned. Fig. shows some of the cases for when N
identifies a text node. In the first axiom, N has a right sibling (R); in the
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{vars(n:N, r:R) * v #texty[s]y } T :=n.nodeValue {vars(n:N,r:S) x ar #texty[s]: }

{vars(n: N,r : R) * a > sy [B, T|E, * TIDs(T,L) }
r :=n.childNodes
{3F, Fo. vars(n: N,x : F) * a5 Sy [B, T]E, # FEF % F1 CFa }

{vars(n: N,r : R) * @ = #docy[Su[B,7]%]E & 6}
r:=n.firstChild

{vars(n: N,r : M) * @ — #docy[Su[B, V%5 & 6}

{vars(n: N, : R) * a > #docy[@]E & 6}
r:=n.firstChild
{vars(n: N, : null) x a — #docy[@.]E & 0}

{vars(n: N, : R) % a — #texty[s']e @ su[3,7]5 }
r :=n.nextSibling
{vars(n: N, 1 : M) * o — #texty[s']e @ sy[B,7]E }

{vars(n: N,r : R) * o = Sy [B, 7 @ #texty[s']]E }
r :=n.nextSibling
{vars(n: N, : null) * @ — S, [B, 7 ® #texty[s']:]5 }

{vars(u:U,0:0,1:R) x> Sy[B,71 @ #texto[s']w @ Yo]E %6 — T4}
r :=u.removeChild(o)
{vars(u:U,0:0,1:0)*a > Sy[B, 11 ® Y2]E * § > #texto[s]w }

{vars(u:U,0: 0,1 :R) xa > Sy[B1 @ #texto[s'] @ Bols * v > Dy}
r :=u.removeChild (o)
{vars(u:U,0:0,1:0) % a s Sy[B1 @ Bolr * 7 > #texto[s']w }

{vars(u: U,n: N,r:R) *a— Sy[3,7] %6 — S| [e, T|E2 * complete(T) }
r :=u.appendChild(n)
{vars(u: U,n:N,x:N)xa— sy[3,7 @ s,[e, TIE2]E % 6 — (D5 V Ty) }

{vars(f : F,r : R) * o = Sy[3, T|E * TIDs(T, L) * FEF' }
r:=f.length(Q
{3R. vars(f : F,r : R) * o = Sy[B, T|E * R= L] }

{vars(f : F,r : R) % a — S\[B, T]E, * srch(T,s',L) * (8, F)EE}
r:=f.lengthQ
{3R. vars(f : F,r : R) * a — S[B, T]E, * R=|L| }

{vars(f : F,i:1,r:R)*a — Sy[T @] * TIDs(T, L) * 0<I< |L| % FEF'}
r:=f.item(di)
{3Rr.vars(f : F,i: LT :R) x> S\[T @ 7]w *R=[L]'}

{vars(f : F,i: 1,1 : R) * a > #docy[T]E, & B xsrch(T,s, L) * (S,F)EE * 0<1< L[}
r:=f.item(i)
{3Rr.vars(f : F,i:1,r:R)* o #docy[T]E, & B+ R=[1]'}

Figure 5.2.: DOM Node and NodeList axioms (excerpt)
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{vars(n:N,0:0,c:C,r:R)*a > #texty[S1.52.93]x * 0=[S1] * C=s2]}
r :=n.substringData(o, c)
{vars(n :N,0:0,C:C,T:Sg)*q— #textN[Sl.Sg.Sg}F}

{vars(n iN,0:0,C:CT:R)*qa > #texty[S1.S2]p ¥ 0=|S1] * c> |SQ|}
r :=n.substringData(o, c)
{vars(n iN,0:0,C:C,T:Sg) %> #textN[Sl.Sg]F}

{vars(n: N,0: 0,1 : R) % a — #texty[s.s'] * 0=|s|}
r :=n.splitText (o)
{3R,F. vars(n : N,0: 0,1 : R) * a — #texty[s]y @ #texty[s']y }

{vars(n:N,s: 8,1 : R) x a — Sy[B © |, [T]w,7]E * val(T,s")}
r :=n.getAttribute(s)
{vars(n:N,s: 8,1 :8") x> sy[B @ 8 [T]w,7]E}

{vars(n:N,s: 8,1 : R) x a > Sy[A,7]E xoutn(a,8) }
r :=n.getAttribute(s)
{vars(n:N,s:8",x: “") x> Sy[A, ]2}

{vars(n:N,s: 8", v:8") xars sy[B @S [T]w,7]E* 6 — @y * grove(T, ) }
n.setAttribute(s, v)
{3Rr,F”. vars(n: N,s : 8", v :8") k@ — Sy[B O S, [#textr[s" o ]w, Y]E* 6 — G}

{vars(n:N,s: 8", v:8") xa s sy[A,7]F *outy(a,s)}
n.setAttribute(s, v)
{3R, M, F",F”. vars(n: N,s : 8, v : 8”) x @ = Sy [A O 8] [#textn[s" e ]e, 7]E}

{vars(n:N,a: A, :R) x> Sy [B O S, ["]w, V]E %0 — @y}
r :=n.removeAttributeNode (a)
{vars(n:N,a: A, x: A) s o Sy[B,y]E % 6 > S, [8" ] }

{vars(n:N,s :8,r:R)*a > S,[8,T]E *srch(T,s, L) }
r :=n.getElementsByTagName (s)
{3R,E. vars(n: N,s:8,r:R) %o SL[B, T]Y *+ ECE * (S,R) € B/}

{vars(n: N, : R) % a > Sy[T]s *val(T,s") }
r :=n.value
{vars(n: N,r:8') % o+ Sy[T]i }

{vars(n: N,r : R) ¥ = #docy[su[B,7]%]E & 5}
r :=n.documentElement
{vars(n: N,r : M) * @ — #docy[Su[B, V% ]E & 6}

{vars(n: N,s : 5,1 : R) * o = #docy[B]E & ~ * safe(s) }
r :=n.createAttribute(s)
{3Rr,F".vars(n : N,s : 5,1 : R) % @ — #docy [B]E & 7 @ Sx[Dif]w }

Figure 5.3.: DOM text, element, attribute and document axioms (excerpt)
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second, N has no right sibling and is the last child of its parent (U).

r :=u.removeChild (o) : when u=U and 0=0 both identify DOM nodes,
this operation removes O from the child list of u, moves O to the document
grove (DOM nodes are never deleted; orphaned nodes are simply added to
the grove) and then returns O in r. Fig. depicts the axiom for removing
a text node (0) from an element node (U). The § — @, assertion in the
precondition simply reserves an empty spot in the grove (denoted by @).
In the postcondition, node O is removed from U and added to the grove.

r :=u.appendChild(n): when u=U and n=N both identify DOM nodes,
this operation appends N to the end of U’s child list and returns N in r.
Recall that this operation fails if N is an ancestor of U (otherwise it would
introduce a cycle and break the DOM structure). Fig. shows the axiom
for when N identifies an element node. As with the appendChild operation
of the tree library T studied in §4 to ensure that N is not an ancestor
of U, we require the entire subtree at O to be separate from the subtree
at N. This is achieved by the complete(T) assertion and the separating
conjunction *. The complete(T) is a derived assertion defined in Fig. |5.4
and describes DOM data with no context holes. The postcondition leaves
@5V Iy in place of N once moved since we do not know if O has come
from a forest or grove position. The disjunction leaves the choice to the
frame.

r :=f.length: when f=F identifies a NodeList, its length is returned
in r. The first axiom in Fig. describes the case when F identifies
a forest listener NodeList on element node N; the return value is the
number of N’s immediate children. This is captured by the TIDs(T,L)
assertion (defined in Fig. stating that list L contains the identifiers
of the immediate children of N. The return value is thus the length of L
(JL]). Analogously, the second axiom describes the case when F identifies
a tag listener NodeList on N, listening for tag name s’. The return value
in this case is the length of list L corresponding to a pre-order (depth-
first, left-to-right) search for string s’ on the child forest of N. The pure
assertion srch(T,s’,L) states that child forest T (underneath N) contains
enough resource for compiling a pre-order list L of elements named S. The
srch(T, ', L) assertion holds when either i) s’=“*” denoting a wildcard and
L contains the identifiers of all element nodes in forest T; or ii) s'#“*”

and L contains the identifiers of those element nodes in forest T whose
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complete(T) £ (T=@) V (3N, T'. T=#texty[—] ® T’ x complete(T’))
V (38 N,F, T, L. T=8] [—, F] ® T/ * complete(F) * complete(1’))
V(T=@y) V (3N, T'. T=#texty[—] @ T * complete(T'))

TIDs(F, L) £ (F=0; x L=[]) V (3N, F, L. F=#texty[—]®F * TIDs(F,,L’) * L=N:L')
V (38 N,F/ L. F=s) [—, —]®F x TIDs(F/, L') % L=N:L)
V (F=@y * L=[]) V (3N, F/,L" F=#texty[—|OF * TIDs(F/, L') xL=N:L')

srch(F,8,L) £ (F=0; * L=[]) V (AN, F'. F=#texty[—]®F x srch(F’,s,L))

V (38',N,F1,F2,L1,Lo. F=S) [—, F1] ®F; * srch(F1, 8, L1) * srch(Fa, S, L)
#(5=8"V S=“*7 = L=N:(Ly+Lo) ) % (S#S'A S#“ ¥ 7 = L=L+Ly))

val(T, 8) £ (T=@y; * $=“")
V (3N, S1, 82, T'. T=#texty[S1] @ T/ * val(T’, S2) * S=S1.S3)

A

outp(A,S) @)V (38,N, A A=S)[—] ® A’ % s#£8 % outp (A, S))

(A=g
outig(A,N) £ (A=@,) V (Is,N', A", A=S[—] © A" * N#N' * outig(A’,N))

grove(TF,G) £ (TF=Qy A G=T,) V
(HN,S,F,TF’,G’. TF=#texty[S]r O TF * grove(T’,G’)*Gi#textN[S}FEBG’)

safe(s) £ =351, 7. 5=81.“#”.5;

Figure 5.4.: Derived assertions for DOM

names are equal to S. For instance, when T denotes the child forest of
node 9 (named “ad”) in Fig. then srch(T,img”, [3,8]) holds. The
srch(T,s’,L) is a derived assertion defined in Fig. [5.4L This predicate is

defined inductively, following the structure of DOM forests.

r:=f.item(i): when f=F identifies a NodeList, the i*" element of
F is returned in r. The axioms in Fig. are analogous to those of

r:=f.length with |L|' denoting the 1th item of list L.

r :=n.substringData(o,c): when n=N identifies a text node with value
s and both 0=0 and c=C denote integer values, the substring of s between
index O (inclusive) and index O+C (exclusive) is returned in r. If o+cC
exceeds the length of s, then the substring from index O (inclusive) to the
end of s is returned. The first axiom in Fig. describes the case when
04C does not exceed the length of S. The second axioms describes the
case when 0+4C does exceed the length of s.

r:=n.splitText(o): when n=N identifies a text node and o=0 denotes
an integer, the data of N is split into two text nodes at offset O (indexed

from 0), keeping both nodes in the tree as siblings and returning the
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identifier of the new text node (i.e. R) in r.

r :=n.getAttribute(s): when n=N identifies an element node and s=s’
denotes a string value, if the attribute set of N contains an attribute named
', then its value is returned in r; otherwise null is returned. The first
axiom in Fig. shows the case when the attribute set of N contains an
attribute named S’ with its value captured by the text forest T. The pure
assertion val(T,s”) in the precondition states that the value denoted by
text forest T (i.e. the concatenated values of the text nodes in T) is s”. The
val(T,s”) is a derived assertion defined in Fig. This predicate is defined
inductively, following the structure of DOM text forests. Analogously, the
second axiom in Fig. shows the case when the attribute set of N
(namely A) does not contain an attribute named $’, as described by the
pure assertion out,(A,S). The outn(A,S) is also a derived assertion defined
inductively in Fig. [5.4] following the structure of DOM text forests. The
analogous pure assertion outjq(A,N) in Fig. H states that the attribute set
A does not contain an attribute with identifier N. This assertion is used to
specify the behaviour of the analogous r :=getAttributeNode operation
(see §A).

n.setAttribute(s, v): when n=N identifies an element node and s=s’
and v=8" denote string values, if the attribute set of N contains an at-
tribute named ', then its value is set to s”; otherwise a new attribute
with name s’ and value s” is added to the attribute set of N. Recall
that attribute nodes may have an arbitrary number of text nodes as their
children with the concatenated values of the text nodes denoting the value
of the attribute. As such, when N contains an attribute named s’ (first
axiom), its value is set to s” by removing its existing children, creating a
new text node with value s” and attaching it to 8’. The § — @, assertion
in the precondition reserves an empty spot (&,) in the grove for the chil-
dren of s’ which are to be removed. The pure assertion grove(TF, G) simply
coerces the ordered set of text nodes in the text forest TF to an unordered
set of nodes in the grove G. The grove(T, G) is a derived assertion defined
in Fig. 54 In the postcondition, the removed nodes in G are moved to
the empty grove spot at §. On the other hand, when N does not contain
an attribute named s’ (second axiom), its attribute set (A) is extended
with a new attribute named s’. The value of 8’ in turn is set to s” by

creating a new text node with value s” and attaching it to s'.
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r :=n.removeAttributeNode(a): when n=N identifies an element node
and a=A denotes an attribute node, this operation removes A from the
attribute set of N, moves A to the document grove and then returns A in
r. As before, the § — @, assertion in the precondition reserves an empty
spot (&4) in the grove. In the postcondition, node A is removed from the
attribute set of N and moved to the grove.

r :=n.getElementsByTagName(s): when n=N identifies an element or
document node and s=sS denotes a string value, this operation returns
a tag listener NodeList listening on the forest underneath N for element
nodes named s. The axiom in Fig. [5.3] describes the case when N identifies
an element node. As with the r :=n.childNodes operation described
above, due to an under-specification in the standard, when asked for a tag
listener NodeList a node may either return an existing one, or generate
a fresh one and extend its set with it. Thus, in the postcondition the
original set E is extended to E' (E C E'). The return value is a NodeList
identified by some R such that (s,R) € E.

r :=n.value: when n=N identifies an attribute node, the value of node
N is returned in r.

r :=n.documentElement: when n=N identifies a document node, the
identifier of its document element is returned in r when it exists; otherwise
null is returned. The axiom in Fig. 5.3 shows the case when the document
element of node N is not empty.

r :=n.createAttribute(s): when n=N identifies a document node and
s=s denotes a safe string value (one not containing the invalid character
‘#£7), then a new attribute node named S is created (in the grove) and
its identifier is returned in r. The new attribute has no children (i.e. its
text forest is empty) and resides in the grove. The original grove in the
precondition () is thus extended with the new node in the postcondition.
The pure assertion safe(s) is defined in Fig. and states that the name

S is safe.

Comparison to existing work (locality) The DOM specification in
the existing work [24], 52] does not provide small enough axioms for all
operations. In particular, the axioms of the insertBefore, replaceChild
and appendChild operations require substantial over-approzimations of

their respective footprints. This was indeed noted by the authors at the
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time. Consider the axiom of the u.appendChild(n) operation given below

using multi-holed context logic [6] (adapted to our notation)ﬁ

{vars(u :U,n:N,T:R)* (C ey Sy[A,7]7) e S;[A’,T}E:}
r :=u.appendChild(n)

{vars(u U, N, T N) % (C ey SylA, 7 @ SL[A, T|E]E) eg Qf}

The precondition specifies that the DOM tree can be split into a subtree
with top element node N, and a tree context with context hole variable 3
satisfying the C o, Sy[A,v]g formula. This formula states that the context
can be further split into a subcontext with top element node U and a
context C' with hole a. In the postcondition the tree at N is moved to
be the last child of U and its place holder (3) is replaced by the empty
forest. The surrounding context, C, remains the same. This axiom is
not small enough in that it does not capture the intuitive footprint of
appendChild. The only part of the tree that appendChild requires is the
tree at N which is being moved, and the element node U whose children
are being extended by N. However, the precondition above also requires
the surrounding [linking context C. This context is needed to describe
the entire sub-tree containing both node U and N (provided that N is not
an ancestor of U). This results in a significant overapproximation of the
footprint. It is possible to put additional constraints on C to insist that

it is minimal. But this would still not be small enough.

Comparison to existing work (live collections) In [24] 52] an axiom

for r :=n.childNodes is given as follows (adapted to our notation):
{vars(n:N;:R)*ou—)SN[B,'y]I‘jE}an.childNodes{vars(n:N,r:F)*a»—)SN[B,V]ﬁ}

where F is a single forest listener. This axiom is too strong. In particular,

we can verify the following specification, stating that when the program

4The axiom in [24] [52] is given using single-holed context logic [7]. The multi-holed
axiom is simpler and smaller, but still not small enough.
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terminates we have x=y=F.

{vars(n N, X, YY) ko SN[B)’Y]}E}

x :=n.childNodes; y :=n.childNodes

{vars(n IN,X:F,y:F)*%a+— SN[ﬁaﬂg}

However, this behaviour is not guaranteed by the DOM standard.
We correct this in the axiom of Fig. [5.2] by associating each node with

a set of forest listeners.

Recall from that given a programming language PL with an SL-
based program logic PLocic, we extend PLocic with SSL in order to
reason about client programs written in PL. In what follows we instanti-
ate the methodology presented in §3.2] to extend the SL-based JavaScript
program logic of [21] in order to reason about several DOM client programs

written in JavaScript.

5.3. JSLoGICpgym Reasoning Framework

In order to reason about the client programs of DOM, we appeal to the
SL-based JavaScript (JS) program logic presented in [21], hereafter referred
to as JSLoacic. In §3.2) we presented a general methodology for extending
an SL-based program logic PLocic to PLogicy in order to enable A client
reasoning, provided that PLogIic meets certain assumptions delineated in
grey boxes labelled “PLocic Parameter”. We describe how we instantiate
this methodology in order to extend JSLogic to JSLocicpom and use it
to reason about the client programs of the DOM library. As before, we
present the various JSLogIic components enclosed in dashed boxes labelled
“JSLocic Instance (Parameter X)”, where X is the reference to the corre-
sponding PLocIic parameter. We then use JSLocGIiCpgm to reason about
two ad-blocker programs that call DOM operations.

Recall that PLogIic requires several of its components to be defined by
generic constructors parametric in the choice of their primitive building
blocks. For instance, Par. stipulates that the PL operations be defined
by a parametric set Op(O), where O denotes a set of primitive opera-
tions such that O C Op(O). As we demonstrated for WLocic in §3.2
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we can typically meet these stipulations by defining the required generic
constructor via an inductive grammar where the primitive building blocks
correspond to the base cases of the grammar. For instance, we define the
generic WL operation set WOP (O) (Def. by an inductive grammar
of the form C ::= 0| C1;Cy | ..., where 0o € O and C € WOp (O). We
then identify the WL operations as either primitive (i.e. a base case of the
grammar and thus in O, e.g. x=e), or composite (i.e. an inductive case of
the grammar and thus in WOP (O), e.g. C1; Ca).

It is straightforward to follow the same pattern for JSLogic: we can de-
fine the sundry generic constructors by parametric inductive grammars and
then categorise their constituents as either primitive or composite. We be-
lieve this format to be familiar to the reader by now. As such, rather than
defining parametric inductive grammars and then distinguishing primitive
constituents from composite ones, we opt for simple (non-parametric) in-
ductive grammars to keep the definitions concise. Note that in order to
lift a simple inductive grammar to a parametric one, it suffices to replace
the base cases of the grammar with o € O, where O denotes a superset of
the base cases (e.g. O O PRIMWOP for the WL operations in Def. [27).

JS program values The set of JS program values comprises basic values,
memory locations, and lambda abstractions. Basic values include numbers,
strings, the special constant undefined and the null location. Lambda
abstractions are used to represent the values of JavaScript functions in the

heap and are of the form Axy---x,.e.

JSLocic Instance (Parameter

Definition 67 (JS program values). The set of JS basic values, v €
JSBasIcVAL, is defined by the following grammar where n denotes

a number and s denotes a string:
vi=mn|s|null | undefined

The set of JS locations is | € L C Nt. The set of JS program

values, v € JSPVAL, is defined by the following grammar where
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v € JSBASICVAL, X1 - - X, € PVAR (Def. and e € JSOP (Def. .

JS program states The JS program states are JavaScript heaps. A
JavaScript heap is a partial function mapping references, which are pairs
of memory locations and field names, to values. Field names are a subset
of program variable names, and do not include keywords such as var, or
the reserved internal names @scope, @body, @proto and @this(described in
due course). A heap cell is written (I,x) — 7, stating that the object at [

has a field named x and holds value 7.

JSLocic Instance (Parameter

Definition 68 (JS program heaps). Given the set of program vari-
ables PVAR (Def. [I), the set of JS field names is x € X C PVAR.
Given the set of JS locations £ (Def. , the set of JS references
is r € JSREF = £ x X.

Let V O JSPVAL denote an extension of JS program values (Def. .

The set of parametric program heaps is:

h € JSPHEAP (V) £ JSRer 22 v

Programming language The JS operations, e € JSOP, comprise vari-
able lookup (x), basic values (v), this, local variable declaration (var
x), sequential composition (el;e2), object property lookup (e.x), com-
puted access (e[e’]), assignment (el=e2), arithmetic and boolean ex-
pressions (el ©e2 where © € {+,— %, /,&&,||,==}), string concatena-
tion (el.e2), conditional expressions (if (e) then{el} else{e2}), loops
(while (e) {e’}), function call (e(e’)), anonymous function declaration
(function (x){e}), function declaration (function f(x){e}), the with
statement (with (e) {e’}), constructors (new el(e2)), literal object dec-
laration ({x1:el...xn:en}), and deletion (delete e).

We define the JS operations by an inductive grammar where x, v, this,

and var x constitute the base cases, and the remaining operations form
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the inductive cases. As discussed above, it is straightforward to lift this
grammar to a generic one parametric in the choice of its primitive opera-
tions O (where O D {x,v,this,var x} denotes an extension of the bases

cases), by replacing the base cases with o € O.

JSLocic Instance (Parameter

Definition 69 (JS operations). The set of JS operations, e € JSOP,
is defined by the following grammar where x,f € PVAR (Def. ,

v € JSBasicVAL (Def. and © € {+, —, %, /, &&,||,==}:
en=x|v|this|var x|el;e2|e.x|ele’] |el=e2|elSe2

| e1.e2 | if (e) then{el} else {e2} | while(e){e’}
| e(e?) | function (x){e} | function f(x){e} | with(e){e’}

| new el(e2) | {xl:el...xn:en} | delete e

Definition 70 (JSpowm operations). Given the JS operations JSOP (Def.
and the DOM operations Oppgpy (Def. , the set of JSpowm operations,
JSOppomM, is constructed from JSOP and Oppgy as described in Def.

JS semantics The JS semantics is defined via a big-step operational
semantics relation. In JSpom we extend the JS operational semantics to a
generic semantics function and extend it with the semantics of the DOM li-
brary as described in §3] (Def. 28). As we demonstrated in §3| for WLoaIc,
it is straightforward to lift a big-step operational semantics relation to
a generic semantics function. Lifting the JS operational semantics to a
generic semantics function is in the same vein and requires no additional
machinery. We thus omit the JS semantics here; the detailed operational
semantics of JS is given in [21], 22].

Recall that as per the methodology described in §3.2, in JSpowm the
semantics of JS is extend to incorporate the low-level semantics of the
DOM operations. In keeping with the axiomatic spirit of the DOM stan-
dard [44], we do not devise a low-level DOM semantics and opt instead
for the default semantics provided by Par. in §8| As we mentioned
earlier, often when the low-level semantics of a library is not provided, the

axiomatic specification of the library operations is justified with respect
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to an implementation of the library operations. In §7] we provide an im-
plementation of the operations of our DOM fragment and describe how
to justify the correctness of our axiomatic DOM specification against this

implementation.

JSLogcic logical values The set of logical values for JSLoaic is defined
as the extension of JS program values (Def. with lists, sets, JS op-
erations (expressions) in Def. [69] and a special value @ (read none). As
we describe shortly, the & value is used to describe the absence of a field

from an object in the JavaScript heap.

JSLocic Instance (Parameter

Definition 71 (JSLocic logical values). The set of JavaScript logical
values, v € JSLVAL, is defined by the following grammar where
w € JSPVaL (Def. [67), L € LisT(JSLVaL), S € P (JSLVAL) and

e € JSOp (Def. [69):

vi=w|L|S|e| &

JSLogGic logical states The JSLocic logical states are logical JS heaps.
A logical JS heap is a program heap which may additionally contain the
special @ value (read none) in its range. That is, a logical JS heap is a
partial function mapping references (Def. to program values (Def.
or the @ value. As with program heaps, a logical heap cell is written
(I,x) — 7, stating that the object at [ has a field named x and holds value
7. Additionally, the absence of a field is denoted by the special & value.
That is, we write (I,y) — & to state that the object at [ has no field
named y. Logical heap composition, o, is defined as the standard disjoint
function union. An empty logical heap is defined as the function with an
empty domain. For brevity, (I,x1) — vio...0 (l,%,) — v, is written as

L= A{x1:v1,...,%, : Up )
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JSLogic Instance (Parameter

Definition 72 (JSLocic partial commutative monoid). Let V D
JSPVALW {&} denote an extension of JS program values (Def.
combined with &.

Given the set of JS references JSREF (Def. , the set of parametric
logical heaps is h € JSLHEAP (V) 2 JSREF By,

The parametric logical heap composition, oy : JSLHEAP (V) x
JSLHEAP (V) — JSLHEAP (V), is defined as the standard disjoint
function union .

The parametric unit set, JSUNIT (V) € P (JSLHEAP (V)), is defined
as JSUNIT (V) £ {0}, where O denotes a function with an empty
domain.

The  parametric ~ JSLogic PCM is  JSPCM (V) £
(JSLHEAP (V) , o¢yy, JSUNIT (V).

The JSLocic PCM is (JSLHEAP, 0, JSUNIT) £ JSPCM (JSPVAL).

- EE O EOEOEEEEEEEEEEEEEEEEE®®E®®®E®S®®S®S®®=®= ==
R i R R R e

Definition 73 (JSLocicpom partial commutative monoid). Given the sep-
aration algebra of DOM logical heaps (LHEAPpqp,®,0) in Def. the
parametric JS heaps JSLHEAP (.) (Def. [72), the JS program values JSPVAL
(Def. @ and the DOM program values PVaLpgy (Def. , the set of
JSLocicpom logical states is:

JSLHEAPpoM = JSLHEAP (JSPVAL U PVaLpon) X LHEAPDoM

Given the parametric JS heap composition o (Def. , the state com-
position for JSLocicpoy is defined component-wise as 4+ £ (o (PVarpom)» ®)
and is not defined when the composition on either component is undefined.

Given the parametric JS heap unit set JSUNIT (.) (Def. [72), the unit set
for JSLocicpoym is JSUNITpon 2 {(h,0) | h € JSUNIT (PVALpow) }-

The JSLocicpom partial commutative monoid of is (JSLHEAPpowM, +,
JSUNITDOM)-

JavaScript variable store Unlike most languages, JavaScript does not
have a standard notion of variable store. Instead, JavaScript variables are
stored in the heap, in a structure that emulates a variable store. This

structure comprises a list of scope objects, referred to as the scope chain,
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analogous to stack frames in other languages. The standard list notation
is used to describe scope chains (e.g. [], I:L, L1+Ls2). Every object in the
scope chain has a pointer to a list of prototypes, referred to as the proto-
type chain, providing prototype-based inheritance. Prototype chains either
end with the designated object [,, or are empty. The [,, denotes the
designated JavaScript object prototype, describing the universal object akin
to the Java universal superclass “Object”. Scope objects inherit properties
from their prototypes. As such, the value of a variable cannot be resolved
by traversing the objects in the scope chain alone. Instead, variable res-
olution is carried out with respect to the scope chain and the prototype
chains of its constituent scope objects. A variable x is then resolved as
the property named “x” of the first object in the scope chain whose pro-
totype chain defines “x”. That is, given a scope chain L=[l;...l,], if any
of the objects in the prototype chain of [y contain a property named “x”,
then the resolution of x yields l1; otherwise x is resolved with respect to
[la...1,]. If L is exhausted (i.e. none of the objects in the prototype chains
of the objects in L contain an “x” property), then the resolution of x yields
null. This process is described by the scope function o(h, L,x) defined in
Fig. [5.5] which inspects heap h and returns the location of the first object
in the scope chain L that defines variable x. The scope function is defined
via the prototype function 7 (h,l,x), which similarly inspects h and returns
the location of the first object in the prototype chain of [ that defines x.
Lastly, the evaluation of a variable x does not return its value, but rather
the reference [.x where [ is obtained using the o predicate. When the
value of a variable x is required, the semantics implicitly calls the lookup
(get-value) function ~y, defined in Fig. |5.5] which returns the value denoted
by the reference l.x. In general, the return values in JavaScript may be
program values v € JSPVAL (Def. [67) or references r € JSReF (Def. [68).
When a return value is to be inspected, the semantics calls the v function.
In case of a program value v, the v function simply returns the value v
itself. In case of a reference r, the v returns the value denoted by r.

All programs are evaluated starting from the default scope chain [[y],
where [, denotes the location of the global JavaScript object. The final
object in any scope chain is always [,, but duplicates in a scope chain
are allowed. Scope chains may change during program execution. In par-

ticular, scoping constructs such as function calls and the with statement
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w(h,l,x) # null w(h,l,x) = null
o(h,[],x) £ null a(h,l:L,x) 21 o(h,l: L,x) %2 o(h,L,x)

(I,x)edom(h) h(l,z)#2 h(l,z)=2 h(l, @proto)=l'

7(h,null, x) £ null m(h,1,x) 21 7(h,1,x) & w(h,l', %)
v € JSPVAL I#null 7 (h,l,x)=l I#null 7(h,l,x)=null
vy(h,v) & v y(h,1.x) & h(l', %) v(h,1.x) £ undefined

Figure 5.5.: JavaScript scope chain, prototype chain and lookup functions

cause sub-expressions to be evaluated with respect to a local scope object,
by putting the relevant local scope object at the beginning of the scope
chain and then removing it after the sub-expressions have been evaluated.
For convenience, JSLogcIc designates a global logical expression 1 denoting

the current scope chain.

JSLogcic logical expressions The logical expressions of JSLoGIC com-
prise logical values and variables, the scope chain expression 1, arithmetic
and boolean expressions, string concatenation, list and set expressions,
reference constructions and lambda values. JSLocGIc expressions are evalu-
ated with respect to an evaluation environment comprising a logical envi-
ronment and a scope chain. The latter component is necessary to ensure

the correct evaluation of the scope chain expression 1.

“TJSLocic Tnstance (Parameter [16)
Definition 74 (JSLocic logical expressions). The set of JSLocic
logical expressions, E € JSLExP, is defined by the following gram-
mar, where v € JSLVAL (Def. , X € LVAr (Def. , 6 €

{+a_7*7/7&&)”7::} and ® € {U,L‘H,ﬂ,\}:
E:=v Logical value
| x Logical variable
|1 Scope chain
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| E1 © Es Arithmetic and boolean expressions

| E1 e Ey String concatenation
| E1: Es List cons
| E1 @ Es Set expressions
| E1.Fs Reference construction
| \Ey -+ B, E Lambda values

Given the JS locations £ (Def. , the set of JSLocIc scope chains
is L € Scope = L1ST(L & {null}).

Given the JSLocic logical values JSLVAL (Def. and the logical
environments LENV (JSLVAL) (Def. [3), the set of JSLocic evaluation
environments is € € ENV £ LENV (JSLVAL) X SCOPE.

The JSLocic ezpression evaluation function, (||)() : (JSLEXP x
ENV) — JSLVAL, is defined as follows, for all €, (I, L) € Env:

v if I'(x)=v

N ™" =L

undefined otherwise

(IE @E2|)6 A V1 © U2 if (|E1|)F:U1 and (IEQDF:UQ
1 =

undefined otherwise

51 e 82 if (E1)°=s1 and (E3)°=sso

(Er o E2)°
undefined otherwise

(By - By & v:L if (E1)°=v and (E2)°=L
undefined otherwise

(Er @ Es))° A{Sl ®Sy if (E1)=S1 and (E2)°=S>

undefined otherwise

(IEl-E2D€ A l.x if (|E1|)E:l and (IEZDEZX

undefined otherwise
Ax.e if (E1) =x1 - - (En) =x,
(M\E,---E,.E)* & and (E|)=e

undefined otherwise

A R L I R R R R e e e R T T R L . T R R R . L ]
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JSLogGiIc assertions and their semantics The assertions of JSLocic
comprise the standard classical and boolean assertions, JavaScript heap
assertions of the form (Fi, Eq) — E, standard SL assertions comprising
emp and the x and —« connectives, and the overlapping conjunction con-
nective & (also referred to as “sepish”). JSLocic assertions are interpreted
over sets of JavaScript heaps, with the classical, boolean and SL assertions
interpreted in the standard way. The (FEi, F3) — E assertion describes a
JavaScript heap cell. When E describes a concrete value (i.e not &), this
assertion states that the object at location F; has a field named Fo and
holds value E. Analogously, when E evaluates to &, this assertion states
that the object at location F; has no field named FEs. The P (@ asser-
tion describes a JavaScript heap comprising two (potentially) overlapping
sub-heaps described by P and @, respectively. That is, P& () describes
a heap that can be split into three sub-heaps, such that the composition
of the first two sub-heaps satisfies P and the composition of the last two
satisfies (). Note that PAQ = PW(@Q and P*xQ = P, but neither of

the reverse implications hold.

JSLocic Instance (Parameter

Definition 75 (JSLocic assertions and their semantics). The set
of JSLocic assertions, P, € JSAsT, is defined by the following
grammar where X € LVAR (Def. , Ey, Ey € JSLExP (Def. and
oe{=<¢Cch

P,Q:= false| P=Q|3x. P|E1 & E
|emp | (E1,E2) — E|PxQ|P—*Q|PwQ

The ordering relation on JSLHEAP is id C JSLHEAP X JSLHEAP, where
id denotes the identity relation.

The JSLocic satisfaction relation, |=3g: (ENV X JSLHEAP) X JSAST, is
defined as follows, for all €, (T', L) € Exv (Def. and h € JSLHEAP

(Def. [72)):

(e, h) =js false never

(e,h) F38 (P = Q) iff (e,h) Fss P = (&h)FisQ
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(I,L),h) E3s 3x. P) iff Ju. (T'[X+—v],L),h) s P
€,h) Eis E16 Ey iff (E1)° e (E2)°
e, h) Ejs emp iff h € JSUNIT
€, h) Eis (B1, Er) — E iff 3, x,v. dom(h)=(l,x) A h(l,x)=v
AN (E1) =IA (B2 =x A (E) =v

(
(
(
(

(e, h) Ess (P + Q) iff Iy, hy. h=hy o hy

A (e, h) Egs P A (6 ho) Eis Q
(e,h) Eis (P Q) iff VR (e,h') Eis P = (e,hoh') Eys Q
(e,h) s (P8 Q) iff  3hy, ho, hs. h=hy o hy o hg

A (€ h1 o hg) Fys P
A (€, haoh3) Fis Q

As before, we write F1OFy for By © Ey A emp.

To streamline client reasoning and handle the complexity of variable
resolution in JavaScript, the authors in [2I] define an abstract predicate
store that describes the values associated with program variables. The
store,(yy...¥,, | X1 1 v1...%y @ v,) predicate describes a heap emulating a
variable store given by the scope chain described by L, in which the vari-

ables yy ...y, are not present (have value &), and variables x; ...x, have

m

values vy ... vy, respectively. The variables y,...y,, can be re-ordered, as

m
can the variables x7...x,. The definition of the store predicate uses the
o, m and v functions (in Fig. to assert the absence of y;...y,, as
well as the presence and values of x;1...x,. The exact structure of the
emulated store and the locations of variables are hidden as they are of
no concern at this level of abstraction. The definition of store includes
the resources needed for traversing the scope chain L and their respective
prototype chains. In particular, since the prototype chains of scope objects
may arbitrarily overlap, the definition of the store predicate appeals to the
overlapping conjunction connective . We omit the definition of store here
as we carry out all our client reasoning abstractly, by appealing to the

store predicate. The full definition of store is given in [21].

Z.i:l...n)

The vars(x; : V. assertion is a derived assertion in JSLocic defined
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as store in the current scope chain I:

vars(s) = storey(|s)

Definition 76 (JSpop assertions). Given the JSLoacic logical values JSLVAL
(Def. and the DOM logical values LVALpgy (Def. [58), the set of logical
values for JSLoGicpgm, denoted JSLVALpgwm, is constructed as described
in Def. [30] defined as JSLVALpoy 2 JSLVAL U LVALpou.

Given the JSLocic assertions JSAsT (Def. and the DOM heap asser-
tions AsTpom (Def. , the set of JSLocicpgm assertions, JSASTpowm, 18
constructed from JSAst and ASTpon as described in Def. [36]

SSL T Instance (Parameter

i Definition 77 (DOM axioms). The axioms of DOM operation,
! AXIOMpgum;, are given in §A]

Machine states and reification Recall that a JS logical heap (Def.
is a JS program heap (Def. that may additionally include the special
& value in its range. In other words, a JS program heap is a JS logical
heap without the @ value in its range. As such, the reification of a JS
logical heap h is a program heap h’ such that for all references r in the
domain of h, the values of h(r) and h/(r) agree if and only if h(r)#£g;

otherwise, h'(r) is undefined.

JSLocic Instance (Parameter

Definition 78 (JSLocic reification). The JSLocic reification func-
tion, |.] ;g : JSLHEAP — P (JSPHEAP), is defined as follows:

|15 2 {R}
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where for all (I,x) € JSREF:

h(l, x) if (1,x) € dom(h) Ah(l,x) # &

undefined otherwise

Proof rules and soundness The full set of JSLocic triples are given
in [21, 22] and include the standard rules of frame, existential elimina-
tion, disjunction, consequence and so forth. In JSLocicpgym we lift the
JSLogIc triples to a set of parametric triples and extend them with the
DOM axioms (Def. . Lifting the JSLoaic triples to parametric ones is
straightforward.

In Fig. we present a select number of JSLocicpgp triples including
those used in our client reasoning in the upcoming section.

Note that the postcondition for each of the assignment rules (x=v, x=y,
x=y @ z, x=y.f and x.f=v) includes true. This is because overriding a
variable may render a portion of the emulated variable store superfluous.
As it is not sound to simply forget parts of the heap, this redundant
portion is hidden in the weak assertion true.

The postcondition of each rule contains an assertion of the form r=---,
recording the return value of the operation in the designated variable r.
For instance, in the cases of assignment rules, the return value corresponds
to the value of the right-hand-side of the assignment. In the case of the
while statement, the return value is undefined. In the remaining rules,
bar that of DOM axioms, the return value is hidden in the postcondition
Q@ (or Q1 V Q2 in the disjunction rule). In the case of DOM axioms, the
return value depends on the DOM operation C being considered and is ex-
tracted from the postcondition @ via the ret function, defined shortly. The
DOM operations fall into one of two categories: i) those with an explicit
return value which are of the form r :=--- (e.g. r :=n.getAttribbute(s));

Y

and ii) those without a return value which do not contain ‘r:=" on the
left-hand-side (e.g. n.setAttribute(s, v)). Intuitively, for all DOM op-
erations of the form r:=---, the return value corresponds to the value
of r in the variable store. Conversely, for those DOM operations without

a return value, the return value is undefined. The definition of the ret
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{vars(x : X,%;:%;)}  x=v {vars(x:v,X;:X;) * r=v * true}
{vars(x : X,y : v, %:X;)}  x=y {vars(x:Y,y:Y,X:X;) *r=Y * true}
{vars(x:x,y:Y,xZ-:XZ-)} =y £ {vars(x.V,y.Y,xl.Xl) }

* (Y, ) — Vv #(Y,f) — V1=V x true

JR.vars(x : R,y : Y,2: Z,%X;:X;)
vars(x 1 X,y 1 Y,Z 1 Z,%;:X;) b x= . o P
{ ( RN i } yoz {*R:Y@Z*r:R*true

{vars(x: X,%;:%;) * (X,f) = V} x.f=v {:a;i(:* i‘fr,u)::Xi) * (X, f) — v}
(P,C,Q) € AXIOMpom PP {P'}e{Q} QFQ
{P} C {Q xr=ret(P,C, Q) *true} {P} e {Q}
P=vars(x:X,%;:X;) * P’

{PxTrue(x)} e1 {Q}

{P* False(X)} ey {Q} {Pl} e {Ql} {PQ} e {QQ}
{P} if (x) then{e;}else{es} {Q} {P1 vV Pg} e {Q1 V QQ}
P =vars(x: X, %:%;) « P'
{P+True(x)} e {p} ré fo(P) {r}e{Q}
{P} while(x){e} {PxFalse(X)*r=undefined} {3x.P} e {3x.Q}
{PYe (R} {R}e {Q} {Pre{Q} rep(m)
{P} e1; e {Q} {P*R}e {Q*R}
where
False(v) £ v&{0,null, undefined, “’ } True(V) £ —False(V)

Figure 5.6.: Selected JSLoaicponm proof rules
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function is given by induction over the structure of DOM axioms, with
each case falling into one of the two categories described above. The full
definition of ret is rather verbose, albeit straightforward, due to the large
number of DOM operations and their axioms. As such, rather than giving

the full definition of ret, we define it semi-formally as follows:

C=r:=--- and =vars(r :Ry---)*x---
ret(P,C, Q) = @ ( )

undefined otherwise

Note that the proof rules presented in Fig. [5.6] are a specialised subset of
those in [21] 22]. For instance, the assignment rule given in [21], 22] is for
the general assignment of the form el =e2. In order to tackle the intricacies
of JavaScript assignment and its interaction with the emulated variable
store, the premise of this generalised rule appeals to the lookup (get-value)
function v given in Fig. [5.5] That is, in this general case, one cannot
reason about assignment using the high-level abstract predicate vars, and
must instead turn into low-level JavaScript heap reasoning. Analogously,
the while rule in Fig. is simplified from that of [21], 22] given below:

{P} el {R*r=v} R=Sx~(—,v1,V2)
{R * True(va)} e2 {P} r & fu(R)
{P} while(el){e2} {R x False(V2) * r=undefined}

The v(—, V1, Vs) predicate in the premise is the logical counterpart of the
get-value function v in Fig. and asserts that the return value of el
(namely Vi) amounts to Vo when inspected (informally, in the underlying
heap h we have y(h,Vv1)=Va). Once again, we must look into the low-level

JavaScript heap and the emulated variable store therein.

As such, we opt for the simpler specialised rules of Fig. [5.6] in lieu of
the general proof rules in [21, 22]. These simplified rules are sufficient
for reasoning about our client programs in the proceeding section, and the
vars predicate allows us to escape the complexities of the emulated variable
store. Later in §7] we present a JavaScript implementation of our DOM
fragment and establish its correctness with respect to the axiomatic DOM
specification presented here. To do this, we appeal to the general JSLocic
proof rules of |21 22].
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The JSLogic triples have a partial fault-avoiding interpretation. The
soundness of JSLocic triples are established with respect to the big-
step operational semantics of JSLocIc, the JSLogcIc reification function
(Def. and the JSLocic satisfaction relation (Def. [75]). The full proof
of JSLoaIc soundness is given in [22]. This proof is by induction over the
structure of JSLoacic triples. As we demonstrated in §4 for WLoaIc, it
is straightforward to lift the soundness proof of JSLocic triples and es-
tablish the soundness of JSLocicpgm triples. In particular, the soundness
of primitive JSLocIicpgy triples follows from Lemma [2 The soundness of

inductive triples in each case follows from the (lifted) inductive hypotheses.

5.4. Reasoning about DOM Client Programs

We demonstrate how to use our DOM specification and the JSLoGICpom
program logic to reason about JavaScript client programs that call the
DOM. We first study a JavaScript image sanitiser subprogram in §5.4.1]
that sanitises an attribute node when its value is black-listed. Our image
sanitiser program is rather simple and we present it as a didactic example
in order to demonstrate our DOM client reasoning techniques. Later in
§5.4.2] we use this image sanitiser code to implement an ad blocker to filter
untrusted contents of a web page by sanitising them. Finally, in we
study an additional ad blocker that filters untrusted contents of a web

page by removing them.

5.4.1. The santiselmg Client Program

We study a JavaScript image sanitiser that sanitises the “sr¢” attribute of
an element node (if it exists) by replacing its value with a trusted URL
when the value is black-listed. To determine whether a value is black-
listed, a remote database is queried. The results of successful lookups are
stored in a local cache to minimise the number of queries. Later in
we use this sanitiser to implement an ad blocker that filters untrusted
contents of a web page. The code of this sanitiser, sanitiseImg, is given
in Fig. . It inspects the img element node for its “sr¢” attribute (line .
When such an attribute exists (line [2)), it consults the local cache (cache)
to check whether or not its value (url) is black-listed (line |3)). If so, it
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sanitiselmg =
1. url :=img.getAttribute("src");
2. if (url){ // img has an attribute named “src”
3. isB=cache.url;
if (isB){ //url is in cache (and thus black-listed)

img.setAttribute("src",cat)

4

5

6. )} else { //url is not in cache

7 isB :=isBlackListed(url) ;

8 if (isB){ // url is black-listed

9 img.setAttribute("src", cat);

10. cache.url = 1

11. + + }
{st * Pout} sanitiseImg {St’ * Pout} (5.10)
{stx Px(c,s1)—1xisB(s1)} sanitiseImg {st’ * Q * (C,81)—1*isB(s1)}(5.11)
{st«Px(c,s1)—0xisB(s1)} sanitiseImg {st’*Q x(C,s1)r1xisB(s1)}(5.12)
{stx P« (c,s1) 0% —isB(s1)} sanitiseImg {st's Px (C,s;) 0% —isB(s1)}(5.13)
where
st £ vars(img:N, cat:Sy, cache:C,url:—, isB:—) st’ £ st x true
Pout & @ = Sy[A, 7] * out, (A, “stc”) x 6 — T,
P2 o 8y[B @ srey [T, y]E * val(T,81) % § — @,
Q£ IR, P a > Sy[B © srey[#texty[Sa]p ], Y]E* 6 T
and

{vars(url:sl7 isB:—)

} isB :=isBlackListed (url) {Vars(uﬂ:shls}a:tr”e)}

*isB(s1) *isB(s1)
vars(url:S;,isB:—) | . _ . . vars(url:s;,isB:false)
{* ~isB(s1) } isB :=isBlackListed(url) {* ~isB(s1)

Figure 5.7.: The sanitiseImg program (above) and its specification (below)

changes its value to the trusted cat value. If the local cache lookup is
unsuccessful (line @, the database is queried by the isBlackListed library
call (line . If the value is deemed black-listed (line , the value of “src”
is set to the trusted cat value (line @, and the local cache is updated to
store the lookup result (line [10)).

The sanitiseImg program uses a combination of DOM operations and
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JavaScript code to update the DOM web contents (e.g. line @ and modify
local data in the JavaScript heap (e.g. line .

The behaviour of sanitiselImg is specified in Fig. The specifications
in — capture different cases of the code as follows: in img
has no “sr¢” attribute; in the value of “sr¢” is black-listed in the
local cache; in the value is black-listed and the cache has no record
of it; and in the value is not black-listed and the cache has no
record of it. We focus on here as it is the most interesting case and
the remaining ones are analogous.

The precondition of consists of four assertions: the variable store
assertion st describing the values associated with the program variables
used in the program; the P assertion describes an element node with an
attribute named “src¢” and value S;; the (C,s1) — 0 asserts that there is
no record of value s; in the cache (C); and isB(s1) states that the value
S7 is black-listed. This assertion will be used in the isB :=isBlackListed
library call of line [7] with its behaviour as specified in Fig.

A proof sketch of is given in Fig. At each proof point, we
have highlighted the effect of the preceding command, where applicable.

5.4.2. The adblockerl Client Program

We use JSLocGIicpgn to reason about a JavaScript ad blocker script block-
ing images from untrusted sources in a DOM tree. The adblockerl
program in Fig. compiles a NodeList containing all “img”’ elements
in the tree rooted at n by calling the getElementsByTagName operation.
It then iterates over this NodeList, sanitising each image by running the
sanitiselImg code studied in (Fig. and replacing each untrusted
“src” attribute value with the trusted cat value.

The specification of adblocker1l is given in Fig. Eﬂﬂ

Observe that as per interpretation of Hoare triples, all free logical vari-
ables included in the definitions of P and () are universally quantified
outside the triple { P} adblockerl {Q}. This is to ensure that the tree un-

SWe write e.g. X* to denote a list of logical variables of size |L|. We use a suggestive
notation and write X, for the J* variable in x (i.e. |x|’.)

6 All free logical variables in P and @ are universally quantified outside the triple as
they do not change throughout the execution. By contrast, the iteration number I,
and the tag listeners E associated with element node N may change (the latter may
grow by getElementsByTagName) and are explicitly parameterised when relevant.
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{vars(img:N, cat:Sy, cache:C.url;—, isB;—) * P * (C,81) > 0 xisB(s1) }
1. url :=img.getAttribute("src");
{vars(img:N, cat:Sy, cache:C, url:sy, isB:—) x P« (C,S1) — 0 x isB(s;) * true}
2. if (url){ // img has an attribute named “src”
3. isB=cache.url;
{vars(img:N, cat:Sy, cache:C,url:Si,isBi0) * P x (C,S1) — 0 isB(S1) * true}
4. if (isB){

5. img.setAttribute("src",cat)
6. 1} else {

{vars(img:N, cat:Sy, cache:C, url:si, isB:0) x P« (C,S1) > 0 x isB(s1) * true}
7. isB :=isBlackListed(url);

{vars(img:N, cat:Sy, cache:C, url:Sy, isBil) P * (C,81) +— 0% isB(S1) * true}
8. if (isB){

{vars(img:N, cat:Sy, cache:C,url:sy, isB:1) x P« (C,S1) — 0 x isB(sq) * true}
9. img.setAttribute("src", cat);

{vars(img:N,cat:Sg,cache:C,ur1181,isB:l) * @ = (C,s1) — 0xisB(s1) = true}
10. cache.url = 1

{vars(img:N,cat:Sg,cachezc,urlzsl, isB:1) % @ * (C,81) — 1 *isB(Sy) * true}

11. + + }
{vars(img:N, cat:Sy, cache:C,url: —,isB: —)*Q*(C, ;) — LxisB(sy)*true}

Figure 5.8.: A proof sketch of specification (|5.12])

derneath N remains unchanged by adblockerl except for the values of its
untrusted “src” attributes. More concretely, when n=N, c=C and cat=s,
we use the following universally quantified logical variables to track the

various components of the tree at N:

e F and E for the initial forest and tag listeners of N;

e L for the list of “img” elements underneath N (i.e. the contents of the

NodeList resulting from getElementsByTagName ("img"));
e S, for the set of empty nodes in L (those without a “sr¢” attribute);
e s, for the set of untrusted nodes in L;
e s; for the set of trusted nodes in L;

e T( for the initial tree underneath N, T" for the trees resulting from
the subsequent iterations with T, denoting the tree at iteration I (see
footnote |9));
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adblockerl =
1. imgs :=n.getElementsByTagName ("img") ;
2. len :=imgs.length();
3. i=0;

while( i<1len){

img :=imgs.item(i);

-

sanitiselmg;
i=1i+1;

o N o w;

{P} adblockerl {Q}
where
P £ vars,p,; * —isB(S) * cache(C) * fld(0, E) * rem(0)
Q £ 3E',R. vars,py * —isB(8) * cache(c) * fld(|L| , E') * rem(|L])
*BCE' * (“img”, R)EE * true
vars,p1 = vars(n:N, cache:C, imgs:—, len:—, i:—, img:—, cat:S,url:—, isB:—)

cache(c) £ CF(c, X)

CF(c,s) 2 (s=0) v (ap,sa s={F} s’ ((C,F) > 1V (C,F) = 0) * CF(c,sf))
fld(1, E) = tree(1, E) * ((VI', E'.tree(r', E') — unfld(1',E’)) A emp)
tree(I,E) £ a > Sy[A, Ty]E * srch(T, “img”, L)
unfld(1,E) £ Ja, B,~ . partition(1) * (VT. partition(r') — tree(T, E))
partition(1) £ L=8, WS, WS, * 38,. S;=S, N{|L|" | 1 <1}
e® (aJ = img, [Ay, 75 * outn(AJ,src))
JES,
@9\ (aJ > img, [By © srey, [A]er, vilpe * val(Ay, Vi) * iSB(VJ))
JESy \Ss
@ (o > img, [B; © srey, [A ]y, ]2 * val(a,, v,) x —isB(V,))
JES,
]@ (v > img, [B, © srey, [#text_[s]]w, 1]E)

rem(1) £ 3s5. Ss=s, N{|L]" |1 <1} x B~ T, D A,

JESs

Figure 5.9.: The adBlockerl client program and its specification
e 7" and E" for the forest and tag listeners of nodes in L;

e M" for the “src” attribute identifiers of nodes in L;

—L . . —
e /" for the forest listeners of nodes in M";
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e A" for either the text forests of nodes M", or for the attribute sets

of nodes in L.

Lastly, observe that in the definitions of partition and rem predicates we
use the set comprehension expression, S;=s, N{|L|’ | J < 1}. Although set
comprehension is not included in the JSLocGIicpgn assertion language, we
can rewrite the above in JSLocicpgny as follows. However, for brevity and

clarity we opt for set the comprehension notation instead.
8sCSy * (V3. 3<% L] € 84 = |L|” €s4)

The precondition of adblockerl, P, comprises four assertions. The
first assertion, vars,pi, describes the values associated with the program
variables and further asserts that the value of cat (i.e. s) is trusted. The
second assertion, cache(C), describes the cached results of URL inspections.
Recall that sanitiseImg (Fig. [5.7) maintains a local cache of blacklisted
URLs, implemented as an object at ¢ with one field per URL (where
(C,F) — 1 asserts that the URL F is blacklisted in the cache, and (C,F) —
0 asserts that the URL F is not blacklisted in the cache). We thus define
the cache as the collection of all valid field s in X (Def. on C, with
value 1 or 0 as defined in Fig. [5.90 The third and fourth assertions,
fld(0, E) xrem(1), describe the DOM footprint of adblockerl (i.e. the DOM
resources needed for running adblockerl). Let us turn our focus to the
DOM footprint of adblockerl.

Since adblockerl calls the NodeList operation item at each iteration
1 (line , to compile a list L of all “img” elements below node n, the
footprint must contain enough resources to allow this DOM call. When
n=N, as a first attempt we can describe the DOM resources needed at

iteration 1 as follows with the srch predicate as defined in Fig. [5.4
tree(I, E) = a > Sy[A, Ty]E * srch(Ty, img, L)

where E denotes the tag listener set associated with N and T; denotes
the child forest of node N at iteration 1. However, this is not enough.
Consider the following assertions where ([5.14) describes the subtree rooted

at element node named “ad” in Fig. [5.1al and ([5.15]) describes the same
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subtree with the attributes of its descendants framed off (8 and ):

(srclg[#text_[goo.gl/K4SOd0]]> @]

m
a— adg |9, 53 ©® widthyr[#text_ [800px]] (5.14)

& img8 [Qa @]
a — adg[@, (img3[f, @] @ imgg[y, 2])] (5.15)
While both assertions imply tree(—, —), neither contain enough informa-

tion. Since the program iterates over the element nodes in L and inspects
their attributes, for each element in L, either we need to know the value
of its “sr¢” attribute if it exists (so that we can sanitise it if necessary),
or we need to know that it has no such attribute. However, in the
attributes of “img” elements have been framed off and thus does
not contain the necessary resources. As for , we need to transform
it to the following form with the “img” elements unfolded so that we can
inspect them individually at each iteration (as per the precondition of

sanitiseImg):
a— adg[d, (B ®7)] x 8 — imgg[—"—] * v > imgg[—"—] (5.16)

More concretely, the footprint needs to unfold all “img” elements in the
tree at N and partition them into three categories: i) empty: without a
“src” attribute; ii) untrusted: with a “src¢” attribute and a blacklisted value;
iii) trusted: with a “sr¢” attribute and a trusted value. At each iteration
I, if the node considered is untrusted, it is sanitised and removed from the
untrusted category. We thus define a fourth category, sanitised, including
those “img” elements whose value were initially blacklisted and have now
been sanitised. This partitioning of “img” element nodes at iteration I is
described by the partition(1) predicate defined in Fig. [5.9] with out and val
as defined in Fig. and isB as described in

The first part of partition(1) states that the list of “img” elements L can
be partitioned into the three categories described above where L =S states
that set s is a permutation of list L (L=s iff Vk. k € L & k € S;
note that L has no duplicates). The second part states that list L has
been processed up to index I; i.e. the sanitised category S, includes all the

untrusted elements in L up to index I. The last four parts describe the
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“img” elements according to their category. Observe that in the “sanitised”
category (i.e. those in Sg) the text forest of the node has been replaced by
a new text node containing the trusted value s where —isB(s) holds (see

the definition of vars,p1).

The partition predicate describes the “img” elements in L only and does
not include the remainder of the subtree at N. At every iteration, this
remainder is untouched and the modified parts are contained in the par-
titions. We thus describe the remainder for an arbitrary iteration I’ as
VI'. partition(1') — tree(I',E); that is, the entire tree for that iteration,
tree(I', E), minus its partitions. The unfolded tree (with “img” elements
singled out) at iteration I thus consists of the partitions at 1 and the

remainder. This is described by the unfld(1, E) predicate in Fig. [5.9

Observe that for Nodelist operations such as item (line , we need the
folded tree (i.e. tree(1,E)) with the entire subtree containing the “img” list
L, as required by their axioms (Fig. . Conversely, for the sanitiseImg
program (line [6), we need the unfolded “img” elements (i.e. partition(I)) so
that we can access the relevant “img” node at each iteration. We thus need
to move between the folded and unfolded tree depending on the operation

considered.

The fld(1,E) predicate defined in Fig. describes the folded tree at
iteration 1. The first part, tree(1, E), describes the resources of the folded
tree at iteration I, as described above. The second part contains no re-
sources (emp); it simply states that at any iteration I', the folded tree
tree(I', E'), can be exchanged for the unfolded tree unfld(r,E"). That is,
as shown in the derivation below, the second part provides a mechanism
for shifting from folded to unfolded resources and vice versa
(5.19p.22)), for arbitrary I and E'. We use this derivation in the proof

sketch of Fig. [5.10]

The bi-implication of follows from the definition of fld and the
fact that empty resources (emp) can be freely duplicated. In we
simply eliminate the first universal quantifier. We then apply the adjunct
elimination rule (P x (P — Q) = Q) to arrive at (5.19). The implication
of follows from the definition of unfld and the elimination of the
first universal quantifier. In we apply the adjunct elimination rule
and eliminate the existential quantifiers. Finally in we wrap the
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definition of fld.

fld(1,B) < tree(1,E) * ((VI', E'. tree(I’, E') — unfld(T, E)) A emp)
* (VI E. tree(T’, E') — unfld(1', E")) A emp) (5.17)
= tree(1, E) * (tree(I, E) — unfld(1,E))
* (W1, E'. tree(T’, E') — unfld(', E")) A emp) (5.18)
= unfld(1,E) * ((VI', E. tree(’, E') — unfld(', ")) Aemp)  (5.19)

= Ja, 3,7 partition(1) * (partition(1) — tree(1, E))

* ((v1',E. tree(T,E') — unfld(1', E")) A emp) (5.20)
= tree(1, E) * ((VI, E. tree(T, E') — unfld(T, E")) A emp) (5.21)
< fld(1, E) (5.22)

Recall that when the value of an attribute node n is updated via the
n.setAttribute operation, the text forest of n is replaced with a new
text node containing the new value, and the old text forest of n is added
to the grove (see Fig. . As such, at each iteration I if we sanitise the
value of the I node in L, then the old text forest of the node is moved to
the grove. This is described by the rem(1) assertion in Fig. asserting
that for each sanitised attribute node in Sy, the old text forest (A;) has
been added to the grove.

We give a proof sketch of adBlockerl in Fig. [5.10f The precondition
(defined as P in Fig. comprises the variable store, the cache, the folded
unprocessed (iteration 0) tree, and an empty spot in the grove reserved
for the text forests of nodes to be sanitised. Similarly, the postcondition
comprises the variable store, the cache, the folded, fully processed (iteration
|L|) tree with its tag listeners extended with a new listener for “img”, and

the grove extended with the text forests of all sanitised nodes.

5.4.3. The adblocker2 Client Program

The adblocker2 program in Fig. [5.11] compiles a NodeList containing all
“img” elements of the tree rooted at n by calling the getElementsByTagName
operation. It then iterates over this NodeList, inspecting each element in
order. At each iteration, if the element has no “sr¢” attribute or if the
value of its “src¢” attribute is not blacklisted, then the element is left un-
changed. On the other hand, if the value of “src” attribute is blacklisted,
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vars(n:N, cache:C, imgs:—, len:—, i:—, img:—, cat:S,url:—, isB:—
{* —isB(S) * cache(C) * fld(0, E) % rem(0) }
1. imgs :=n.getElementsByTagName ("img") ;
JE', R. vars(n:N, cache:C, imgs:R, len:—, i:—, img:—, cat:S,url:— isB:—
{*—usB( s) * cache(c) * fld(0, E') * rem(0) + BCE' * (“img”, R)EE' * true }
2. len :=imgs.length();
3E/, R. vars(n:N, cache:C, imgs:R, len: |L|,i:—, img:—, cat:s,url:—, isB:—
* —isB(S) * cache(c)  fld(0, E') * rem(0) * ECE' * (“img ,R)EE’ * true
3. 1=0;
{HE', R. vars(m:N, cache:C, imgs:R, len: |L|, i:0, img:—, cat:s,url:—, isB:— }
x —isB(s) * cache(c) * fld(0, E') * rem(0) * ECE' x (“nng ,R)EE * true
38/, R, 1. vars(n:N, cache:C, imgs:R, len: |L|, i:I, img:—, cat:S,url:—, isB:
% —isB(s) * cache(C) * fld(1, B) * rem(1) * ECE' * (“img”, R)EE’ * 0<I< [L] * true}
4. while(i<len){
3E/, R, 1. vars(n:N, cache:C, imgs:R, len: |L| , i:1, img:—, cat:S,url:—, isB:—
% —isB(s) * cache(C) * fld(1, ) * rem(1)  ECE' * (“img”, R)EE’ * 0<I< [L| * true}
5.  img:=imgs.item(i);
JE', R, I. vars(n:N, cache:C, imgs:R, len: |L| , i:1, img: |L|", cat:s, url:—, isB:—
* —isB(8) * cache(C) * fld(1, E') * rem(1) * ECE' * (“img”, R)ER’ % 0<I< |L| * true
// Apply steps in -; abstract allocation at e
JE/, R, 1, €. vars(n:N,cache:C,imgs:R,len: |L| ,i:1,img: |L|" ,cat:S, url:—, isB:—)
* —isB(S) * cache(C) * ECE'  (“img”, R)ER’ * 0<1< |L| * true

x0— | e D Ay | xe— Iy
s€suN{|L]’js<1}

« unfld(1, E') * ((VI, E'. tree(T’, E') — unfld(1’, E")) A emp)
6. sanitiselmg

JE/, R, 1, €.vars(n:N,cache:C,imgs:R,len: |L| ,i:1,img: |L|" ,cat:S, url:—, isB:—)
*—isB(S) * cache(C) * ECE'  (“img”, R)ER’ * 0<1< |L| * true

*0 <e o) AJ> * € > <®g &b AJ)
sesyN{|L]’ja<1} sesuM{|L|'}

« unfld(1+1, ") * ((V', E'. tree(', E') — unfld(I', E’)) A emp)
// Apply steps in -; abstract deallocation at e
JE’, R, 1. vars(n:N, cache:C, imgs:R, len: |L|, i:I, img: |L|', cat:s,url:—, isB:—)
* —isB(S) * cache(C) * fld(141, B') * rem(1+1) +ECE * (“img”, R)ER *0<1< L|>ktrue}
7. i=i+1;
{EIE’7 R, 1. vars(n:N,cache:C,imgs:R,len: |L|, i:I, img: L], cat:S,url:—, isB:—) }

* —isB(8) * cache(C) * fld(1, B') * rem(1) * ECE' * (“img”, R)EE’ * 0<I< |L| * true
8. }
€/, R. vars(n:N, cache:C, imgs:—,len:—, i:—, img:—, cat:S,url:—, isB:—)
x —isB(S) * cache(c)  fld(|L|, &) * rem(|L]) * ECE * (“img”, R)EE * true

Figure 5.10.: A proof sketch of the adblockerl program
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then the entire subtree at that element is removed from the DOM tree.

Observe that when an “img” element is removed from the tree (i.e. when
its “sr¢” attribute holds a blacklisted value), the iteration counter i is not
increased. This is because DOM NodeLists are live and dynamically reflect
the changes to the DOM tree. Consider executing adblocker2 with n=4
denoting the identifier of the element named “body” in Fig. Calling
n.getElementsByTagName ("img") on line |1 then yields imgs=[3,8,2]. Let
us suppose that the value of the “src¢” attribute on node 3 is blacklisted.
At iteration 1=0, node 3 is removed and the imgs NodeList is accordingly
updated to imgs=I[8,2]. Were we to increment i to 1, we would proceed
with inspecting element node 2 and would erroneously skip inspecting
element 8. As such, unlike adblockerl, the progress of the loop cannot
be measured by the iteration index I alone, rather a combination of the
iteration index 1 and the remowal index J, denoting the number of “img”
elements removed so far (i.e. the number of times line |§| is executed).
That is, initially 1=J=0, and at each iteration either I is incremented by
1, or J is incremented by 1. Both 1 and J are non-negative; we omit this
assumption from our predicates for better readability. At the end of the
program, the 1 denotes the number of (safe) “img” elements (those with
either no “src¢” attribute or a whitelisted “src¢” attribute) remaining in the
tree. Analogously, the J denotes the number of (unsafe) “img” elements
removed from the tree (those with a blacklisted “sr¢” attribute).

Since the imgs NodeList evolves each time an “img” element is re-
moved, we enumerate the lists describing the value of imgs after each
removal. That is, when there are n elements to be removed, we define
L=[Lo,L1,...,Ly] where Ly denotes the initial value of imgs, and Lj de-
notes the value of imgs after k£ removals. In other words, since J denotes
the removal index, the |L|’ describes the value of imgs after J elements are
removed. As before, for any given index M, we use a suggestive notation
and write Ly as a shorthand for |L|™ (see footnote [5)).

Note that R=|L| —1 denotes the total number of unsafe “img” elements
(those to be removed). For brevity we write R for |L| —1 in our predicates.
Similarly, the last list in L, namely Ly, comprises only safe “img” elements
under the tree (otherwise Ly must evolve to yet another list Ly excluding
the unsafe elements). Recall that at the end of the program the 1 denotes

the number of (safe) “img” elements remaining in the tree and J denotes
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the number of (unsafe) “img” elements removed. Consequently, at the end
of the program I=|Lg| and J=R.

The specification of adblocker2 is given in Fig. [5.11] and is similar
to that of adblockerl. The precondition P comprises three assertions.
The vars,p, assertion describes the values associated with the program
variables. The fld assertion describes the DOM footprint of the operation.
The ¢ — J, reserves an empty spot in the grove where the removed
elements (those with blacklisted “src” attributes) may be moved.

Similar to the fld assertion in adblockerl, the fld(1,J, E) assertion de-
scribes the DOM footprint of the program for iteration 1 with J elements
removed (i.e. (I, J) tracks the progress of the loop). As before, the fld as-
sertion comprises two parts, with the first part describing the folded DOM
footprint (the tree assertion), and the second part providing an unfolding
mechanism to get at the target element node at each iteration.

The unfld(1, J, E) assertion describes the unfolded tree resources at step
(1,J) and comprises three parts. The first part, S(1,J), describes the safe
“Img” elements inspected so far (those that have been processed at previous
iterations and have been deemed safe). The second part, t(1,J), describes
the next “img” element C to be inspected. The third part, ((---* p(1,J) —

) A (o %r(1,3) = ...)), describes the remainder of the tree such that
i) if combined with the previous safe elements and the processed element
p(1,J) (where C is left untouched), then it produces the unfolded tree with
the iteration index I incremented; and ii) if combined with the previous
safe elements and the modified tree r(1,J) (where C is removed), then it
results in the unfolded tree with the removal index J incremented. That
is, this third part allows us to advance the progress of the loop depending
on the result of inspecting the current “img” element.

As described above, the t(1,J), describes the “img” element C to be
inspected at step 1+J (i.e. c=|L,|", the 1" item in the current NodeList
L;). Either element ¢ has no “sr¢” attribute, or the “sr¢” attribute is
included in the footprint and its value may or may not be blacklisted.
Recall that if the value of “sr¢” on C is blacklisted, then C is removed from
the tree. As such, the parent of C, namely P, is also included in the
footprint to allow for the removal of C from the child list of P, (as per
the precondition of removeChild operation - see Fig. [5.2).

The p(1,7) describes the result of inspecting ¢ when C either has no
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“src” attribute, or the value of its “sr¢” attribute is not blacklisted: both
C and its parent P, remain unchanged. Analogously, the r(1,J) describes
the result of inspecting ¢ when it has a “sr¢” attribute with a blacklisted
value: C is removed from the child forest of its parent Pc.

We give a proof sketch of adBlocker2 in Figs. [5.12}{5.13] The precon-
dition (defined as P in Fig. |5.11)) comprises the variable store, the folded
unprocessed (1=J=0) tree, and an empty spot in the grove for the removed
“img” elements. Similarly, the postcondition comprises the variable store,
the folded, fully processed (1=|Lg| and J=R=|L| —1) tree with its tag lis-
teners extended with a new listener for “img” and the grove extended with
the removed “img” elements. Observe that rather than explicitly track-
ing the removed “img” elements in the grove, we describe them by the
weaker assertion true. However, as we demonstrated in the specification of
adblockerl (Fig. , it is straightforward to track the removed elements
in the grove. We opt for the weaker specification to keep the proof less

verbose.
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adblocker2

L

1. imgs :=n.getElementsByTagName ("img") ;

2. len

:=imgs.length(); i=0;

3. while(i<1len){

C

© XN T

10.
1.}
12.
13. 3 }

where

P
Q

> 1>

VarSyp2
fld(1,J, E)
tree(1, J, E)
unfld(1,J,E)

> 1> > >

(1>

—+
—~

—

—
~

JH
—

=
lI>

p(

r(1,7) &

S(1,7) &

:=imgs.item(i);

url :=c.getAttribute("src");
isB :=isBlackListed(url);

if (url && isB){

p :=c.parentNode;
p.removeChild(c);
len :=imgs.length();
else {

i=1+1;

{P} adblocker2 {Q}

varsapo * fld(0,0,E) * ( — @

3E, R’ vars,p1 * fld(|Lr| , R, E') %  — &, P true
*BECE' * (“img”, R')EE/ * true

vars(n:N, imgs:—, len:—, i:—, c:—,url:—, isB:— p:—)

tree(1,J,E) * ((V1', 7/, E . tree(1', ', E') = unfld(1',J',E")) A emp)

a — Sy[n, T,]% * srch(T,, “img”, L;)

3B,7,0,08,02,¢ . S(1,3) % t(1, )

#((S(1,9)  p(1,7) = tree(14+1,3,E)) A(S(1,3) * r(1,7) — tree(1,J+1,E)))
Jo. e= L[ * Be = (Sc)ee [Ve, 06 @ img,[Ac, dclge ® 52]?5

% (outn (Ac, “sr¢”) V (Ac=€c © sTCy, [Te]py * val(Te, Vo))

30. =L * e = (So)re Ve, 05 © imgg[Ac, O] ® 53]55

% (outn (Ac, “sr¢”) V (Ag=€c ® STCy, [Tolry * val(Te, Vo) * misB(Ve)))
Jo. e= L] # Bo = (So)ee Ve, 06 @ 52]?2
*Ac=€c © SICy,[Te]rrr * val(Tce, Vi) * isB(Ve)
38s. 8s={(N,K) | N=|L,|“ AK <1}

® B = (Sc)pe [V, Ok © Imgg[Ac, bi]ie © 07

&

(C,K)€ESs (Outn (Ac,src”) V(Ao =€x @srey, [Telry #val(Te, Vo) *_‘iSB(VC)))>

Figure 5.11.: The adBlocker?2 client program and its specification
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{vars(n:N, imgs:—, len:—, i:—, ci—,url:—, isB:—, p:—)fld(0,0,E)x( — @4 }
1. imgs :=n.getElementsByTagName ("img") ;
IR/ E. vars(n:N, imgs:R’, len:—,i:—, c:—, url:—, isB:— p:—)

% ( > Ty + B'CE * (“img”,R')EE’ * true

/
% o> Sk [n, TO]:: s srch(Tp, “img”, Lo) * ((V1,J,E. tree(1,J,E) — unfld(1,7,E)) A emp)
2. len:=imgs.length; i=0;
IR, £ vars(n:N, imgs:R/, len:|Lg|,1:0, c:—,url:—, isB:— p:—)
*( = Dy x B'CE x (“img”,R')EE’ * true
s v = Sy, To] = srch(Ty, “img”, Lo)* ((V1,J,E. tree(1,,E) — unfld(1,J,E)) A emp)
IR, ¥ vars(n:N, imgs:R/, len: |Lg]| , 1:0, c:—, url:—, isB:—, p:—)
*Cyr—> D g * E’QjE * (“img”ZR’)éE’ >:< fId;0,0,’E’) * t;ue 7
IR, E, 1,J. vars(n:N, imgs:R’, len: |1, , i, c:—,url:—, isB:—, p:—)
% C = @y @ true x E'CE  (“img”,R')EE’ * fld(1, 5, E') * true
3. while(i<len) {
3R/ E 1, J. vars(n:N, imgs:R/, len: |L,|, i:1, c:—,url:—, isB:—, p:—)
% ( > Dy @ true x E'CE * (“img”,R')EE  fld(1, 1, E') * 1< |Ly| * true
IR, ¥, 1,J. vars(n:N, imgs:R’, len: |L;|, i:I, c:—,url:—, isB:—, p:—)
*( = @y @ true x E'CE * (“img”,R')EE’ * 1< |1, | * true
% @ = Sy[n, Ty]E% srch(T,, “img”, L,) % ((V1,J,E. tree(1,J,E) — unfld(1,J,E)) A emp)
4. c:=imgs.item(i);
3R, E,1,J. vars(n:N, imgs:R’, len: |L,|, i1, c: L', url:—, isB:—, p:—)
*( = Dy @ true x E'CE x (“img”,R')EE’ * 1< |L, | * true
s = Sy, Ty]Ex srch(T,, “img”, L, ) * ((V1,1,E. tree(1,J,E) — unfld(1,J,E)) A emp)
IR, E) 1, J. vars(n:N, imgs:R’, len: |L,|, i1, c: |L,|", url:—, isB:—, p:—)
x( > @y @ true x E'CE * (“img”,R')EE' * truex 3B, 7, 0, 61, 62, e S(1,3) * t(1,73)
# ((S(1,3) % p(1,7) = tree(1+1, 3, E)) A(S(1, 3) * r(1,J) = tree(1, J+1,E)))
* ((V1,J, E. tree(1, J, E) = unfld(1, J, E)) A emp)
url :=c.getAttribute("src");

isB :=isBlackListed(url)
IR, B, 1,7, U, B. vars(n:N, imgs:R’, len: |L,|, i:1, c: |L,|", url:U, isB:B, p:—)

x( > Ty @ true x E'CE * (“img”,R')EE' * true 38,7, 0,61, 62, e S(1,7)
* ((p(l, 3) % (U= V (B=0)) V (t(1,3) * U=V, * Bil))

# ((S(1,7) % p(1, 3) — tree(14+1, 3, B)) A(S(1, 1) * r(1, 1) — tree(1, J+1, E)))
* ((V1,J, E. tree(1, J, E) = unfld(1, J, E)) A emp)

Figure 5.12.: A proof sketch of the adBlocker2 program
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IR, E)1,J, U, B. vars(n:N, imgs:R’, len: |L,| , i:1, c: |L,|", url:U, isB:B, p:—)
% ( — @y @ true x E'CE * (“img”,R')EE' * true * 38,7, 0,61, 62, e S(1,9)
* ((p(I, 3) % (U= V (B=0)) V (t(1,J) * U=V, * Bil))
* ((S(1,7) % p(1,3) = tree(1+1, 3, B)) A(S(1, 7) * r(1, 1) — tree(1, J+1,E)))
* ((V1, J, E. tree(1, J, E) = unfld(1, J, E)) A emp)
7. if (url && isB) {
IR, E, 1, 7. vars(n:N, imgs:R’, len: |L,|, i:1, c: |L,|", url:ve, isB:1, p:—)
*( > Dy @ true x B'CE * (“img”,R")EE’ * true x 33,7, 3, 5T o2 ¢, S(1,
# ((S(1,7) % p(1,3) = tree(14+1, 3, E)) A (S(1, 7) * r(1, 1) — tree(1, J+1,E)))
* ((V1, J, E. tree(1, J, E) = unfld(1, J, E)) A emp)
8. p :=c.parentNode;
9. p.removeChild(c) ;
3R, E, 1,7, vars(n:N, imgs:R’, 1en: |L,|, 11, c: |L,|', url:ve, isB:1, p:Pe)
*( > Dy B true x E'CE * (“img”,R')EE’ * true * 33,7, 5, 61, 62, eLJ.S(I, 3)xr(1,J3)
* ((S(1, J) % p(1,7) = tree(1+1, 3, E) ) A(S(1, 3) * r(1, J) = tree(1, J+1,E)))
* ((V1, J, E. tree(1, J, E) — unfld(1, J, E)) A emp)
IR, ¥, 1,J. vars(n:N, 1mgs R/, len: |L,|,i:1,c:— url:—,isB:—,p:—)}
*( > Dy @ true  B'CE * (“1mg JREE *fld(1,1+1, E) * true
len =imgs.length;
IR, ¥, 1,J. vars(n:N, imgs:R/, len: |Ly41|, i:I, c:—,url:—, isB:—, p:—)
*( > Dy @ true x B'CE * (“nng R)EE « fld(1, 34+1, E)  true

J) * (1, )

10.

IR, ¥, 1,J. vars(n:N, imgs:R/, len: |L,|, i:1, c:—, url:—, isB:—, p:—)
x( > @, @ true * E'CE * (“img” ,R')EE' * fld(1,J, B') * true

11. { } else {
IR/, B/ 1, J. vars(n:N, imgs:R’, len: |L,|, i:I, c: |L,|", url:U, isB:B, p:—)
{*C > @y @ true « E'CE * (“img”,R')EE * true x 33,7, 6, 01, 62, LJ.S(I,J) *p(1,7)
S(1,3) % p(1,3) = tree(1+1, 3, E)) A(S(1, 3) * (1, J) — tree(1, J+1, E)))
VI J, E. tree(1, J, E) = unfld(1,J, E)) A emp)
3R/, E, 1, J. vars(n:N, imgs:R’, len: |L,| , i:I, c:—,url:—, isB:—, p:—)
{*( Ty © true * B'CE * (“img”,R)EE * fld(14+1,J, ") * true }
= i+l
{3R E I, J. vars(n:N, imgs: R/,len:|L,|, i:14+1, c:—, url:—, isB: —,p:—)}
*( > @y @ true x B'CE * (“1mg R)EE *fld(1+1 J, E)*true
3R/ E) 1, 3. vars(n:N, imgs:R’, len: |L,] 1.I,c.,ur1.,1sB.,p:)}

12.

% ( = @, @ true x B'CE * (“img”,R')EE’ * fld(1, 5, B') * true
13. 3
3R/, £\ vars(n:N, imgs R/,len:— i:— c:— url:— isB:— p:—)
{*C — @y @ true * B'CE * (“ung R)EE x fld(|Lg|, R, E) * true}

Figure 5.13.: A proof sketch of the adBlocker2 program (continued)
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6. Technical Background: Refinement

In what preceded we discussed abstraction and explored its benefits for
library specification and client reasoning. While abstraction is crucial for
simpler and more modular specification and client-side reasoning, it is as
important to refine the abstraction in order to move closer to the imple-
mentation level. In particular, it is important to verify that a particular
implementation does indeed satisfy the abstract specification provided to
the clients of a library. Given an abstract specification of a library, tradi-
tional refinement techniques 30} 3] produce a correct implementation that
meets that specification.

Filipovi¢, O’Hearn, Torp-Smith and Yang have studied data refinement
for local reasoning [20], by considering modules built on top of the stan-
dard separation logic heap model. They observed that a module client
can break the refinement between an abstract module and its concrete im-
plementation by dereferencing pointers into its internal state, and thereby
violating the abstract boundary of the module. In particular, they stud-
ied a simple memory allocator maintaining a set of available free cells.
They noted that at the concrete level a client may violate the free cell
set via memory pointers that have been previously deallocated, whereas
at the abstract level the free cell set is unaffected by such accesses. To
rectify this, they introduced a modified operational semantics that treats
such memory accesses as faulting executions, thereby “blaming the client”
for breaking the abstraction boundary. This in turn meant that both the
module and its client must use the same state (data) model which is not
always feasible.

In [16], Dinsdale-Young, Gardner and Wheelhouse apply data refinement
to local reasoning in order to show the soundness of implementations of
library modules specified in context logic. In contrast to [20], they worked
with the axiomatic, rather than operational semantics of the language

and defined proof transformations to show that concrete implementations
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simulate abstract specifications. This way, they did not need to consider
badly behaved client programs as the proof system only makes guarantees
about well-behaved client programs. They developed general techniques for
verifying the correctness of library implementations with respect to their
specifications by defining translation functions that relate abstract (high-
level) states to concrete (low-level) states. Their translation functions fell
in one of two categories described shortly: locality-breaking translations or

locality-preserving translations.

The correctness of both approaches relies on the data refinement tech-
nique known as forward simulation (also known as L-simulation) [3]. Sim-
ulations relate abstract states and library operations to concrete states
and the implementations of operations. Using forward simulation, one
must show that the result of transforming an abstract state to another
via a library operation and subsequently refining the result is the same
as refining the same initial abstract state and then transforming it via
the implementation of the same library operation. More concretely, let
72 (|.],[.]) denote a translation function comprising a state translation
function |.| relating sets of abstract states to sets of concrete states, and
an implementation function [[.] mapping library operations onto their im-
plementations. Given any two sets of states p and ¢ and a library client

program C we must then have:

{rtc{q} = 7:{p}C{q}

where  7:{p}C{q} €5 {|p]} I {la)}

In [16, 59], the authors applied this forward simulation technique in or-
der to show the implementation soundness of several pedagogical libraries.
Later in [33], Jensen and Birkedal further studied the locality-breaking
translations for the refinement of libraries specified in separation logic.
The works in all three of [16], [59] and [33] study the refinement of li-
braries in sequential settings. In [23], we revised the results from [16] [59]

for the refinement of SSL-specified libraries in concurrent settings.

To better understand the two varieties of translations, in we present
a sequential implementation of the list module studied in §2.1.2] and de-
scribe how we establish its correctness using a locality-breaking trans-

lation. We highlight the limitations of locality-breaking translations in
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scalability and concurrency, motivating the need for locality-preserving
translations. In §6.2] we present an overview of locality-preserving transla-
tions and describe how they overcome the limitations of locality-breaking
translations in scalability and concurrency. We demonstrate a limitation
of locality-preserving translations, namely their complezity, especially in
sequential settings. In we introduce hybrid translations that combine
the strengths of both locality-breaking and locality-preserving translations

for simple, scalable refinement of sequential libraries.

6.1. Locality-breaking Translations

Consider the sequential implementation of the list operations in Fig. [6.]]
where an abstract list is implemented as a singly-linked list in the heap,
with a sentinel node at the head of the list. Each list node comprises two
adjacent cells, respectively recording its value and the next pointer. The
designated sentinel node similarly comprises two adjacent cells, respectively
recording an arbitrary value and the location of the first list node (or null
when the list is empty). For instance, the abstract list depicted in Fig.
is implemented as follows where the cell at R; denotes the sentinel node,

the — arrows denote ‘next” pointers, and — denotes a null pointer:

(6.2)

The list implementation in Fig. [6.] is given in the while language WL
presented in §3, where we write n.value for n and write n.next for n+1.
We assume that this implementation is used in sequential settings. That
is, we remove the parallel composition construct (C;l/Cz) from the WL
language and thus assume that at any given time no client program written
in WL may run two list operations in parallel by two distinct threads.
Later, we will discuss library implementations in concurrent settings.

As described above, in order to establish the correctness of the list op-
erations in Fig. 6.1, we provide a refinement proof demonstrating that
everything one can prove about the client programs calling the list library
operations specified in Fig. can also be proved about the same pro-
grams calling the implementation of the list operations in Fig. [6.1] instead.
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x.add(n) £ x.remove (n) £

var ¢, m in { var ¢, p, next in {
c=X; p=x; c=[x.next];
while([c.next]'=null){ while(c!=null && [c.value] '=n){
c= [c.next] p=c; c=[p.next]
} }
m=alloc(2); if (¢ !'= null){
[m.value] =n; next = [c.next];
[m.next] =null; [p.next] =next;
[c.next] =m free(c, 2)
} T}
r := x.item(i) £
if (i >= 0){

var j, ¢ in {
j=0; c=[x.next];
while(c!=null&&i!=3j){
j++; c=[c.next]
}
r=c

)

Figure 6.1.: A sequential implementation of the list operations

To this end, we first define a state translation function, |.|, mapping
abstract list states at the specification level onto concrete list states at
the implementation level. We then define a substitutive implementation
function, [.], that replaces each call to a list library operation in C with
the correspondingly named program given in Fig. For instance, the
[x.add(n)] is defined as the x.add(n) program in Fig. and [[C1;C2] &
[C:]] 5 [Ic2]l-

We must next show that given the translation 7 = ([.],[.]), every
triple of the form {p} C {¢} one can prove at the specification level is
refined correctly, written 7 : {p} C {q}, and can also be proved at the

implementation level:

{ptcia} = 7:{p}c{q} (CORRREF)

Finally, we must formulate the definition of 7 : {p} C {¢} describing what
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it means to refine a triple correctly.

We begin by defining the logical state translation function, |.], that given
an abstract state of the form ((o,h),h) — where (o,h) denotes a WLocIc
logical state comprising a stack and a heap (Def. , and h denotes a
logical list heap such as the ones in Fig. — it maps the logical list
heap h onto sets of concrete singly-linked lists such as the one depicted in
(6.2), while leaving the stack and the heap (o, h) unchanged.

Recall that the footprint of x.add(n) at the abstract level is limited to
the last position of the list, as described by R; — « in the precondition of
add in Fig. repeated below:

{vars(x:IRl,n:N) * Ry — a} x.add(n) {vars(x:le,n:N) * Ry — aH—[N]}

By contrast, the implementation of x.add(n) in Fig. proceeds by
traversing the list from the beginning until it reaches the last element
in the list (p where p.next is null). It then extends the list with n
by redirecting the “next” pointer of the last node (p) to n. That is,
the footprint of x.add(n) at the concrete level encompasses the entire
list. This results in a locality mismatch between the abstract and concrete
levels, and our translation function must thus account for the additional

resources required by the larger footprint of the implementation.

As such, the translation function must map both incomplete list heaps
(e.g. h=R; — [a]+x++[b]) and complete list heaps (e.g. h'=R; — [a, b, c]),
onto complete concrete lists. We thus define a completing translation func-
tion that first extends an incomplete abstract list into a set of complete
abstract lists, and then translates them to complete concrete lists. For in-
stance, given the incomplete abstract list h=R; — [a]++x+-[b] in Fig.
Fig. depicts three possible completions of h, with their concrete rep-
resentations in Fig. [6.2c. The intuition behind completing translations
is that incomplete list fragments are purely abstract notions, providing a
means for reasoning about lists in a local and compositional manner. At
the abstract level, the list library itself does not provide operations for
creating or destroying partial lists and thus we never need to reason about
full client programs that concern incomplete lists. As such, it suffices
to demonstrate that any specification that we can prove about full client

programs at the abstract level, can also be proved about the same full
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Figure 6.2.: An incomplete abstract list; several completions of @); imple-
mentations of complete lists in (b))

programs at the implementation level. That is, our implementation need

not consider incomplete lists and may solely focus on complete lists.

We next formulate the definition of 7 : {p} C {q} used in (CORRREF),

describing what it means to refine a triple correctly. Since our translation
function |.] extends the incomplete list heaps into complete ones intro-
ducing additional resources, to ensure the translation correctness we must
show that the inclusion of these additional resources does not break frame
preservation and that the translation function preserves all frames. That
is, any compatible frame at the abstract level, remains compatible after
translation to the concrete level. As such, we bake this frame preserva-
tion requirement into the definition of correct refinement 7 : {p} C {¢} as

follows:

i {p} C{a} &5 vr {pxr]} [c] {La*rl} (REF)

The above states that abstract specifications are preserved by the trans-
lation in all larger states: all triples {p} C {q} that we can prove at the

abstract level, are preserved by the translation, while also preserving all
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compatible frames r.

Lastly, given the definition of refinement in , we must prove that
holds. The proof of is by induction on the struc-
ture of triples (excluding the parallel composition rule for Ci||Co as we
do not consider concurrency in this section). The proof of inductive cases
follow from the inductive hypotheses. For instance, we can prove the

sequential composition case (SEQ) by the following derivation:

YR } 7:{r}Csy {q}
Vo (L= al] [ (Iresl] ° Vo {Iresl) [o (Lows]) ﬁ
Vs {lp*s]} [C0; [C2] {la*s]} ([] det.)
VS.{MP*SJJ} ﬂ[Cl;CZ]]] {M SJJ}

7:{p} C1;C2 {q}

(6.3)

For the base cases, namely those of list axioms in AX1omy, (Def. , we
must show the correctness of our sequential implementation in Fig.
More concretely, we must show that for all list operations C and all list
axioms (p,C,q) in AxiomMy, (Def. 38), the following holds:

vr. {lp=*r]} [c] {la*r]}

where [[C]] denotes the implementation of C given in Fig. and |.] de-
notes the completing translation function described above. This is straight-
forward to establish for our simple list implementation and we omit the
proof here. Instead, later in §7] we present an implementation of the DOM
fragment studied in and establish its correctness with respect to our

axiomatic DOM specification by proving an analogous result to that of

(CoRrmRER).

Locality-breaking (completing) translations are simple in that they do
not require locality at the concrete level to match the locality at the ab-
stract level. However, whilst defining completing translations of locality-
breaking translations is simple, the correctness proof may be rather dif-
ficult as we have to show that the axioms are preserved for all possible
frames and all possible completions. In particular, as we demonstrate

shortly, the number of proof obligations increases as we consider more
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complex libraries where the completion of partial data is not straightfor-
ward. Moreover, as we demonstrate below, locality-breaking translations
are not suitable for the refinement of concurrent libraries as they involve

non-trivial linearisability proofs.

6.1.1. Locality-breaking Limitations: Scalability

The completing locality-breaking translation considered above for the list
library is rather simple. In particular, the correctness of the inductive
cases follows from the inductive hypotheses whilst the correctness of each
list library axiom can be established by a single proof per axiom. More
concretely, for each of the list axioms, the translation function is required
to complete the partial lists in the pre- and postconditions by describing
the data associated with at most a single abstract address . For instance,
in the case of the x.add(n) axiom given in Fig. (p. and repeated
on p. [201] the completing translation must describe the list data associated
with the single context hole a. In other words, for each axiom of the list
library, it suffices to consider a single arbitrary completion of the list data
in its specification (by associating an arbitrary list fragment with o when
applicable). As such, we can prove the correctness of our implementation
by providing a single proof per library axiom.

In general, it is not always possible to capture all possible completions
of the data in library axioms succinctly with a single arbitrary completion.
For instance, consider providing a (completing) locality-breaking transla-
tion of our tree library T in §4] with its operations axiomatised in Fig. [4.2]

Regardless of how the tree library operations are implemented, establish-
ing the correctness of the appendChild(n, m) operation is going to pose
a challenge. Consider the specification of appendChild(n, m) in Fig. 4.2

repeated below:

{vars(n:N,m:M) x o — N[S] * v — M[T] % complete(T)}
appendChild(n, m)
{Vars(n:N,m:M) % a — N[B @ M[T]] %y — @}

Let us assume that the values associated with the logical variables N and
M are as follows: N=n and M=m. As depicted in Fig. there are three

possible ways in which the incomplete tree data in the precondition of
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Figure 6.3.: The possible completions of the appendChild(n, m) resources

the axiom can be completed. That is, n and m may be in one of three
possible orientations with respect to one another. Either the subtree at n
is somewhere to the left of m; or the subtree at n is somewhere to the
right of m; or the subtree at m is somewhere underneath n.

A particular implementation of appendChild(n, m) may depend on the
relation between n and m, varying from one orientation to another. For in-
stance, consider an implementation in which each node maintains a pointer
to its parent. When n and m are in one of the first two orientations de-
picted, the implementation of appendChild(n, m) must accordingly update
the parent pointer of m, redirecting it to n. Let us assume that when m
is an immediate child of n, our implementation does not overwrite the
parent pointer of m for efficiency (since doing so is an idempotent opera-
tion). As such, in those completions of the third orientation in which m is
an immediate child of n, the implementation of appendChild(n, m) varies
subtly.

In order to prove that the implementation of appendChild(n, m) is cor-
rect with respect to its abstract specification, we must verify the im-
plementation in each of these three orientations. In other words, we
need to provide three separate proof sketches for the single axiom of
appendChild(n, m). Ideally, we would like to verify the implementation
of each operation once and for all: one proof sketch per axiom. That is,
we would like to establish the correctness of an implementation regardless
of the set of possible completions (frames). This leads us on to locality-
preserving translations that by definition preserve all frames. This in turn
allows us to show the correctness of an implementation independently of

the set of possible completions.
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6.1.2. Locality-breaking Limitations: Concurrency

Locality-breaking translations are not suitable for refinement in concurrent
settings. Let us suppose that we have a concurrent implementation of the
list library L operations. As before, in order to show that our implemen-
tation correctly refines the list specification given by Axiomp, (Def. ,
we must establish the correct refinement condition in , with

the definition of 7 : {p} C {¢} given in (REF).
As described in the proof of (CORRREF] is by induction over the

structure of WLoaicy, triples. The proofs of all cases, with the exception of
the parallel rule {p; * pa} C111C2 {q1 * ¢2}, are straightforward and in most
cases follow from the inductive hypotheses as shown in the derivations
above (see e.g. derivation . Let us turn our focus to the parallel
composition rule. Our first attempt at a derivation similar to that of
fails as we cannot connect the top part of the derivation tree to the
bottom part:

T {m}tC {a} (LH.) P PN (LH.)

r{lpe ) [l (Lo D) e )} 52 (Laze D)
(777) (777) 277)
v {Lpr wpa* 71} G IGT (Lo a2+ 71} Em‘d ’
Vr {Lps* p2 x 7]} [C1I1Co] {lar* @2 %]} o

7 {p1*pa} C111C2 {q1 * 2}

Intuitively, this is because given a frame r, although each thread in iso-
lation preserves r, their interleaving with one another may not. That is,
while executing each of [[C1]] and [[Co]] in isolation preserves r, interleaving
the execution of [[C;]] with that of [[C2]], namely executing [[C1|ICz]], may

not.

Following our failed attempt at an inductive proof, we can alternatively
proceed as follows. First, we show that all triples involving sequential
programs are refined correctly. That is, for all p,q and for all sequential
programs C (where C does not include the parallel composition construct

[l and is not interleaved with another thread) we have:

{pyc{ey = 7:{p}Cc{q} (CORRSEQREF)
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Second, we show that the concurrent program CillCy is equivalent to a
sequential program C, and show 7 : {p} C {¢} instead, which follows
immediately from (CORRSEQREF] above.

We must next define what it means for the concurrent program Ci||Cs
to be equivalent to a sequential program C. The obvious first candidate is
to require that our list library implementation be linearisable [27) [56]. A
library implementation is linearisable if and only if given any two library
operations C; and Co, no matter how C; and Co are interleaved, it appears
as if C; was called before Cy (i.e. C1;C2) or vice versa (i.e. C2;C1). In other
words, the library operations behave atomically: the observable effect of
each library operation is carried out instantaneously.

In order to establish the correctness of a concurrent implementation with
a locality-breaking translation, we must show that our implementation is
linearisable. However, constructing linearisability proofs is known to be
non-trivial and non-modular. As we demonstrate shortly in the following
section, locality-preserving translations provide a simple alternative to lin-
earisability for establishing the implementation correctness of concurrent

libraries.

6.2. Locality-preserving Translations

Locality-breaking (completing) translations do not always scale to the re-
finement of complex sequential libraries as they result in several proof
obligations per library axiom. Moreover, the locality-breaking approach
is not suitable for the refinement of concurrent libraries as they require
linearisability proofs which are non-trivial and non-modular. As such, it is
often more desirable to appeal to locality-preserving translations that by
definition preserve all frames. In short, given sets of states denoted by p
and ¢, a state translation function |.| is locality-preserving if and only if

it satisfies the following property:

Vp,q. |p*ql = Lp] * Lql (FP)

The property above stipulates that locality at the abstract level match
the locality at the concrete level. That is, if two sets of states p and

g are compatible at the abstract level (if p % ¢ is defined), they remain
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compatible after translation (then |p]| x| ¢] is also defined), thus ensuring
frame preservation.

Equipped with the property, we can now weaken the refinement
correctness definition in and thus simplify the proof obligation as:

def

7:{p} c{a} = {lpl} [l {lal} (SIMPREF)

In other words, since the frame preservation property is maintained by
the translation, it is no longer required to be established explicitly for
each axiom as stipulated by , and it suffices to prove the simpler
refinement condition in . That is, as shown in the derivation

below, the frame preservation property in (FP)|) together with (SiMPREF|)
imply the stronger condition outlined in (REF).

(SniPRER)

(FRAME)

(EP)

{Lp]} Tl {lql}
vr-{lp] « [r]} [0 flal «[r]}
vrA{lp«rl} ICl {lg*rl}

We now revisit the shortcomings of locality-breaking translations dis-
cussed in the preceding section and describe how they are addressed by

locality-preserving translations.

Concurrency Recall that locality-breaking translations are not suitable
for the refinement of concurrent libraries as they require non-trivial and
non-modular linearisability proofs. As we demonstrate shortly, locality-
preserving translations are more suitable in concurrent settings as the
frame preservation property maintained by the translation ensures
the preservation of all frames regardless of how the library operations may
be interleaved with one another, eliminating the need for a linearisability
proof.

In other words, rather than proving the refinement correctness for se-
quential programs and then establishing the correctness of concurrent pro-
grams via a linearisability proof, we can demonstrate the correct refinement
of concurrent programs directly by establishing the refinement condition

for the parallel composition rule. More concretely, equipped with the sim-

pler proof obligation of (SIMPREF]) and the frame preservation property in
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(F'P)), we can revisit the failed proof attempt for the parallel composition

rule (PAR) in the previous section and prove it as follows:

(LH)
7 {p} 1{q1} 7 {p2) Co (g}
Tl Tl ([T ™ (D) [o (e

{Ip1] * [p2)} TCi] 1 [C2] {lar] * lg2]} E7) (PAR)
{lp1 *p2l} [T N ICT {1 = 2]} )
{Lp1 *po]} TCilICo]) {La1 * 2]} _IMPREI;

T :{p1 *p2} C111C2 {q1 * g2}

Although locality-preserving translations are more complex in that they
require locality at the concrete level to match the locality at the abstract
level, they are more suitable for the refinement of concurrent libraries.
This is because locality-preserving translations preserve the correctness
of concurrent client programs without the need for linearisability proofs.
Moreover, unlike linearisability proofs, the refinement proofs of locality-
preserving translations are modular and extending the library with addi-

tional operations does not affect the existing proofs.

Scalability Recall that when using locality-breaking translations, the
number of proof obligations increases as we consider more complex li-
braries. This is because due to the footprint mismatch between the spec-
ification and implementation, we must provide a completing translation
that extends incomplete data fragments, providing the additional resources
needed. Consequently, we must consider all possible completions of incom-
plete data as the implementation behaviour may vary in each case. This
in turn leads to several proof sketches per library axiom, hindering the
scalability of locality-breaking translations.

To remedy this, locality-preserving translations abandon the notion of
completing translations altogether, thus eliminating the need for consider-
ing the completions of incomplete data. In other words, locality-preserving
translations yield only those resources that are required by the operation
at the implementation level (rather than the complete data structure),
whilst maintaining the the frame preservation property in . More
concretely, given an abstract triple {p} C {¢}, the translation of p (|p])
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may produce all resources required by the implementation of C, provided
that the frame preservation property in (FP| is maintained. That is, any

frame r compatible with p and ¢ remains compatible after the translation:

vr. |lpxr]|=|p]*|r] and |gxr]=]|q]*|r]

However, as we demonstrated in the preceding section for the x.add(n)
operation, the footprint of a library operation at the implementation level
may be larger than its footprint at the specification level, potentially in-
validating the frame preservation property. When this is the case, in order
to maintain the frame preservation property, we appeal to an additional
concept: the implementation crust. We then motivate the need for an ad-
ditional piece of information required by locality-preserving translations,

interfaces, facilitating the translation of incomplete abstract heaps.

Crust The crust of an implementation denotes those additional resources
required by the library operations at the implementation level that are
not contained in the footprint at the specification level. For instance, in
the case of the list library implementation studied in the previous section
(Fig. , the footprint of the x.add(n) implementation spans the entire
list which is not included in its footprint at the abstract level. As such,
the crust of this implementation encompasses the entire list.

In general, the crust of an implementation may be far more fine-grained
than the entire data structure. For instance, consider the tree library T
studied in with its appendChild(n, m) axiom in Fig. repeated on
p- When N=n and M=m, the abstract footprint of appendChild(n, m)
is limited to the tree node m and the subtree at m. Consider an imple-
mentation of the tree library where each node maintains a pointer to its
parent and each parent node tracks its immediate children via a linked
list. Let us assume that the implementation of appendChild(n,m) pro-
ceeds as follows: i) it looks up the parent of m, iterates over the child list
of the parent until it reaches m, removes m from the child array; and ii)
iterates over the child list of n until it reaches the end and then appends
m to it. As such, the footprint of appendChild(n, m) at the implemen-
tation level contains the tree nodes n and m (which are included in the
specification footprint) as well as the resources associated with the child

list of m’s parent and the child list of n (which are not included in the
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specification footprint). In other words, the crust of this implementation
comprises the child list of m’s parent and the child list of n. More con-
cretely, for every abstract address x in the domain of an abstract tree
heap (e.g. the addresses associated with « and ~ in the heap described
by the precondition of appendChild), the crust includes the child list of
the node directly above x (e.g. the child list of the parent nodes of N and
M). Analogously, for every context hole x in the range of an abstract tree
heap (e.g. the context hole associated with /5 in the heap described by the
precondition of appendChild), the crust includes the child list of the node
directly above x (e.g. the child list of N).

Let us write TCrust(P) for the crust of the tree heap described by P

and let us define the tree resources Py, P; and P, as follows:

Ry — U[L[@] ® R[@H < dag,an. Py*x Py x Py
with Py = Ry '—>U[041 ®a2] P = Ozp—)L[@] Py £ OéQ'-)R[@]
(6.4)

Since crust denotes the resources required by the implementation of the
library operations, the translation function mapping abstract resources
onto concrete ones must include the crust in the translation. For in-
stance, the translation of Py, namely | P |, must include the crust resource
TCrust(Py). That is, the translation of P; must be of the following form:

|Pi] = - % TCrust(Py)

where TCrust(P;) denotes the crust of Pj, namely the child list of u.
Analogously, the | P»| must include TCrust(P) : | Py] = ---* TCrust(P),
where TCrust(P,) also corresponds the child list of U. Note that at the
abstract level the resources described by P; and P, are compatible in that
P, % P, is defined. In order to maintain the frame preservation property
of , we must ensure that the translations of these resources remain

compatible at the concrete level. That is, we must show:

”,Pl * PQJJ = H}Pﬂ] * HPQJ
= TCrust(Py) * -+ % TCrust(Py) % - - -

However, observe that the resources of TCrust(P;) and TCrust(FPz) are
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incompatible in that they both contain the child list of U, rendering
TCrust(P;) % TCrust(P,) undefined. To remedy this, we can declare the
crust resources produced by the translation as shared resources which may
be freely duplicated and are accessible by all threads. For instance, we
can use similar techniques to the concurrent abstract predicates (CAP)

logic [15] and redefine the translation above as follows:

| P £ % TCrust(Py) U

| P] 2 ... x| TCrust(P) U

where U*U@ U for all P, Q and U

The boxed assertion | TCrust(P;) , States that TCrust(P;) is a shared

resource accessible by all threads and may be freely duplicated. The

U describes how the shared resources of TCrust(P;) may be updated
by each thread, provided that it holds the sufficient permissions. As
part of the translation, we can then provide each thread with the nec-
essary permissions (ghost resources) to ensure that they can carry out
the necessary changes. For instance, translating the precondition of the
appendChild(n , m) operation may yield the permission required for ap-
pending node m to the end of the child list of n. Moreover, since boxed
resources are shared, the may be combined using the % connective as shown

above. In particular, we have:

‘TCrust(Pl) ‘U * ’ TCrust(P) ‘U & ‘ TCrust(Py) A TCrust(F») ‘U

By describing the crust as a shared resource, we maintain the frame
preservation property of . As discussed above, this liberates us from
having to consider all possible completions and thus the need for multiple
proof sketches per axiom. We omit the details of our locality-preserving
translation for the tree library T. We refer the reader instead to [23] where
we present a concurrent implementation of the tree library T and establish
its correctness by providing a locality-preserving translation.

Interfaces Recall that when defining a locality-breaking translation, in-
complete heaps (containing abstract addresses) are not translated directly.
Rather, incomplete heaps are first extended into complete ones and only

then are they translated into concrete resources at the implementation
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level. As such, the translation function need not account for incomplete
abstract heaps. On the other hand, as mentioned above, locality-preserving
translations desert the concept of completion altogether and must thus ac-
commodate the translation of incomplete heaps.

Observe that incomplete heaps are agnostic to the shapes of the data
associated with the abstract addresses in their domain and range. For
instance, given the Py, P, and P, assertions in above, let the values
associated with the logical variables be as follows: a;=x1, as=x2, U=u,
L=[l and rR=r. The Py, P, and P, assertions then describe the tree heaps
hy = R; = u[x; ® x3], h; 2 x1 > [, hy £ x5 > 7, respectively. Observe
that the incomplete heap hgy has no knowledge of the forests placed within
x1 and X9, namely the shapes of h; and hs. Analogously, the incomplete
heaps h; and hy have no knowledge of the forest containing the x; and
X9 context holes, namely the shape of hg. This however may not the
case at the implementation level. Consider the implementation described
above where each node maintains a pointer to its parent and each parent
node tracks its children via a linked list. The concrete representation of
h; (respectively hg) then includes a pointer from [ (respectively r) to its
parent (u in hg) and thus relies on some information from hy. Similarly,
the concrete representation of hg includes a linked list of the immediate
children of u (namely [ in h; and r in hy) and hence relies on some infor-
mation from h; and hs. As such, when translating incomplete tree heaps
with abstract addresses, we require auxiliary information describing how
the abstract addresses and context holes connect together. We track this
additional information associated with each abstract address x through an
interface function, associating each abstract address with the necessary
contextual information. To translate the incomplete heaps correctly, we
thus parameterise the translation function with an interface function that

records the interfaces associated with abstract addresses.

6.2.1. Locality-preserving Limitations: Complexity

We have briefly presented locality-preserving translations and demonstrated
how they improve on locality-breaking translations for scalable refinement
of both sequential and concurrent libraries. However, compared to locality-

breaking translations, locality-preserving translations are more complex in
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that they require locality at the concrete level to match the locality at the
abstract level, by requiring the frame preservation property . In gen-
eral, it may not be trivial to devise a translation function that maintains
the property and achieves the desired locality parity.

More concretely, recall that in order to maintain the property, we
must declare the crust as a shared resource mU The U denotes
an interference relation describing how the shared resource TCrust(---)
may be manipulated by each thread, given a suitable distribution of per-
missions amongst threads. Describing the shared resources of crust and
their interference may be rather involved, making locality-preserving trans-
lations more complex than their locality-breaking cousins. This complexity
is justified in concurrent settings, especially when the library implementa-
tion employs fine-grained synchronisation mechanisms. This is because the
complexity of locality-preserving translations is offset by the even more
complex linearisability proofs required by locality-breaking translations.
On the other hand, it is harder to justify this complexity in sequential
settings where the rival locality-breaking translations offer simpler trans-
lations, albeit unscalable.

In what follows, we present a hybrid translation approach for the re-
finement of libraries in sequential settings, combining the strengths of the

locality-breaking and locality-preserving approaches.

6.3. Hybrid Translations

We have briefly demonstrated how to refine abstract libraries as an al-
ternative justification for the soundness of SSL specifications. As with
previous work [I6 59], we have reported on two approaches for proving
the refinement correctness of an implementation with respect to an ab-
stract specification: locality-breaking and locality-preserving translations.

The main difference in the two approaches is the burden of the proof
of a correct translation. Locality-breaking translations are simple in that
they do not require locality at the concrete level to match the locality at
the abstract level. However, when refining the libraries of complex data,
the number of proof obligations increases rapidly as we must provide sev-
eral proof sketches per library axiom. Moreover, they are not suitable

for the refinement of concurrent modules: the burden of proof significantly
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increases as one must additionally establish that each operation implemen-
tation is linearisable. On the other hand, locality-preserving translations
allow us to refine libraries of complex data by providing one proof sketch
per library axiom. Moreover, they are more suitable for the refinement
of concurrent libraries since the property significantly simplifies the
proof obligation by eliminating the need for non-modular linearisability
proofs. However, they are more complex in that they require locality at
the concrete level to match the locality at the abstract level, and it may
be non-trivial to devise a translation function that achieves this.

We present a hybrid translation approach for the refinement of libraries
in sequential settings, borrowing ideas from both locality-breaking and
locality-preserving translations. More concretely, as with the locality-
preserving approach, we do not provide a completing translation and in-
stead provide each operation with its required resources by identifying the
implementation crust. This then enables us to verify the correctness of
each operation with a single proof sketch per axiom, allowing for scalable
proofs. However, unlike locality-preserving translations, we do not declare
the crust as a shared (duplicable) resource. Rather, we treat the crust as
an extension of the footprint, much like the additional resources yielded by
the completions of the locality-breaking translations. This of course invali-
dates the frame preservation property required by locality-preserving
translations. However, whilst the property is crucial for establishing
the correctness of concurrent implementations (it eliminates the need for
non-trivial linearisability proofs), it is not of import in sequential settings.
As such, since we only consider sequential library implementations, losing
the property is of no consequence.

In the following chapter, we present a sequential JavaScript implemen-
tation of the DOM library specified in §5] and establish its correctness by
providing a hybrid translation as described above. That is, we identify the
crust of our implementation and subsequently define a translation function
that maps abstract DOM heaps onto corresponding concrete JavaScript
heaps extended with the necessary crust resources. As we demonstrate in
§7.2) our implementation crust comprises DOM tree resources analogous
to that explained above (e.g. the child list of a parent node), as well as
additional resources needed for the correct initialisation of our JavaScript

implementation.
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7. Refinement for DOM

Previously in we presented a formal specification of a fragment of
the DOM library [2]. In keeping with the axiomatic style of the DOM
standard [I], we specified the behaviour of DOM operations axiomati-
cally rather than operationally. In this chapter, we further justify our
axiomatic DOM specification with respect to a reference implementation
in JavaScript [44]. In §7.1) we present the JavaScript implementation of
our DOM fragment. Later in §7.2] we establish the correctness of this
implementation with respect to its specification in §5 by using a hybrid

translation as described briefly in the previous chapter.

7.1. A DOM Implementation in JavaScript

Recall from §5] that the DOM API is specified in an object-oriented fash-
ion. However, unlike standard object-oriented languages (e.g. JAVA),
JavaScript does not have classes. It is thus not possible to statically
specify that an object created with a given constructor is of a certain
type, exposing certain fields and methods. Instead, in JavaScript every
object has a prototype to which it dynamically delegates the requests it
cannot handle. For instance, when running o.f(), if o does not define
the method f, the interpreter will check if its prototype does, in which
case method f of o’s prototype is executed. As such, method sharing
in JavaScript is accomplished via prototype-based inheritance described
above. We thus implement the DOM data types (namely the Node, Ele-
ment, Text, Document, Attribute and NodeList interfaces) as JavaScript
prototype objects and their operations as JavaScript functions. For in-
stance, for each node type (e.g. element nodes) we define a prototype that
defines the methods corresponding to the operations exposed by the nodes
of that type (e.g. getAttribute). We proceed with a high-level description
of our DOM implementation in [44].
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name : “”

removeChild :

g @proto

getAttribute: ---
setAttribute : ---

Figure 7.1.: A partial representation of our DOM implementation

DOM Interfaces as JavaScript Prototypes

We implement four special JavaScript prototypes, DProto, EProto, TProto
and AProto to represent the interfaces of Document, Element, Text, and
Attribute nodes, respectively. Each one of these prototypes defines the
methods provided by the nodes of its corresponding type. For instance,
EProto defines the element-specific methods such as getAttribute and
setAttribute. Recall that these specialised interfaces all implement the
Node interface which provides the common node methods such as ap-
pendChild and removeChild. We thus implement a JavaScript proto-
type, NProto, that represents the DOM Node interface and implements
the common node methods. The NProto serves as the prototype of the
four specialised node prototypes above.

For the NodeList interface, we implement two prototypes, FLProto and
TLProto, to represent the forest listener and tag listener NodeLists, re-
spectively. Each one of these prototypes defines the methods exposed by
the NodeList interface, namely the length and item methods. Lastly, we
implement a common prototype to these two objects, NLProto.

Each of these JavaScript prototype objects describe JavaScript heaps
(Def. . A partial pictorial representation of these prototype objects
in the heap is given in Fig. The formal heap representations of
these objects are given in Figs. [T.2[7.3] We first describe the notation
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used in Figs. [T.273] and then proceed with a description of the heap

representations.

Notation Given the JavaScript monoid (JSLHEAP, o, JSUNIT) of Def.
we adopt the following assertion-like shorthand to increase readability,
where p,q € P(JSLHEAP), X,Y are values, V is a carrier set and X
denotes the set of all valid JavaScript field names (Def. [68):

pAg for pNgqg pVgq for pUg true for {h|h € JSLHEAP}
emp for {h|h € JSUNIT} pxq for {hiohs|hi €pAhy€q}

) emp if X=Y
X=Y for JuveV.p for {h|lveV AhE€p}

0 otherwise

®  pv) for {h|hep(r)}x--x{h|heplv)}

vE{V1,...,Un }

only(1,8) for & (I,f)— &
£€0\S

le{f1:v1...fh:vn} for = {f1:v1... £} xonly (L, {f1...£,})

The only ([,S) shorthand states that the field names on the object at
location [ are limited to those in the set S and thus for any other field
name the value is @ (none). For brevity, we write h for the singleton set
{h} (e.g. (I,£) — & for {(I,f) — &} in the definition of only (I,5)). The
Il & {f1:v1...f,:v,} shorthand states that the object at location [ only
contains the fields f;...f, with values vy ...v,, respectively.

Let us turn our focus to the JavaScript heap representation of our im-
plementation in Figs. [7.2H7.3| Let Iy denote the location of the node
prototype object NProto in the JavaScript heap. To avoid cluttering the
definitions with additional arguments, we assume [y to be an implicit ar-
gument to the definitions in Fig. when relevant. For instance, the
definitions of NProto and DProto in Fig. both refer to Iy on the right
hand side (via Iy & ... and @proto : Iy, respectively) and we thus assume
Iy to be an implicit argument to both definitions. Similarly, we assume
lp, lg, It and [, to denote the locations of DProto, EProto, TProto and
AProto, respectively, and treat them as implicit arguments in the defini-
tions of Fig. as described above. As we demonstrate later in Def. [79]

we existentially quantify these locations outside the definition of our JS
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NProto = e, lec, lic, les, Insy liss lnp s Lruy Lac-

Qproto : lyp,

ELEMENT NODE: 1, ATTRIBUTE NODE : 2,
TEXT NODE 3, DOCUMENT NODE : 9,
nodeName : “” nodeValue : null,nodeType : null,
parentNode : null, childNodes : null,
ownerDocument : null, hasChildNodes : [,
firstChild : lpc, lastChild : [,
previousSibling : lps,nextSibling : [yg,
insertBefore : [, replaceChild : lyp,
removeChild : [y, appendChild : l,¢

xfunc(lyc, 1, [, enc) * func(le, L, [], erc) * func(lic, 1, [], erc)
x func(lpg, L, [], eps) * func(lns, L, [], exs) * func(lis, 1, [n, o], e15)
xfunc(lgp, L, [0,0], erp) *xfunc(lpw, 1, [0], ern) #func(lac, 1, [0, exc)

DProto £ ek, lor, loas lors-

@proto : ly,nodeType : [y.DOCUMENT NODE;,
nodeName : “#document”, createElement : [,
createTextNode : lor, createAttribute : [q,,
getElementsByTagName : [

* func(lcg, L, [s], ecr) * func(ler, 1, [s], eor)

xfunc(lca, 1, [8], eca) * func(lpry, L [s], €prn)

Ip =

EProto £ lans lsas lras laans Isans lrans larn-
@proto : ly,nodeType : [y.ELEMENT NODE,
getAttribute : [g,, setAttribute : lg,,
lz = < removeAttribute : [z, , getAttributeNode : gy,
setAttributeNode : [5,y, removeAttributeNode : lzay,
getElementsByTagName : [y, __attributes__ : null
xfunc(lea, 1, [8], eca) * func(lsa, L, [s1, 82], €64 ) * func(lna, 1, [s], €ra)
*func(lean, L, [s], €can) * func(lsan, 1, [2], €san)
* func(lpan, L, [a], eran) * func(lgry, 1, [s], €pry)
TProto = E”DLENa st lsps Laps lins lop s lrp-
@proto : ly,nodeType : [y.TEXT NODE,
nodeName : “#text” data : null, length : I ey
splitText : [y, substringData : Iy, appendData : [ ,p,

1nsertData lip,deleteData : Iy, replaceData : lyp

*func(lDLEN, o 115 epren ) xfunc(lsr, 1, [0], esr) *func(lsp, 1, [0, ], esp)
xfunc(lap, 1, [8], eap) * func(lip, 1, [0, 5], €p)
* func(lDD, , [0, ¢, epp) * func(lpp, 1, [0, ¢, 8], €rp)

Q@proto:ly,nodeType:ly. ATTRIBUTE NODE

AProto =
roto =iy = {name :null, value : l,,nodeValue : [,

}* func(ly,], [],ev)

where func(l, L, %,e) £ | = {@proto : Iy, Qscope : L, Qbody : \x.e}

Figure 7.2.: DOM node interfaces as JavaScript prototypes
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NLProto £ Iy, B {@proto : l,,,length : null, item: null}

FLProto = s Livems Ui, lic, lps; lus, liv, ll"p7 lem, lac-
@proto : Iy, length : [ gy, item : gy,

__contents__ :null, __thisNode__ : null,
I s __firstChild__ : lf,__lastChild__: [,
L __previousSibling__ : l,s, __nextSibling__ : [,
__insertBefore__ : lj,, __replaceChild__ : [;p,
_ removeChild__ 2 lim, —_appendChild__ : [,
s func(lipy, L[], eren) * func(lirem, L [1], €rrem) * func(lse, 1, [], efe)
s func(lic, 1, [], e1e) * func(lps, 1, [1, eps) * func(lys, 1, [], ens)
«func(lip, 1, [n, o], ejp) * func(lrp,l [n, o], erp)
* func(lym, 1, [n], €rm) * func(lac, 1, [n], €ac)

lI/TEM
@proto : Iy, length : I/ item: Il ..,
_startPoint__ :null, __pattern__ :null

* f.un(:(thN7 1’ [] eLbN) * func(llThI\/ﬂ l’ [i]7 e;TEM)

TLProto £ 3/’

LEN?

ZTL

Figure 7.3.: The DOM NodeList interfaces as JavaScript prototypes

heap representation. By treating these existentially quantified variables
as implicit arguments when relevant, we keep our definitions cleaner and

improve readability.

A partial JavaScript representation of our implementation is depicted in
Fig. where the objects at locations Iy, Iz and [, respectively denote
the NProto, EProto and AProto prototypes, while the representation of
other prototype objects are left out for brevity.

The NProto describes the Node prototype object at location [y and
states that the prototype of Iy (from which it inherits) is stored at ad-
dress lo, (via the Qproto field). Recall that the l,, denotes the desig-
nated JavaScript object prototypeﬂ The object prototype at [,, describes
the universal object at the end of all JavaScript prototype chains and is
akin to the Java universal superclass “Object”. The ELEMENT NODE,
ATTRIBUTE NODE, TEXT NODE and DOCUMENT NODE denote

! The @proto field denotes an internal JavaScript field used to determine the prototype
chain of an object dynamically. Given an object at location [, the [.@proto records the
location of I’s prototype; that is,, i.e. the object from which [ inherits. To distinguish
internal fields from regular ones, they are written in italics prefixed with the @ symbol,
whereas regular fields are written in the typewriter style.

220



integer constants describing node types. The NProto prototype describes
an abstract prototype (similar to an abstract class in Java that may not be
instantiated) from which all other DOM node prototypes inherit. As such,
the values of the fields nodeValue, nodeType, parentNode, childNodes
and ownerDocument are all null. Analogously, the value of the nodeName
field is the empty string “”. The remainder of the NProto definition de-
scribes the DOM methods exposed by the Node interface as JavaScript
functions. A JavaScript function is stored in the heap as a function object
with the function body stored as a lambda abstraction (Def. . For
instance, the insertBefore function is stored as a function object at lo-
cation li5. The func(ls, 1, [n,0],e) predicate (defined at the bottom of
Fig. states that the function object at [,z inherits from the designated
JavaScript function prototype at lp, (via the internal field @proto), that
this function is to be executed in the current scope chain 1 (Def. , that
this method has two arguments (n and o), and that the method body
is given by the JavaScript expression €. The e describes the code of
the insertBefore function as implemented in [44]. We have omitted the
code here for brevity. The implementation of the r :=n.firstChild and
n.removeChild(o) and operations are given in §B] The implementation of
the remaining operations can be found in [44].

The remaining definitions describe the JavaScript heap representations
of the specialised DOM node prototypes. Note that each specialised pro-
totype inherits from the NProto prototype at Iy (via the @proto field). As
such, each specialised node prototype only implements the methods spe-
cific to that node (e.g. getAttribute on the element prototype EProto)
and does not implement the common node methods (e.g. removeChild) as
these are inherited from the Node prototype NProto. The __attributes__
field on EProto tracks the attributes associated with the element node as
an object with one correspondingly-named field per attribute. The __at-
tributes__ field is not part of the DOM Element interface and is a feature
of our element node implementation. Another implementation may choose
to record the element attributes as e.g. an array or a linked list under
another name. As a convention, to distinguish the implementation-specific
fields from those provided by the DOM interface, we prefix and suffix their
names with __.

The NodeList prototypes are given in Fig. As before, we assume
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I, len and Iy, to denote the locations of NLProto, FLProto and TLProto,
respectively. We then assume [y, l;; and Iy, to be implicit arguments
to the definitions in Fig. [7.3, when relevant. As mentioned earlier, the
NLProto serves as a common prototype for the forest listener NodeList
prototype (FLProto) and the tag listener NodeList prototype (TLProto).
Recall that the NodeList interface provides two methods: length and
item. The implementations of length and item for forest listeners dif-
fer from those of tag listeners. Forest listener NodeLists are maintained
eagerly: upon each insertion and removal from the NodeList the associ-
ated contents array (__contents__) is updated accordingly. By contrast,
tag listener NodeLists are maintained lazily: the contents of the NodeList
are computed on demand upon each inspection via the length and item
methods. As such, each of the FLProto and TLProto prototypes define
their own implementations rather than inheriting them from the common
NLProto prototype. Therefore, the NLProto prototype provides no imple-
mentation of these methods (declared simply as null).

The FLProto describes the forest listener NodeList prototype at address
lg., inheriting from the NLProto at address Iy, (via the @proto field). The
length and item fields record the locations of the function objects im-
plementing the length and item methods for forest listeners, respectively.
The remaining fields track implementation-specific values that are not part
of the DOM interface. The __contents__ tracks the contents of the child
list as a JavaScript array. The __thisNode__ field tracks the location of
the node object with which this forest listener NodeList is associated. The
remaining fields describe auxiliary functions used in the implementations
of the correspondingly-named functions in the Node prototype NProto.
For instance, the implementation of the removeChild function in NProto
removes the specified node from the child list by calling __removeChild__
on the child list.

Analogously, the TLProto describes the tag listener NodeList prototype
at address lr., inheriting from the NLProto at address ly,. The length
and item fields record the locations of the function objects implement-
ing the length and item methods for tag listeners, respectively. The
__startPoint__ records the location of the node object with which this
tag listener is associated, i.e. the starting point for the tag search. The

__pattern__ field records the search string for this tag listener.
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We can now define the JavaScript heap representation of our implemen-
tation as a collection of the prototype objects defined in Figs. As
mentioned earlier, we existentially quantify the implicit arguments used
in the definitions of Figs. denoting the locations of the prototype
objects (e.g. Iy, lp, etc.).

Definition 79 (DOM prototypes). The JavaScript heap representation of
the DOM interfaces is defined as follows:

PrOtOS é EllN; lD; lEa lT7 lA7 lNLa lFL7 lTL-
NProto % DProto * EProto *x TProto *x AProto
* NLProto * FLProto *x TLProto

DOM Objects as JavaScript Objects

A DOM object in our JavaScript implementation is an instance of the
corresponding prototype. For instance, a partial JavaScript representation
of the “img” element with identifier 3 in Fig. is depicted in Fig. [7.4]
The objects above the dashed line represent prototype objects given in
Figs. [[.2H7.3] as described in the previous section.

Let us look at the JavaScript heap representation of the “img” element
with identifier 3 in more detail. This element node is represented in the

JavaScript heap as:

ENode (3,“img”, I, fid, 9) = FL (fid, 3, []) * lo & {?imltg ;fi"g;h: 17}

« ANode (13, “stc”, fid, ) * FL (fid,, 13, [1]) ’

« ANode (17, “width”, fidy) % FL (fidy, 17,[23]) (7.1)
« TNode (1,“g00.g1/K4S0d0”, fids, 13) % FL (fids, 1, [])

« TNode (23,“800px", fid,, 13) * FL (fid,, 23,[])

with the definitions of ENode, ANode, TNode and FL given in Fig.
As before, we assume Iy, lp, lg, v, ls, Ixn, e and Iy, to denote the
locations of NProto, DProto, EProto, TProto, AProto, NLProto, FLProto
and TLProto, respectively, and treat them as implicit arguments in the
definitions of Fig. when relevant.

The first component, ENode (3,“img”, l,, fid,9), implements the “img” el-

ement with identifier 3 as an instance of the EProto prototype at address
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name : “”

removeChild :

L Q@proto
{ getAttribute : --- }

setAttribute: ---

tagName : “img”
__attributes__:
parentNode :

Figure 7.4.: A partial representation of “img” element 3 from Fig.

3 with fields: i) @proto, storing the address of the EProto prototype [y
(captured by the arrow labelled @proto in Fig. [7.4); ii) tagName, storing
its tag name (“img”); iii) nodeName, the same as the tag name; iv) __at-

tributes__, storing the address of an object (l,) that maps the names

-
of the attributes on the node to their corresponding attribute objects; v)
childNodes, storing the address of a FLProto object containing the child
nodes of the node; vi) parentNode, storing the address of the parent node
(i.e. node 9); and vii) ownerDocument, storing the address of the docu-
ment object (with the designated identifier d). An element node has no
other fields and inherits all methods of the EProto prototype (e.g. getAt-
tribute).

The second component, FL (fid,3,[]), implements the forest listeners of
node 3 as a single FLProto object at address fid with fields: i) @proto,
storing the address of the FLProto prototype lp.; ii) __thisNode

- -

the address of the node with which the child list is associated, i.e. 3; and

storing

iii) __contents__, storing the location of the contents array. The contents

-

(in this case []) are represented as a JavaScript array captured by the
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DNode (1, fid, ¢) 2 1 & @proto : 1, childNodes : fid, }

documentElement : e

{@pmto lg,nodeName : s, tagName : s, }

ENode (I, s, o, fid, u) 21 = attributes__ : [,,childNodes : fid,

parentNode : u, ownerDocument : d

TNode (I,s, fid,u) =1 =

@proto : lr,nodeValue : s,childNodes : fid,
parentNode : u, ownerDocument : d

ANode (i, s, fi @proto : l,,nodeName : s, name : s, }

childNodes : fid, ownerDocument : d

Q@proto : Iy, __thisNode_
__contents__: 1,

- n’}* array(le, L)

startPoint__:n}

FL(I,n,L) = 3.1 lz){
TL(I,s,n) 21 = {Qproto:l.,, __pattern__:s

TLs(n,ts) 2 &  TL(fid,s,n)
(s,fid)€ts

Figure 7.5.: DOM Node and NodeList instances as JavaScript objects

abstract predicate array. A child list has no other fields and inherits all
methods of the FLProto object for manipulating the child list (e.g. length,
item).

The third component, I, = {@Qproto : l,,,src:13,width:17}, implements
the attributes of node 3 as an object at [, with its @proto field pointing
to the object prototype at l,,. For each attribute of node 3 (e.g. “src”),
l, has a field of the same name storing the corresponding attribute node.
In this case, the fields named src and width store 13 and 17, namely the
addresses of the respective attribute nodes.

The next two components, ANode (13,“src”, fid;) and FL(fid,, 13,[1]),
respectively implement the attribute node with identifier 13 and its forest
listener (where the underlying text forest contains a single text node with
identifier 1). The definition of ANode is analogous to that of ENode and
is given in Fig. Similarly, the next line describes the attribute with
identifier 17 and its forest listener.

The next line, TNode (1,“goo.gl/K4S0d0”, fids, 13) * FL (fids, 1,[]), de-
scribes the text node with identifier 1 and value “goo.gl/K4S0d0” (i.e. the
only child of the “sr¢” attribute with identifier 13), together with its for-
est listener at location fidg (where the underlying forest is empty as text

nodes have no children). Similarly, the last line describes the text node
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with identifier 23 and its forest listener.

The last definition in Fig. [7.5 TLs(n,ts), describes the tag listeners
associated with node n where I, denotes the location of the tag listener
NodeList prototype (TLProto). Each listener object at location fid (where
(s,fid) € ts) is an instance of TLProto with fields: i) @proto, storing

the address of the TLProto prototype I,y ; ii) __pattern__, storing the tag

-

name that is searched for (s); and iii) __startPoint

- -

storing the address
of the node with which it is associated (n).

This concludes the description of our DOM implementation in JavaScript.
In what follows we show that this implementation is correct with respect
to the DOM specification given in §5|

7.2. DOM Implementation Correctness

We define what it means to correctly implement the DOM library and
then show that our DOM implementation sketched in §7.1| (with more
details in [44]) is correct with respect to our specification in by means
of a hybrid translation as outlined in §f]

Our goal is to show that everything we can prove about JavaScript
programs calling the DOM can also be proved about the same programs
calling our DOM implementation instead. We do this via a refinement
proof using a hybrid translation function that relates DOM heaps onto
JavaScript heaps.

Recall from our DOM axioms (Figs. that many DOM operations,
such as nextSibling, are specified through incomplete DOM heaps. To

understand the translation of these incomplete heaps, we consider the
DOM heap hg defined in (7.2]) below.

hy £ Ry #docy[s.[@,#text[s1] @ #text, [so]]] &2 (7.2)

The hy describes a complete DOM heap at address R4, containing the
document node (with identifier d) with an empty grove (&) and a non-
empty document element (with identifier u). Moreover, the element node
u itself contains no attributes (&) and its child forest comprises two text
nodes (with identifiers I and n). Using abstract allocation (Def. [15), this
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heap can be split as h; @ hy with h; and hy defined in (7.3]) below:

h; 2 Ry +— #docy[s.[2,%]] & @

: (7.3)
hy £ x — #text[s1] @ #text,[so]

To translate these incomplete heaps correctly, we introduce two additional

concepts: interfaces and crust.

Interfaces When a DOM heap is split through abstract allocation, the
constituent heaps are agnostic to one-another’s shapes. For instance, the
DOM heap h; in has no knowledge of the forest placed within x;
mutatis mutandis for hy. This is however not the case for the implemen-
tation: the concrete representation of hgy relies on information from the
concrete representation of hy and vice versa. For instance, the represen-
tation of the text node with identifier n includes a pointer to its parent
(the element node w). Similarly, the representation of the element node
u includes an array of pointers to its immediate children, i.e. [ and n.
Thus, when translating a DOM heap with abstract addresses, we require
auxiliary information describing how the abstract addresses and context
holes connect together. We track this additional piece of information as-
sociated with each abstract address x € AADD through an interface. In
particular, an in-interface records the list of identifiers of the nodes that
form the data (in this case a forest) pointed to by x. In above, the
in-interface of x is L £ [I,n]. An out-interface records the identifier of the
parent node of the context hole x. In above the out-interface of x is
u. The interface associated with x is (L, u).

In general, the out-interface for all DOM data (Def. comprises a
single node identifier denoting the identifier of the parent as described
above. The in-interface for all DOM data, bar attribute sets, is captured
by a list of identifiers of the nodes that form the data. The in-interface for
attribute sets records additional information. Consider the partial heap h’
below which describes an element node (with identifier p) with no children
() and two attributes: one with name s and identifier a, another with
name s” and identifier b. Using abstract allocation, the h’ heap can be

split into h) e h!, as shown below:

h' £y s)[s,[2] ©s5(2], 2]
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12y P splz, 2] 2 =20 8,[0] Os;[o]

As before, the DOM heap h} has no knowledge of the attribute set
placed within z. However, recall from the JavaScript presentation of
an element node (ENode in Fig. that each element tracks its asso-
ciated attributes via the __attributes__ field. The value of the __at-
tributes__ field (I,) denotes the address of an object that maps each
attribute name to the corresponding attribute object. For instance, the
representation of the element node p above contains an object of the form
la & {Qproto : l,p,s" : a,s"” : b}. As such, the in-interface of z must not
only record the identifiers of the attributes placed within it ([a,b]), but
also their names ([¢/,s”]). In the example above, the in-interface of z is
L'=[(¢,a), (s",b)]. As before, the out-interface of z is p and the interface
of z is (L', p).

To translate the incomplete heaps correctly, we thus parameterise the
translation function with an interface function that records the interfaces

assoclated with abstract addresses.

Definition 80 (Interfaces). Given the sets of DOM identifiers ID and
DOM strings S (Def. , the set of in-interfaces, IN, and the set of out-
interfaces, OUT, are defined as follows, where IDy £ ID ¥ {null}:

IN £ LisT(ID) U LisT(S x ID) OuTt £ Ipy

The set of interfaces is « € INTER £ IN x OUT. For an interface ¢, /" and
1°Ut denote its first and second projections respectively.

Given the set of abstract addresses AADD (Def. [§)), the set of in-interface

JoUTare defined as

functions, '™, and the set of out-interface functions,
follows:

JN £ AApD — IN JoUT £ AADD — OUT

The set of interface functions is I € J £ J™NxJ°UT. For an interface function

I, the I'™ and I°“t denote its first and second projections, respectively.

Given an interface function I € J, and an abstract address x € AADD, we
write I(x)=(L,u) when I'"(x)=L and I°“%(x)=u.
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Crust When translating incomplete DOM heaps to JavaScript heaps,
their footprints may not match. For instance, consider the first axiom of

the nextSibling operation in Fig. [5.2] repeated below:

{vars(n DN, T :R) x a0 — #texty[s]r ® SM[B,V]E/}

r :=n.nextSibling

{vars(n DN, T M) * a > Ftexty[s]r ® SM[B,’y]E,}

When h; and hy are the incomplete heaps defined in above and n=lI,
then hy sufficiently captures the footprint of n.nextSibling. However,
this is not the case at the implementation level. Our implementation of
nextSibling looks up the parent of [ (i.e. w in hy), iterates over the child
list of u until it reaches | and then returns the next node in the list (n).
As such, when n=I[, the footprint of n.nextSibling at the implementation
level contains nodes | and n as well as the resources associated with
the child list of I’s parent (u). Therefore, the concrete representation
of hy must include not only the resources of hs, but also the resources
needed for accessing the child list of u, which lies outside the scope of
hy. This results in a locality mismatch between the abstract heap hy and
its concrete representation. We refer to this additional resource required
(i.e. the resources associated with w’s child list) as the crust of hy. That
is, the crust of an incomplete DOM heap (e.g. hy) comprises the resources
associated with the child lists of those parent nodes (e.g. u) that are not
included in the heap but fragments of their descendants are (e.g. [I,n]).
Given an abstract heap h, we refer to the set of such parent nodes in
h and their associated descendant fragments as the crust set of h. For
instance, the crust set of hy is {([l,n],u)}. Note that ([/,n],u) denotes the
interface of x, i.e. the address at which the deallocated fragment resides.
Let ids(h), defined shortly, denote the set of node identifiers present in
h. For instance, with h; and hy in (7.3), we have ids(h;)={d,u} and
ids(hg)={l,n}. Observe that in general the crust set comprises entries of
the form (L,u) where i) the parent u is not included in the heap (since
otherwise the parent and its child list will already be included in the
concrete resources produced by the translation); and ii) the fragment L
is abstractly deallocated from the child list of u and now resides at an

abstract address x, where (L,u) denotes the interface of x. Given an
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interface function I, we thus define the crust set of a heap h, written
cset (h, ), as a set comprising pairs of the form (L,u) where i) u &
ids(h); and ii) (L,u)=I(x) for some abstract address x such that x €
dom(h). For instance, for h; and hy in (7.3)), we have cset (hy, ) =0 and
cset (ho, I) ={([l,n],u)}, where I(x)=([l,n],u).

Definition 81 (Crust set). Given the set of DOM logical heaps LHEAPpom
(Def. and the sets of interfaces INTER and interface functions J (Def. [80)),
the crust set function, cset (.,.) : LHEAPpgm X J — INTER, is defined as fol-
lows, for all h € LHEAPpgy and I € J, with ids(h) defined in Def.

cset (h, 1) £ {(L,u) ‘x € dom(h) AN1(x) = (L,u) ANu & ids(h)}

Definition 82 (Identifier function). Given the set of DOM logical data
LDatapom (Def. and the set of DOM node identifiers ID (Def. ,
the DOM data identifier function, idsD(.) : LDATApom — P (ID), is defined
inductively over the structure of DOM logical data as follows, where @ €
{De, D, B0, D15, D4} and 1 € {®,®,0,d}:

idsD(21) 20 idsD(x) 20  idsD(d; {dy) 2 idsD(dy) & idsD(ds)
idsD(#texta[s]ss) 2 {n}  idsD(su[as, £]5) £ {n} widsD(as) & idsD(f)
idsD (s, [t£]s) 2 {n} & idsD(tf)
idsD(#doc,[d]s & g) 2 {n} widsD(d) W idsD(g)

Given the set of DOM logical heaps LHeappoy (Def. [p9), the DOM iden-
tifier function, ids(.) : LHEAPpoym — P (ID), is defined as follows, for all
h € LHEAPpoM:
ids(h) 2[4 idsD(h(a))
acdom(h)

Recall that the crust of a heap h describes the resources associated with
the child lists of the parent nodes in the crust set cset(h,I). Observe
that when calculating the crust of an incomplete heap, we have partial
information about the child list of those nodes in the crust set. For
instance, when calculating the crust of hsy in above, we only know
that the child list of its parent (u) contains the list fragment [l,n] and

know nothing of the remaining elements in its child list. More concretely,
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we know that the child list of w is of the form L;-H[l,n]+ Ly for some
list fragments L; and Ly. We write clist(h, I, u), defined shortly, for the
set of all possible child lists associated with u.

When defining clist, additional care is required to ensure that we preserve
all parent-child relations between nodes. For instance, given the DOM
heap hg in above, let us now split it as hs e hy with hs and hy
defined in below.

h

3 £ Ry — #dOCd[Su[Q,X@)yH & o
hy 2

(7.4)
X — #text[s1] @y — #text,[so]

We then have I(x)=([l],u), I(y)=([n],u) and cset (h4, I) ={([], w), ([n],u)}.
Since both [ and r have u as their parents, we must ensure that the possi-
ble child lists of u contain both [ and r. That is, for all L € clist(hy, I, u),
we must guarantee that there exist some some Li, Lo, L3 and L4 such
that L = Ly++[l]4++Lo = L3+-[n]+Ls. We thus define clist as follows.

Definition 83 (Crust child lists). Given the sets of DOM logical heaps
LHEAPDOM , interface functions J (Def. and DOM node identifiers
ID (Def. , the crust child list function, clist(.,.,.) : LHEAPpoM X I X ID —
LisT(ID), is defined as follows, for all h € LHEAPpgy, I € J and u € ID:

clist(h, I,u) 2 L
(Lo, U) € cset (h7 I) = dLqi,Lo. L=L1+HLo+HLo

(—,u) € cset (h, I) AVLg. }

with the definition of cset as given in Def. [B1]

We can now formulate the definition of crust as the resources asso-
ciated with the child lists of the parent nodes in the crust set. For
every parent node u in the crust set (i.e. (—,u) € cset(h,I)) and its
child list L € clist(h, I, u), the crust includes the pointer of u to its child
list, (u,childNodes) ~— [., as well as the child list itself (denoted by
FL (¢, u, L)).

Definition 84 (Crust). Given the sets of DOM logical heaps LHEAPponm
(Def. , interface functions J (Def. and JavaScript logical heaps
JSLHEaP (Def. [72), the crust function, Crust(.,.) : LHEAPpgy X J —
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P (JSLHEAP), is defined as follows, for all h € LHEAPpgy and I € J:

3., L.L Eclist(h, I,
Crust (h,I) = € clist( u) )

{u|(—,u)€ecset(h,I)} ( * (u, childNodes) — . * FL (I, u, L)

where FL is as defined in Fig. and the definition of cset and clist are
as given in Defs. [81] and respectively.

We now have all the ingredients for translating DOM heaps. Given an
interface function I, the translation of a DOM heap h, written <<h)>£OM,
includes i) the JavaScript prototypes given by Protos (Def. describing
the JavaScript heap representation of the DOM objects; ii) the crust of h,
i.e. Crust (h,I) (Def. B4)); and iii) the translation of the DOM resources in
h defined via an auxiliary function H (h, I), defined shortly.

Observe that as well as the additional resources of Crust(h, ), our
translation requires the resources given by Protos, recording our imple-
mentation of the DOM operations in the JavaScript heap. The need for
the additional resources of Protos is due to JavaScript: in JavaScript
function bodies are stored in the heap and are treated as a resource. As
such, in order to ensure the correct despatch of DOM function calls in our
implementation, we must hold the necessary resources in the JavaScript

heap.

Definition 85 (DOM heap translation). Given the JavaScript representa-
tion of DOM objects Protos (Def. , the crust function Crust (Def. ,
the set of DOM logical heaps LHEAPpgy (Def. , the set of interface
functions J (Def. and the set of JavaScript heaps JSLHEAP (Def. ,
the DOM heap translation function, «»1(32)1% : LHEAPponM XJ — P (JSLHEAP),

is defined as follows, for all h € LHEAPpgy and [ € J:

(my)! 2 Pprotos * Crust (h, I) % H (h, I) * true

DOM

where, given the separation algebra of DOM logical heaps (LHEAPpq, e,
{0}) in Def. , the auziliary DOM heap translation function, H(.,.) :
LHEAPpoM X I — P (JSLHEAP), is defined as follows:

H(0,1) £ emp H(Rq—d,I) 2D (d)g[d],null)

H(x+~ d,I)=D (d)ﬁ(") H(h; e hy, I)2H (hy, I) * H (hy, I)
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with the data translation function, D ()8, given in Def.

Observe that when translating a DOM heap h, as well as the resources
associated with the prototypes Protos, the crust Crust (h,I) and the DOM
heap itself H (h, I), the translation includes additional arbitrary resources
described by true. This is because our JavaScript implementation may al-
locate additional resources that are not subsequently deallocated explicitly
as this is carried out by the JavaScript garbage collector. For instance,
a function call in JavaScript alters the current scope chain by allocating
a new scope object Iy and prepending it to the current scope chain, thus
causing the function body to be evaluated in the local scope lf. Upon
returning from the function call, the original scope is recovered by remov-
ing the newly allocated scope object [; from the scope chain. However,
although [; is rendered superfluous thereafter, it is not explicitly deallo-
cated and is left to the garbage collector to be freed in due course. As
such, the footprint of our implementation may include arbitrary redundant
resources such as ly. As it is not sound to simply forget parts of the heap,
this residual portion is hidden in true.

The H(h,I) function provides a mapping from a DOM heap h to
JavaScript heaps. For an empty heap, 0, this mapping is defined simply
as emp. For a composite heap, h; ehsy, the mapping is defined as the com-
position of the mapped constituent heaps. For an address a € ADDpom
(Def. [9), the H(a s d,I) is defined via the data translation function
D ()g) indexed by appropriate interfaces. For the document address Ry,
the out-interface is null (the document node has no parent); while the
in-interface is [d] (the only node at address Ry is the document node with
the designated identifier d). For an abstract address x, the interfaces are
determined by the interface function as I(x).

We proceed with the formal definition of the data translation function

D ()8, followed by a description of the definition.

Definition 86 (DOM data translation). Given the set of DOM logical data
LDatapom (Def. , the sets of interfaces INTER and interface functions
J (Def. and the set of JavaScript logical heaps JSLHEAP (Def. ,
the DOM data translation function, D()E; : LDATApoM X INTER X J —
P (JSLHEAP), is defined inductively over the structure of DOM data as
given in Fig. [7.6] where @ie{Qc, s, o, Dy, Dy} and 1e{®, 0,0, d}.
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D (2y);"") £ L= D (x);"" £ I(x)=(L,u)

D (dy £ do)\*™ 2 3L, Ly. L=Ly++Ly + D (dy) ™ D (dy) ")
ts (L’u) A . . .
D (#docd[d] g g)l A Lld] % u=null * 3fid, L. fs={fid}
#[(Le=[] * DNode (d, null, fid))
V(Je. L.=[e] « DNode (d, e, fid))]
«FL (fid,d, L.) * TLs (d, ts) = D (d){*? « D (g) (™™™

(L,'U,)
D (sn[as, f];;’)l 2 L=[n] % 3fid, lo, La, L. fs={fid} + ENode (n, s, Lo, fid, u)
«FL (fid, n, Ly) = TLs (n, ts) = D (as) "™« D (£) (™)
«lq ={Qproto : l,p,s" :m | (s',m) € Ly}

D (#texty[s]ys) (") £ L=[n] * 3fid. fs={fid} * TNode (n,s, fid, u)
«FL (fid,n,[])

D (s, [tF]7) ") £ L=[n] * 3fid, Lyy. fs={fid} * ANode (n,s, fid)
«FL (fid, n, Lyy) = D (t£) -

Figure 7.6.: DOM data translation function

We now describe D (.)(IL’U) with the explicit in- and out-interface argu-
ments L and u, following the cases of the inductive definition.
D (@): There are no resource in the concrete representations; the L=[]
simply states that there are no nodes in this data. This is to ensure the

correct translation of data such as f ® ;.

D (x): There are no resources in the concrete representation of a con-
text hole, simply the appropriate connection between the interface passed,

(L,u), and the interface of x given by I.

D (dj £d2): The result is the x-composition of the constituent data trans-

lated, given an appropriate choice of interfaces.

D (#docd[d]}j & g) ... D (sp[tf]s): The representation of each node stipu-
lates L=[n] (or L=[d] in case of a document node) since there is only one
node in the list denoted by L; as well as fs={fid} asserting that the set
of forest listeners is represented as a singleton set with fid denoting the
address of the node’s child list.
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The child list in turn is captured by FL as defined in Fig. with the
second and third arguments denoting the parent of the child list and its
contents, respectively. In the case of a text node, the contents are empty
as text nodes have no children. For a document node, the contents are
either L.=[] when the document element is empty, or L.=[e] where e is
the identifier of the document element. For an element node, the contents
is the list Ly; for an attribute node, the contents is the list L. All three of
L., Ly and Ly are unknown at this point and are existentially quantified.
Their values are later bound when translating the underlying child forests
(d for L, f for Ly, tf for L) with the appropriate interfaces. The in-
interfaces are the child list contents, i.e. L, Ly and Ly ; the out-interfaces
are the identifier of their respective parent nodes, i.e. d and n.

Each node is described by the correspondingly-named JavaScript node
definition with DNode, ENode, TNode and ANode as defined in Fig.
The translations of the document and element nodes additionally include
the representation of their tag listeners ts via TLs defined in Fig. [7.5

The translation of a document node also includes the translation of its
associated grove g. Observe that since the nodes in the grove are or-
phaned (have no parents) the out-interface (the parent component) passed
to the translation of g is null. Moreover, since the nodes in the grove
are of no import to the representation of the document node itself, the
in-interface passed to the grove translation is existentially quantified as —.
This is because the JavaScript representation of a document node does
not track the orphaned nodes in the grove. Rather, the nodes in the grove
reside somewhere in the memory and may be garbage-collected if not in
use (i.e. when no longer referenced). Were we to explicitly track the grove
via the document node, all nodes in the grove would persist indefinitely,
which is not a behaviour guaranteed by the DOM standard.

The translation of an element node also includes the translation of its
associated attribute set as. As attribute nodes have no parents (an at-
tribute is not the child of the element node with which it is associated),
the out-interface (the parent component) passed to the translation of as
is null. As with the child list of the element L, the attribute set L, is
unknown at this point and is existentially quantified. Its value is deter-
mined later by D (as)gL“’null). Recall that the JavaScript representation

of an element node also includes an object tracking the location of each

235



attribute node associated with the element. For instance, as we demon-
strated on p. the representation of the element in includes the
object at [, tracking attributes associated with element 3. This is captured
by lo = {...} in the translation of an element node. As described earlier,
the list of attributes associated with the element node and their names is

determined by L.

Implementation Correctness

We show that our implementation of the DOM library presented in §7.1]
is correct with respect to its abstract specification in §5] To this end, we
give a refinement proof that transforms triples of the form {p}C{q} with
p,q € JSLHEAPpoym and C € JSOPpgn, to corresponding triples of the form
{p'}¢'{q'} with p’,q € P (JSLHEAP) and C" € JSOp. To do this, we first
define a substitutive implementation function, [[.], that maps a program
C € JSOprpgnm onto a program C' € JSOPp, by replacing the calls to DOM
operations in C with calls to their JavaScript implementations. We next
define a state translation function that maps a state (h,h) € JSLHEAPpgMm
to JavaScript heaps. We proceed with the definition of the implementation

function.

Definition 87 (Implementation function). Given the JS operations JSOP
(Def. , the DOM operations Oppgn (Def. and the JSpom operations
JSOPpoM , the substitutive implementation function, [[.]] : JSOPpom —
JSOp, is defined inductively over the structure of JSpgn operations as
follows, for all Cpoym € OpPpom, where imp(Cpon) denotes the JavaScript
implementation of Cpon in [44]:

[Cooml = imp(Coon) [x] = = [vl =v [this]] = this
[var x]] 2 var x [et;e2] 2 [e1];[e2] [et.x] 2 [e1] .x
[ete’1] = [el Cle’17 [e1=e2] < [e1] =[e2]
[etce2] = [et] © [e2] [et.e2] = [e1] - [e2]
[while(e){e’}] £ while([e]){[e’]} [eCe)] £ [el (e’

[function (x){e}]] = function (x){[e]}
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[function f (x){e}] £ functionf (x){[[e]]}
[with(e){e’}] = with([e]D{[e’]> [new e(e’)] £ new [e]] (Je’])
[{xt:etl. . .xn:en}]] = {x1:[Je1]. . . xn:[en]}

[delete e]] = delete [fe]

We must next define a translation function that maps a JSLoGICpom
state (h,h) € JSLHEAPpom (Def. to JavaScript heaps in JSLHEAP
(Def. . The first component of a JSLocIcpom state, h, denotes a
JavaScript heap in JSLHEAP and its translation is thus simple. Recall that
a JavaScript heap h is a mapping from references to values (Def. where
values contain lambda abstractions of the form Ax.e, representing function
bodies. To translate h, it suffices to translate the lambda abstractions
in its range by replacing each Ax.e with Ax.[e]] where [.]] denotes the
implementation function in Def. That is, since our implementation
function [.] replaces each DOM library call in the function bodies with a
call to our implementation of the DOM operation instead, we must ensure
that the heap representation of the functions are accordingly adjusted.

The second component of a JSLocicpgm, h, denotes a DOM heap
(Def. which is translated via the DOM heap translation function in
Def. namely ((h))
We justify the choice of interface functions through an example.

Consider the axiom of n.splitText(o) in Fig. [5.2] repeated below:

bons With an appropriate choice of interface function.

{vars(n :N,0:0,T:R)*a+— #texty[s.s]p x 0= ]S\}
r :=n.splitText (o)

{EIR, F/.vars(n: N,0: 0,r : R) x v — F#texty[S]r ® #textR[s’]Fl}

When n=N, a=x, S=s and s'=s', the precondition contains a single text
node n at abstract address x with its text data described by the composite
string s.s’. Observe that the in-interface of the abstract address x is [n].
Later in the postcondition, when R=r, the first substring (s) remains with
node n and the second (s') forms a new text node r which is added as
the right sibling of n. Observe that in doing so, the in-interface of x

is changed from [n] to [n,r]. As such, our choice of interface function
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must afford us the freedom to alter the in-interface of x. On the other
hand, the control over the out-interface of x, as well as the interfaces of
other abstract addresses, is beyond the reach of this DOM heap and lies
with the context (frame). Therefore, our choice of interface function must
be agnostic to these interfaces so that we can show our implementation
correct for all valid choices of context interfaces. More generally, given a
DOM heap h and an abstract address x in the domain of h, our choice
of interface function must allow us to modify the in-interfaces of x, while
prohibiting the manipulation of the out-interface of x. Conversely, given
an abstract address x in the range of h (i.e. when x is a context hole in h),
our choice of interface function must allow us to modify the out-interfaces
of x, while prohibiting the manipulation of the in-interface of x.

We proceed with the definition of JavaScript heap translation followed
by the state translation function with the appropriate choice of interface

functions.

Definition 88 (JavaScript heap translation). Given the set of JavaScript
heaps JSLHEAP (Def. , the JavaScript heap translation function, ((.))
JSLHEAP — JSLHEAP, is defined as follows, for all h € JSLHEAP:

Js °

Ax. [le] if 3x,e. h(l,f)=)Ix.e

(h)s (1) = .
h(l,£)  otherwsie

We now formulate the JSLocicpgp state translation function and define
what it means to refine a JSLocicpgy triple correctly. In what follows,
given a DOM heap h, we write h™ and h°'t for the set of abstract ad-
dresses in its domain and range, respectively as follows, where AADD de-
notes the set of abstract addresses (Def. |8) and addr(.) denotes the DOM
address function (Def. [58):

h™ 2 AApD N dom(h) het £ | ] addr(d)
derng(h)

Definition 89 (Correct refinement). Given the JSLocicpon logical states
JSLHEAPpoM (Def. , interface functions J (Def. , JavaScript heaps
JSLHEAP (Def. , the DOM heap translation function <<>>E)())M (Def. )

and the JavaScript heap translation function ((.)), (Def. B8), the state
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translation function, [L.JJ(') : P (JSLHEAPpoM) XJ — P (JSLHEAP), is defined
as follows, for all p € JSLHEAPpgyM and I € J:

DOM

A dom(IM)=h"" A dom(I"t)=h°!

Lp]* = {(m o hy)

3, h, Ig.(h,h) € p Ahi= () s A ha € ((h))lcwd}

where I, W1, £ ([N I, 19U W ISUY) with W denoting the standard disjoint
function union.

Given the implementation function [[.]] (Def. 87)), the translation function
is defined as 7 = ([Hj(‘) JD-

A JSLocicpgy triple {P} C {Q} is refined correctly by T, written T :
{P} Cc{Q}, if and only if it satisfies the following property, where € € ENv
denotes a JSLocic evaluation environment (Def. [74) and |P|, £ {(h,h) |

e, (h,h) |= P} (Def. [76)).

7:{P} C{Q} &L e VI €. Vre? (JSLHEAPDQoM) -

{LIPL*r 17} el {L1Ql*r 17}

A triple is translated correctly, if and only if for all possible frames r
and all interface functions I, the triple holds for the translated states. As
we described above, in the transition from the pre- to the postcondition,
the interfaces of some abstract addresses may change. This is realised by
the existential quantification of I; in both pre- and postconditions (in the
definition of state translation [L.JJ(')) with the domain of I; comprising the
abstract addresses that are within the control of h and may be modified.
Dually, I. captures the interfaces of abstract addresses outside the control
of h and (unlike I;) does not change from the pre- to postcondition. This

is captured by the universal quantification of I. outside the triple.

Theorem 3 (Correct refinement). For all P,Q € JSAstpom (Def. @ and
C € JSOppgm (Def. @

{Pyc{Q} = 7:{P}c{Q}

Proof. By induction on the structure of triples {P} C {Q}. The full proof
is given in §B]
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Part I1I.

CoLoSL: Concurrent Local
Subjective Logic
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8. Technical Background: CoLoSL

The verification of fine-grained concurrent algorithms is nontrivial. There
has been much recent progress verifying such algorithms modularly using
variants of concurrent separation logic [57, 19, 15 55, (4] B3, 38, 10l B0,
9. A key difficulty in verifying properties of shared-memory concurrent
programs is to be able to reason compositionally about each thread in
isolation, even though in reality the correctness of the whole system is the
collaborative result of intricately intertwined actions of the threads. Such
compositional reasoning is essential for verifying large concurrent systems,
library code and more generally incomplete programs, and for replicating
a programmer’s intuition about why their implementations are correct.
Rely-guarantee (RG) reasoning [34] is a well-known technique for ver-
ifying shared-memory concurrent programs. In this method, each thread
specifies its expectations (the rely condition R) of the transitions made
by the environment as well as the transitions made by the thread itself
(the guarantee condition G) where R; G constitutes the overall interference
between the current thread and the environment. However, in practice,
formulating the rely and guarantee conditions is difficult: the entire pro-
gram state is treated as a shared resource (accessible by all threads) where
rely and guarantee conditions globally specify the behaviour of threads over
the whole shared state and need to be checked throughout the execution
of the thread. We proceed with a brief overview of the shortcomings of
RG reasoning and how the existing approaches tackle some of these limi-
tations. The global nature of RG reasoning limits its compositionality and

practicality in the following ways:

1. Even when parts of the state are owned by a single thread, they
are exposed to all other threads in the R;G conditions. Simply put,
the boundary between private (thread-local) and shared resources is

blurred.
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. Since the shared resources are globally known, sharing of dynamically

allocated resources is difficult. That is, extending the shared state is

not easy.

When parts of the shared state are accessible by only a subset of
threads, it is not possible to hide either the resources or their asso-
ciated interference (R; G conditions) from the unconcerned threads.
In short, reasoning locally about threads with disjoint footprints is

not possible.

Similarly, when different threads access different but overlapping
parts of the shared state, it is not possible to hide either the re-
sources or their associated interference from the unconcerned threads.
In brief, reasoning locally about threads with overlapping footprints
is not possible. As we will demonstrate, this issue is particularly
pertinent when reasoning about concurrent operations on data struc-

tures with unspecified sharing such as graphs.

. When describing the specification of a program module, the R;G

conditions need to reflect the entire shared state even when the
module accesses only parts of it. This limits the modularity of ver-
ification since the module specification becomes context-dependent

and it may not always be reusable.

Since the R; G conditions are defined statically and cannot evolve, in
order to temporarily disable or enable certain operations by certain
threads (e.g. allowing a lock to be released only by the thread who
has acquired it) one must appeal to complex (unscalable) techniques

such as auxiliary states.

As a program executes, its footprint grows and shrinks in tandem
with the resources it accesses. It is thus valuable for the reasoning
to mimic the programmer’s intuition by reflecting the changes in the
footprint. This calls for appropriate (de)composition of the shared
state as well as its associated interference which cannot be achieved

with a global view of the shared state.

Recent work on RGSep [57|] has combined the compositionality of sepa-

ration logic [40, B32] [39] with the concurrent techniques of RG reasoning.
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In RGSep reasoning, the program state is split into private (thread-local)
and shared parts ensuring that the private resources of each thread are
untouched by others, with the R;G conditions specified over the shared
state only. However, since the shared state itself remains globally specified
and is visible to all threads in its entirety, this separation only addresses

the first problem outlined above.

Setting out to overcome the limitations of both RG and RGSep reason-
ing, Feng introduced local rely-guarantee (LRG) reasoning in [19]. As in
RG and unlike RGSep, in LRG reasoning the program state is treated as a
single shared resource accessible by all threads. Moreover, the composition-
ality afforded by the separating conjunction of separation logic * is applied
to both resources of the shared state and the R;G conditions. This way,
threads can hide (frame off) irrelevant parts of the shared state and their
interference (resolving 1-3, 5 above) allowing for more local reasoning pro-
vided that they operate on completely disjoint resources. However, when
reasoning about data structures with intricate and unspecified sharing (e.g.
graphs), since decomposition of overlapping resources is not possible in a
disjoint manner, LRG reasoning enforces a global treatment of the shared
state, thus betraying its very objective of locality (issue 4). Furthermore,
as with RG reasoning, the R; G conditions are specified statically (albeit in
a decomposable manner); hence temporary (un)blocking of certain actions
by certain threads is not easy (issue 6). Finally, while LRG succeeds to
capture the programmer’s intuition of the program state by dynamically
growing and shrinking the footprint when dealing with disjoint resources,
it fails to achieve this level of fine-grained locality when dealing with over-
lapping (entangled) resources (issue 7).

Much like LRG reasoning, the reasoning framework of concurrent ab-
stract predicates (CAP) [15] and its extended variants [54, 53, 10, O] ap-
ply the compositionality of separation logic to concurrent reasoning. In
these techniques, the state is split into private (exclusive to each thread)
and shared parts where the shared state itself is divided into an arbitrary
number of regions disjoint from one another. Each region is governed by
an interference relation I that encompasses both the R and G conditions:
the transitions in I are enabled by capabilities and a thread holding the
relevant capability locally (in its private state) may perform the associated

transition. As with LRG, this fine-grained division of the shared state into
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regions, allows for more local reasoning with the constraint that the regions
are pairwise disjoint (addressing 1, 3 and 5 above). Dynamically allocated
resources can be shared through creation of new regions (resolving 2).
Moreover, since CAP is built on top of deny-guarantee reasoning [I8] (an
extension to rely-guarantee reasoning where deny permissions are used to
block certain behaviour over a period of time) dynamic manipulation of
interference transitions is straightforward (resolving 6). However, since the
contents of regions must be disjoint from one another, when tackling data
structures with complex and unspecified patterns of sharing that do not
lend themselves to a clean decomposition, the entire data structure along
with its interference must be confined to a single region, forgoing the no-
tion of locality once again (issue 4). Furthermore, since the capabilities
and interference associated with each region are defined upon its creation
and remain unchanged throughout its lifetime, it is often necessary to fore-
see all possible extensions to the region (including dynamically allocated
resources and their interference). This not only limits the locality of rea-
soning, but also gives way to unnatural specifications that contrast with
the program footprint (issue 7).

In what follows, we present an overview of the key ideas behind the
program logic of CoLoSL by means of a simple example. We then proceed
by comparing CoLoSL to the logic of CAP [I5] and other contemporary
program logics, most notably Iris [36] [35].

8.1. CoLoSL: Overview

We introduce the program logic of CoLoSL, where threads access one
global shared state and are verified with respect to their subjective views
of this state. Each subjective view is an assertion which provides a thread-
specific description of parts of the shared state. It describes the partial
shared resources necessary for the thread to run and the thread-specific
interference describing how the thread and the environment may affect
these shared resources. Subjective views may arbitrarily overlap with each
other, and subtly expand and contract to the resources and the interfer-
ence required by the current thread. This flexibility provides compositional
reasoning for shared-memory concurrency.

A subjective view (P]; comprises an assertion P which describes parts
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of the global shared state, and an interference assertion I which charac-
terises how this partial shared state may be changed by the thread or
the environment. Similar to interference assertions of CAP, the I declares
transitions of the form [a]" : @ ~ R, where a thread in possession of
the [a]" capability (in its private state) may carry out its transition and
update parts of the shared state described by @ to those of R. Assertions
of subjective views must be stable; that is, robust with respect to the

interference from the environment (as prescribed in ).

Subjective views can always be duplicated using the COPY principle:

(P); = [P); [P, (Copy)

This is because subjective views describe parts of the global shared state
and thus a thread may choose to duplicate this view of the shared state
and pass it on to other threads. In other words, in combination with the
usual law of parallel composition (PAR) of separation logic [39], the Copy

principle yields a mechanism to distribute the shared state between several

threads: (P CL{Q1} {P2)} Cs {Qs)
{Py % Py} C111Co {Q1 * Q2)

(PAR)

As we demonstrate shortly, subsequent threads may choose to customise
the subjective views passed on to them in order to describe those parts of
the shared state relevant to them. To do this, we introduce several novel
reasoning principles which allow us to expand and contract subjective
views. The subjective views of each thread will be typically too strong,
describing resources that are not being used by the thread. However, as
we demonstrate in below, before weakening the view, it is sometimes
useful to strengthen some of the interference transitions to preserve global

knowledge. We achieve this using the SHIFT principle:

if icPr
then I:>I/

(SHIFT)

This principle states that an interference assertion I can be exchanged
for another interference assertion I’ that has the same projected effect
on the subjective state P. That is, as far as the resources described by

P are concerned, the interference assertions I’ adequately captures the
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interference prescribed by I and may thus replace it. When this is the
case, we write I CF I’ and say that the actions of I have been shifted to
I'. The SHIFT principle can be used to forget (frame off) actions which are
irrelevant to P. For instance, when P 2 x+ 1 and I £ {y ++ 2 ~ y > 3},
then I can be shifted to @ as I ¥ () holds. The I CF () states that the
(only) action y — 2 ~» y+— 3 in [ is of no consequence to the resources of
P and may be simply forgotten by replacing it with the empty interference
(). This is because the effect of the y +— 2 ~» y > 3 action lies outside the
resources described by P in that its precondition y — 2 does not overlap
with P.

The SHIFT principle can also be used to to strengthen actions with
knowledge of the global shared state arising form the combination of I
and P. We present an example of this application of the SHIFT principle
in the upcoming section (§8.2). The SHIFT principle provides a flexible
mechanism for interference manipulation and is in marked contrast with
most existing formalisms, where interference is fixed throughout the veri-

fication.

With a possibly strengthened interference assertion, we can then frame
off parts of the shared state and zoom on resources required by the current

thread using the FORGET principle:
PwQ], =[P (FORGET)

At this point, the SHIFT principle may be applied again to forget those
actions that are no longer relevant to the new subjective view captured
by P. However, a stable subjective view may no longer be stable after
forgetting parts of the shared state. This is often due to the combined
knowledge of P and I being too weak and can be avoided by strengthening
I (through SHIFT) prior to forgetting.

These reasoning principles enable us to provide subjective views for
the threads which are just right. We can proceed to verify the threads,
knowing that their subjective views describe personalised preconditions
which only describe the resource relevant to the individual threads. The
resulting postconditions naturally describe overlapping parts of the shared

state, which are then joined together using the disjoint concurrency rule
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and the MERGE principle:

Py, * 12 = IlLJIQ (MERGE)

The P (@ assertion describes the overlapping of the states described
by P and @Q, using the overlapping conjunction & [2I, [3I]. The new
interference is simply the union of previous interferences. Using the SHIFT
principle, we can once again simplify the interference assertion with respect
to this new larger subjective view.

Lastly, locally owned resources (described by P) can be shared using

the EXTEND principle:

if P @ I and sat((?l, 62)

EXTEND
then P =3t [C1]" *( P x[Ca]" T ( :

where T denotes a logical variable distinct from the unbound variables in
P, C; and Cy. That is, T & fv(P,C1,C2). The side condition P © I
ensures that the actions of the new interference assertion I are confined
to P (more in , so as not to invalidate other threads’ existing views
of the shared state. Upon extending the shared state with P, one may
additionally generate fresh capabilities, as described by the user-defined
capability assertions C; and Co, and distribute them between its local
state (C1) and the shared state (C2). To ensure the freshness of the new
capabilities, they are associated with a fresh ticket (identifier) T that is
distinct from existing tickets. As €1 and Co denote user-specified capability
assertions, we require that these assertions are satisfiable, as stipulated
by sat(C1,C2). The = connective denotes state repartitioning [15] or view
shift [14]. More concretely, the P = @ states that a logical state satisfying
P may be changed to one satisfying @, so long as the underlying machine
state does not change. In particular, the (P = @) implies (P = Q).

As we demonstrate later in §8.3] the main novelty of the EXTEND rule
is that the new actions in I may refer to existing shared resources, unlike
CAP where all possible futures of the region must be accounted for upon
its creation.

With these reasoning principles, we are able to expand and contract
subjective views to provide just the resources required by a thread. In

essence, we provide a framing mechanism both on shared resources as well
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as their interferences even in the presence of overlapping footprints and
entangled resources. In what follows, we illustrate our CoLoSL reasoning
principles by sketching a proof of a variation of Dijkstra’s token ring

mutual exclusion algorithm [IT].

8.2. Dijkstra’s Token Ring Algorithm

Consider the program INC defined in Fig. ignoring the assertions
for now, with the Py, Py, and P, programs given in Fig. @ This pro-
gram is written in pseudo-code resembling C with additional constructs for
concurrency. The statements between angle brackets <.> denote atomic in-
structions that cannot be interrupted by other threads. We write C1 [| C2
(e.g. line 5) for the parallel computation of C1 and C2 . This corresponds
to the standard fork-join parallelism. In this example, after initialisation
of the variables to 0, three threads are spawned to increment each variable
in a lock-step fashion by executing Py, Py and P, (Fig. , respectively.
The Py is the first thread to run its increment operation, followed by Py
and finally P,. This process repeats until x = y = z = 10. This example
code is interesting because the threads are intricately intertwined. In the
case of the Py thread, the programmer knows that the code depends on
the values of variables x and y and that it can increment y so long as its
value is less than that of x. The Py thread is further aware of a much
more complex behaviour: given the initial setting where all variables have
value 0, the thread may only increase the value of y by 1 if x is one more
than y, and the environment may only increase x by one if x and z (and
in fact y) have the same value. Finally, the programmer knows that at
the end all the variables will have value 10.

In CoLoSL we can simply specify this complex behaviour of the re-
sources associated with thread Py. Consider the CoLoSL assertions ac-
companying INC. After initialisation, line 3 of INC provides a stan-
dard assertion from separation logic [40], [32] with the variables-as-resource
model [5]. The assertion declares that the variable cells addressed by
x, y and z all have value 0. This variable resource in the thread-local
state is fully owned by the thread. Using the EXTEND principle, the
thread is able to give up this local resource and transfer it to the global

shared state. For example, line 4 demonstrates the creation of the subjec-
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INC:

1 //{xe —xy e —xze —} [ax]": Ive{0.9} z Vx>V

2 x =0; y=0; z = 0; ~ o Z VA X VAL

3 //{x—0xy—=0xz—0} 7o ) (3] 3ve{0.9 x s vlay o

Yy ElT-{X'—)O*y'—)O*Z%—)(]}I N X VAL Ry VL
% [ag]” * [ay]" * [2z)" [az]T: Ive{0.9} .y »VH+lxz =V

5 (Pe Il Py Il P) ~ Y VL xz V]

. 7/ HT.[leoij{(J*sz}l
* [ax]" # [ay]" * [ac]

Figure 8.1.: The concurrent increment program together with a CoLoSL
proof sketch. Lines starting with // contain assertions that
describe the local state and the subjective shared state at the
relevant program point. The codes of Py, Py and P, programs
and their proof sketches are provided in Fig. @

tive view [x = 0xy = 0%z 0 } e where part of the underlying global
shared state now contains the three variable cells. In doing so, the thread
also creates the fresh capabilities described by the [ax]™ * [ay}T * [a,]" asser-
tion on line 4. Note that these newly generated capabilities are associated
with a fresh ticket T which ensures their distinctness. The interference as-
sertion I describes how this part of the shared state may be manipulated.
For instance, the action below states that y may be incremented when its

value is below 10 and is one less than that of x:
[ay] " 1 Ive{0.9}. x> VHLxy 5 Vo x> VHLEy 5 VL

This update is only possible when the local state of a thread owns the
capability described by [ay}T locally. In this example, all three capabilities
are owned locally by the thread as described by the [ax]" x [ay]T * [ag]"
assertion (line 4). In general, capabilities can be buried inside boxes,
only to emerge as a consequence of an action (see . Moreover, the
actions in I may be associated with capabilities other than those newly
generated, including pre-existing capabilities as well as those not existing
at the time of extension. For instance, we may write an action of the form
[ay]f : P~ @, asserting that for all tickets T, the thread in possession
of [ay}T may update parts of the shared state described by P to those

of Q. In general, an action of the form P ~» ) may perform three types
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Py:

1H{(zm 0xx 0], +lad"}

while(x < 10){
/) [HVE{O..Q}. Z VX »—)VJ* [aX}T} [ax)":Ive{0..9}z > VErx =V
.2

Vz V=1*xx+—=>V I ~ Z Ve X V4L

if (x == z) { <x++> } - [a2]": 3ve{0..9} . x > VH 15y = VH1xz =V
} ~ X = V41xy = V4HLxz = v41
// z—= 10%xx— 10 *[ax]T
Vz—9xx— 10 I
Py:

x—=0xy—0 T
Y

while(y < 10){ . (0.9
. ay]": AVE{0.9} x> Vry s VEzZ IV
/) [3V€{0..9}.X>—)V>ky»—>\/}* [a,] }

~ X VHLxy = Vkz =V

1 £

' VXD VHLEY 2V L Ly [ay]" :3Ive{0.9}.x > VL vy > v

if (y<x) { <y++> 1} ~ X VAL Ry = VL
}

x— 10xy— 10 T
//{[VXHn*yHlo};[aY] }
y

P,:

y—=0xz—0 T
)

while(z < 10){
ay] " 3Ive{0.9}x VL xy s VEZ IV
//{[HVE{O.Q}. Yy Vxz HVJ* [az}T} . [ay]

~ X VL y = V4L xz =V
Vym vilxz o v I [az]": Ive{0.9}.y = v+l sz V
if (z<y) { <z++> } ~ Yy VHlkz = v+1

}

// y'_>10*z'_>10 >|<[az]T
Vy—=1lxz—10)/,

Figure 8.2.: The Py, Py and P, and their CoLoSL proof sketches
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of actions: i) modify resources: the P and @) contain the same amount
of resource with different values (e.g. action of [ay]T above); ii) remove
resources from the shared state and transfer them into the local state of
the thread performing the action (e.g. when P 2 Q * R for some resource
R to be removed); and iii) add resources from the local state of the thread
into the shared state (e.g. when Q 2 P x R for some resources R to be
added). These three behaviours are not mutually exclusive and an action
may exhibit any combination of them.

Using the CoPY principle for subjective views and the disjoint concur-

rency rule (PAR), we obtain the following precondition for thread Py:

T
(x5 05y = 0%z 0] *[3]

However, this precondition is more complicated than we need. Intu-
itively, the specification of each thread should only use the variable re-
source relevant to that thread and need only consider actions that affect
that resource. In this example, the extraneous piece of state is the variable
cell z. This additional resource might seem an acceptable price to pay, but
straightforward generalisations to n participants yields extra state of n—2
variable cells with their associated interferences which are of no interest
to the particular thread. Fundamentally, for large systems, the burden of
carrying the whole shared state around to analyse all threads, can lead to
intractable proofsE

As a first try at simplifying the precondition, consider the following
implication using the FORGET and SHIFT principles given earlier, where
I\a, denotes the interference obtained by removing the action of a, from
I

T
[X'—)O*yi—)o*zi—}()}[*[ay}
T

ForGgET
( ey )

[XHO*yi—}O}I*[ay]

[XHO*YHOL\aZ « [ag]”

SHIFT
( I )

(stabilise) T
= [3v,v’.(xr—>\/*yr—>v’)/\v2v’]l\a * [ay]

! We refer the reader to |47, 48], where we generalise the token ring algorithm of INC
in Fig. to n threads (P1 || P2 || --- || P,), demonstrating that the specification of
each thread and its proof sketch remain unchanged.
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The thread Py does not modify z and we can thus forget the variable
assertion z — 0. The variable cell z is no longer visible to Py and thus
the action of [a,]" does not affect the resources described by the assertion
of the subjective view neither in its current state nor at any point during
its lifetime. That is, the current subjective view is unaffected by this
action, and after undergoing any number of actions from I, the resulting
subjective view remains unaffected by it. Using the SHIFT principle, we
can therefore forget the action of [a,]".

Finally, we stabilise the resulting subjective view such that it is invariant
under all possible actions by the environment. However, since we no
longer know the value of z, after stabilising against the action of [ax]”,
the resulting assertion is too weak. Intuitively, we know that x can only
be incremented when its value is equal to z and y. However, this is not
reflected in the action of [ay]". Since we have forgotten z, there is nothing
to constrain the increment on x. Hence, we can only stabilise in a general
way as given, losing information about how the values of x and y are

connected together through z.

It is however possible to give a stronger specification as follows, with I
as defined in Fig. and I; defined shortly:

(x5 05y = 0xz50]) *[a]"

SHIFT
( iy )

FORGET
( e )

(stabilise)
=

(
(
(SgT) {
{

xr—>0>|<yr—>0\/xr—>1>x<y'—>0jl*[ay]T (8.1)
y

where Iy is as defined in Fig. and I{, is obtained by rewriting the action
of [ay]" in I as follows:

A" IVE{0.9). x> VEkY > VkZ 3V ~» X VHL*y 3 Vkz =V
[ax] y y
I 2 < [ay]" IVE{0.9}. x> VHLxy = V ~ x5 VHL 5y V1
ay]": Ive{0.9}. y > V+lkz >V ~ i V+l sz — V41
y y

The derivation in (8.1]) involves a subtle interaction between the resources
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of the subjective view and its interference relation. In order to capture
the interaction between the resources of the shared state (x — 0xy —
0%z 0) and their interference relation I, we apply the SHIFT principle
to strengthen the actions with relevant knowledge of the shared state as
follows. Consider the action of [ax]" in I and the initial state with value

0 in all the cells. This action can be replaced by:
[ax]" 1 IVE{0.9}. X > Vxy > VEzZ Vs X3 VHL*y 5 VxzZ 5 V

This is possible because, as the programmer knows, whenever x and z
have the same value, then y also has the same value which, under these
conditions, is not changed by the actions in I. This amended action
reflects stronger knowledge about when x can be incremented and how its
value is related to those of y and z. As we justify formally in §9] by using
the judgement I T IS’, with Py £ x+— 0%y — 0%z +— 0, we can apply
SHIFT to rewrite I as Iy. In order to establish the validity of the I Cho I
shifting judgement, we appeal to a number of syntactic rules that reduce

shifting judgements to standard separation logic entailments (see §9.5).

With the interference assertion rewritten to I{,, using the FORGET prin-

ciple it is now safe to lose the z assertion to obtain the subjective view

[x = 0%y OL/‘ This is because the new action of [ax]" in I} retains

enough information about how x, y and z are related. Since the action
of [az]" only affects the z cell (now forgotten) leaving the cells x and y
unaltered, we can use the SHIFT principle again to change the interference
relation to Iy £ I\a,, removing the action of [a,]" from I}. As we formally
justify in 5@ by using the judgement I C I, with Qo £ x+— 0%y 0,
we can use the SHIFT principle to simplify I to Iy.

The interference assertion is now as simple as it can get, whilst retaining
enough information about the connection between x, y and z. Finally,
we stabilise the subjective view with respect to I; and obtain our final
precondition of Py. To do this, we make critical use of the fact that the
current thread locally holds the [ay]T capability. That is, since the current
thread owns [ay}T, no other thread in the environment may hold [ay]T and
thus the environment cannot perform the action of [ay]T. By contrast, the
current thread does not hold the [ay|" capability. As such, another thread

in the environment may own [ay]" and may perform its action.
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Observe that the precondition of the [ay]T action only requires requires
the resources described by the subjective view. However, the precondition
of the [ax]" action depends on z, which is no longer included in the sub-
jective view of the thread. If another thread in the environment owns the
[ax]" capability, it may perform its action whenever its subjective view is
compatible with the precondition of the action. When that is the case,
the piece of the state corresponding to the overlap between the state and
the precondition of the action is removed, and the entire postcondition
of the action is added in its place. Diagrammatically, a subjective state

(represented by the circle) is affected as follows by an action P ~~ @Q:

O ~ @ <where |:P and |:||:Q>

This is because a subjective view describes a thread’s partial knowledge
about the shared state, while the environment may have additional knowl-
edge to what the thread knows. In this case, while the thread does not

have the capability to do the action of [ay]", the environment might.

The proof of the specification of the thread Py is straightforward. By
inspection, the invariant of the while loop is stable with respect to Iy. The
atomic section allows safe manipulation of the contents of the subjective
view. The final postcondition of Py follows from the invariant and the
boolean expression of the while loop. We join up the postconditions of

the threads using the MERGE principle. Since V distributes over &, the

subjective view simplifies to [x = 10y — 10 %z — 1()}1 ULUL" Finally,
xIlylz

since Iy Uy U1, CPo [ when P £ x — 10 * y — 10 % z +— 10, using the

SHIFT principle, we get the postcondition of INC.

This concludes our CoLoSL proof of INC. Our expansion and contrac-
tion of subjective views, in particular with shifting of interference asser-
tions in key places, enables us to confine the specification and verification
of each thread to just the resources they need. Such small specifications
make proofs robust against changes to the environment of each thread,
and thus provide more opportunities for proof reuse. We refer the reader
to |47, [48] for two general variants of the INC program in Fig. In the
first instance, we generalise the INC program to a token ring comprising

n threads. In the second instance, we consider a variant where the token
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ring may dynamically grow by spawning additional threads and appending
them into the end of the ring. We then demonstrate that in contrast to
existing CAP-like approaches [I5], [10], the proof of the existing threads

remain unchanged even in the face of such dynamic extension.

8.3. Comparison to CAP

CoLoSL is closely inspired by the program logic of CAP [I5], improving
on its formalism in several ways. To demonstrate this, we proceed with a
pictorial description of our reasoning about a concurrent set module. We
compare our CoLoSL reasoning with the original CAP reasoning in [15],
demonstrating that our CoLoSL reasoning provides more concise proofs
using our local reasoning about the shared state.

Consider the following illustration of the CAP set predicate in [I5]:

x@( ® <® [U(:E,y,v)]> y K <Elw. ® [U(:L’,y,v)D S

v
z.y)¢S z,y)€S i IULULU---

The set is represented as a sorted singly-linked list with no duplicate
elements. The list starts at address & with value vq, points to the next
element at address y with value v9, and so forth. Hereafter, we write
node (z,v,y) to denote a node at address z, with value v and successor y.

All nodes of the list reside in a single shared region labelled s and the
interference on the list is the combined interference associated with each
constituent node. Each node at a given address x is associated with a
set of update capabilities of the form [U(x,y,v)| for all possible addresses
y and all possible values v. This is to capture all potential successor
addresses y and all potential values v that may be stored at address z. In
order to modify a node, a thread can acquire the lock associated with the
node and subsequently claim the relevant update capability.

Since in CAP the capabilities associated with a region can only be gen-
erated upon its creation, the shared region is required to keep track of
all possible update capabilities [U(z,y,v)] associated with all addresses =
(including those not currently in the domain of the list), all addresses y
and all values v. At any one point, given node (z,v,y), the only update

capability that can be claimed by a thread (through locking) is the one
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that reflects its current status, namely [U(z,y,v)]. As a result, an auxil-
iary mathematical set S is used to track those nodes of the list that are
currently locked and thus infer which [U] capabilities have been claimed.
The distribution of update capabilities is captured by the two assertions
written as the infinite multiplicative star operator 8. The first part of
the assertion states that given any node at address x with successor y, if
it is not locked (i.e. (z,y) € S), then all of its update capabilities of the
form [U(z,y,v)] lie in the shared region for all values v. Dually, if it is
locked (i.e. (z,y) € S), then the update capabilities for all values v but
one (w # v) are in the shared region.

This CAP set predicate is unnecessarily complicated. It is counter-
intuitive to have to account for the capabilities associated with addresses
not in the domain of the list. Moreover, each thread observes all nodes in
the list and thus needs to account for their associated interference.

The TaDA logic [10] took the first steps towards addressing the above
shortcomings of CAP. TaDA regions are parametric in the PCM (partial
commutative monoid) of capabilities (known as guards in TaDA). As such,
one can choose a more suitable PCM to axiomatise the desired behaviour
of capabilities. Later logics such as Iris [36] followed suit and allowed for
the parameterisation of the capability (ghost resource) PCMs.

While the TaDA approach is much cleaner than that of CAP, it never-
theless requires the foresight of specifying all interference associated with
the region upon its creation. As such, interference specifications are static
and cannot be extended with new behaviour even when the existing re-
sources are left untouched. By contrast, as well as being parametric in its
capability PCM, interference specifications in CoLoSL are dynamic in that
they may be extended with new behaviour using the EXTEND principle.

We proceed with the CoLoSL proof of the set implementation. As we
demonstrate in §9] CoLoSL is parametric in the PCM of capabilities. We
thus instantiate it with a heap-like capability separation algebra that is
stateful and demonstrate that this allows for a more concise proof.

We specify the set predicate as the x-composition of the subjective views

associated with each node in the singly-linked list as illustrated below:
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The interference on each subjective view is limited to the node in question.
Associated with each node at address z is a “next” capability, [z.N+— y],
tracking its successor y. This is analogous to the [U(z,y,v)] capability of
CAP and we shortly demonstrate how it is utilised in our reasoning.
Since CoLoSL allows for the dynamic extension of the shared state, we
need not account for capabilities associated with all addresses. Instead,
fresh capabilities are generated dynamically as needed. We demonstrate
this by giving a reasoning outline of the add(v') method that adds value v’
to the set by inserting it in the sorted list. Suppose vo < v’ < v3 and thus
a new node w with value v’ is to be inserted after node y. The operating
thread proceeds by traversing the list by hand-over-hand locking until it
reaches node y. It then locks y and claims its next pointer and moves
it to its local state, as allowed by I,. Subsequently, the shared state is
extended by the resources associated with the new node and its associated

capabilities ([w.N+ z]) are generated on the fly as illustrated below:

[:C.N»—>y]*x * [y.Nl—),z}*y@ *ﬁw.NHz]ﬂ?@—*\ﬁz.NH- . ]*Z@F*\‘ .

Iy I, Ly I,

Since the locking thread holds the next pointer of y in its local state, it
modifies it to point to the new node w. It then unlocks y and returns
its next pointer to the shared state. When inserting a new node between
y and z, the associated interference assertion I, allows y to be unlocked
only if it has been directed to a new node whose successor is z. As such,
the unlocking thread must demonstrate that the new node w does indeed
point to z. In order to establish this, we use the MERGE principle to

combine the subjective views of y and w as follows:

[2.N+—y] + (O] [y.N»—)z]*y@g*[w.N»%z] 430 .
I,U

I, I, I,

Finally, node y is unlocked; its next pointer is returned to the shared state
and its next capability is modified to reflect its new successor. Using the
Copry, FORGET and SHIFT principles in order, we obtain the set predicate
with node w inserted into it:

[:E.N»—>y}*x * [y.N»—Hu]*y * [w.NHz]Wz.N%---]*@?-u

L I, I, L.
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We can reason about the set remove operation in a similar fashion. The
dynamic extension afforded by the EXTEND principle allows us to generate
new capabilities only when needed, resulting in a more concise specification
and proof. Moreover, rather than having a distinct capability to modify
the element at address x, for each possible successor address y (as with
[U(z,y,v)] in CAP), we appeal to a single capability of the form [z.N+ y]
which is accordingly modified to [z.N — 3’| whenever the successor of x
changes from y to 3. Lastly, using the reasoning principles of MERGE,
FORGET, SHIFT and COPY, we can grow and shrink our subjective views
as needed. Consequently, at any one point we only view the relevant parts
of the shared state. We refer the reader to [47] for the full specification of

the set operations as well as their respective proof sketches.

8.4. Comparison to Iris and Contemporary Logics

In comparison to contemporary program logics of [15, 54l 53] [38] [10) 36,
35], CoLoSL lacks several features such as abstract predicates [15, 54
53, B8, 10, 36, B5], higher-order reasoning [54, 53] [36 [B5] and abstract
atomicity [10, [36]. These ideas suggest interesting directions and warrant
further investigation.

Unlike CoLoSL however, the program logics of [19] [15 54l B3] 10, B8]
do not support the generalised interference manipulation afforded by the
SHIFT principle for composing, framing and rewriting interference relations.

In the program logic of Iris [36, [35], one can use logical view shifts
(analogous to that of the = repartitioning implication in CoLoSL) to ma-
nipulate the interference relations on a per-example basis. That is, using
the view shifts in Iris, one can manipulate the interference relation for
each program being verified (e.g. Dijkstra’s token ring algorithm in .
However, Iris does not feature a generalised view shift notion for inter-
ference manipulation as the necessary conditions for interference rewriting
and framing have not been identified. By contrast, in CoLoSL we propose
a generalised SHIFT principle where the conditions for rewriting and fram-
ing interference relations have been formalised via the I CF I’, providing
an insight into the settings in which interference manipulation may be

possible and beneficial.
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9. Concurrent Local Subjective Logic

Concurrent local subjective logic (CoLoSL) is a general program logic
for compositional reasoning about fine-grained concurrent algorithms. We
present the general theory of CoLoSL and its various ingredients necessary
for reasoning about concurrent algorithms.

In §9.1] we formally describe the underlying model of CoLoSL. We
present the various ingredients necessary for defining the CoLoSL worlds:
the building blocks of CoL.oSL that track the resources held by each thread,
the shared resources accessible to all threads, as well as the ways in which
these shared resources may be manipulated by each thread.

In §9.2) we present the CoLoSL assertions and describe their semantics
by relating them to sets of worlds. We then establish the validity of Copry,
FORGET and MERGE principles introduced in the preceding chapters by
establishing their truth for all possible worlds and interpretations.

In we formally define the notion of interference confinement (P (©
I) necessary for extending the interference assertions via the EXTEND
principle. Similarly, we formulate the definition of interference shifting
(I CP I') used for rewriting interference assertions. We then demonstrate
the validity of the SHIFT principle by establishing its truth for all possible
worlds and interpretations.

In §9.4] we present the CoLoSL rely and guarantee relations, describing
how the shared state may be manipulated by the environment and the cur-
rent thread, respectively. We then formulate the definition of the semantic
implication = and subsequently demonstrate the validity of the EXTEND
principle. We further formulate the definition of assertion stability defined
in terms of the rely relation, namely, the possible actions taken by the
environment,.

In §9.5 we present several judgements that reduce the semantic checks
needed for stability, interference confinement and interference shifting to

separation logic entailments. These judgements do not contain subjec-
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tive (boxed) assertions and solely include local assertions. As such, these
judgements involve the familiar entailments of standard separation logic.

In §9.6] we present the programming language of CoLoSL. We build
CoLoSL as an instance of the Views framework [14] and thus our pro-
gramming language is that of Views, instantiated with an appropriate
(parametric) choice of atomic operations. We then present the proof rules
of CoLoSL, namely those of Views instantiated with the axiomatisation of
the CoLoSL atomic operations.

In §9.7 we present the CoLoSL operational semantics via the small-
step transition system of the Views framework [14], instantiated with the
semantics of the atomic operations. We then demonstrate the soundness
of the CoLoSL proof rules with respect to their operational semantics. As
CoLoSL is built as an instance of Views, it suffices to demonstrate the
soundness of its atomic operations with respect to their semantics.

The general theory of CoLoSL is parametric in several of its components
which allows for its suitable instantiation depending on the concurrent
program being verified. Following a similar style to that of preceding
chapters, we delineate the parameters of CoLoSL enclosed in solid boxes
labelled “CoLoSL Parameter”.

9.1. CoLoSL Model

Worlds A CoLoSL world represents the underlying logical state tracking
the resources held by each thread, the shared resources accessible to all
threads, and the ways in which the shared resources may be manipulated
by each thread. A world is a triple of the form (I, g,J) where [ and g
are instrumented states and J is an action model. Let us explain the role
of each component informally. The local instrumented state (or simply
local state), [, represents the locally owned resources of a thread. The
shared instrumented state (or simply shared state), g, represents the entire
(global) shared state, accessible to all threads, subject to the interference
described by the action model 7.

An action model is a partial function from capabilities to sets of actions.
An action is a triple (p, ¢, ¢) of logical states where p and ¢ are the pre- and
post-states of the action, respectively, and c is the action condition. That

is, the ¢ acts as a mere catalyst for the action: it has to be present for the
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action to take effect, but is left unchanged by the action. Alternatively,
the catalyst could be computed a posteriori for each action. However, we
often need to isolate the part of the state that is modified by an action,
hence our technical choice of recording the catalyst in the model. The
action model J corresponds directly to the (semantic interpretation of) an
interference assertion I. Although worlds do not put further constraints
on the relationship between J and g, they are linked more tightly in the
semantics of assertions (§9.2]).

The composition of two worlds is defined whenever their local states
are compatible and they agree on the other two components, hence have
identical knowledge of the shared state and possible interferences.

We proceed by defining instrumented states, which constitute the no-
tion of resource in CoLoSL, in the standard separation logic sense. Instru-
mented states have two components: one describes logical states (e.g. stacks
and heaps); the other represents capabilities. The latter are inspired by
the capabilities in deny-guarantee reasoning [I8| [I5]: a thread in posses-
sion of a given capability is allowed to perform its associated actions (as
prescribed by the action model components of each world, defined below),
whereas the actions of the capabilities not fully owned by a thread may
be performed by the environment.

CoLoSL is parametric in the choice of the partial commutative monoid
(hereafter simply monoid) representing the logical states and capabilities.
This allows for suitable instantiation of CoLoSL depending on the pro-
grams being verified. For instance, in the token ring example INC of
§8:2, the monoid of logical states is the standard variable stack of the
variables-as-resource model [5], and the capabilities are captured by the
(P(T),d,{0}) monoid where T £ {ax, ay,a,} denotes a set of tokens. How-
ever, as we demonstrate in the examples of §I0] our programs often call
for a more complex model of logical states and capabilities. For instance,
we may need our capabilities to be fractionally owned, where ownership of
a fraction of a capability grants the right to perform the action to both
the thread and the environment, whereas a fully-owned capability by the
thread denies the environment the right to perform the associated action.

In general, logical states and capabilities can be instantiated as any par-
tial commutative monoid [8] that satisfies the cross-split property [17]. We

require the cross-split property to ensure the associativity of the overlap-
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ping conjunction connective . The cross-split property is a sufficient (but

not necessary) condition for maintaining the associativity of .

Property 1 (Cross-split). A partial commutative monoid (M, ey, UNIT)q)
satisfies the cross-split property if and only if:

Vmg, my, me, mq € M. mq e3¢ mp = me o3¢ Mg =
IMac, Mad, Mpe, Mpd- Ma = Mae ON Mad N\ My = Mpe 9N Mg

ANMe = Mae ON Mpe N Mg = Mg ON Mpd

CoLoSL Parameter

Parameter 22 (Logical state partial commutative monoid). Assume
a set of logical states h € LSTATE.
Assume a partial commutative monoid for logical states, PCM, =

(LStATE, @, UNIT, ), satisfying the cross-split property (Prop. [1).

CoLoSL Parameter

Parameter 23 (Primitive capability partial commutative monoid).
Assume a set of primitive capabilities ¢ € Cap.

Assume a partial commutative monoid for primitive capabilities,
PCMo=(CAP, 8¢, UNIT:), satisfying the cross-split property (Prop.

).

Recall that capabilities enable the manipulation of the shared state
through their associated actions in the action models. At any one point
a thread may unilaterally extend the shared state with some of its locally
held resources (by the EXTEND principle). In doing so, it may also in-
troduce new capabilities and actions that describe how the newly shared
resources may be manipulated. In order to ensure the creation of fresh
capabilities upon extension, the set of capabilities must be extensible. For
instance, consider the following monoid where each element is a subset of
the set N 2 {1,2,3}, with composition defined as disjoint set union and a

singleton unit set comprising the empty set.

PCMy 2 (P({1,2,3}),w,{0})
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The above monoid satisfies the cross-split property and thus meets the
conditions stipulated in Par. 23] However, observe that since the carrier
set P (N) is finite, it is possible to exhaust it to the point where no more
fresh primitive capabilities can be allocated. For instance, when a thread
holds the maximal primitive capability ¢={1,2,3}, it is not possible to
allocate further non-unit capabilities as no non-unit element is compatible
with ¢. To remedy this, given the set of primitive capabilities CapP in Par.
we define an extensible set of capabilities, x € Kap £ N fin Cap, defined
as the set of finite functions from natural numbers to primitive capabilities
in Cap. This way, since the domain of functions in Kap are finite, we can
always allocate fresh capabilities by picking a fresh ticket ¢ not previously
allocated. In the example above, we may initially generate the capability
k=0 +—{1,2,3} with ticket 0. Later when fresh capabilities are required,
we can generate a fresh capability x'=1+{1,2} with ticket 1 and so forth.
We define the composition of extensible capabilities e, as function union
with the values of tickets combined using the composition e, on primitive
capabilities. For instance, the k=0 + {1,2,3} in the example above can
be split as k1 ex ko with k1=0 —{1,2} and ky=0 —{3}.

Observe that this workaround is similar to the way in which allocation of
fresh locations in a heap are ensured via the alloc operation. In the same
way that heaps are modelled as finite functions from locations (normally
modelled as natural numbers) to values, we model our extensible capa-
bilities as finite functions from natural numbers to capabilities. However,
while composition on heaps is defined as disjoint function union on the
domain of heaps, we define our composition as function union on their do-
mains with their ranges combined using the custom capability composition
P

Note that in similar logics such as CAP [15] and iCAP [53], the fresh-
ness of new capabilities is ensured by generating a fresh region identifier
r (generally modelled as natural numbers) upon region creation and as-

sociating the newly created capabilities with the fresh region identifier r.

Definition 90 (Capability monoid). Given the partial commutative monoid
of primitive capabilities (CaP, oo, UNIT.) in Par. the set of capabilities

. fi
is k € Kap 2 N = Cap.

263



The capability composition, e, : Kap x Kap — Kapr, is defined as follows,
for all k1,k9 € Kar and t € N:

k1(t) e ko(t) if t € dom(k1) and t € dom(ka)

(g o Ra)(8) 2 k1(t) if t € dom(k1) and t & dom(k2)
Ko(t) if t € dom(ksz) and t & dom(kq)
undefined otherwise

The capability unit set is UniT, 2 {0} where 0 denotes a function with
empty domain. The partial commutative monoid of capabilities is PCM, =

(KAP, oy, UNIT).

Note that to distinguish the user-defined capabilities Cap (supplied as
a parameter in Par. from the extensible capabilities Kap (Def. ,
we refer to the former as primitive capabilities and the latter simply as
capabilities.

We can now formalise the notion of instrumented states. As described
above, an instrumented state is a pair comprising a logical state and a

capability resource.

Definition 91 (Instrumented states). Given the partial commutative monoid
of logical states (LSTATE, o,,, UNIT,) in Par. [22[ and the partial commutative
monoid of capabilities (KaP, e, UNITy) in Def. , the set of instrumented
states is: [, g € ISTATE £ LSTATE X KAP.

Instrumented state composition, o : ISTATE X ISTATE — ISTATE, is defined
component-wise as o = (e, e,) and is not defined when the composition
on either component is undefined.

The instrumented state unit set is:
UniTiys = {(h, k) | h € UNiT, A K € UNiTg }
The partial commutative monoid of instrumented states is: PCMiys £

(ISTATE, 0, UNIT]ys)-

Notationally, we write [ (and its variants I, 1, etc.) to range over either
arbitrary instrumented states or those representing the local instrumented
state. Similarly, we write g (and its variants ¢’, g1, etc.) to range over

instrumented states when representing the shared (global) state. Given an
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instrumented state [, we write [;, and [k for its first and second projections,
respectively.

We often need to compare two instrumented states 1 < ly (or their
constituents: hy < hg, k1 < k2) defined when there exists [ such that

loly =lo. This is captured in the following definition.

Definition 92 (Ordering). Given a partial commutative monoid (M, ey,

UNITy ), the ordering relation, <: M x M, is defined as follows:
< 2 {(m1,m2) | Im. my ey m = ma}

We write my; < mg for (mq,ms) € <.

Given a monoid (M, ey, UNITy), in our formalisms we occasionally need
to quantify over compatible elements of a monoid; that is, those elements
that can be composed together by ey;. Similarly, we describe two elements
of a monoid as disjoint when they do not overlap. We formulate these

definitions below.

Definition 93 (Compatibility and disjointness). Given a partial commuta-
tive monoid (M, ey, UNITy), the compatibility relation, §: M x M, is defined
as follows:

2 {(my1,mz) | Im. my ey mg = m}

Given the ordering relation < (Def. , the disjointness relation, L: M x
M, is defined as follows:

L2 {(m1,m2) | Vm € M. m < my Am < mg = m € UNIT)}

We write mq § mq for (my,m2) €f and write my L mqy for (mq,ms) €L.

We proceed with the next ingredient of a CoLoSL world, action models.
Recall that an action is simply a triple of instrumented states describing
the pre- and post-states of the action, as well as the action condition
(catalyst). Given an action (p,q,c) where p and ¢ denote the action pre-
and post-states and ¢ denotes the catalyst, we require that ¢ be maximal
with respect to p and ¢ in that p and ¢ must not overlap: p L ¢q. That is,
the common parts between an action pre- and postcondition are captured
by the catalyst ¢ ensuring that p and ¢ are disjoint.

An action model describes the set of actions associated with each capa-
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bility. To ensure the generation of fresh capabilities upon extension, we

additionally track the tickets allocated so far as part of the action model.

Definition 94 (Actions, action models). Given the set of instrumented
states ISTATE (Def. , the set of actions is:

a € AcTION £ {(p, q,c) \p, q,c €ISTATEAp L q}
Given the set of capabilities Kap (Def. [00), the set of action models is:
J € AMop £ (Kap — P (Action) ) x (N By {1})

Action model composition, U : AMop X AMop — AMob, is defined as
follows, for all J,7 € AMob, and k € KAp:

(0, UT4),95) if 3,=7,

Jug & where (J, UT,)(k) £ I, (k) UT, (k)

undefined otherwise

The first component of an action model tracks the actions associated
with capabilities; the second component tracks the tickets allocated so
far. Given an action model J, we write J, and J. for its first and second
projections, respectively. For brevity, given a capability x we write (k)
for J,(k). We write O for an action model J with an empty domain in its

first component (i.e. when dom(J,) = 0).

The Effect of Actions Given a world (l,g,7), since g represents the
entire shared state, for (I,¢,J) to be well-formed, the actions in J must
be confined to g. Let us elaborate on the necessity of the confinement
condition.

Recall that a thread may unilaterally decide to introduce part of its lo-
cal state into the shared state at any point (using the EXTEND principle).
As such, confinement ensures that existing actions cannot affect future ex-
tensions of the shared state. Analogously, we require that the new actions
introduced by the extension be confined to the extension in the same vein.
This way, we ensure that extending the shared state cannot retroactively
invalidate the views of other threads. However, as we demonstrate shortly,

confinement does not prohibit referring to existing parts of the shared
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state in the new actions; rather, it only safeguards against mutation of the
already shared resources through new actions.

Through confinement, we ensure that the effect of actions in the action
models are contained to the shared state. In other words, given an action
a = (p,q,c) and a shared state g, whenever poc agrees with g, then p (the
part of the state mutated by the action) is contained in g. Agreement of
poc and g merely means that poc and g agree on the resources they have
in common. Note that g only needs to contain p (and not po¢) for a
to take effect. This relaxation is due to the fact that other threads may
extend the shared state at a future point thus enabling the action. That
is, the extension may provide the missing resources for poc to be contained
in the shared state, thus allowing the extending thread to perform action
a. Crucially, however, the part of the shared state mutated by the action,
namely p, must be contained in g so that extensions of the shared state
need not worry about existing actions interfering with new resources that
were never shared beforehand.

Two elements of a monoid agree if they can be extended (via composi-
tion) to the same element. For instance the stack o1=[x — 0] agrees with
both go=[y — 1] and o3=[x — 0] W [y — 1] as they can all be extended to
og (trivial extension in case of o3 itself). On the other hand, the o; does
not agree with o4=[x — 1] as no common super-stack can be found; that

is, 7do. o1 <o Aoy <o.

Definition 95 (Agreement). Given a partial commutative monoid (M, ey,
UNiTy¢) and the ordering relation < (Def. , two elements mi,my € M

agree, written agree(mi, mg), if and only if:
£
agree(mi, ma) A g e M mi<mAma<m

Definition 96 (Action confinement). Given the set of actions AcTioN
(Def. and the set of instrumented states IStare (Def. 1)), an ac-
tion a=(p, q,c) € ACTION is confined to an instrumented state g, written

g (© a, if and only if the following property is satisfied:
g@©a Lt Vr.g#r Aagree(poc,g) =p<gApLlr

where ff and | respectively denote the compatibility and disjointness rela-
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tions (Def. and agree denotes the agreement relation (Def. .

As discussed earlier, only the action pre-state p (the part mutated by
the action) is required to be contained in g and must be disjoint from
all potential extensions (r) of the instrumented state g. That is, future
extensions of g need not account for existing actions interfering with new

resources.

Given a shared state g and an action model J, we require that all
actions of J be confined in all possible futures of g; that is, all shared
states resulting from ¢ after any number of applications of actions in J.
To this end, we define action application describing the effect of an action
on an instrumented state. Observe that given an action « in J, the g may
not be affected by a when the intersection of g and the pre-state of a
is an empty state in UNiTrys. When this is the case, even though that
action may potentially take place, it need not be accounted for as it leaves
g unchanged. We thus introduce the notion of wvisible actions to describe

those actions that affect (mutate) g.

Definition 97 (Action application). Given the set of actions AcTiON
(Def. and the set of instrumented states ISTATE (Def. , the applica-
tion of an action a=(p,q,c) € AcTION on an instrumented state g € ISTATE,

written a[g], is defined as follows:

a[g]é{qol‘agree(poc,g)/\g:pol/\qﬁl}

where f denotes the compatibility relation (Def. and agree denotes the
agreement relation (Def. [05).

An action a € AcTION is a potential action on an instrumented state g,

written potential(a, g), if and only if alg] is not empty:
. def
potential(a,g) < alg] # 0

The potential(a, g) states that the action a may potentially take place
on g (provided that g holds all the resources in the pre-state of a).

Definition 98 (Visible actions). Given the set of actions ActioN (Def.
and the set of instrumented states ISTATE (Def. , an action a=(p, q,c) €
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AcTION is wisible in g, written visible(a, g), if and only if:

visible(a, g) <& .1 <pAL< gALE UNITig

We are now ready to define our confinement condition on action models.
Inspired by Local RG [19], we introduce the concept of locally fenced
action models to capture all possible states reachable from the current
state via a number of action applications. A set of states F locally fences
an action model J if it is invariant under the interference perpetrated by
the actions in J. An action model is then confined to a logical state [ if it

can be fenced by a set of states that includes [. In the following we write

rng(f) to denote the range of a function f.

Definition 99 (Locally-fenced action model). Given the set of action mod-
els AMop (Def. and the set of instrumented states IStare (Def. [01),
an action model J € AMob is locally fenced by F € P (ISTATE), written
F» J, if and only if:

Fr I &L vgeTF. Vaerngd). 9@ an(alg] CF)
where (© denotes action confinement (Def. and a[g] and potential(a, g)
are as defined in Def.

Definition 100 (Action model confinement). Given the set of instru-
mented states ISTATE (Def. and the set of action models AMob (Def. [04)),
an action model J € AMob is confined to an instrumented state g € ISTATE,

written g (© J, if and only if:

9@ &L 35 c P(1StaTE) . gl € FAT > I

where » denotes the local fencing relation (Def. .

Action model confinement is lifted to sets of instrumented states where
given a set of instrumented states S € P (ISTATE), an action model J €
AMob is confined to the set of states S, written S (© J, if and only if:

3F € P(ISTATE) . SCFAF» I

An important property of the confinement relation is that it is preserved

under composition. That is, whenever the confinement relation holds for
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two different states under two different action models (i.e. g1 © J; and
g2 © J2 hold), then the confinement relation also holds for the combined
states under the combined action models (i.e. g1 o g2 (© J1 UJs also hold).
This is captured in the following lemma. Later, we appeal to this lemma

to establish the validity of the EXTEND principle.

Lemma 3 (Confinement monotonicity). For all g1, g2 € ISTATE (Def.
and J1,J9 € AMop (Def. .'

g1 ©I1 NG ©Jy = giog2 ©J1UJy

Proof. The full proof is given in §C| (Lemma O

We are almost in a position to define well-formedness of worlds. Recall
that a thread may independently extend the shared state with its locally
held resources and introduce new actions and capabilities by claiming a
fresh capability ticket ¢. In order to ensure the freshness of the ticket
t, as part of the well-formedness of a world w=(l,g,J), we require that
the capability tickets found in the local state [ and the shared state g be
accounted for in J. That is, dom((l o g)K) C dom(Jy).

We can now formalise the notion of well-formedness. A world (I, g,J)
is well-formed if [ and g are compatible, the J is confined to g, and the

capability tickets of [ and g are contained in J.

Definition 101 (Well-formedness). Given the set of instrumented states
ISTATE (Def. and the set of action models AMop (Def. , a triple
(I,9,9) € ISTATE X ISTATE X AMoOD is well-formed, written wf (I, g,J), if and
only if:

wf (1, 9,7) &L t9Ag©INAdom((Log)k) C dom(Jy)

where f denotes the compatibility relation (Def. and (©) denotes action
model confinement (Def. [100]).

Definition 102 (Worlds). Given the set of instrumented states ISTATE
(Def. and the set of action models AMob (Def. [94), the set of worlds,

w € WORLD, is defined as follows:

WORLD £ {w € ISTATE X ISTATE X AMob | wf (w)}
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where wf (.) is as given in Def. [101]

World composition, e : WORLD X WORLD — WORLD, is defined as follows:

(lol'yg,J) ifg=g,and I=7
(l.g,9)e(l'.g,7) = and wf (lol', g,7)

undefined  otherwise

The world unit set is defined as follows:
UNITy, £ {(l,g,ﬂ) ‘ (1,9,9) € WorLD Al € UNITINS}

The partial commutative monoid of worlds is: PCMy, £ (WORLD, 8, UNITy,).

9.2. CoLoSL Assertions

Our assertions extend standard assertions from separation logic with sub-
jective views and capability assertions. We assume an infinite set of logical
variables, LVAR, and a set of logical environments, LENvV, mapping logical
variables onto their values.

Recall that CoLoSL is parametric with respect to the logical states (Par.
and primitive capabilities (Par. . As such, CoLoSL is also para-
metric in the logical states assertions and primitive capability assertions
which may be instantiated with any assertion language interpreted over
logical states LSTATE and primitive capabilities CAP, respectively. We thus
require that CoLoSL be supplied with the satisfiability relations for logical
states assertions and primitive capability assertions. This is captured by
the parameters below.

Recall from (8 that we write sat(C;,C2) to denote that the primitive
capability assertions C; and Cy are always satisfiable. That is, there exist
primitive capabilities ¢; and ¢5 such that ¢; satisfies G, the ¢o satisfies

C2 and the composition of ¢ and ¢2 is defined (i.e. I¢. ¢1 ¢ ca=<¢).

CoLoSL Parameter

Parameter 24 (Logical state assertions). Assume a set of primitive

logical state assertions H € LSAST.
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Given the set of logical environments and the set of logical states
LStaTE (Par. , assume a satisfiability relation for the primitive

logical state assertions:

. (LENV X LSTATE) X LSAST

CoLoSL Parameter

Parameter 25 (Primitive capability assertions). Assume a set of
primitive capability assertions € € CAST.

Given the set of logical environments and the set of primitive capa-
bilities Cap (Par. , assume a satisfiability relation for the primi-

tive capability assertions:
=c: (LENV X CAP) X CAST

Given the partial commutative monoid of primitive capabilities
(Cap, e, UNIT) in Par. the primitive capability assertions C;

and Co are always satisfiable, written sat(Cy, Cz), if and only if:

sat(Cy, C2) A 9 € LEnv. de,¢1, 09 € Cap.

c=c1 052 NI, 01 |Ec €1 AT, €2 = Co

Definition 103 (CoLoSL assertions). Given the logical state assertions
LSAst (Par. 24) and the primitive capability assertions CAst (Par. [25),
the local CoLoSL assertions, p,q € LAsT, are defined by the following
grammar, where H € LSAsT, € € CAsT and X, T € LVAR denote logical

variables:
p,q=false [ p=¢q|3IX.p|emp | H|[C]"

lpxqlp—=q|lpwq|p—®q

The CoLoSL assertions, P,Q € Ast, and the interference assertions, I €
IAsT, are defined by the following grammars, where p,q,r € LAST and
X,Y € LVAR denote logical variables:

PQ:u=p|3IX.P|PVQ|P+xQ|PwQ|[DP);
ITi=0|{r:3¥.p~q}UI
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The syntax of local assertions (p,q € LAsT) is that of standard sepa-
ration logic, extended with the W and —® connectives, described shortly.
Local assertions are interpreted over the partial commutative monoid of
instrumented states (ISTATE, o, UNITyg) in Def. The classical assertions
are interpreted in the usual way. Other classical connectives (e.g. A,V,—,V)
can be derived in the standard way. The emp is true for the units of
instrumented states in UNITrys. A logical state assertion H describes in-
strumented states of the form (h,x) where h satisfies H (as described by
the =, relation in Par. and k € Unitk (Def. . Analogously, a
capability assertions [€]" describes instrumented states of the form (h, %)
where h € Unit,, (Par. 22), and x describes a capability where its ticket is
denoted by T and its value satisfies € (as described by the = relation in
Par. . Often in our examples, when we do not extend the shared state
and do not generate additional capabilities, we drop the ticket component
of capability assertions for brevity and write e.g. [C] instead. This may be
interpreted as the capability assertion € with the default (initial) ticket 0.

The p * ¢ describes an instrumented state that can be split (via the
instrumented state composition operator o) into two substates satisfying
p and gq. The —« connective is the right adjunct of * and thus we have
p* (p = q) = ¢. An instrumented state [ satisfies p —« ¢ if and only if
for any state I’ satisfying p, the combined state [ o’ satisfies ¢. The &
connective is the overlapping conjunction or “sepish” [21, 50]. An instru-
mented state satisfies pwq if and only if it can be split into three substates
(via the o composition) such that the composition of the first two states
satisfies p and the composition of the last two satisfies ¢q. Lastly, the —®
is the existential magic wand or “septraction” [57]. An instrumented state
[ satisfies p —® ¢ if and only if there exists a state I’ satisfying p, such
that the combined state [ ol satisfies q.

The syntax of assertions (P, € Ast) is that of standard separation
logic, with the exception of the subjective views 7. Assertions are
interpreted over the separation algebra of worlds (WORLD, e, UNITy) in
Def. . The local assertion p describes worlds of the form (I, g,J) where
[ satisfies the local assertion p as described above. The classical assertions
are interpreted in the usual way. The P % Q and P & () assertions are
interpreted over worlds in an analogous manner to that described above.

That is, a world w satisfies P % ) if and only if it can be split into two
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worlds (via the e operator) satisfying P and Q. Mutatis mutandis for
Pw(@. We have omitted the — and —® connectives from the syntax of
assertions in AsT (we have — and —® at the level of local assertions and
not the top-level assertions) as we do not need them in our examples.
It is however straightforward to extend the syntax of AsT with these
connectives, interpreted in an analogous manner to that of local assertions.

A subjective view (P]; describes worlds of the form (I,g,J) where | €
UNITrys and a state s can be found such that i) g = sor for some context
(frame) 7; ii) s satisfies P in the standard separation logic sense; and iii)

I and J agree given the decomposition sor, in the following sense:
(1) every action in I is empreflected in J (defined shortly);

(2) every action in J that is potentially enabled in g and has a visible

effect on s is reflected in I;
(3) the above hold after any number of J action applications on g.

These conditions will be captured by the action model closure relation
J4 (s,r,9) given by the upcoming Def. (where I denotes the inter-
pretation of the interference assertion I). When the above conditions are
met, we refer to s as a subjective state.

The semantics of CoLoSL assertions is given by a satisfiability relation
I'w = P between a logical environment I' € LENv, a world w=(l,g,J)
and an assertion P. We use two auxiliary satisfiability relations. The first
one I',l Fg, P interprets assertions in the usual separation logic sense over
an instrumented state . We use this relation when we are only concerned
with the local component of a world (I) and wish to ignore the shared
component (g) and the action model (J). The second one I',s =49 P
interprets assertions over a subjective state s that is part of the global
shared state g, subject to action model J. This third form of satisfaction
is needed to deal with nesting of subjective views. We often write =
as a shorthand for |=,5 when we do not need to refer to the individual
components g and J.

Note that this presentation with several satisfiability relations differs
from the usual CAP presentation [I5], where assertions are first interpreted
over worlds that are not necessarily well-formed and are then cut down

to well-formed ones. The CAP presentation strays from separation logic
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models in some respects. For instance, in CAP, the — is not the right
adjunct of *. Although we have omitted — from the syntax of top-level
assertions in AsT, its semantics in CoLoSL would be standard and would

satisfy the adjunction with x.

Interference assertions are interpreted component-wise with each action
interpreted as a set of actions of the form (I,,[,,l.) € AcTION With pre- and
post-states [, and [, and catalyst [.. Note that the definition of actions
(Def. stipulates that [. be maximal and that [, and [; not overlap.
Lastly, observe that an interference assertion is of the form {r : 3v. p ~~ ¢}
where r € LAsT. This is to allow for more expressive interference assertions
such as when r £ [C1]™  [C]™ or r £ [C1]™ V [Co]™. However, as we
stipulate in the following definition, an interference assertion I = {r :
Y. p ~» ¢} is only meaningful when the interpretation of r describes a

capability x in Kap; otherwise the semantics of I is empty (equivalent to

false).

Definition 104 (Assertion semantics). Given the logical environments
LENv, the instrumented states ISTATE (Def. and the assertions AsT
(Def. [103)), the local satisfiability relation, Fg : (LENV x ISTATE) X AsT, is
defined as follows, for all I' € LENV and [ € ISTATE:

I, kg, false never
I'iEsLp=q iff T',lFg pimplies I',l Fg q
IlEg IX. P it F. | x:v],lEP

Il Eq emp iff [ € UNITyys
IilkEg H iff  3h,k.l1=(h,k) and ', h =, H and k € UniTk
Il Eg [C]F iff  3h,k,t. l=(h,x) and h € UniT, and

I'(T)=t and dom(k)={t} and T',k(t) =c C
I iFg, p—xgq if VI.T,l'Eg.pandlfl

implies T', 1ol 4. ¢
T lEwp—®q iff 3T, 0 Eypand Tlol Ey g
T, lkg Pux Py iff  3iy,ls. I=l ol and

I,0 Eo Py oand T,y Eo Py
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T lEg PLW Py iff 3 14,ls. I=l'olj oly and

[0l Fy, Py and T, 1 o ly By, Py
ik PVQ iff T,lFg PorTlFg Q
Il Eg, I iff [ € UNITns

Given the set of worlds WorLD (Def. and assertions Ast (Def. [103)),
the satisfiability relation, |=: (LENV X WORLD) X Ast, is defined as fol-
lows, where (I denotes the interpretation of I defined below, and the
definition of J| (s,7,7') is given in Def.

(9,9 Fp iff T lEqp
MwpE3X. P iff Fo.[[|x:v,uwEP
HLwEPVQ iff TyowgEPo IuwkEQ
TywE PPy iff  Jwi, we. w=w; @ we and
Fbwy E Pyand Tywy E Py
TwkE PP, iff  Jw, wi, we. w=w' e w; e wy and
[,w ewy =P and T,w' e wy = Py
I,(l,9,9) E(P); iff 1€ Unir, and 3s,7,7. g=sor and I,= (I
and I',s =9 P and J] (3,7“, J’)

where
I'skE=gap iff I',skq p
I's = IX. P iff Fv. I'|x:v],s = P
I's= PVQ iff s Porys =1 Q

I,s =1 P x Py iff 351, 82. 5=51 0 59 and
I,si =1 Py and I, sp =1 P
skt P Py iff 3s’, 51, 89. s=5" 051 059 and
I,s'os; =t Py and T, 8" o s =4 Po
Lys kg0 (P, iff L, (s,9,9) = (P);

Given the set of interference assertions IAsT (Def. [103)), the set of capabili-
ties Kap (Def. and the set of actions Action (Def. [04), the interference
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interpretation function, {.) ) : IAsT x LENV — (Kap — P (ACTION)), is de-

fined as follows, for all kK € Kap:

(0D (k) £ 0
(Ip,lg,1c) € AcTION
A K Eg, r A 0.

[T | Y:0],l, 0l Fs p

A L] Y:0],l 0l Fo g

({r: 3V.p~>FUIp (K) = (p, L, L) U 1) (x)

The Fg. is the weakest of all three satisfiability relations. More con-
cretely, if I',(l,9,J) = P then I',l ks, P. Similarly, if I',l |=59 P then

I',l Eg. P. This is formalised in the following lemma.

Lemma 4 (satisfiability relations). Given the instrumented states ISTATE
(Def.[91), action models AMob (Def.[94]), assertions Ast (Def. and the
satisfiability relations ., =1 and = (Def. , for all P € Ast, T' € LENV,
l,g € I1StATE and J € AMob (Def.[94):

if Tl P then T,lkEg P (9.1)
if T,IEP then T,lEg P (9.2)

Proof. The full proof is given in §C| (in Lemmata [24] and respectively).

Action Model Closure Let us now turn to the definition of action
model closure, as informally introduced at the beginning of this section.
First, we need to revisit the effect of actions to take into account the
splitting of the global shared state into a subjective state s and a context

T.

Definition 105 (Combined action application). Given the set of instru-
mented states ISTATE (Def. and the set of actions Acrion (Def. [04)),
the combined application of an action a=(p,q,c) € ACTION on an instru-
mented subjective state s € ISTATE and context r € ISTATE, written als, r],

is defined as follows:

(qos',r')

agree(sor,poc) A Ips, pr. }
U{(s.q0r)

p=ps © Pr A\ Ds&UNITIys A s=ps o s Ar=p.or' ANqts or’

agree(sor,poc) Ar=por' Aqfsor’
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where f denotes the compatibility relation (Def. and agree denotes the
agreement relation (Def. .

Observe that the combined action application a[s,r] and action applica-
tion a[s or] (Def. are linked in the following way:

V(s',7") € als,r]. 8 or’ € alsor]

In our informal description of action model closure on p. we stated
that a set of actions must be reflected in an action model. Intuitively, an
action is reflected in an action model if for every state in which the action
can take place, the action model includes an action with a similar effect
that can also occur in that state. In other words, an action a=(p,q,c)
is reflected in J from a state [ if whenever a is enabled in an extension
of [ (i.e. poc < lor for some extension 7), then there exists an action
a'=(p,q,c') € J (with the same pre- and post states p and ¢) that is also
enabled in the same extension of [ (i.e. poc’ <lor). We proceed with the

definition of action reflection.

Definition 106 (Action reflection). Given the set of instrumented states
ISTATE (Def. and the set of actions Action (Def. , an action
a=(p,q,c) € ActioN is reflected in a set of actions A € P (ActioN) from

an instrumented state [ € ISTATE, written reflected(a,l, A), if and only if:

Vr.poc<lor=3c.(p,q,d) e ANpocd <lor

We now formally define action model closure. Action model closure
constitutes the crux of the SHIFT principle. For each condition outlined

on p. we annotate which part of the definition implements them.

Definition 107 (Action model closure). Given the set of instrumented
states ISTATE (Def. and the set of action models AMop (Def. [94), an
action model J € AMobp is closed under a subjective state s € ISTATE,
context r € ISTATE, and action model I € AMop, written I (s,7,7'), if
and only if:

vYn e N. T, (s, T, J')
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where

Jlo (s,r,ﬂ’) A true

Inir (5,7,7) <L Vi Va € (k). reflected(a, s o 7, I(k)) A ()
Vk.Va € J(k). potential(a, s o r) =
(reflected(a, s o r,7'(k)) V —wisible(a,s)) ()

AY(s' ') € als,r]. Iln (8,0, 7) ()

and the definitions of potential, visible and reflected are as given in Def.
Def. 98] and Def. respectively.

Informally, given a global shared state g £ sor comprising a subjective
state s and a context r, the J | (s,r,J) states that the actions of J’
simulate those of J starting from the shared state g. More concretely, the
I} (s,r,7') states that the J is closed under (s,r,J’) if the closure relation
holds for any number of steps n € N where

e s denotes the subjective view of the shared state;

e 1 denotes the context;

e sor captures the entire shared state;

e a step corresponds to the occurrence of an action as prescribed in J

which may or may not be found in 7.

The indexed closure relation is satisfied trivially for no steps (n=0). On
the other hand, for an arbitrary n € N the relation holds if and only if for

any action a in J, where a is potentially enabled in s o, then:
1. every action in J' is reflected in J (¢f. item (1)) on p. ; and

2. for every action a in J, where a is potentially enabled in sor, then
a) either a is reflected in I’ (a is known to the subjective view);
b) or a does not affect the subjective state s; that is, a is not

visible in s (c¢f. item ([2)) on p. [274)); and

3. Jis closed under any subjective state s’ and context r’ resulting from
the application of a; that is, (s',7') € a[s,r] (¢f. item (3) on p. [274))
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Note that when a is not visible in s (2b]), given any (s',7') € a[s,r], from

the definition of action application we then know s’ = s.

Recall from the semantics of assertions (Def. that the actions in J’
correspond to the interpretation of an interference assertion I on a sub-
jective view (i.e. (I) given a logical environment I'). The first condition
ensures that the subjective actions in J' are contained in those of J. As
such, from the semantics of subjective assertions, the actions in J represent

the superset of all interferences known to subjective views.

We make further observations about this definition. First, item ((3))
makes our assertions robust with respect to future extensions of the shared
state, where potential actions may become enabled using additional cata-
lyst that is not immediately present. Second, the J' (and thus interference
assertions) need not reflect actions that have no visible effect on the sub-

jective state.

Third, if an action model is closed under a subjective state s; o so and
context 7, then it is also closed under the smaller subjective state si,
and the larger context extended with the forgotten state (sy o). This
is formalised in the lemma below (part @) We appeal to this lemma in

establishing the validity of the FORGET principle.

Fourth, whenever an action model closure relation holds for two differ-
ent subjective states (that may overlap), subject to two different action
models, then the closure relation also holds for the combined subjective
states and their associated action models. This is captured in the following
lemma (part |E[) We appeal to this lemma in establishing the validity of
the MERGE principle.

Lastly, given an existing action model J and an extension action model
Je, whenever i) the actions of the existing J are confined to an existing
global state g (i.e. g © J holds); and ii) the actions of the extension J. are
confined to an extension state se (i.e. se (© J. holds), then the combined
action model JUJ, is closed under the extended state s., the global state
g and the extension action model J. (i.e. JUJ.] (Se, g,Jc) also holds). This
is formalised in the lemma below (part . We appeal to this lemma in

establishing the validity of the EXTEND principle.

Lemma 5 (FORGET, MERGE and EXTEND closure). For all si,s2,7 €
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ISTATE (Def. and 3,9 € AMob (Def. [94):
J| (s1089,7,7) = Tl (s1,8207,7) (a)
For all sp, Sc, $q,7 € ISTATE (Def. and 3,31,J9 € AMob (Def. :

Il (spose,sqor,d1) A Il (sq058e,sp0r,J3) =

(b)
Il (sposcosg,r,diUd)
For all g, s. € ISTATE (Def. and 3,3,J¢ € AMoD (Def. :
gO©INSe ©Ie = TUIe] (Se,9,0e) (c)

Proof. The proof of all three parts are given in (Lemma Lemma
and Lemma respectively).

This completes the definition of assertion semantics. We can now show
that the logical principles of CoLoSL are valid. The proofs of the SHIFT
and EXTEND principles are delayed until and where we formalise
the definitions of C and =.

Lemma 6 (Cory, FORGET and MERGE validity). For all P,Q € Ast and

I,I' € 1AsT (Def. [103):

=P, ngf*f (9.3)
-PxQ), "B, (9.4)

=P, *12 MESEHUIQ (9:5)

Proof . This is immediate from the semantics of CoLoSL assertions
(Def. [104)).

Proof , It suffices to show that for all I' € LENV:

{U}|F,w|:I} c {U}|F,w|:[}

We proceed as follows:

{w‘F’w’:I}
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( I € UniTins A 3T I'=((I)p, I7)

A 38y, 8¢, 8q. 5=8p 0 5.0 84

=1 (L (sor),J) AT, (sp o se) B(soryg P

AT, (8q05¢) F(sor), @

L NI (sposcosg,r,T)

( I € UniTins A 3T I'=((I ), I7)

A 3Sp, Sc, 8q. S=5p 0 5.0 84

(Lemma [lfa)) €4 (I, (s or),9) AT, (spose) Esors P
AT, (540 8¢) Fsor)g @
NITL (spose,sqor,T)

l € Unitins A 37 T=({I),Tr) }

AT, sp E(syoryg P AT (sp,7,7)

N

{(l, (spor),J)
:{w ‘ F7 w IZ I}
as required.

Proof . It suffices to show that for all I' € LENV:

{w|F,w =Py, *12} c {w|raw):hulg}

We then proceed as follows:

{w|r’w):h*12}

[ € UNiTIns A 371, T2, 8p, 8¢, Sg-
h={LiDp,Jr) ANJe=({L2)p , Ix)
N S=8p 0 8.0 84

= (l7 (S © T)v j) AT, (Sp ° SC) ‘:(SOT‘),J P

AT, (Sq 0 5c) ):(sor)ﬂ Q

NI (spose,sq0r,J1)

NI (sc08q,8p01,T2)

[ € UNiTins A 371, T2, 8p, Se, Sq-
h={I1iDp,Jr) AJe=({L2)p , Ix)
N 8§=8p 0 8. 0 Sq

AT, (Sp ° SC) ':(sor),J P

AL, (sq 0 5c) ):(sor),i] Q

NI (sposcosg,r,diUTg)

(Lemma [5{(0])) €< (1, (s o7),7)
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l € UNiTins A 37, Sp, Se, Sq-
j/:(qjl U IQDF >jT)

N 8=8p, 0 8.0 S

AT, (spose) F(soryg P
AT, (sq 0 sc) ):(sor),J Q

\ AT (sposcosq,m,T)

:{w | Tyw = Ilulg}

as required. O

=q (i (sor),J)

Note that as shown below, the version of FORGET where P and @
predicates are conjoined using & (rather than x) is also valid for all P, @,

and I, where the first implication follows from the semantics of &.

ForgET
Q) > (Prme), 5 (7,

9.3. Interference Manipulations

We now proceed with formalising the requirements of the EXTEND and
SHIFT principles.

Shared State Extension When extending the shared state with locally
owned resources, one may specify a new interference assertion over these
newly shared resources. While in CoLoSL the new interference may refer to
parts of the shared state beyond the newly added resources (in particular
the existing shared state), they must not allow visible updates to those
parts, so as not to invalidate other threads’ views of existing resources.
We thus require that the actions of the newly introduced interference be
confined (Def. to the extension and not interfere with the existing

shared resources. We first motivate this constraint with an example.

Example 11. Let P defined below describe the view of the current thread.
Since the current thread owns the location addressed by X locally, it may
extend the shared state with X as described by . In extending the
shared state, the current thread also extended the interference allowed
on the shared state by adding a new action associated with the newly

generated capability resource [a], as given in I’; which updates the value
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of location X.

lI>

PéXHl*[Y;_)l\/y;_)QJI I=(b] :Yy—=1~yY—2)

Q= 3. [a]T*[(YH1VYH2)*XH1]

I'2 (" i X = 1~ X 2)
or

Since location X was previously held locally by the current thread and was
hence not visible to other threads, this new action will not invalidate their
view of the shared state and thus this extension is valid. On the other
hand, if I’ is replaced with I” £ ([a]" : ¥ = 1 ~» Y + 3), allowing for
the mutation of location Y, this would potentially invalidate the views of
other threads. Indeed, other threads may rely on the fact that the only
updates allowed on location Y are done through some [b]™ capability as
specified in I. As such, this new behaviour would invalidate their view of
the shared state.

In order to ensure sound extension of the shared state, we require in
EXTEND that the newly introduced interferences be confined to the locally
owned resources (e.g. in Example above we require X — 1 © I').

Definition 108 (Interference confinement). Given the action model con-
finement relation (© (Def. , the set of logical environments LENV, the
sets of assertions AsT and interference assertions IAsT (Def. , the Fq,
satisfiability relation and the (.}, interpretation function (Def. [104)), an
interference assertion I € TAST is confined to an assertion P € AsT, written
P © I, if and only if:

VL € LEnv. {I|T,1Fy P} © (I);

The P (© I states that the actions in the interference assertion I are
confined to the states described by P, defined as a straightforward lift of
action model confinement (Def. to assertions. For instance, consider
the interference assertion I from Fig. in §8 repeated below:

[ax]":  Ive{0---9}. x> Vxz> V v x> VHLxz >V
T2 [ag] :3ve{0- 9} x =+ VHL#y 5 V ~ x5 VHL sy 5 V41
[az]":3ve{0---9}. y > VHlxz >V ~ v VHlxz = V+1

We then have Py © I with Py 2 x+ 0%y — 0%z +— 0. Observe that

establishing Py (© I requires a semantic (model-level) check. However, as

284



we demonstrate later in §9.5] rather than checking interference confinement
semantically, we present a number of syntactic judgements that reduce
interference confinement to logical entailments. Using these judgements,
we then demonstrate that Py (© I holds (see Example on p. [299)).

We delay the proof of the EXTEND principle until §9.4] where we for-
malise the definition of =.

Action Shifting Recall from that interference assertions may shrink
over time by forgetting actions that are either redundant or not relevant to
the current subjective view via shifting. In order to ensure the soundness
of interference shifting, we must ensure that the forgotten actions are
irrelevant not only for the current subjective view, but also for all possible
futures of the subjective view under all potential actions, both from the
thread and the environment. To capture this set of possible futures, we
refine our notion of local fences (Def. [09), which is defined in the context
of the global shared state, to consider a subjective state within the global
shared state instead. To do this, we also need to refine our notion of action
application from Def. to ignore the context of a subjective state, which

as far as a subjective view is concerned could be anything.

Definition 109 (Subjective action application). Given the set of instru-
mented states ISTATE (Def. and the set of actions Action (Def. [04)),
the subjective application of an action a € AcTION on an instrumented

state s € ISTATE, written a(s), is defined as follows:

als) 2 {(s/.)

Ir € ISTaTE. s r A (8',1) € a[s,r]}

where f denotes the compatibility relation (Def. and a[s,r] denotes the
combined action application (Def. [105)).

Note that in contrast with global action application a[g] in Def. only
parts of the action pre-state has to intersect with the subjective view s for
a(s) to apply. Thus, we fabricate a context r that is compatible with the

subjective view and satisfies the rest of the pre-state.

Definition 110 (Fenced action model). Given the set of instrumented
states ISTATE (Def. and the set of action models AMop (Def. [94)), an
action model J € AMob is fenced by F € P (ISTaTE), written F > J, if and
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only if:
VieF.Va e rng(J).V(s,r) €a(l). Ir' <r.sor' €F

Given the set of logical environments LENvV, the sets of assertions Ast
and interference assertions IAsST (Def. , the Fg, satisfiability relation
and the (.} interpretation function (Def. , an interference assertion
I € TAsT is fenced by an assertion P € Ast, written P > I, if and only if:

VI € LEnv. {l | T, 1 Eg, P} > (I

Observe that the definition of fencing is subsumed by that of local
fencing (Def. [99). That is, for all fences F and action models J, the F » J
implies F > J. In particular, note that in contrast with local fences, fences
do not require that actions be confined inside the subjective state. The
P > I states that the interference assertion I is fenced by assertion P,
defined simply as the lifting of the fencing relation > to assertions. For
instance, consider the interference assertion I)’, from repeated below:

[a ] :IVE{D- -9} x> VExy > VEzZ i V v X3 VHLxy =5 Viz = V
I & ¢ [ay]" Ive{0---9}. x> VHL*y 5 V ~ x5 VL y 5 VL
[az]": Ive{0---9}.y—=> VvHlsz >V ~ y VHlxz = v+1

A possible fence for IS’, is denoted by the local assertion Fy below (Fy > I;,):

10
Fy2 \/ (X Wxy = W)V (X = Wl xY > W)

w=0

Note that establishing Fy > I)’, requires a semantic check. Later in
we present a number of syntactic judgements that reduce fencing checks

to logical entailments. Using these judgements, we then demonstrate that
Fy > I holds (see Example |14{ on p. [307).

Fencing vs. Stability The keen-eyed reader may have noticed that the
definition of fencing is rather similar to the well-known notion of stability
under an interference. However, as we demonstrate later, the definition of
stability in CoLoSL is slightly weaker than that of fencing.That is, given
a set of states F and an action model J, if J is fenced by F (i.e. F > J
holds), then F is also stable with respect to the actions of J. However, the

286



other direction does not generally hold. We refer the reader to §9.5 where

we illustrate this with an example on page [312

Definition 111 (Action model shifting). Given the set of instrumented
states ISTATE (Def. and the set of action models AMop (Def. [94),
an action model J' € AMob is a shifting of J € AMobp with respect to
S € P (IStaTE), written J CS 7, if and only if there exists a fence F €
P (IStaTE) such that:

Ir=T.ANSCIFANF>IAVIET.Vk.
Va € 7' (k). reflected(a,l,I(k))
A Va € I(k). a(l) # 0 = (—visible(a, 1) V reflected(a, 1,7 (k)))

where reflected and visible are as defined in Defs. and the a(l) de-
notes subjective action application (Def. [109)) and > is the fencing relation

(Def. [110)).

An important property of the action model shifting is that it preserves
action model closure (Def. . That is, if an action model J is closed
under a subjective state s, context r and action model J; (i.e. I (s,7,91)
holds), and J; is shifted to Jo with respect to a set of states containing
s (i.e. 91 T} 95 holds), then J is also closed under s,  and Jo (ie. J|
(s,r,J2) also holds). This is formalised in the following lemma. Later, we

appeal to this lemma to establish the validity of the SHIFT principle.

Lemma 7 (SHIFT closure). For all s,r € ISTATE (Def. and J,71,J2 €
AMob (Def.[94)):

I (5,7, 91) AT T8 95 = 9] (s,7,99)
Proof. The full proof is given §C] ( Lemma [31)).

Given the set of logical environments LENV, the sets of assertions AsT
and interference assertions IAsST (Def. , the kg, satisfiability relation
and the (.), interpretation function (Def. [104), an interference assertion
I' € 1Ast is a shifting of I € IAsT with respect to P € Ast, written
I CP I, if and only if:

VI € LExv,n € N. ({(I)p,n) CUTFEPY (1) n)
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The second line of the 3 ©° 7’ definition requires that the new action
model I’ not introduce new actions (i.e. actions not present in J). The
last line of the definition stipulates that the new action model J’' include
all visible potential actions of . The I CF I’ states that the interference
assertion I’ is the shifting of I under assertion P, defined simply as the
lifting of the shifting relation C to assertions.

For instance, consider the interference assertion I{, from repeated

above (p. 286|), and the interference assertion I; from Fig.
below:

2l repeated

We then have I C I, with Qo £ x — 0%y ~— 0. Observe that es-
tablishing I C@ I, requires a semantic (model-level) check. However,
as we demonstrate later in §9.5] rather than checking interference shifting
semantically, we present a number of syntactic judgements that reduce in-
terference shifting to logical entailments. Using these judgements, we then
demonstrate that I; CQo I, holds (see Example on p. .

We can now show that the SHIFT principle is valid.

Lemma 8 (SHIFT validity). For all P € Ast and I,I' € IAst (Def.[105):
(@), AP T EE (),

Proof. Pick arbitrary P € Ast, I,I' € 1Ast, ' € LEnv, and w=(l,g,J) €
WoRLD such that:

Iw = (P); (9.6)
IcPr (9.7)

It then suffices to show that:
F7 w ’: I’ (98)

From and definition of = we know that there exist s, € ISTATE such
that:

le Unitiys Ag=sor AT, s g9 PANTL (s,r, ({(I)p,Tr)) (9.9)
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From Lemma {4| (9.1) above and we know I', s Fg, P and consequently
from and the definition of C¥ we have:

(D, 92) - ((I'])y,9) (9.10)
and thus from (9.9), and Lemma [7] we have:
I (s, (I )y In) (9.11)
Consequently, from (9.9), and the definition of = we have:
IowE (P

and can discharge the obligation in as required. ]

9.4. Rely and Guarantee

We define the rely and guarantee conditions of each thread in terms of
their action models. This allows us to define stability against rely condi-
tions, repartitioning, which logically represents a thread’s atomic actions
(and have to be in the guarantee condition), and semantic implication.

Equipped with these notions, we can justify the EXTEND principle.

Rely The rely relation represents the potential interference from the
environment. Although the rely will be different for every program (and
indeed, every thread), it is always defined in the same way, which can be
distilled into two relations.

The first relation, R, transforms a world (I,¢,7) to (l,go ¢, 7" UT),
extending the shared state g with the new resources in ¢’, modifying the
action model J to 7’ (by extending its ticket component with a fresh
ticket), while simultaneously extending it with J' describing how the new
resources in ¢’ may be manipulated. In order to ensure that the newly
introduced actions do not interfere with existing shared resources and
thus do not invalidate other threads’ views of the shared state, these
new actions must be confined to the extension (i.e. ¢ © 7). Recall
that when extending the shared state, a thread may also introduce fresh

capabilities to enable the new actions. To ensure the freshness of the
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newly generated capabilities, the ticket component of the action model J
is extended with a fresh ticket ¢ not previously claimed (¢t ¢ dom(Jy)).
That is, J is transformed to J” by extending its ticket component with a
fresh ticket ¢, while leaving its action component unchanged (i.e. J/=7,).

The second relation, R", transforms a world (I,g,7) to (I,4',9) by up-
dating the shared state g to ¢’ according to the actions in the action model
J. That is, at any one point the environment may update the shared state
g by performing an action for which it has the sufficient capability (k).
For this to be possible, the thread performing the action must have the
k capability in its own local state and thus x must be compatible with

the capabilities contained in both the shared state g and the local states
[ (ie. K (log)k).

Definition 112 (Rely). Given the set of worlds WorLD (Def. , the

extension rely relation, R® : P (WORLD X WORLD), is defined as follows:

Reé (lvg7j)7
(l,gog,J"UT)

where (©) denotes the confinement relation (Def. [100) and & denotes the

standard disjoint function union.

(97=0V 3t.t& dom(Tx) A I"=(J, I & [t 1))
Ng ©F

The update rely relation, R" : P (WORLD X WORLD), is defined as follows:
B2 {((,9,9), (1.g.9) |3 n 2o g)A(g.9) € 7] ()}
where § denotes the compatibility relation (Def. , and
[7] (k) £ {(pocor,gocor)|(p,q,c) € I(k) Ar € ISTATE}

The rely relation, R : P (WoRLD x WORLD) is defined as follows, where x

denotes the reflexive transitive closure of the relation:
R (R“U R®)*

The rely relation enables us to define the stability of assertions with

respect to the environment actions.

Definition 113 (Stability). Given the set of logical environments LENV,
the set of worlds WorLD (Def. [102]), the set of assertions Ast (Def. ,
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the assertion satisfiability relation | (Def. [104) and the rely relation R
(Def. , an assertion P € AST is stable, written stable (P), if and only
if:

stable (P) &L stable (P,R)

where for all relations R € P (WORLD X WORLD), the stable (P, R) is defined

as follows:

stable (P, R) <2 VI € LExv. Y, w' € WORLD.

NwkEPA(ww)eR=T,w[EP

Proving that an assertion is stable is not always obvious, in particular
when there are numerous transitions to consider (all those in the reflexive
transitive closure of R® and R"). As we demonstrate in the following

lemma, it suffices to check stability against the update actions in R".

Lemma 9 (Assertion stability). Given the extend rely R® (Def. , for all
I' € LEnV, w,w’ € WoORrLD (Def. and P € Ast (Def. , stable (P, R®)
holds:

LbwkEPA(w,w')eR = IHuw'EP (a)

Given the update rely RY (Def. , for all P € Ast (Def. , if P is
stable with respect to the actions in RY (Def. , then it is stable:

stable (P, R") = stable (P) (b)

Proof. The full proof of both parts is given in §C| (Lemma |37 and Lemma
respectively).

Observe that establishing stable (P, R") requires a semantic (model-level)
check. However, as we demonstrate later in §9.5, rather than checking
stability semantically, we present a number of syntactic judgements that

reduce stability to logical entailments.

Guarantee We now define the guarantee relation that describes all pos-
sible updates the current thread may perform. The guarantee relation is
the dual of the rely relation: the actions in the guarantee of one thread are

included in the rely of concurrently running threads. As such, it should
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come as no surprise that transitions in the guarantee can be similarly

categorised into two relations resonating with those of the rely.

The extension guarantee relation, G¢, transforms a world (I o', g,J) to
(lo(hy,k1),g09",7"UT), where g'=I'o(hg, k2) and hq, hy € UniT,. As with
the rely extension R®, the action model J is updated to J” (by extending it
with a fresh ticket t), and is similarly extended with 3’ describing how the
new resources in ¢’ may be manipulated provided that ¢’ © J'. Moreover,
the extension ¢’ contains the locally held resources in I’, as well as the
freshly generated capability ko (with ticket t). Similarly, the local state I
is extended with the freshly generated capability k1 (with ticket ).

Similar to its rely counterpart, the update guarantee relation, GY, trans-
forms a world (I,9,7) to (I,4',J) by updating the shared state g to ¢’
according to the actions in the action model J, provided that the associ-
ated capability is held locally (i.e. contained in /). The guarantee extension
is more involved than its R" counterpart, because updates in the guarantee
may move resources from the local state into the shared state while si-
multaneously mutating the shared state as prescribed by the action model.
When updating the shared state, threads are not allowed to introduce new
capabilities, as this can only be achieved when extending the shared state
(through G€). Intuitively, we must ensure that resources are not created
“out of thin air” in the process. This can be expressed as preserving the
orthogonal set of the combined local and shared states; that is, the set
of states compatible with that combination. Given a partial commutative
monoid (M, ey, UNITy), the orthogonal set of an element m is defined as

the set of all elements in M that are compatible with it.

Definition 114 (Orthogonal set). Given a partial commutative monoid
(M, ey, UniTy), the orthogonal set function (.)* : M — P (M), is defined

as follows, for all m € M:

(m)* & {m | m g m'}

Definition 115 (Guarantee). Given the set of worlds WorLD (Def. ,

the extension guarantee relation, G¢ : P (WORLD X WORLD), is defined as
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follows:

3t, ho, ko. h1, ho € UNITy,
Ge 2 (lol',g,7), A dom (k1) U dom(ka) C {t}
(lo(h1,k1),909,3"UT) NT"=(Tx,Ip W[t —1])
ANg'=l"o(ha,ka) Ng ©T

where (©) denotes the confinement relation (Def. [100) and & denotes the
standard disjoint function union.
The update guarantee relation, G" : P (WORLD x WORLD), is defined as

follows:

(10 g = (Lo g))* A
g=¢ Vi <l.
(9,9") € [7] (k)
A((log)) = ((I'og),)

G" £ 4 (g9, (,d,9)

where (.)* denotes the orthogonal function (Def. , the < denotes the
ordering relation (Def. and [J] is as given in Def.
The guarantee relation, § : P (WoRLD x WoORLD) is defined as follows,

where * denotes the reflexive transitive closure of the relation:
= (G*UG®*

Using the guarantee relation, we introduce the notion of repartitioning
P ={PHa} Q. This relation holds whenever, from any world satisfying P,
if whenever parts of the composition of its local and shared states that
satisfies p is exchanged for one satisfying ¢, it is possible to split the
resulting logical state into a local and shared part again, in such a way

that the resulting transition is in G, and the resulting world satisfies Q.

Definition 116 (Repartitioning). Given the sets of logical states LSTATE
(Par. 2), worlds WorLp (Def. [102), capabilities Kap (Def. and the
guarantee relation G (Def. [115), the repartitioning relation, =: (P (WORLD) X
P (LSTaTE)) X (P (WORLD) X P (LSTATE)), contains ((Wh, L), (Wa, L)) if
and only if:

for all worlds wi=(l1, g1,J1) € Wy, there exist hqy,h’ € LSTATE such that:

1. hy € Ll; and
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2. hye, I =(l10g1).; and

3. for all hy € Lo, there exists a world we=(l3, g2,J2) such that:
a) wy € Wa; and
b) hy e, h' = (I3 0 g2).; and

c) (wy,w9) €59

Given the set of logical environments LENv, assertions AsT and local asser-
tions LAsT (Def. [103) and the kg, and |= satisfiability relations (Def. ,

the repartitioning relation = is lifted to assertions as follows, for all
P,Q € Ast and p,q € LAST:

(P,p),(Q,9)) € = <L VI € LEnv. (W1, Ly), (Wa, Ls)) € =

where
Wy 2{w|T,w k= P} Wy £ {w|T,wkE Q}
Ly £{h| 3k € Unir. T, (h, k) Fer, p}
Ly £{h |3k € Unirk. T, (b, k) Fg, q}

We write P =PHat Q for ((P,p),(Q,q)) €=, and write P = Q for
P ={emp}emp} ) in which case the repartitioning has no “side effect” and
simply shuffles resources around between the local and shared state or
modifies the action models (i.e. via transitions in G¢).

We can now show that the EXTEND principle is valid.
Lemma 10 (EXTEND validity). For all P € Ast and I € IAst (Def.[105):

if Px[C]"©I and T¢ fu(P,C1,C2) and sat(Cy,C2)

EXTEND
then FP = 31.[C1]" * P [Cy)” ,

Proof. Pick an arbitrary I" € LEnv and w; = (I, ¢,J) € WoRLD such that

Px[C]" ©T (9.12)
T Q fU(P, G, 62) and sat((?l, ('32) (9.13)
T, wq |: P (9.14)

From (9.13) and the definition of sat (Par. we know that there exist
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¢, ¢1,¢o € CAP such that:
c=ciecco AT, ¢ ':c Ci AT, ¢o ):c Cy (9.15)

Pick a ticket t € N such that ¢t € dom(Jy). It is always possible to pick
such t since the domain of J. is finite. Pick 7,7", k1, ko, h1, ho,l',¢', wo
such that:

"=, I W [t — 1]) (9.16)
k1=[t — 1] and ko=[t — <2 (9.17)
hi,ho € UniT, and I'=(h1, k1) and g'=golo (he,k2) (9.18)
jl:(qID[F‘T:t] ,j/T,) and ’U)QZ(l,, g/7 J// U J,) (919)
From the definition of = it then suffices to show:
(log)=(og). (9.20)
(wl,wg) €g (9.21)
wf (ws) (9.22)
', wo ’: ar. [6’1]T *| P % [GQ]T ; (923)

RTS.

This follows immediately from the definitions of I’ and ¢’ in (9.18)).

RTS. (0:21)
From (9.14) and Lemma [| (9.2) we have I',l Fy, P. Since T ¢ fu(P),
we then have [I'| T:t],l Fg, P. Similarly, since T ¢ fv(C2), from (9.15),

(9.17), (9.18) and the definition of Fg, we have [I'| T:t], (he, k2) Fe [Ca]™.

Consequently we have:
[C|T:t],1 0 (he, ke) Fe, P [Co]" (9.24)

From (9.12), (9.19) and the definition of © we know there exist F' such
that:

(| [D|t],l Fe, P [Co]" Y CF AT » (9.25)
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From (9.24)), (9.25) and the definition of » we have:
lo (hg, /<;2) © jl (926)

Consequently, from the definition of wy (9.19) we have (w1, ws) € G¢ and

thus (wq,w2) € G, as required.

RTS. (9-22)

From the well-formedness of w; we know dom((l o g)x) € dom(Jy). From
the definition of 7”7 UJ we know dom((J"UJ)y)=dom(I;) W {t}. From the
definition of I’ and ¢’ we know dom((I'o¢')x)=dom((log)x)W{t}. As such

we have:
dom((I' o ¢")x) C dom((7" UT)y) (9.27)

From well-formedness of w; we know g © J. From the definition of J”
and the definition of (© we then have g (©) J”. Consequently, from the

definition of ¢’ in (9.18)), (9.26)) and Lemma [3[ we have:
J@IUY (9.28)

From the well-formedness of w; we know [ § g and dom((log)x) C dom(Jy).
Since t is a fresh ticket (not in dom(J;)), from the definition of I’ and ¢’
we then trivially have I’ § ¢’. As such, from (9.27)), (9.28)) and the defini-

tions of wf and wa we have wf (wq) as required.

RIS.
Since T & fv(€q), from (9.15)), (9.17)), (9.18) and the definition of Fg, we

have [['|T:t], (h1, k1) Fg [C1]". Consequently, from the definition of = we

have:

0| 1:t], (b1, k1), ¢, 9" UT) = (€] (9.29)

Since T ¢ fo(P), from ((9.14) and the definitions of = and w; we have [I|

T:t], (l, g,f]) = P. Consequently, from the semantics of assertions we have
] T:¢], (l,g,J”) = P. On the other hand, since T & fv(Cs), from (9.15),
(9.17), (9.18) and the definition of = we have [I'|T:t], ((h2,k2),9,7") k=
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[Co]". Consequently we have:
[T 1:t], (Lo (he, k2),9,9") |E P x [Ca]" (9.30)

Thus from (9.26)), (9.30]), the definition of ¢’ (9.18]) and Lemma [36] (in

we have:
[F|T1t],l @) (hQ, HQ) l:g/,j"Uj/ P x [GQ]T (931)

From well-formedness of w; we know ¢ (© J. From the definition of J”
and the definition of (© we then have g © J”. As such, from (9.26) and
Lemma we have:

J"UT | (Lo (he,k2),9,7) (9.32)

From ((9.29), (9.31)), (9.32), the definition of ¢’ (9.18) and the definitions

of we and = we have:

[C]1:t], wa b= [C1] *MI

and thus from the definition of = we have:

o3 e+ (P,

as required. O

9.5. CoLoSL Judgements as SL Entailments

Observe that the semantic definitions of interference confinement P (© [
(Def. and interference shifting I CTF I’ (Def. [111)) are defined by
interpreting P via the (standard) separation logic satisfiability relation
Fo. (Def. which ignores the subjective boxed assertions (that is, any
empty instrumented state in UNITyyg satisfies a boxed assertion via Fgp). In
other words, in order to check P (©) I, it suffices to check the confinement
of I (interpreted) with respect to the local states described by P, ignoring
the shared states. As such, we define a simple mechanism for weakening
an assertion P, written | P, by erasing the subjective views. That is, for a

local assertion p we have |p = p, whereas |(P); = emp. The weakening of
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other assertions is defined inductively following the assertion syntax. As we
demonstrate shortly, for all CoLoSL assertions we have P I|P. Intuitively,
this is because (P); - emp. That is, both (P); and emp describe worlds of
the form (l,g,J) where [ is in the unit set. Moreover, whilst emp places
no further constraints on g and J, the semantics of (P); stipulates certain

conditions on g and J.

Definition 117 (Weakening). Given the set of assertions AsT and local
assertions LAsT (Def. [L03)), the assertion weakening function, |(.): AsT —
LAsT, is defined inductively over the structure of assertions as follows, for
all p € LAsT, P,Q € AsT with ® € {V, *,W}:

L

Ip2p |3x. P) £3x. |P (PoQ)£IPOQ |(P); £ emp

Lemma 11 (Weakening). For all P € Ast (Def. [105):
PP

Proof. By induction on the structure of assertions. The full proof is given

in §C] (Lemma [39).

Interference confinement and local fencing judgements We present
a number of judgements that reduce the interference confinement condition
P © I and local fencing conditions to separation logic entailments in
Fig. In the judgements presented we assume that the logical variables
X do not appear free in f and f; for all j. Furthermore, for the judgements
presented in Fig. [0.I] we assume that the underlying partial commutative
monoid of logical states (Par. satisfies the disjointness property [17]|H

As expressed by the top-left rule ((©-INTRO), the P (© I holds if there
is a weaker assertion P’ (P P’) that acts as a local fence for I (P'» I).
The remaining judgements are those of local fencing of the form f » [
where f € LAsT (Def. is a local assertion without subjective views. As
such, since for all assertions P we have P -|P (Lemma and |P € LAsT,
in order to ascertain P (©) I, applying the ((©-INTRO) rule it suffices to
check the validity of |P » I using the local fencing judgements of Fig.

The premises of the local fencing judgements involve entailments of the

'Yh,h'.he,h=h = h=h"Ah€EUnmT,
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form p ks p’ where p,p’ € LAsT are local assertions. Pleasantly, since
local assertions do not contain subjective (boxed) assertions, entailments
of the form p kg p’ are the familiar entailments of standard separation
logic.

Recall that the local fencing judgement f » I states that f must be
invariant under all actions of I and must confine the actions in f. The
fencing condition is checked for each action in I (the »-EMPTY and »-
Cowmp rules). For each action of the form r: 3IX. p ~» ¢ in I, the five
remaining rules of Fig. may apply. The (»-AWEAK) rule simply allows
us to check local fencing for the weaker actions denoted by r: 3X. p’ ~ ¢
which contain the actions of r: IX. p ~» ¢. Similarly, the (»-EQUIV)
rule allows us to check local fencing for an equivalent set of actions. In
the (»-FALSE) rule, the action of r: 3X. p ~» ¢ cannot possibly fire as its
precondition does not agree with f (see Def. : no state satisfying f may
be extended such that a subpart satisfies p. The (»-EXACT) rule allows
us to trim a neutral part r’ of the action (corresponding to a part of the
catalyst in the interpretation of the action) appearing both in p and gq.
This may only be applied when 7’ is ezact; that is, satisfied by at most one
instrumented stateﬂ When this is the case, the part of the state denoted
by r’ is then uniquely determined and left unchanged by the action. The
last rule (»-INV) reduces local fencing to entailment checking, provided
that the fence f can be expressed as a disjunction of precise assertions
(second premise). An assertion is precise if its is satisfied by at most one
substate of each instrumented statef| The first premise states that f is
invariant under the action r: 3X. p ~» ¢, akin to the RGSep encoding of
stability checks as separation logic entailments [57]. Informally, it asserts
that for any state in f, when a part satisfying p is removed and a state
satisfying ¢ is added instead, the result must still be in f. The third
premise checks the confinement condition: given a state [y ol in the local
assertion f; (l1oly Fg, fj), and a state lyol3 in p (lp0l3 = p where [j0ly0l3
is defined), then the combined state Iy o ly o l3 must also be in f;. Hence,
by the precision of f; we have [y olyol3=ljoly. That is, Iy ol3 <lj0ly as

required by the definition of local fencing ».

2 exact (p) éVF,ll,lz. Il Fs p/\F,lz = p — l1=ls
3 precise (p) S VIl <IN <IAT, I Fg p/\F,lz =5 p — li=ls
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PHP Pw»I fyIi fel

-1 -EM —_—
P @ T (©-INTRO TS 0 »-EMPTY e UL »-CoMP
/ / _
pksLp B ({'_SLIQ f» U {r:3v.p~q}
fo{r:3X.p ~ ¢} A xeJ AE
fy{r:3IX.p~q} >oAVEAR fe{r:3xed. Iv.p~ ¢} Sy
JWp s, false »-FALSE exact (T,) o {r: 3K p - q) »-ExAcT
e {r:3X.p~ q} o {r: 3K pxr ~qgxr'}
(p—®f)xqbs f fe Vo
Jj€J

precise (f;) and f;WplsL f; for all j € J

— »-INV
fy{r:3IX.p~q}

Figure 9.1.: Interference confinement and local fencing judgements

Example 12 (Confinement and local fencing judgements). Using the con-
finement and local fencing rules in Fig. 0.1, we can now establish the
Py © I judgement used in with Py, and I repeated below as defined

in §8

PoEx—0xy—0xx—0 I LULUI3

where

(1>

L {[ax}T:3VE{O---9}.x»—)V*z»—)VWXHV—i—l*zHV
I é{ [ay]" :IVE{0- -9} x5 VAL kY 5 Vs x> VL sk y 5 V1
Is é{[aZ]T:Elve{0-~-9}.y»—)V+1*z»—>wan—>v+1*z'—>v+1
Let us define the local fence assertion F' and the interference assertions

I, I}, I as follows:
10 9 9
PR\ )V F) vV R)
w=0 w=0 w=0

FlLAX > WY WHZ> W
F2AX 5 WHI*Y 5 WHZ— W

F3AX 5 WAL+ Y > WHl*2Z > W
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9
nsJrn
j=0

We can then establish

the derivation below:

(1>

1>

{lax]" x> jxzj~wxm j+lxz e j}

{[ay]" i x = jtley s j~x s jrley s j+1}

E{[a] iy jtlsz jmy o j+lrz e j+1}

the validity of the Py (© I judgement as shown in

(1) (1) ()
Fy» I F» I F» I
S Il »-EQuIiv S IZ »-EQuIiv S Ig >-2QL’IV
Py F Fol oo »-omp
Py©I
with
j€{0..9}

(*) F;@(XI—)j*ZHJ) |—5|_F;

i€{1..3} je{0.9} (((ij *ZHj)@FD oL F

* X =>j+lxz )

X X >-INV
Fw» Ir for all j€{0..9}

(1)

>-CoOMP

j€{0..9}

1k y— g F
((= JH1xy J)—C> ) o F
* x> J+1xy—=j54+1

(¥)  FlW (x> j+1xy—j) Fsi F)

ic{1.3} je{0.9} (

I

F» I;.' for all j€{0..9} ey

>-ComP

(1)
j€{0..9}
ie{1..3} ;je{0..9} ( ' )—oF)
: . — *Z
(x) FilW(yoj+lszmg) b B (I 7= oL F
* y=>J+lxz—j+1

>-INV

Fw 1% for all j€{0..9}
(t1)

>-CoOMP
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and
i€{1..3} 7€{0..9}

precise (F;)
(%)

Interference shifting and fencing judgements We present several
judgements for the interference shifting condition I TF I’ required by
the SHIFT principle in the top part of Fig. [0.2] As before, we assume that
the logical variables X do not appear free in f and r; for all j. Given an
assertion P, we write I = I’ as a shorthand for I CF I’ AI' CF 1.

Recall that intuitively, the I CF I’ states that the interference assertion
I may be replaced by I’, as I and I’ both describe the same interference
with respect to the states described by P. The (C-WEAK) rule weakens
the shifting assertion P to P’. The remaining shifting judgements are
all of the form I T/ I’ where f € LAsT is a local assertion (Def.
without boxed assertions. As before, since for all assertions P we have
P F|P (Lemma and |P € LAsT, in order to ascertain I C I, applying
the (C-WEAK) rule it suffices to check the validity of I T I’ using the
remaining shifting judgements. Once again, the premises of the remaining
judgements involve entailments of the form p g p’ where p,p’ € LAsT are
local assertions. As such, these entailments are the familiar entailments of
standard separation logic.

The next two rules (C-REFL and C-TRAN) state that the shifting re-
lation is T/ is reflexive and transitive, respectively. The (C-CoMmp) rule
checks the shifting judgement component-wise, provided that f is invariant
with respect to Iy U Io; that is, Iy U Iy is fenced by f as stated by the
f > I; Uy premise (see Def. . This bigger fencing condition is nec-
essary: the I} T/ I only states that I; and I] have the same effect with
respect to f. Similarly for Iy T I5. We thus need f 1> I; U I ensuring
that f is an invariant of the shared state under the combined interferences
of I; and Is.

The (C-AWEAK) rule simply states that if the weaker actions denoted
by r : 3X. p’ ~ ¢’ may be ignored under f, then the stronger actions of
r : 3X. p ~ ¢ (contained in those of r : 3X. p’ ~» ¢') may also be ignored.

The next three rules capture situations where it is not possible to ap-

ply the action to f. The (C-LFALSE) rule describes the case when the
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PP ICPT I/ rolr

C-WEAK C-REFL C-TRAN
icrhr - rcir icir B
phsLp q I_Squ/
>Lul, LT Lol reIXp gy 0
/ 12 1= "1 2= 2 C-CoMP { — P Q} C-AWEAK
LuLCc/nul, {r:3X.p~qt /0
& kg fal
fb?p }_SL false C-LFALSE (p —® (p_* f)> * 4 sl Talse C-RFALSE
{r:3X.p~q} T 0 {r:3X.p~qtC/0

exact(r') fLp
{r:3X.pxr’ ~gxr'} c/ o

C-EXACT

f@¥phks \/jlebﬂ(p*rj) exact () for all j € J
{r:3X.p~qt =/ Ujes {r: 3Xepxrj~ g*rj}

X & fo(r)

{r:3xeJ. I¥. p ~ q} =te UJ{T :3Y.p~ gl
Xe

C-CATALYST

C-AEqQuiv

C-ADisy

U {r:3X.pj~ q} =true {T (3% Vopi~ V C]k}
jeJ keK JjeJ keK

— T foh jvl C LR
troe o T T TRUE TS0, >-COMP Ty
N w Fsup' qbst ¢ fo{r:3X.p'~¢

fer rcir o phsip’ afsig _f {r pwq}D_AWEAK
fo I f{r:3IX.p~q}

fo U {r:3v.p~q} x&fu(r)

X/ >-AEqQulv fLp >-DISJOINT
fr{r:3xeJ. Iy.p~ ¢} fo{r:3.p~q
exact (r')  fo{r:3IX.p~ q} (p—®(fwWp))*xqbks. f

= >-EXACT — >-INV
fo{r:3X.pxr’ ~ gxr'} f{r:3IX.p~q}

Figure 9.2.: Interference shifting (above) and fencing judgements (below)
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precondition of the action is not compatible with f. Analogously, the (C-
RFALSE) rule describes the case when the postcondition is incompatible
with f. Lastly, the (C-EXACT) rule describes the case when the precondi-
tion of the action is entirely outside f. The notation p L ¢ is the assertion
counterpart of the disjointness relation (Def. and ensures that the
states described by p and ¢ are disjoint. That is, whenever I',l; Fg, p and
I',ls Fq g, then [ L I5 as defined in Def. The p L q can be expressed

in separation logic as follows:
pLlqg & phksL—(truex (memp A (true —®q)))

Recall that the states described by a fence assertion f captures the set of
all possible states the subjective shared state may be in and thus denotes
an invariant of the subjective view. The (C-CATALYST) rule is a shifting
equivalence that uses the knowledge embodied by the invariant f to rewrite
actions into equivalent ones. More precisely, if whenever the precondition
p of the action agrees with f, then a catalyst r; is also true, then adding
rj as a neutral part of the action does not alter the action behaviour. We
can use this rule (with the single rg = X +— V) to justify the shiftings of
the token ring algorithm in @ The exactness of each 7; ensures that no
piece of the state in r; is mutated by the action. In general, it may not be
the case that a single exact assertion can be added, but it may be the case
that a disjunction of exact facts holds. The last two shifting equivalences
(C-AEQuiv and C-AD1isJ) are straightforward.

The bottom part of Fig. presents judgements that partially axioma-
tise the fencing relation f > I. Most of these rules are similar to those for
local fencing f » I in Fig. The (>-TRUE) rule states that true fences
any interference assertion. The (>-CoMmP) rule states that fencing can be
checked per action. The next two judgements allow for proof reuse. Recall
that the semantic definition of the fencing relation > is subsumed by that
of local fencing ». The (t>-») rule thus states that once the local fencing
judgement f » I is established, it immediately establishes the weaker fenc-
ing judgement f > I. Note that the other direction is not valid in general
as fencing lacks the confinement condition required by local fencing. The
(>-MON) rule states that the fencing relation is preserved by interference

shifting. Similarly, the other direction of this judgement is not valid in
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general since a fence f for a smaller interference assertion need not be a

fence for a larger interference assertion.

As with the analogous local fencing judgement in Fig. (9.1} the (>-
AWEAK) rule simply allows us to check fencing for the weaker action of
r: 3X. p’ ~» ¢’ which contain the action of r : 3X. p ~ ¢. Similarly, the (-
AEQuiv) rule allows us to check fencing for an equivalent set of actions.
The (>-D1sJOINT) rule states that contrarily to local fencing, actions may
have effects outside of the fence. If the action precondition does not
intersect with the fence (i.e. f L p), then its effect is entirely outside the
fence and the action may be ignored. The (>-EXACT) judgement states

that, as for local fencing, neutral parts of actions may be ignored.

Let us now focus on the (>-INV) judgement which states that whenever
p and ¢ are disjoint in an action 7:3X. p ~» ¢ (e.g. when their common
parts have been removed using the previous rule), then applying the action
must preserve the fence f. Contrarily to the case of local fencing, the
action is allowed to act partly outside of f, hence the state on which the
action is applied is fwp. However, the whole of the postcondition ¢ is then
added, and the resulting state must still be in f. One might instead have
expected that only parts of the resulting state need to be represented in
f, to mimic the relationship between f and p (and indeed, this is all that
is required for stability, as we shall see shortly). However, we do need the
full q. Recall from Def. that the shifting judgement I Cf I’ requires
that the two interference assertions I and I’ have the same effect even
after an arbitrary number of steps. Ignoring parts of ¢ would be unsound
as there would be no guarantee that I accounts for all possible actions on
those discarded parts of ¢, since it would not be a part of f. Hence, we
may end up with a new interference assertion I’ that breaks the original

action model closure property.

Example 13 (Shifting and fencing judgements). Using the shifting and
fencing rules in Fig. we can now establish the I T I{, judgement
used in with Py, I and I;, defined below (repeated from :

PoEx0xy— 0%z 0 T2 UL U LL2LULUI

Ioé{[ax]T:HVE{O---g}.XI—>V*ZI—>VWX'—>V+1*Z'_>V
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L é{[aX}T:HVE{O--H}.X»—)V*y»—)V*zHVWXl—>V+1>kyl—>V>kz»—>V

o
[I>

[ay]" : IvE{0- -9} x> VL #y 5 Vs x 3 VL sy 5 VL

(>

I3 {[aZ]T:Elve{0-~-9}.yn—>v+1*zn—>VWyn—>v+1*z'—>v+1

Let us define the fence assertion F' and interference assertions I7, I, I, K:

10 (X WHY = W*Z— W)
Fé\/ V(X = WHLEY 5 Wk Z = W)
W0 AV (X = WHL*Y 5 WH1 %2+ W)

I(l)éLQJOIJX I;é{[aX]T:xi—)j*ijwxr—)j-k]_*z;_)j}

J:

Iéi&olj?’ I;é{[ay]TZX'—)j+1*y0—)jWXD—)j+1*yp—>j+1}
j:

gét%g EFE{[a] :ym—jtlxzj~y— j+lxz— j+1}
j=

KéLQJOKj Kjé{[aX]T:xHj*y»—)j*z»—)jwx|—>j—|—1*y|_)j*z,_>j}
]:

We can then establish the validity of I CFo I}’, as shown below:

——— C-AEqQulv & C-TRAN
Iy CF 1 chn
7 C-TRAN
(1) IyE" I (1)
C-Cowmp
Py FF rchr
C-WEAK
ichr
= y
0 @ e
' C-REFL
ol >-CoMP LU, EF U I3
(1) (1)
j€{0..9}
[x—sjxzj—®(FW (x—jxzj))] x> j+lsz—j Fs F
1
F>IF for all je{0..9} e
o I(/) >-COMP
S IO >-EQuiv
(1)

306



7j€{0..9}
[x—=j+1lsxy—j—®(F W (x—j+1xy—j))] o
¥ x4l syl 3t
y .
Fr 17 forall j€{0..9}
Fp I

>-INV

>-COMP

>-EQuiv

j€{0..9}

[yb—)j—l—l*z»—>j—®(FL>ﬂ(y»—>j+l*zt—>j))] e F
¥y 4l sz 41 >t

-1
F> 17 for all je{0.9} o
o Ié >-COMP
7o IS >-EQuiv
(3)
(1)
Fo I , C-AEQuIv
F> 1 >-COMP IOEFI(/) —M
>-MON
Fo I (i1)
C-ComP ———F LC-AEqQuiv
ILCcr K KC'
(1)
and
7€{0..9} 7j€{0..9}

Fe(x—jxz—j) FsL F(x—jxz—jxy—7) exact (y—7)
Ircf K;  for all je{0..9}
(1)

C-CATALYST

Example 14 (Shifting and fencing judgements (continued)). Using the
shifting and fencing rules in Fig. we can now establish the I;, CQo Iy
judgement used in §8| where Qo and I, are as defined below (repeated
from §8) and Iy, Iy, I, I3 are as defined above in Example

Qo2x—=0xy—0 IyéIIUI2
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Let I and Ij be as defined above in Example and let us define the
fence assertion Fy and the interference assertion I as follows:

F A2V (X Wiy = W)V (X = WHL*Y = W)

9
I{é‘UOI;-‘ Ij’-‘é{[aX}T:XHj*ij*ijth—>j+1*y»—>j*2b—>j}
j=

We can then establish the validity of the I)’, CQo I, judgement as shown

in the derivation below:

exact (y —V+1) FyLlz—v

7 C-ExAcCT
. (T) LED 0 C-Cowmp
Qo - Fy ICh -
=) C-WEAK
Iy (B Iy
with
1
M C-Cowmp C-REFL
Fy > 1 LHUuLCH LUl
(1) (1)
j€{0..9}
[x—=jxy—j—®(Fy W (x—j*xy—j))] o F
j€{0..9} Fregrleyeg y b-Inv
exact (z+ ) Fy{lax|" x> jxy—j ~ x=j+lxy—j}
-E
Fy > I¥ for all j€{0..9} oAt
Fy . I{ >-COMP
=—— >-E
Fy > 1 >-EqQuiv
(1)
j€{0..9}
[Xb—>j+1 * yl—)j—@(Fy W (x—j+1 % yi—)j))] L R
* x>+l xy—j+1 Sty
. >-INV
Fy>I7 for all j€{0..9}
Fy > Ié >-COMP
m >-EQuiv
(2)
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and

j€{0..9}
; F,lz—j
‘]6{0"9} Ty - / - >-DISJOINT
exact (y = j+1)  Fy> {[a]" 1z—j~ zj+1}
>-EXACT

Fy > IZ for all j€{0..9}
Fy > Iy
(3)

>-CoMP

>-EQuiv

Stability We shortly present a number of judgements that reduce sta-
bility checks to standard separation logic entailments similar to those of
interference confinement, shifting and fencing. Unlike the previous judge-
ments studied so far where the boxed assertions were ignored, the boxed
assertions are at the core of stability checks as they are the only source of
interference from the environment and local assertions are always stable.
Our stability judgements must thus account for subjective assertions which
may include nested boxed assertions such as [. Although CoLoSL
allows for such nested subjective assertions, it is often simpler to flatten
them into equivalent assertions with no nested boxes. We thus introduce
normalised flat assertions, NFAST C AsT, to capture the subset of CoLoSL
assertions that i) contain no nested subjected views; and ii) exclude the
overlapping conjunction connective & from the top-level assertions. More
precisely, the set of flat assertions may include the & connective at the level
of local assertions LAsT, but not at the top-level assertion language. This
is because while & between local assertions describes overlapping states,
its behaviour at the top-level may be equivalently captured by x. More
concretely, an assertion of the form pw(P); (where p is a local assertion)
is equivalent to p x(PJ;. Similarly, an assertion of the form |PJ; ¥|Q),, is
equivalent to (P x(Q],,.

An assertion is in a (flat) normalised form if it comprises a disjunction of
x-separated local and boxed assertions, where the boxed assertions contain

local assertions only. More concretely, a normalised assertion is of the
form j\E/J <pj *11 ook (q) In) where pj,q}, ...,q; € LAsT are local
J J

assertions. We provide a flattening mechanism in order to rewrite a given

CoLoSL assertion as an equivalent normalised flat assertion. Our flattening
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mechanism assumes that the given assertion is in prenex normal form [28].
An assertion is in the prenex normal form if it is written as a string
of quantifiers (referred to as the prefix) followed by a quantifier-free part
(referred to as the matrix). With the exception of the parametric assertions
provided by the user (i.e. the logical state assertions LSAsT in Par. and
user-defined capability assertions CAsT in Par. , it is straightforward
to transform CoLoSL assertions to equivalent assertions in the prenex
normal form. In particular, as the CoLoSL assertion language includes the
existential quantifier 3 only (and thus the reordering of quantifiers does not
alter the assertion semantics), a CoLoSL assertion may be transformed into
the prenex formal form by i) renaming the repeated logical variables by
capture-avoiding substitution; and ii) promoting all existential quantifiers
to the beginning of the assertion using the standard prenex conversion
rules [28]. We write (@P for an assertion in the prenex normal form with

prefix (@ and matrix P.

Definition 118 (Normalised flat assertions). Given the CoLoSL assertions
AsT, local assertions LAsT and interference assertions IAst (Def. , the
set of normalised flat assertions, NFAsT C AsT, is defined by the following
grammar, where p® € LAsT denotes a quantifier-free local assertion, I €
IAsT, and { denotes a parametric quantifier included in the grammar of

logical state assertions (Par. or user-defined capability assertions (Par.

25):

NFAsT 3 P",Q" =:= P? | 3x. P" | {P"
QFAsT> PP Q% .= p? « pP | PPy QP

emp|I\Pb>1<Qb

The flattening normalisation function, nf (.) : AsT — NFAsT, for assertions

BAsT> P°, QP ::

in the prenex normal form is defined as follows:

of (@P) £ @nf (P)

with nf (.) defined inductively over the structure of quantifier-free CoLoSL

assertions in Ast as follows:

nf <p®> L P nf (PV Q) £ nf(P)Vnf(Q)
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nf (P*Q) = \/ (p? * q,? * P]b * Qz) where nf (P) £ \/ (pj@ * P]b)
jeJ, keK JjeJ

and  nf(Q)2 V (qf + Q)

keK

nf(PWQ)= \/ ((p]@ @ qg}) * ij * QZ) where nf (P) £ \/ (pg@ * P;’)

jeJ keK jeJ
and  nf(Q)2 <q,<§> % Q,g)
keK
nf (1) £ \/ (pj@ * ij> where nf (P) 2 \/ (pg@ * ij)
je€J ! Jj€J

Lemma 12 (Flattening normalisation). For all assertions P € AsT (Def.

in the prenex normal form.:
F P < nf (P)

where nf (.) denotes the flattening normalisation function in Def. .

Proof. The full proof is given in §C] (Lemma [43).

We now present a number of syntactic judgements in Fig. 0.3 that al-
lows us to ascertain the stability of normalised flat assertions without
performing the necessary semantic checks. These judgements reduce sta-
bility checks to standard separation logical entailments. We assume that
the logical variables X do not appear free in p, ¢ and r.

The (st-@) rule states that the quantifiers can be eliminated; the (st-
LocAL) rule states that local assertions are always stable. The (st-V)
judgement states that the stability of disjunctions can be checked piece-
meal.

The (st-r>) rule allows for proof reuse: once the fencing judgement p > I
is established, it immediately implies that p is stable under I. The other

direction depicted below is not valid in general:

stable (])
+
p> 1

This is because the stability of p under I may omit part of the state

resulting from an action application to re-establish p, which is not allowed
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stable (P) stable (P@) stable (Q@)

st-LOCAL st-V

stable (QP) O stable (p?) stable (P? v Q%)

Vj € J.stable (p;@,lj,qg@, ke p%)

jeJ
& st st-Box
stable ((p),) stable (q@ s ( €3 ])>
jeJ j
stable (p, I1,q,r) stable(p, I2,q,7)
st-EMPTY st-Comp
stable (p, 0, q,7) stable (p, [; U I3, q,7)
stable (p, I, ¢, ) g*7r*7r' g false
7~ st-WEAK T, n st-CAPFALSE
stable (p, I, q,r 1) stable (p, {r': 3X. p'~¢'} ,q,7)

q* (T &3] p/) |—s|_ false
stable (p, {r': 3X. p'~¢'} ,q,7)

st-LFALSE

gx(p) —® (rwp’)) * ¢ kgL false
stable (p, {r': 3X. p'~¢'} ,q,7)

st-RFALSE

(' —® (pwp')) *q ks pxtrue
stable (p, {r’: 3%. p'~¢'}, q,7)

st-INV

Figure 9.3.: CoLoSL stability judgements

in fencing. For instance, let p and I be defined as follows:
pEx= 1V 2 I= {true:x> 1~ x> 2%y 2}

Note that while stable (I) holds, the p does not fence I: p % I.

The (st-Box) rule states that the stability of ¢?+ 8 is distilled
ieJ I;

to establishing for each j € J that the four-place predicate stable(pj@, 1, q®, L?J
J
pj@) holds. Each four-place predicate states that the subjective assertion
p;@ is stable under the associated interference assertion I;, a local context
¢®, and a shared context made of the W-combination of all the subjec-
tive assertions (including p;@ itself). The next two rules, (st-EMPTY) and
(st-ComP), state that checking the four-place predicate in turn reduces to

checking the stability under each action of I;. The (st-WEAK) rule states
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that the context resources with respect to which stability is established
may be weakened. The last four rules deal with checking stability for a
single action, in a similar way to the fencing rules above.

The first of these rules (st-CAPFALSE) is unfamiliar. Unlike fencing,
we must establish the assertion stability only against those actions for
which the environment may have the associated capability. If the capa-
bility required by the action cannot exist separately from those held by
the assertion (that is, the required capability is not compatible with the
resources of the context ¢ r) then the environment cannot possibly own
the capability to perform the action and thus the assertion is immediately
stable with respect to that action. The (st-LFALSE) states that an action
whose precondition is incompatible with the context resources ¢ *r cannot
possibly fire and thus the assertion p is trivially stable under this action.
Similarly, the (st-RFALSE) rule states that an action whose postcondition
is incompatible with the context resources cannot fire and thus the asser-
tion p is trivially stable under this action. The last rule (st-INV) checks
that the assertion p is preserved by the effect of an action (and is thus
stable under that action). Again, there is a crucial difference with the
corresponding check for fencing: through the action postcondition ¢/, the
action may bring in newly-shared resources not previously in p, hence the
result p«true (rather than p); however, the FORGET principle allows us to

immediately discard it, if necessary.

9.6. Programming Language and Proof Rules

We define the CoLoSL proof system for deriving local Hoare triples for
a simple concurrent imperative programming language. The proof system
and programming language of CoLoSL are defined as an instantiation of

the Views framework [14].

Programming Language The CoLoSL programming language is the
concurrent imperative language of the Views framework [I4], instantiated
with a set of atomic operations. This language comprises skip, sequential
composition (C;; C2), non-deterministic choice (C; + Cz), loops (C*) and
parallel composition (C11lC2). The set of CoLoSL atomic commands com-

prises an atomic construct <.> enforcing an atomic behaviour when used

313



with a sequential operation. The sequential operations of CoLoSL com-
prise primitive operations, skip, sequential composition, non-deterministic
choice and loops, excluding atomic constructs and parallel composition.
That is, atomic operations cannot be nested or contain parallel composi-
tion. CoLoSL is parametric in the choice of primitive operations allowing
for its suitable instantiation depending on the programs being verified. For
instance, in the token ring example of the set of primitive operations
comprises variable lookup and assignment. We proceed with the formali-

sation of CoLoSL programming language.

CoLoSL Parameter

Parameter 26 (Primitive operations). Assume a set of primitive
operations, C* € PRIM.
Given the set of logical states LStaTe (Par. [22)), assume a set of

axioms associated with primitive operations:

AXp : P (P (LSTATE) X PRIM X P (LSTATE))

Definition 119 (Sequential operations). Given the set of primitive opera-
tions Prim (Def. , the set of sequential operations, C° € SEQ, are defined

by the following grammar, where C* € PRiM:
C® :=C" | skip | C];C5 | C] +C5 | (C°)*

Definition 120 (Sequential command axioms). Given the set of logi-
cal states LStaTe (Par. and the axiomatisation of primitive opera-
tions AX, (Par. , the set of axioms for sequential operations, AXg :
P (P (LSTATE) X SEQ X P (LSTATE)) is defined as follows:

AXg 2AXp U Agrip UA;, UAL U A,

Askip = {(L skip, L ‘ Le? (LSTATE)}
21,6356, 1) | (L.C3. 1) € Axa A (17,65, 1) € AX, }
é{(L G + 05, )| (L.Cf, L) € Axc A (LG5, L) € AX, }

A2 {(L, (@), D) (L.c*. L) € Ax.}
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Definition 121 (Atomic operations). Given the set of sequential opera-
tions SEQ (Def. [119)), the set of atomic operations, C* € Atowm, is defined
by the folllowing grammar, where C° € SEQ:

CA = <C5

Definition 122 (Atomic axioms). Given the set of CoLoSL worlds (Def. [102))
and the rely relation R (Def. , a set of worlds W C WORLD is stable,
written stable (W), if and only if:

stable (W) &L v, w' € WorL. w € W A (w,w)eR=w eW

The set of stable world sets, WorLD C P (WORLD), is defined as follows:
WoRLD 2 {W | W € P (WoRLD) A stable (W)}

Given the partitioning relation = (Def. [116)) and the axioms of sequen-
tial commands AXg (Def. , the set of azioms for atomic operations,
AX, P <m X ATOM X m>, is defined as follows where Wy, Ws €

WORLD:
AX, 2 {(Wl, <C%>, Wa) | 3L1, La. (L1,C5, La) € Axg ATy {LiHEs} WQ}

Definition 123 (Programming language). Given the set of atomic opera-
tions Atom (Def. [121)), the set of CoLoSL operations, C € Op, is defined

by the following grammar:

C:=C"|skip|C1;C2|C1 +Co|CylICo | C*

Proof Rules Our proof rules are of the form F {P} C {Q} where
P,Q € Ast (Def. and C € Op (Def. [123). Our triples carry an
implicit assumption that the pre- and postconditions of their judgements
are stable. Since we build CoLoSL as an instance of the Views frame-

work [14], our proof rules correspond to those of Views with the atomic
commands axiomatised as per Def.

Definition 124 (Proof rules). Given the set of CoLoSL assertions Ast
(Def. , and the set of CoLoSL operations Op (Def. , The proof
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rules of CoLoSL, TripLES € P (AsT X OP X AsT), are defined as follows,
where |P|p £ {w |T,w = P} and k= denotes the satisfiability relation in
Def. 04t

VI (|P|F7CA7 |Q’F) € AXA
= {P}c*{Q}

F{P}Ci{R} F{R}Cy{Q}
F{P} C1;C {Q}

F{P1} Ci {Q1} F{}C{Qa} H{P}Cc{Q}

SKIP TOM

F{P} skip {P}

SEQ

- (P x P} CillCy (Q1+ Qa) % F{PxRjC{Q#R} & RAME
PP F{PYC{Q) Q=@
-{P}c{Q}
F{P}cCi {Q} FHA{P}C{Q} S F{P}C{P} Rec

H{P}C1+C {Q} -{p}cr{P}

Most proof rules are standard from disjoint concurrent separation logic [39].
In the CoNs rule, the = denotes the repartitioning of the state as de-
scribed in Def. 116

9.7. Operational Semantics and Soundness

Operational semantics We define the operational semantics of CoLoSL
in terms of a set of program (low-level) states. Recall that the CoLoSL
worlds are parametric in the monoid of logical states (LSTATE, e;, UNIT}).
As such, we also require that the choice of program states be provided
as a parameter to CoLoSL. Since CoLoSL is an instance of the Views
framework [14], its operational semantics is as defined in [14] instantiated
with the set of program states and the semantics of atomic operations. The
semantics of atomic operations are defined in terms of the interpretation of
sequential and primitive operations. As CoLoSL may be instantiated with
any set of primitive operations PriM, the interpretation of these primitive
operations must also be provided as a parameter to CoLoSL. We proceed
with the formalisation of the ingredients necessary for defining the opera-

tional semantics of CoLoSL atomic operations.
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Parameter 27 (Program states). Assume a set of program states

0 € PSTATE.

CoLoSL Parameter

Parameter 28 (Primitive interpretation). Given the set of primi-
tive operations Prim (Par. and the set of program states PSTATE
(Par. [27), assume a primitive interpretation function, |.[, (.)
PRIM — PSTATE — P (PSTATE), associating each primitive operation
in PriM with a non-deterministic state transformer.

The interpretation function [.[, (.) is lifted to sets of program states
as follows, for all S € P (PSTATE):

"L, () £ [ [€71; (0)

Definition 125 (Sequential interpretation). Given the set of sequential
operations SEqQ (Par. [119)), the set of program states PStare (Par.
and the primitive interpretation function [.[, (.) (Par. 28), the sequential

interpretation function, |.[4 (.) : SEQ — PSTATE — P (PSTATE), is defined as

S
follows:

The interpretation function [.[(.) is lifted to sets of program states as
follows, for all S € P (PSTATE):

I (5) & | I€°]5 ()
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Definition 126 (Atomic interpretation). Given the set of atomic opera-
tions Arom (Par. [I21]), the set of program states PStare (Par. and
the sequential interpretation function [.[¢(.) (Par. [125), the atomic inter-
pretation function, |.[, (.) : ATom — PSTATE — P (PSTATE), is defined as

follows:
[<c>], (o) £ [C°]5 (o)

The atomic interpretation function |.|
ad follows, for all S € P (PSTaTE):

. () is lifted to sets of concrete states

INEESGANG

Soundness In order to establish the soundness of CoLoSL program logic,
we relate its proof judgements to its operational semantics. To this end, we
relate the high-level CoLoSL states, namely worlds, to low-level program
states by means of a reification function. The reification of worlds is
defined in terms of relating (reifying) logical states in LStare (Par.
to program states in PStaTe (Par. . As CoLoSL is parametric in the
choice of both logical and program states, the reification of logical states

is also a parameter in CoLoSL.

Since CoLoSL is an instance of the Views framework [14], its soundness
follows immediately from the soundness of Views, provided that the atomic
axioms are sound with respect to their operational semantics. Recall that
the axioms of atomic operations are defined in terms of the axioms of
primitive operations in Prim (Par. which are parametrised in CoLoSL.
As such, to ensure the soundness of atomic operations, we require that the

primitive axioms be sound with respect to their operational semantics.

CoLoSL Parameter

Parameter 29 (Logical state reification). Given the set of logical
states LSTaTE (Par. and the set of program states PStaTe (Par.
27), assume a reification function for logical states, |.] : LSTATE —
P (PSTATE), relating logical states to sets of program states.

The logical state reification function |.|, is lifted to sets of logical
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states as follows, for all L € P (LSTATE):

L), 2 U La),

heL

CoLoSL Parameter

Parameter 30 (Primitive soundness). Given the partial commuta-
tive monoid of logical states (LSTATE, o, UNIT,) in Par. the set of
program states PSTate (Par. [27), the reification function |.|, (Par.
, the set of primitive operations Prim (Par. , the primitive ax-
ioms AX; (Par. and the primitive interpretation function [.[, (.)
(Par. , assume that for each primitive command C” € PriM the

following soundness property holds:
V(L1,C", Lo) € AXp.Vhe LSTaTE. [|C°[, (| L1 e, {h}| ) C [Loe,{h}],

where the logical state composition e; is lifted to sets of logical
states as follows, for all L, L' € P (LSTATE):

L.LL’é{h.Lh’

heL/\h’eL’}

Definition 127 (Reification). Given the set of worlds WorLD (Def. [102)),
the set of program states PSTaTE (Par. and the logical state reification
function |.|, (Par. 29), the world reification function, |.]y, : WORLD —
P (PSTatTE), is defined as follows, for all (I, ¢,J) € WoRLD:

L(l>gv j)JW 2 L(l © g)LJL

where o denotes the composition of instrumented states and (.), denotes

the logical state component of an instrumented state (Def. [01).

Theorem 4 (Atomic soundness). For all C* € Atom (Def. , (W1, CAWa)
€ AX, (Def. and w € WORrLD (Def.[109):

[C*], ([Wh e {w}]y) C [W2 e R(w) ]y
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where o denotes the composition of worlds (Def. [109), the |.|y, denotes
the world reification function (Def. , the R denotes the rely relation
(Def. with R(w) £ {w' | (w,w') € R}, where the world composition e
is lifted to sets of worlds as follows, for all W,W' € P (WORLD):

WOW/é{wow’

weW/\w’EW'}

Proof. Let C*=<C®*> for an arbitrary C°® € Seq. Pick arbitrary w=(l,g,J) €
WorLp and Wi, Wy € P (WorLp) such that (Wp,<C> Wy) € AX,. From
the definition of AX, (Def. we then know there exist Li,Ls €
P (LStaTE) such that:

(L1,C%, La) € Axg A Wy 2 {HE2} (9.33)
We are then required to show:
[<c>], (IWr e {w}ly) S [Wa e R(w)]y

We first demonstrate that sequential operations are sound in that they

preserve all frames. That is,

VC® € SEQ. V (L1,C% Lo) € AXs. Vh € LSTATE.
[C%] (LL1 o {h}],) C [Lo e {R}],

This is proved in Lemma [44] of §C|

(9.34)

We then demonstrate that when a global state (and its associated action
model) is updated by a thread via its guarantee relation, this change does
not come as a surprise to the other threads in the environment in that it

is captured by their rely relations. That is,

Ywi, U)Q:(lg, g2, 32), w, w’:(l’, g', j,) € WORLD.

9.35
wi ewa=w A (I',¢",7) € G(w1) = (l2,¢",7T) € R(ws) (9.35)

This is proved in Lemma [7] of §C|

It then suffices to show that for an arbitrary wi=(l1,¢91,91) € W1 such
that w; e w is defined, there exist wy € Wy and w' € R(w) such that:

[<C®>], (w1 e w]y,) = LwQ ° w/J . (9.36)
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From the definitions of [.], (.) and [.]};,, and the properties of @ and e,

we know ¢g1=g, J1=J and:

[<C®>[ (Lwr @ w]y) =[C[5 (Lwr @ w]y)

=[C%s (L(lhog)nel],) (9.37)

On the other hand, from (9.33) and the definition of = we know there
exist h1 € L1 and I/ € LSTATE such that:

hy e, h' = (ly 0 g1)uA (9.38)
Vhy € Ly. Jwy = (12,92,32) € Ws.

(9.39)
hy e, h' = (I3 0 g2)u A (w1, w2) € G
Consequently from and we have:
[<C*>], (lw1 e w]y,) = [Cs (|h1 oL h' o li])) (9.40)
From and we can rewrite as:
[<C>[, ([wr e w]y,) € [Lo e {h e 1},
That is, there exits ho € Lo such that:
[<c®>[, (w1 @ w]y,) = th o he, ZLJL (9.41)
From we know there exists wo € WORLD such that
wy = (l2,92,J2) € Wa Ahgo b/ = (lz 0 ga), (9.42)
(w1, w2) € G (9.43)

From the definition of [.|;, and the properties of e, and e we can thus

rewrite ((9.41)) as:
[<c*>[, ([wr e w]y) = [ (2 0 wi, g2,T2) |y (9.44)
From ((9.35)) and (9.43) we know there exists w’€ WoRrLD such that:

w' = (1,92,72) AN’ € R(w) (9.45)

321



Consequently, from (9.42)), (9.44) and (9.45) we know there exist wo € Wo
and w’ € R(w) such that:

[<c>], ([wr e w]y,) = [ws e w'] W

as required. O

Concluding remarks This concludes the formal development of CoLoSL.
We have introduced CoLoSL, a new program logic for reasoning locally
about the shared state. We focus on subjective views, which expand and
contract to provide a flexible treatment of both the shared state and its
interference. However, CoLoSL is still young and lacks many features of its
various cousins such as abstract predicates [15], [54] [53] B8, 10} 36], higher-
order reasoning [54, 53, 36, B35, B7] and abstract atomicity |10} [36]. These
ideas suggest interesting directions and require further investigation. Here,
our aim was to simply introduce subjective views as a fundamental new
way of underpinning compositional reasoning. Extending CoLoSL with
abstract predicates allows for building layers of abstraction and building
black-box library specifications. This can be done in a similar fashion as
in program logics such as [15, 38 53, B36]. In order to extend CoLoSL
with higher-order reasoning capabilities, we can employ the existing tech-
niques in the literature [54, 53, [36, 35, B7]. Lastly, extending CoLoSL
with abstractly atomic triples can be done in a similar fashion to the
works in [10, 36]. An interesting challenge in each of these directions is
preserving the general notion of interference composition and framing.

In the following chapter, we use CoLoSL to verify several challenging
graph-manipulating algorithms. To do this, we devise a general proof
pattern that divides the correctness proof into two parts: the functional
correctness proof carried out on abstract mathematical structures, inde-
pendently from the in-memory (heap) representation of the underlying
data structures; and the memory safety proof connecting the abstract
mathematical representations of structures to their counterpart in-memory
representations, thus establishing the absence of memory leaks and invalid
pointer dereferences. Combining the two parts of the proof, one can then

establish the full correctness of an algorithm.
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10. CoLoSL Examples

The verification of fine-grained concurrent algorithms is nontrivial. There
has been much recent progress verifying such algorithms modularly using
variants of concurrent separation logic [38, 48| [55 53, 19, [I5]. One area
of particular difficulty has been verifying such algorithms that manipulate
graphs. This is only to be expected: even in a semi-formal “algorithmic”
sense, the correctness arguments of concurrent graph algorithms can be
dauntingly subtle [12].

To verify such algorithms, we must not only understand these algorith-
mic arguments, but must also determine a precise way to express them
in a suitable formal system. Even sequential graph algorithms are chal-
lenging to verify due to the overlapping nature of the graph structures,
preventing e.g. easy use of the frame rule of separation logic [3I]. Con-
current graph algorithms pose a number of additional challenges, such as
reasoning how the actions of each thread advance the overall goal despite
the possible interference from other threads. Unsurprisingly, verifications
of such algorithms are rare in the literature.

We verify the functional correctness of three challenging concurrent
fine-grained graph algorithms. We study a structure-preserving copy, a
speculatively-parallel version of Dijkstra’s shortest-path algorithm, and a
spanning tree algorithm. We have found common “proof patterns” for
tackling these algorithms, principally reasoning about the functional cor-
rectness of the algorithm on abstract mathematical graphs ~, defined as
sets of vertices and edges. We use such abstractions to state and prove
key invariants. We then track the progress of each thread using a notion
of tokens to record each thread’s portion of the computation. Informally,
if the token of thread t is on vertex v, then ¢ is responsible for some work
on/around v. Our tokens are sufficiently general to handle sophisticated
parallelism. (e.g. dynamic thread creation/destruction).

We then reason about the memory safety of the algorithm by connecting
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our reasoning on mathematical graphs to spatial graphs (sets of memory
cells in the heap) by defining spatial predicates that implement mathe-
matical structures in the heap e.g. graph(y) £ .... We define our spatial
predicates in such a way that simplifies many of the proof obligations
(e.g. when parallel computations join).

This pattern of doing the algorithmic reasoning on abstract states is
similar to the style of reasoning used in logics such as CaReSL [55] and
iCAP [53]. CaReSL introduced the idea of reasoning on abstract states.
Later, iCAP extended the program logic of CAP [I5] to reason about
higher-order code and adopted CaReSL’s abstract states. Just as with
these logics, we carry out our reasoning on abstract states, which enables
simpler proofs and lessens the burden of side conditions such as estab-
lishing stability. With these logics, this abstract style of reasoning has
been “baked in” to the semantic models. Here, we demonstrate that this
baking is unnecessary by using a logic (CoLoSL [48|) without such built-in
support. We do not use any of the unique features of CoLoSL. As such,
we believe that our proofs and style of abstract reasoning port to other
program logics without difficulty.

There has been much work on reasoning about graph algorithms using
separation logic. For sequential graph algorithms, Bornat et al. presented
preliminary work on dags in [4], Yang studied the Schorr-Waite graph al-
gorithm [6I], Reynolds conjectured how to reason about dags [50], and
Hobor and Villard showed how to reason about dags and graphs [31]. We
make critical use of some of Hobor and Villard’s graph-related verification
infrastructure.

Many concurrent program logics have been proposed in recent years;
both iCAP and CaReSL encourage the kind of abstract reasoning we em-
ploy in our verifications. However, published examples in these logics
focus heavily on verifying concurrent data structures, whereas we focus
on verifying concurrent graph algorithms. Moreover, the semantic models
for both of these logics incorporate significant machinery to enable this
kind of abstract reasoning, whereas we are able to use it without built-in
support.

There has hardly been any work on concurrent graph algorithms. Raad
et al. [48] and Sergey et al. [5I] have verified a concurrent spanning tree

algorithm, span, one of our examples. In [48], Raad et al. introduced
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CoLoSL and gave a shaped-based proof of spanning tree to demonstrate
CoLoSL reasoning. A full functional correctness proof in CoLoSL was
available at the time, although not using the proof pattern presented here.
Later in [51], Sergey et al. gave a full functional correctness proof in Coq,
but only that single example. As we demonstrate shortly, we provide
a local specification whereby the footprint of span(x) is captured accu-
rately and is limited to the sub-graph at x. This is in contrast to the
work of Sergey et al. in [5I] where the span(x) footprint encompasses the
entire (global) graph, and thus the interference observed by each thread
comprises the interference on all nodes, regardless of whether they are
included in the span(x) footprint. This is because the framing mecha-
nisms of CoLoSL afforded by the FORGET and SHIFT principles allows us
to carve out the accurate footprint. More concretely, we can limit the
span(x) footprint to the sub-graph at x (those nodes reachable from x),
and similarly limit the observed interference to the interference incurred
by those nodes in the sub-graph at x only.

We believe we are the first to verify copy_dag, which is known to be
difficult, and parrellel_dijkstra, which we believe is the first verification
of an algorithm that uses speculative parallel decomposition [26].

We proceed with an overview of our proof pattern. We then use our
proof pattern to verify the concurrent algorithms of copy_dag (§10.2),
parallel_dijkstra (§10.3) and span (§10.1].

Proof Pattern: Combining Mathematical and Spatial Reasoning
Our graph verifications follow a common pattern which we outline as
follows. First, we select an appropriate abstract model for mathematical
graphs, which is typically sets of vertices and edges together with labels.

Second, we choose a token model. We use tokens to identify each
thread uniquely and to track the contribution of each thread to the global
computation. For instance, for an algorithm with only two threads this
might be as simple as the set {red,blue}, identifying each thread as a
distinct colour.

Third, we define mathematical actions to capture the operations per-
formed by threads. These actions model both concrete updates to the
graph (e.g. removing an edge), as well as ghost updates used solely for rea-

soning (e.g. adding or removing tokens to track the computation progress).
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Fourth, we define mathematical assertions to describe program invariants
and pre-/postconditions. These assertions are on mathematical graphs
and involve abstract concepts (e.g. reachability along a path). As a key
proof obligation, we must prove that our mathematical assertions are stable
with respect to our mathematical actions, i.e. they remain true under the
actions of other threads in the environment.

Fifth, we define spatial predicates (e.g. graph(vy)) that describe how
mathematical graphs are implemented in the heap. For instance, a graph
may be implemented as a set of heap-linked nodes or as an adjacency
matrix. We then combine these spatial predicates with our mathematical
actions to define spatial actions. Intuitively, if a mathematical action trans-

forms v to 7/, then the corresponding spatial action transforms graph(vy)

to graph(v/).

10.1. Parallel Spanning Tree Computation

Mathematical graphs The span program in Fig. [I0.]] operates on a
directed binary graph (henceforth simply graph) where each node has at
most two successors, referred to as its left and right children. We assume
that the graph is connected and that all nodes in the graph are reachable
from its top node on which the initial call to span is executed.

The span program concurrently computes an in-place spanning tree of
the graph (i.e. a tree that covers all nodes of the graph from a given root)
as follows: each time a new node is encountered, two new threads are
spawned each pruning the edges of its left and right children recursively.
A mark bit is associated with each node to keep track of the nodes that
have already been visited. Each thread returns whether it was responsible
for marking the node it was called on or whether another thread had
already marked it. In the latter case, when the thread joins its parent
thread removes the link from its own root node to the corresponding
child. Intuitively, it is allowed to do so because the child has already been
reached via some other path in the graph since it was marked by another
thread.

Our language is C with a few cosmetic differences. Line [I] gives the data
type of heap-represented graphs. The statements between angle brackets

<.> (e.g. line {4)) denote atomic instructions that cannot be interrupted by
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1. struct node {int m, node *1, *r}; bool b;

2. b = span(struct node *x){

3 if('x){ return 1; }

4.  bool res = <&CAS(x->m, 0, 1)>;

5. if(res){

6 bool bl=span(x->1) |Ibool bl=span(x->r)
7 if(!'b1) { x->1 = null; }

8 if(1b2) { x->r = null; }

9. }

10. return res;

11. }

Figure 10.1.: The concurrent span program

other threads. We write C1 || C2 (e.g. line @) for the parallel computation
of C1 and C2. This corresponds to the standard fork-join parallelism.
Although the code is short, its correctness argument is rather subtle
as we need to reason simultaneously about both deep unspecified sharing
inside the graph as well as the parallel behaviour. This is not surprising
since the unspecified sharing makes verifying even the sequential version
of similar algorithms non-trivial [31]. However, the non-deterministic be-
haviour of parallel computation makes even specifying the behaviour of
span challenging. Observe that each node x of the graph may be in one

of the following three stages:

1. x is not visited by any thread (not marked yet), and thus its mark
field is 0.

2. x has already been marked by a thread =, and the mark field of x
has been accordingly updated to 1. However, the edges of = have
not been updated accordingly. That is, the thread marking x has
not yet finished executing line [§]

3. x has been marked and its edges of have been updated accordingly.

Note that in stage 2 when x has already been visited by a thread m,

if another thread #’ visits @, it simply returns even though z and its
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children may not have been fully processed yet. How do we then specify
the postcondition of thread 7’ since we cannot promise that the subgraph
at x is fully spanned when it returns? Intuitively, thread ©’ can safely
return because another thread (7) has marked x and has made a promise
to visit its children and ensure that they are also spanned (by which time
the said children may have been marked by other threads, incurring further
promises).

In order to track the contribution of each thread and record the overall
spanning progress, we must identify each thread uniquely. To this end, we
appeal to a token (identification) mechanism that can i) distinguish one
token (thread) from another; ii) identify two distinct sub-tokens given any
token, to reflect the new threads spawned at recursive call points; and iii)
model a parent-child relationship to discern the spawner thread from its
sub-threads. We model our tokens as a variation of the tree share algebra
in [I7] as described below.

Trees as tokens A tree token (hereafter simply a token), = € II, is
defined by the grammar below as a binary tree with boolean leaves (o, o),
exactly one e leaf, and unlabelled internal nodes.

PN

Momu=e| | |

We refer to the thread associated with 7 as thread m. To model the
parent-child relation between thread 7 and its two sub-threads (left and
right), we define a mechanism for creating two distinct sibling tokens 7.l

and 7.r defined below. Intuitively, w.l and 7.r denote replacing the e leaf

of m with O/\. and o , respectively.
PN P P P P
ol=, o (o 7r)|:o .l (7r O)|:7T.| o
PN P PN P PN
O.I’:. ) (o 7T)r:o T.r (71' O)r:ﬂ'.r 0]

We model the ancestor-descendant relation between threads by the C or-

dering defined below where + denotes the transitive closure of the relation:

c2 {(r.l,7), (m.r,7) | m e M}T
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We write 7 Cr’ for 7=n'Vr C 7', and write 7 [Z 7’ (respectively m £ ') for
—(m C 7') (respectively =(7m C 7’)). Observe that e is the maximal token,
ie. Vmr € Il. m C o. As such, the top-level thread is associated with the
e token, since all other threads are its sub-threads and are subsequently
spawned by it or its descendants. In what follows we write T to denote
the token set comprising the descendants of 7, i.e. # = {7’ | 7/ C 7}.

As discussed earlier, we carry out most of our reasoning abstractly by
appealing to mathematical objects. To this end, we define mathematical

graphs as an abstraction of the graph structure in span.

Mathematical graphs A mathematical graph, v € GraPH, is a triple in
(VX E x L) where V is the vertex set; E:V — VyxVy, is the edge function
with Vo £ V & {0}, where 0 denotes the absence of an edge (e.g. a null
pointer); and L : V=D, is the vertex labelling function with the label set
D. We define our labels as D £ {0} wII. That is, for each node the label
function records whether it is yet to be visited (0), or it has been already
visited by a thread 7 and subsequently marked (7).

Given a graph v=(V, E, L), we write vV for V, 4* for E, and " for
L. We write 7'(z)=l and ~'(z)=r when ¥®(x)=(l,r), and write y™(z)
for v*(z). We write y(x) for (y™(z),7'(x),7"(z)) when x € V. Given a
function f (e.g. E, L), we write f[z — v] for updating f(z) to v, and write
fW[z +— v] for extending f with x and value v.

We define the path relation, ~», and its reflexive transitive closure, ~*,

as follows:

4y 2 @)=y vy (z)=y L yLa=yVv @zl zAzT"y)

Similarly, we define the marked path relation, ~, as:

by Eymy) =7 Ar Yy
x l/>|,ry Lor=yVvIz, . x~b zA ((7T27T/.|/\’7|(Z):y) vV (7T=7T’.r/\7r(z):y))

That is, the ~b states that there is a path from x to y, that every node
along this path (each ancestor of y) is marked by a super-thread of T,
and that the sink node y itself is marked by thread 7. For instance, when
there is a marked path from node x to y via z with x marked by thread

m, z marked by its left sub-thread 7.l and y marked by the right sub-
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thread of m.l (i.e. 7.l.r), then = L), v, £ by 2z, and z ~b,; z all hold.
The x l/>|7r y relation is similar and excludes the stipulation about the sink
node y being marked. That is, the x l»{ﬂ y states that there is a path from
z to y and that every node along this path is marked by a super-thread
of 7, while not specifying if and how y is marked. It is possible to inline
the definition of x l/>|,r y in that of = ~b, y. However, as we demonstrate
shortly, we appeal to the z L]Wy relation to specify the precondition of
span. This is because upon calling span on y, we know of the existence
of a marked path to y ending at w. However, node y itself may be either
unmarked (not visited by a thread yet) or it may already be marked by

another thread other than .

Actions As discussed earlier, to model the interactions of each thread w
with the shared data structure, we define mathematical actions as relations
on mathematical objects. We thus define two families of actions, each of
which indexed by a token m € II. The first set, AL, describes the atomic
operation of line [I| in the algorithm: the state of a node is changed from

unmarked to marked by thread .

Az, p, 7" L(x)=0 AN\ L'=L[x > 7]
A[(z=T A m=e)
) V(E(p)=(z,—)AL(p)=n'Ar=n"l)
V(E(p):(_,$)/\L(p)=7rl/\7T=7T’.r)]

AL S S (VEL), (V,EL)

The next two set of actions respectively describe the atomic operations of
lines [7 and [§

Jx, L7, 7.

et (V,E,L),(V,E'\L))| L(z)=r A E(z)=(l,7) A L(l)=r" A 7'#m.|
AE'=E[x +— (0,7)]

3z, l,r, 7.

A3 £ 8 ((V,B,L),(V,E'L))| L(z)=r A E(x)=(l,7) A L(r)=n" A t'#£m.r
AE'=E[x s (1,0)]

N
>

We write A, for actions of thread m: A, £ AL U A2 U A3. We can now

specify the behaviour of span mathematically.
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Mathematical specification Let 7y denote the original graph (over
which the initial call to span is executed) with its top node denoted by
T from which all other nodes are reachable. Throughout the execution of

span, the current graph ~ satisfies the invariant Inv(~, T, o) defined below:

Inv(7, T,7%) 279 < W AVX, 7. y™(X) =7 = T~ X
Y <r 90 2V =AY AR CAEAYX. T U x = 1 bF X

7 C A6 =X (1 (=0 V4 (x)=7(x)) A (7 (x)=0 V7" (x)=75(x))

Informally, the invariant asserts that the current graph v is a partial
spanning graph of the original graph vy (first conjunct) and that for each
node X in =, if X is labelled 7, then there is a marked path 7 from the
top node T to X (second conjunct). The graph « is a partial spanning
graph of the original graph ~ if i) v has the same vertices as vo; ii) the
edges of 7 are those of 7y unless they have been pruned (set to 0); and
iii) every node reachable from the top node T in the original graph - is

also reachable from T in ~.

Observe that span does not eliminate nodes and thus T remains as the
top node in . In the remainder of this section, we write g for the original
graph (prior to the initial call to span) and write T for its top node which
remains unchanged as g evolves.

When calling span on a sub-graph at X, the mathematical precondition
of span, P™ (v, T, X), can be specified as follows, where 7 denotes the thread
identifier executing span, < is the current graph and T denotes the top

node:
P™(7, T,X) 2 (X=0V T Y, X) AVY, 7. A"(Y)=r' => 7' L &

The first conjunct of the precondition asserts that either the sub-graph
at X is empty (x=0), or there is a marked path from the top node T
to X. Moreover, all ancestors of X along this path (excluding X itself)
are marked by a super-thread of 7 (excluding 7). Recall that each token
uniquely identifies a thread and thus the descendants of 7 correspond to
the sub-threads subsequently spawned by 7. As such, the second conjunct
of the precondition asserts that prior to the execution of span by thread
m, none of the descendants of 7 (including = itself) have yet marked any

nodes.
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The QI (v,x) and Qf (v,X) defined below describe the mathematical post-
conditions of span when called by thread m on a subgraph at X. The
QI (v,x) describes the case when thread 7 successfully marks the node at
X and thus y™(X)=n (if X # 0). The Qf(7,X) captures the case when
thread 7 fails to mark the node at X as it has already been marked by
another thread other than 7 or its descendants. Note that in this case
the thread responsible for marking X cannot be a descendant of X as the

thread simply returns (line |3)) and does not spawn new sub-threads.
Q7 (7,X) = (x=0V ™(x)=n) Qf (v,x) £ 3" ' L w Ay (x)=n"

Recall that as a key proof obligation we must prove that our mathematical
assertions are stable with respect to our mathematical actions. This is
captured by Lemma below. Part states that the invariant Inv
is stable with respect to the actions of all threads (A, for any tokens ).
Parts and state that the postconditions of thread =’ (Qg/
and Q}T/) are stable with respect to the actions of all threads. Part
states that the precondition of thread 7’ (P”/) is stable with respect to the
actions of all threads but those of its descendants (7 ¢ 7/). Observe that
despite the additional stipulation 7 ¢ 7/, the actions of 7 are irrelevant
and do not affect the stability of P™. More concretely, the precondition
P only holds at the beginning of the program before new descendants are
spawned (line @) As such, at these program points P™ s trivially stable

with respect to the actions of its (non-existing) descendants.

Lemma 13 (span stability). For all mathematical graphs v and ', nodes t

and x, and tokens m and 7',

Inv(7,T,%) Ay Az y" = Inv(y/, T, %) (10.1)
P™ (v, T,X) A & 7 Ay Az~ = P (7, T,X) (10.2)
QI (7,X) Av Az = QT (7.X) (10.3)
QF (v.X) ANy Ary = QF (7.X) (10.4)

Proof. Follows from the definitions of A, Inv, P, Qs, and Q.

We are almost in a position to verify span. As discussed earlier, in

order to verify span we integrate our mathematical correctness argument
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with a machine-level memory safety argument by linking our abstract
mathematical objects to concrete structures in the heap. We proceed with

the spatial representation of our mathematical graphs in the heap.

Spatial graphs We represent a mathematical sub-graph v at X in the
heap through the G predicate below as a location (G) in the ghost heap
tracking the current abstract state of the graph (), together with a col-
lection of x-separated nodes reachable from X (the g predicate). Observe
that this way of tracking the abstract state of the graph in the ghost
heap eliminates the need for baking in the abstract state into the model.
That is, rather than incorporating the abstract state into the model as
in [53, 55|, we encode it as an additional resource in the ghost heap. We
use = for ghost heap cells to differentiate them from concrete heap cells
indicated by +—. As before, we write e.g. X=0 for Xx=0 A emp.

A node X in v may be either unmarked (U(v, X)) or marked by a thread
m (M(7,X,m)). A node is represented as three adjacent cells in the heap
together with an additional cell in the ghost heap. The cells in the heap
track the mark bit of the node (0 when unmarked, 1 when marked), and
the left (L) and right (R) children, respectively. The ghost location is used
to track the thread identifier responsible for marking the node (0 when

unmarked, 7 when marked by thread 7).

G(7.X) 26 = 7*g(7.x) g(7,X) £x=0V & node(y,Y)
X~y
node(,X) £ 37 € II. M(v,X,7) V U(7, X)
M(7y,X,m) £ y™(X)=7 * L, R. Y/ (X)=L* 7" (X)=R* X —= 1, L,R*X = T
U(y,X) £ 9™(X)=0 * 3L, R. 7 (X)=L * 7" (X)=R * X — 0,L,R* X = 0

Observe that each recursive call to span(x) computes a spanning graph
of the nodes accessible in the sub-graph at x rather than the entire graph
and the nodes accessible from its top node T. In order to give a local
specification of span and focus on the relevant sub-graph at each recursive
call point, we use the following lemma (due to Wang et al in [58]) to fold
and unfold the graph predicate g and thus zoom in on the appropriate

sub-graph.

Lemma 14 (Graph unfolding due to [58]). For all mathematical graphs

333



and nodes X:

g(7,X) <= x=0V (node(v,x) & g(v,7'(x)) & g(7,7"(x)))

Spatial specification We can now specify the spatial precondition of
span, Pre(vo,T,X,7), as a CoLoSL assertion defined below where 7y denotes
the original graph, T denotes the top node of 7y, X denotes the top node of
the sub-graph over which span is called and 7 denotes the thread identifier
executing span. Recall that the spatial actions in CoLoSL are indexed by
capabilities. That is, a CoLoSL action may be performed by a thread only
when it holds the necessary capabilities. Since CoLoSL is parametric in
its primitive capability model, to verify span we instantiate our primitive
capabilities as sets of tokens in P (II). That is, the partial commutative
monoid of primitive capabilities (Par. is given by (P (II), W, ().

The precondition Pre states that the current thread m holds the capa-
bilities associated with itself and all its descendants ([7]). Thread = will
subsequently pass on the descendant capabilities when spawning new sub-
threads and reclaim them as the sub-threads return and join. The Pre
further asserts that the abstract state of the graph currently corresponds
to . That is, since the graph is concurrently manipulated by several
threads, to ensure the stability of the shared state assertion to the actions
of the environment, Pre states that the original graph 7y may have evolved
to another graph « (captured by the existential quantifier). The Pre also
states that the shared state contains the spatial resources of the sub-graph
(G(7,X)), that ~ satisfies the invariant Inv, and that ~ satisfies the math-
ematical precondition P™. The spatial actions on the sub-graph at X are
declared in I where mathematical actions are simply lifted to spatial ones
indexed by the associated capability. That is, if thread 7 holds the [7]
capability and the actions of m (A;) admit the update of the mathematical
object v to 4/, then thread 7 may update the spatial sub-graph G(v,X) to
G(v',X).

The spatial postcondition Post is analogous to Pre and describes the two
possible outcomes of executing span returned in B. In the first case the
execution of span is successful (B=1) as captured by the mathematical
postcondition QI (v,X). In the second case the execution of span fails

(B=0) as denoted by the mathematical postcondition Qf (v,x). Moreover,
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in the failure case the resulting sub-graph is described by the spatial
predicate G, whereas in the success case the resulting sub-graph is indeed
a tree (i.e. there is at most one path from the top node of the sub-graph
to each descendant node) as described by the spatial predicate T. In
particular, compare the recursive definition of t (in T) to the recursive
unfolding of g in G (Lemma . While the sub-structures in a graph
are combined by the overlapping conjunction connective & to account for
duplicate nodes (accessible via multiple paths), they are separated by the

* connective in a tree as multiple paths are prohibited.

Pre(~o,T,X,7) = [7] *[Elfy. G(7,x) * (Inv(~y, T,70) A PT(~, T, X))L(

X)
B=Lx 37T (v, x,m)*(Inv(y,7,70) A QT (7,X

Post(vo,T,X,7,B) £ [W]*( . [ : el - jl(x
VBZO*{H’Y-G( X)* (Inv(7,7,70) A QF (7,X)) L

T(v,X,m) £ = y*t(y,X,m)

t(y,X,m) £X=0V (M(7,X,7) * t(y,/'(x),7.1) * t(y,y"(X),m.r))

10x) 2 {[7]: 6(3,%) A7 Ax ' ~ G(+/'x) }

Recall that the top-level thread is associated with the maximal token e and
executes span on the sub-graph at the root node T, i.e. the entire graph.
Observe that when the e thread terminates its execution of span, only the
first disjunct (the success case) of its spatial postcondition Post(~,T,T,e,B)
applies. More precisely, the second disjunct (failure case) stipulates that T
be marked by a thread that is not a descendant of e (via the mathematical
postcondition (Qf). This however cannot be the case since e is the maximal
token (i.e. Vm. m C o). As such, the spatial tree predicate T in the first
disjunct together with the invariant Inv assert that the final graph is a
spanning tree of the original graph ~9. More concretely, the invariant
states that v is a spanning graph of vy (via v <; 79) while T asserts that

v is a tree.

As with the work of Sergey et al. in [5], it is possible to define a
more sophisticated invariant and mathematical pre- and postconditions
that single-handedly ensure that the resulting graph is a spanning tree
of the original graph. That is, it it is possible to delegate the entire
correctness argument to the mathematical level without appealing to the

spatial representation of the graphs. Indeed, this is the reasoning style we
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employ in the subsequent examples of §10.2] and §10.3] Here, we choose
to keep the invariant and the pre- and postconditions simple and instead
utilise the resulting in-memory shape of the graph, namely its “tree-ness”,
to our advantage. After all, one of the motivations for the * connective of
separation logic was the ability to describe disjoint structures in the heap.
By handling part of the correctness argument at memory level, we keep

the mathematical argument simpler.

Verifying span We give a proof sketch of span in Fig. As be-
fore, at each proof point we have highlighted the effect of the preceding

command, where applicable.

On line [3] we check if x is 0. If so the program returns and the post-
condition, Post(~p,T,x,m,1), follows trivially from the definition of the pre-
condition Pre(yo,T,x,m). If x # 0, then the atomic block of line {4 is
executed. We first check if x is marked; if so then the desired postcon-
dition Post(y,T,x,m,0) follows from the precondition Pre(~g,T,x,m). More
concretely, the postcondition Qf (v,x) in the failure case stipulates that x
be marked by a thread other than 7 and its descendants. This simply
follows from the precondition since x is marked and P™ (v, T, x) states that
neither 7 nor its descendants have marked any nodes.

On the other hand, if x is not marked, we set res to true and perform
AL by setting the mark bit of x to 1 and the ghost bit of x to . In this
(success) case, we immediately obtain the preconditions Pre(vo,T,y'(x),7.1)
and Pre(y0,T,7"(x),7.r), as shown in the derivation below. In the first
implication we move the existential quantifier 3y to the beginning of the
assertion and split the capabilities [7]. Recall from the definition of 7 that
7={r} W r.lwWTr. As such from the semantics of capability assertions we
have: [7f] < 7x[m.I]*[7f]. We next apply the COPY principle and duplicate
the shared resources. We then weaken each subjective assertion by apply-
ing the FORGET principle and dropping the irrelevant resources and pure
assertions. Finally, we apply the SHIFT principle to weaken the interference
assertions in the last two subjective views. It is straightforward to check
that I(x) C I(y(x)) and I(x) CF2 I(7"(x)) where P, 2 G = yxg(7,7'(x))
and Py £ G = v g(v,7"(x)).

7] EV G =y (M(yx,m) Wy (x) We(va' (%)) }
- ) I(x)

(Y™ (®)=r Alnv(y,T,7%0) AP™ (7, 7,7 (%)) AP™" (7, T,7" (%))
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& (M(y,5,7) ¥ g(7:7'(x)) W g(1.7"(x))) ]
Y™ () =T AV, T,90) APT (T () AP (1,10 () )y o

Corys,. [W]*E#V*(M(VXW)Ug(WW( x)) 1 g(1.7"(x))
*( )=7 A v (v, T,70) A P™ (7, 7,9 (x)) A P™" (5, T, 7 (x))) I(x

] *E = 7 (M(yx,m) We(r'(x) We(v:(x))
(0" (x)

(" (@)= A dnv(y, T, 70) APy, A (1) APT (1, T ()
*[m]*E#'y*(M(%M)Ug(vv())Ug(vfy())) J
*(y™(x)=m A lnv(y, T ,’yo)/\Pﬂl(’y,T (%)) AP (v, T, y'( 1)
F‘()éc;;:T3

o =7 M) « (Inv(r,1,90) Ay @)=m) ),

# [l [0 = 7 % g(1.4'(@) * (Iv(7,T,70) AP™ (7, T, 7'(X)))L(x)

# [T * [0 = 7 x g7 (x)) * (Iv(3,7,70) A P™ (7, T, Vr(x)))jux)
Sggﬂw.

#[a = 7 £ MOxm) « (Inv(,7,70) A vm(X)ﬁﬂ)],<x)

# [10] % (G = 7 g(1.0' (%) * (Inv(7,T,70) A P™ (. T, 7'(}‘)))]1@'(}{))

# [77) (6 = 7 # (1,7 (%)) * (Inv(3, T, 70) A P™ (5, TW'(X)))]I(Vr(X»
— Iv. | [G = v * M(v,x,7) * (Inv(7y,T,v) A vm(x)iw)}l(x)

* Pre(FY()?TfY (X)vﬂ-'l) * Pre(’YOaTa’yr(x)vﬂ-'r)

On line [6] we call span on the left and right sub-graphs of x. We
then use the PAR rule (Def. to distribute the resources between the
sub-threads and collect them back when they join. In the failure case
of each sub-thread (b1=0 or b2=0), we apply the FORGET principle on
the subjective assertions to drop the spatial resources of g(7v,7'(x)) and
g(v,7"(x)) and weaken them to emp. On lines [7] and [8| we apply the A2
and A2 actions to remove the respective edges in failure cases. We can
then rewrite the subjective assertion emp as t(7,7'(x),r.1) since ~'(x)=0
and thus t(vy,y'(x),7.) holds trivially; mutatis mutandis for t(y,y"(x),7.r).
Finally, we combine the subjective views using MERGE, as shown in the
following derivation. In the last implication, the I(x) U I(y'(x)) U I(7"(x))
is replaced by the equivalent interference assertion I(x) (see the definition

of I(x)). Moreover, observe that:

M(y,x,m) W t(yy (x),m.) Wty (x),m.r) =
M(v,x,7) * t(v,y'(x),7.1) * t(y,7"(x),7.r)
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1. struct node {int m, node *1, *r}; bool b;
{Pre('yo,T,x,w)}
2. b = span(struct node *x){ {Pre(y,1,x,7)}
3. if (1x){ {Post(y0,T.x,m,1) Ax=0} return 1; {Post(yo,T,x,m,ret)} }
{Pre(y0,T.x,7) A x40}
4. bool res = <CAS(x->m, 0, 1)>; //apply Al if possible
res=0 * Post(vo,T,x,7,res)V

FEEE= « (7] + [37- G = v x (M(y.x,m) Weg(v,7'(x) ¥ g(1,7"(x))) j
*(Inv(y, T,v0) AY™(x)=m AVY, 7. y"(Y)=n' = 7' [ ) 1)

o

if(res){
{res;l el * [3% 6= v (M(y.x,m) 8 (1 (x)) gm'(x)))} }
I(x)

#(Y"(®)=m AP™ (7, T,7'(x)) A P™(7,T,7"(x)))

{res;l * [] % Fy. [G = v * (Inv(y, T, %) AY™ (x)=n) * M(v,x,m) ]I(x>}

w[m.] [T

* Pre(fymT,'y'(x)Jr.l) * Pre(y0,T,7"(x),7.r)
{Pre("/o,T,’yl(X),ﬂ'.D} {Pre(vU,T.,'y'(x)Jr.r)}
bool bl=span(x->1) || bool b2=span(x->r)
{POSt(’yO7T,’y|(X),ﬂ'.|,b1)} {Post('yo,T,fy'(x),w.r,b2)}

res=1 [r] « 3. (G = 7 * (Inv(7, T,70) Y™ (x)=7) * M(1.x,7) ),
* Post(v0,T,7'(x),7.1,b1) * Post(vo,T,7" (x),7.r,b2)

&

res=1# [r] « [mI] * [T7] * 3. (6 = 7 * (Inv(7, 7, 70) Ay™ (%) =7) * M(y,%,7) )
# (01215 (6=t @) )y e

Vb120+((6 = 7+ (QF (1" (0) Aemp) ), e )
#(0221 5 (6 = 7« t " @) )y ey

Vb2=0 *[G = 7 * (QF (7,7 (x)) A emp) j[(y@)))
7. if ('b1) { x->1 = null; } // perform AZ if applicable
res=1 [7] % 3. (G = 7 % (Iv(3, T, 90) M (x)=7) * M(vx,m) ),
#( o=y Ml ), o * (b2=14(c =5 #tlra" @)mr) )

Vb220 % (G = 5+ (QF (17" (1) A emp) ) ooy )
8. if (102) { x->r = null; } // perform A2 if applicable
res=1 [7] * 3. (G = 7 * (Iv(3, T, 0) M (x) =) * M(vx,m) ),
{*[ 6 =7+t @) ) * (6= 7 80 @) }

9. } //apply the MERGE principle {Post(yo,T,x,7,res)}

I(x)

10. return res;

11. } {Post(*yo,T,x,W,ret) }

Figure 10.2.: Code and a proof sketch of span
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In particular, note that t(v,y'(x),r.I) describes a collection of nodes each
of which marked by either 7.I or one of its descendants (i.e. marked by a
thread whose identifier is in 7.1). Similarly for t(y,y"(x),r.r). As such, since
the tokens in .| are disjoint from those in 7.F and {r}, the resources de-
scribed by M(v,x,7), t(7,7'(x),7.1) and t(y,y"(x),r.r) are pairwise disjoint.

(= 7% (Inv(y, T, 70) Ay™ () =) * M(%“)]I(x)

(o=t ), ) e 2t @mn ),

Mg;‘,E{G = v (Inv(y, T, v0) AY™(x)=m) J

= [G:\/7*(|nV(’Y7TWO)/\W’m(X):7T) * M(y,x,m) * t(y,7 (x),7.]) * t(%v*(X)mr)]HX)

= [G = v (Inv(y, T, 7%0) AQZ (7,x)) * t(%x,ﬁ)jj(x)

10.2. Copying Heap-represented Dags Concurrently

The copy_dag(x) program in Fig. makes a deep structure-preserving
copy of the dag (directed acyclic graph) rooted at x concurrently. To do
this, each node x in the source dag records in its copy field (x->c) the
location of its copy when it exists, or 0 otherwise.

A thread running copy_dag(x) first checks atomically (lines if x has
already been copied. If so, the address of the copy is returned. Otherwise,
the thread allocates a new node y to serve as the copy of x and updates
x->c accordingly; it then proceeds to copy the left and right subdags in
parallel by spawning two new threads (line @ At the beginning of the
initial call, none of the nodes have been copied and all copy fields are 0;
at the end of this call, all nodes are copied to a new dag whose root is
returned by the algorithm. In the intermediate recursive calls, only parts
of the dag rooted at the argument are copied. Note that the atomic block
of lines corresponds to a CAS (compare and set) operation. We have
unwrapped the definition for better readability.

Observe that each node x of the source dag may be in one of the

following three stages:

1. z is not visited by any thread (not copied yet), and thus its copy
field is 0.
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2. x has already been visited by a thread m, a copy node z’ has been
allocated, and the copy field of z has been accordingly updated to
x’. However, the edges of 2’ have not been directed correctly. That

is, the thread copying x has not yet finished executing line

3. x has been copied and the edges of its copy have been updated

accordingly.

Note that in stage 2 when x has already been visited by a thread =, if
another thread 7 visits x, it simply returns even though x and its children
may not have been fully copied yet. Intuitively, thread «’ can safely return
because another thread () has copied z and has made a promise to visit
its children and ensure that they are also copied (by which time the
said children may have been copied by other threads, incurring further
promises). More concretely, to reason about copy_dag we associate each
node with a promise set identifying those threads that must visit it.
Consider the dags in Fig. where a node z is depicted as i) a

white circle when in stage 1, e.g. in ii) a grey ellipse when

in stage 2, e.g. in |10.3b| where thread 7 has copied z to 2’; and

iii) a black circle when in stage 3, e.g. 0 in [10.3gl Initially no node

is copied and as such all copy fields are 0. Let us assume that the top
thread (the thread running the very first call to copy_dag) is identified
as w. That is, thread 7 has made a promise to visit the top node x
and as such the promise set of & comprises w. This is depicted in the
initial snapshot of the graph in Fig. by the {7} promise set next
to x. Thread 7 proceeds with copying x to z’, and transforming the
dag to that of Fig. [[0-3b] In doing so, thread = fulfils its promise to x
and 7 is thus removed from the promise set of x. Recall that if another
thread now visits z it simply returns, relinquishing the responsibility of
copying the descendants of x. This is because the responsibility to copy
the left and right subdags of = lies with the left and right sub-threads of
7 (spawned at line @, respectively. As such, in transforming the dag from
Fig. to thread 7 extends the promise sets of [ and r, where 7.l
(resp. 7.r) denotes the left (resp. right) sub-thread spawned by 7 at line @
Subsequently, the 7.l and 7.r sub-threads copy [ and r as illustrated in
Fig. each incurring a promise to visit y via their sub-threads. That
is, since both [ and r have an edge to y, they race to copy the subdag
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{ﬂ*.l.r}
@ @ {m.rll} @

(a) (b) (©) (d) (f) (8)
Figure 10.3.: An example trace of copy_dag

{m.l

@& O ,}

at y. In the trace detailed in Fig. [10.3] the m.r.| sub-thread wins the race
and transforms the dag to that of Fig. by removing 7.r.| from the
promise set of y, and incurring a promise at z. Since the m.l.r sub-thread
lost the race for copying y, it simply returns (line . That is, 7.l.r needs
not proceed to copy y as it has already been copied. As such, the promise
of w.l.r to y is trivially fulfilled and the copying of [ is finalised. This is
captured in the transition from Fig. to where .L.r is removed
from the promise set of y, and [ is taken to stage 3. Thread m.r.l.I then
proceeds to copy z, transforming the dag to that of Fig. [I[0.3]l Since z
has no descendants, the copying of the subdag at z is now at an end;
thread 7.r.l.l thus returns, taking z to stage 3. In doing so, the copying
of the entire dag is completed; sub-threads join and the effect of copying
is propagated to the parent threads, taking the dag to that depicted in
Fig.

Observe that as with span in 0.1} the copy_dag program spawns a
new thread at each recursive call point in line 8. We thus take our tokens
as elements of the tree share algebra, 7 € II, described in §I0.1}

We associate the top-level thread with the e token (i.e. 7=e in Figs.
, since e is the maximal token and all other threads are its sub-
threads and are subsequently spawned by it or its descendants. As before,
we write T to denote the token set comprising the descendants of

ie. 2 {n |7 Cr}.

Mathematical dags Similar to mathematical graphs in §10.1} a math-
ematical dag, § € DAg, is a triple in (V,E,L) where V is the vertex set;
E:V — VgxVy, is the edge function with Vo £ V & {0}, where 0 denotes
the absence of an edge (e.g. a null pointer); and L : V=D, is the vertex
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labelling function with the label set D defined shortly. As before, given a
graph 0=(V, E, L) , we write ¢V, §* and ", for the first, second and third
projections of §, respectively. Moreover, we write §'(x) and §"(x) for the
first and second projections of E(xz); and write §(x) for (6%(x),d'(x), 6"(x))
when z € V. Given a function f (e.g. E,L), we write f[x— v] for up-
dating f(x) to v, and write fW[z+ v]| for extending f with x and value
v. Two dags are congruent if they have the same vertices and edges,
i.e. 61 & 69 £ §Y=5y A6¥=05. We define our mathematical objects as pairs
of dags (4,¢") € (DAG x DAG), where § and ¢’ denote the source dag and

its copy, respectively.

To capture the stages a node goes through, we define the node labels
as D £ (Vo x (ITw {0}) xP(II)). The first component records the copy
information (the address of the copy when in stage 2 or 3; 0 when in stage
1). This corresponds to the second components in the nodes of the dags
in Fig. eg. 0 in . The second component tracks the node stage
as described on page : 0 in stage 1 (white nodes in Fig. [10.3), some
7 in stage 2 (grey nodes in Fig. , and 0 in stage 3 (black nodes in
Fig. . That is, when the node is being processed by thread m, this
component reflects the thread’s token. Note that this is a ghost component
in that it is used purely for reasoning and does not appear in the physical
memory.

The third (ghost) component denotes the promise set of the node and
tracks the tokens of those threads that are yet to visit it. This corre-
sponds to the sets adjacent to nodes in the dags of Fig. e.g. {m.l} in
Fig. We write §¢(z), 6°(z) and 6P(x) for the first, second, and third
projections of z’s label, respectively. We define the path relation, z 3 Y,
and the unprocessed path relation, x 3»0 y, as follows and write 2% and

4 . . .- .
~( for their reflexive transitive closure, respectively.

xS y 20 (x)=y V& (x)=y z y = xS YA (x) =0A(y) =0

The lifetime of a node = with label (¢, s, P) can be described as follows.
Initially, z is in stage 1 (¢=0, s=0). When thread 7 visits z, it creates a
copy node 2’ and takes x to stage 2 (c=z/, s=m). In doing so, it removes
its token 7 from the promise set P, and adds =.| and 7.r to the promise

sets of its left and right children, respectively. Once 7 finishes executing
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81 (x)=((0,0,Pe{r}),1,7)
/\61 (l) (Claslvf)l) A(SIL(T):(CT‘)STvPT)
Al A 61752 /\5/ (5\1/751aL/) /\62 (‘/QaEQaL/)
L 5’1,52 ANLY=87l = ¢, s1, BEW . }][r — ¢, sy, PoW{m.r}]
ALy=L{[z — (y,, P)]
A Vy=03w{y} A E3=05ly — (0,0)] A Ly=d5[y — (0,7,0)])
42 2 [((01,02), [ 01(2)=((y.m,P), 1, =) A ((1=0Ac1=0) V (&5 (D)=c1 Aci#0))
" (01,05)) A52(1/)=((0 m,0),0,7) A 05=(03, E5,05) A Ey=05[y — (c1,7)]
e ((51762) )=((y,®.P),—, ) ((r=0Ac¢,=0) V (85 (r)= cr/\cr#O))
™ (61,65)) /\52 ):(Oﬂ(i), ,0) A 64=(6Y, B}, 65) N BEb=05[y — ( lcr)]
(2)=((y,m,P),1,7) A d2(y)=((0,7,0), c1, ¢r)
s (51,52 l 0/\61—0\/5c() Cl/\CﬁéO)
™ (61,05)) | A (r=0Ac, =0V & (r)=c, A, 70)
/\(51—((5\1/761,(51“[.’13’—)(:1] 0 P)]) A 55 (6¥a62752 y'_> 0 O Q)
452 {00220 611G, Po)) 1520 A 8 =(0Y, 3081 - 05, P |

Figure 10.4.: The mathematical actions of copy_dag

line it takes x to stage 3 (c=x', s=0). If another thread 7’ then visits
x when it is in stage 2 or 3, it removes its token 7’ from the promise set

P, leaving the node stage unchanged.

Actions The mathematical actions of copy_dag are given in Fig. [10.4]
The ALl describes taking a node z from stage 1 to 2 by thread 7. In doing
S0, it removes its token 7 from the promise set of z, and adds w.l and m.r
to the promise sets of its left and right children respectively, indicating
that they will be visited by its sub-threads, 7.l and =.r. It then updates
the copy field of x to y, and extends the copy graph with y. This action
captures the atomic block of lines [BH{7] when successful. The next two sets
capture the execution of atomic commands in line by thread m where
A2 and A2 respectively describe updating the left and right edges of the
copy node. Once thread 7 has finished executing line (and has updated
the edges of y), it takes x to stage 3 by updating the relevant ghost values.
This is described by A%. The A3 set describes the case where node x has
already been visited by another thread (it is in stage 2 or 3 and thus its
copy field is non-zero). Thread m then proceeds by removing its token

from «’s promise set. We write A, to denote the actions of thread :
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Ar &2 AL U A2 U A2 U AL U A3 We can now specify the behaviour of
copy_dag mathematically.

Mathematical specification Throughout the execution of copy_dag,

the source dag and its copy (d,0"), satisfy the invariant Inv below.

Inv(d,0") £ acyc(8) A acyc(d')
A (VX' ed. Fxed. 6°(x)=X")A(Vx € §. IX. ic(x,x/,8,d"))
acyc(s) 2-3x. 25 +x
ic(X, X! 6,6") 2 (x=0 A X'=0) Vv
(X;éO/\ [(X'=0 A 6°(x)=xX'ATY. SP(V)AD A Y LX)
V(X#A0AX € 8 ATm, LR, L R §(X)=((X,m,—),L,R)
A (xX)=(—,1,R)
A (L'#0 = ic(L, 1, 6,6")) A (R'#0 = ic(R, R, 4,8")))
V (X'A0AX € 6§ AL, R, LR, §(X)=((X}0,-),L,R)
NS (X)=(—,L,R') Aic(L, L, 8,8') Aic(R, R, 6, 0")) ])

where -5+ denotes the transitive closure of ~.

Informally, the invariant asserts that ¢ and ¢’ are acyclic (first two
conjuncts), and that each node X’ of the copy dag ¢ corresponds to a
unique node X of the source dag § (third conjunct). The last conjunct
states that each node X of the source dag (i.e. X#£0) is in one of the three
stages described above, via the second disjunct of the icpredicate: i) X is
not copied yet (stage 1), in which case there is an unprocessed path from a
node Y with a non-empty promise set to X, ensuring that it will eventually
be visited (first disjunct); ii) X is currently being processed (stage 2) by
thread 7 (second disjunct), and if its children have been copied they also
satisfy the invariant; iii) X has been processed completely (stage 3) and
thus its children also satisfy the invariant (last disjunct).

The mathematical precondition of copy_dag, P™(X,J), is defined below
where X identifies the top node being copied (the argument to copy_dag),
7w denotes the thread identifier, and § is the source dag. It asserts that 7
is in the promise set of X, i.e. thread m has an obligation to visit X (first

conjunct). Recall that each token uniquely identifies a thread and thus the
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descendants of 7 correspond to the sub-threads subsequently spawned by
w. As such, prior to spawning new threads the precondition asserts that
none of the strict descendants of m can be found anywhere in the promise
sets (second conjunct), and 7 itself is only in the promise set of X (third
conjunct). Similarly, neither 7 nor its descendants have yet processed any
nodes (last conjunct). The mathematical postcondition, Q™(X,Y,d,d), is
as defined below and asserts that X (in 0) has been copied to Y (in ¢');
that m and all its descendants have fulfilled their promises and thus cannot
be found in promise sets; and that m and all its descendants have finished
processing their charges and thus cannot correspond to the stage field of

a node.

P™(x,0) £ (x=0V 7 € §P(X))
AT VY € 6. ('€ 6P(v) = n'iZm)
A(X#AY = 1 € 6P(Y)) A (0%(Y)=n" = 7' lLm)
Q™(X,Y,0,8") £ (x=0V (65(X)=Y AY € §))
ANV Nz ed. e dP(z) Vo (z)=n"=7"UT

Observe that when the top level thread (associated with the e token)
terminates its execution of copy_dag(x), since e is the maximal token
and all other tokens are its descendants (i.e. Vm. m C o), the second
conjunct of Q*(x,ret,d,d’) entails that no tokens can be found anywhere
in J, i.e. VY. dP(Y)=0 A 6°(Y)=0. As such, Q*(x,ret,d,d’) together with
Inv entails that all nodes in § have been correctly copied into 4, i.e. only

the third disjunct of ic(x,ret,d,d’) in Inv applies.

Recall that as a key proof obligation we must prove that our mathe-
matical assertions are stable against our mathematical actions. This is
captured by Lemma below. Part states that the invariant Inv is
stable against the actions of all threads. That is, if the invariant holds for
(01,02), and a thread = updates (d1,d2) to (d3,d4), then the invariant holds
for (d3,04). Parts (10.6) and (10.7)) state that the pre- and postconditions
of thread @/ (P™ and Q™) are stable with respect to the actions of all
threads m, but those of its descendants (7 ¢ 7). Observe that despite

this latter stipulation, the actions of 7w are irrelevant and do not affect
the stability of P™ and Q™. More concretely, the precondition P™ only

holds at the beginning of the program before new descendants are spawned
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(line @) As such, at these program points P™ is trivially stable against the
actions of its (non-existing) descendants. Analogously, the postcondition
Q™ only holds at the end of the program after the descendant threads
have completed their execution and joined. Therefore, at these program

points Q™ is trivially stable against the actions of its descendants.

Lemma 15 (copy_dag stability). For all mathematical objects (01,02), (93,04),

and all tokens m, 7',

Inv(61, 52) A ((51,(52) A ((53,(54) = |nv(53, (54) (10.5)
P™ (X, 01) A (01,02) Ay (83,04) A & 7 = P™ (X, 83) (10.6)
Q™ (X,Y, 01, 82) A (61,02) Ar (03,00) A & 7 = QT (X,Y,03,84)  (10.7)

Proof. Follows from the definitions of A, Inv, P, and Q.

Spatial graphs We represent a mathematical object (§,4’) in the heap
through the icdag (in-copy) predicate below as two disjoint (x-separated)
dags, as well as a ghost location (D) in the ghost heap tracking the current
abstract state of each dag. As mentioned earlier, this way of tracking the
abstract state of dags in the ghost heap eliminates the need for baking in
the abstract state into the model. We implement each dag as a collection
of nodes in the heap. A node is represented as three adjacent cells in the
heap together with two additional cells in the ghost heap. The cells in
the heap track the addresses of the copy (C), and the left (L) and right
(R) children, respectively. The ghost locations are used to track the node
state (S) and the promise set (P).

icdag(d1,d2) £ D = (01, 62) * dag(d1) * dag(dz) dag(0)2 ® node(X, d)
X€ES

node(x,d) £3L,R,C,s, P. §(X)=(c,s,P),L,RAz + C,L,R*X = 8, P

It is also possible (and perhaps more pleasing) to implement a dag via a
recursive predicate using the overlapping conjunction & as follows where

rdag(X,d) describes the sub-dag in ¢ with its top node denoted by X:
rdag(X, ) = node(X, d) * (rdag(é'(x), §) W rdag(6"(x), 9))
Note that in the same way that the graph unfolding mechanism of Lemma

allows for a more local specification by focusing on the relevant sub-
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graph at each recursive call point, the recursive dag definition rdag allows
us to fold and unfold the dags as required. Here, we choose the flat

representation dag to demonstrate an alternative (global) reasoning style.

Spatial specification We can now specify the spatial precondition of
copy_dag, Pre(X,m,d), as a CoLoSL assertion defined below where X is
the top node being copied (the argument of copy_dag), m identifies the
running thread, and 0 denotes the initial top-level dag (where none of the
nodes are copied yet). As before, we model our capabilities as elements of
the partial commutative monoid given by (P (II),w, (). The precondition
Pre states that the current thread m holds the capabilities associated with
itself and all its descendants ([7]). Thread 7 will subsequently pass on
the descendant capabilities when spawning new sub-threads and reclaim
them as the sub-threads return and join. The Pre further asserts that the
initial dag d and its copy currently correspond to &; and do, respectively.
That is, since the dags are concurrently manipulated by several threads,
to ensure the stability of the shared state assertion to the actions of the
environment, Pre states that the initial dag 6 may have evolved to another
congruent dag 01 (captured by the existential quantifier). The Pre also
states that the shared state contains the spatial resources of the dags
(icdag(d1,02)), that (d1,d2) satisfies the invariant Inv, and that the source
dag d; satisfies the mathematical precondition P™. The spatial actions
on the shared state are declared in I where mathematical actions are
simply lifted to spatial ones indexed by the associated capability. That
is, if thread = holds the 7 capability, and the actions of m (A,) admit
the update of the mathematical object (d1,0d2) to (8},05), then thread m
may update the spatial resources icdag(di, d2) to icdag(d], d5). Finally, the
spatial postcondition Post is analogous to Pre and further states that node

X has been copied to Y.

Pre(X, m,0)= [7] * 351,5.2. icdag(d1, d2)
# (0201 A Inv(d1,05) APT(X,61)) ),

Post(X,Y, m,8) 2 [7] SR icdag(d1,02)
* (0201 A Inv(d1,02) A Q7(X, Y, 01,02)) J,

12 { (] :icdag(d1, 82) A (31, 02) Ax (81, 8) ~ icdag(s}, o) }
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Verifying copy_dag We give a proof sketch of copy_dag in Fig.
As mentioned earlier, unlike the span example in where we dele-
gated part of the correctness argument to the spatial representation of
the graph, for copy_dag we carry out the entire correctness argument at
the mathematical level. As such, one thing jumps out when looking at
the assertions at each program point: they have identical spatial parts
in the shared state: icdag(di,d2). Indeed, the spatial graph in the heap
is changing constantly, due both to the actions of this thread and the
environment. Nevertheless, the spatial graph in the heap remains in sync
with the mathematical object (d1,02), however (d1,02) may be changing.
Whenever this thread interacts with the shared state, the mathematical
object (d1,02) changes, reflected by the changes to the pure mathematical
facts. Changes to (61,92) due to other threads in the environment are
handled by the existential quantification of §; and ds.

On line [3] we check if x is 0. If so the program returns and the postcon-
dition, Post(x, 0, d, ), follows trivially from the definition of the precondi-
tion Pre(x,d, 7). If x # 0, then the atomic block of lines is executed.
We first check if x is copied; if so we set b to false, perform action A2
(i.e. remove 7 from the promise set of x) and thus arrive at the desired
postcondition Post(x, d{(x), 7, ). On the other hand, if x is not copied,
we set b to true and perform Al. That is, we remove 7 from the promise
set of x, and add w.l and 7.r to the left and right children of x, respec-
tively. In doing so, we obtain the mathematical preconditions P% (L, 7.l)
and P% (R, m.r). On line[8 we check whether the thread did copy x and has
thus incurred an obligation to call copy_dag on x’s children. If this is the
case, we load the left and right children of x into 1 and r, and subsequently
call copy_dag on them (line E[) To obtain the preconditions of the recur-
sive calls, we duplicate the shared state twice (Icogfj *(P); *(P);),
drop the irrelevant pure assertions, and split [7]. We then use the PAR
rule (Def. to distribute the resources between the sub-threads and
collect them back when they join. Subsequently, we combine the subjec-
tive views using MERGE. Finally, on line we perform actions A2, A3
and A% in order to update the edges of y, and arrive at the postcondition
Post(x,y,m,d).
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Copying graphs Recall that a dag is a directed graph that is acyclic.
However, the copy_dag program does not depend on the acyclicity of the
dag at x and thus copy_dag may be used to copy both dags and cyclic
graphs. The specification of copy_dag for cyclic graphs is rather similar
to that of dags. More concretely, the spatial pre- and postcondition (Pre
and Post), as well as the mathematical pre- and postcondition (P and Q)
remain unchanged, while the invariant Inv is weakened to allow for cyclic
graphs. That is, the Inv for cyclic graphs does not include the first two
conjuncts asserting that § and ¢ are acyclic. As such, when verifying
copy_dag for cyclic graphs, the proof obligation for establishing the Inv
stability (i.e. Lemma [I5|(10.5)) is somewhat simpler. The other stability
proofs (Lemma and ) and the proof sketch in Fig. are

essentially unchanged.
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1. struct node {struct node *c, *1, *r};
{Pre(x,m,8)}
2. copy_dag(struct node *x) {struct node *1,*r,*11,*rr,*y; boolb;
{ (7] (361, 6. icdag(dy, 82) * (05261 A Inv (01, 02) AP (x,01)) ), }
3. if('x){ return 0; }
{ [7] * £et=0+ ( 351, 8. icdag (é1, 0a) * (3201 Alnv (61, 62) AQT (x, Tet, 81, 02)) | , }
4.y = malloc(sizeof (struct node));
{7 (301, 6. icdag(61, 82) * (05261 A Inv(b1,02) A P™(x,61)) ), *§ =+ 0,0,0%y = 7,0 }

o

<if (x->c){ b = false; // Perform the action A2

(7] # (361, 02 icdag (é1, 02) * (6281 A Inv(d1,02) A Q7 (3, 85 (x), 01, 82) A 85(x) #0) |,
*x 7~ 0,— —*xy=m,0*b=0

6. Yelse{ x->c =y; b =true; //Perform the action AL

{w* 381,0,. icdag(61, 62) x (6261 A Inv(81, 05) AVYES; . T (Y)A < 1
(x£Y = 7£05 (Y)) A L,R. 61(x)=(y,7,—L,R)A y&Ga A PT(L,61) A P™(R,61)) ),

7. >
8. if(b){1=x->1; r = x->r;
] + [351,52 icdag (61, 09) * (6261 A Inv(1, 6g) AVYES,. TSP (Y)A }
(x£Y = 1£85 (V) A h(x)=(y,7, =, 1,7) AyEdr AP™'(L,01) AP™(2,61))

[3(51 ,09. |cdag(51,62) * (5N(51 A Inv((51,52) AVYED. 7r¢6p /\
(x#£Y = 1#£61(Y)) A 1 (x)=(y,—,7,1,x) AyEDdz)
7.l] % (38, 2. icdag (81, 62) * (62261 A Inv(81,62) A P™(1,41) ]

*

[x] *
[

I

* [ (301, 6. icdag(d1, 02) * (62261 A Inv(d1,82) AP (x,41))
[ﬂ_} 51,52 icdag(dy, (52)*(5“751 Alnv(d1,02) AVYED;. 7T¢(5P(Y) * Pre(1, .1, )
A (x£Y = 7485 (Y)) A 61 (x)=(y,—,m,1,x) A yEda) X Pre(z,m.r,0)

{Pre(1,7.1,0)} {Pre(r,ﬂ'.r,é)}
9. 11 = copy_dag(1) rr = copy_dag(r)
{Post(1,11,7.1,8)} {Post(r,rr,m.r,8)}

[7@ 3(51,(52 icdag(dy1,02) * (5N61 Alnv(d1,d2) AVYED;. W%(sp( Y) | * Post(1,11, 7.1, 6)
A (x£Y = 7485 (Y)) A 61 (x)=(y,—,m,1,r) A yEda) ; * Post(r, rr, m.r, 6)

[ﬁ] [351 (52 |cdag(6176g) (5’961/\|nv(61752)/\VY€51 ﬂgép(\’) (X#Yiﬁ#(si(Y))
/\51(}{) (y,—,ﬂ' 1 3(‘)/\}[6(52/\(:7r (1 11,01, (52)/\(}7r (I‘ rr 51,52)) ]I

10. <y->1 = 11>;<y->r = rr>; // Perform A2, A2 and A2 in order
{ [7] * [351752 icdag (61, 82) * (62201 A Inv(d1,82) A Q7 (x, ¥, 51»52)D1}
11. return y; { [7)+(30,0y. icdag(d1, ) +(0201 A Inv(01,05) A QF (768, 01,03)) ),

12.  Yelse{

(7 (361,62 icdag (61,02 % (62261 Anv(61,09) AQF (x, 55(x),61,09) A5 (x)20) |

¥y = 0,— —
Ixy =m0

"v"/—'H Hz—’/—'ﬁ N——

13. free(y, sizeof (struct node)) ; return x->c;
(361,05 icdag(d1, 02) * (9201 A Inv(91, 05) A Q (%, 76%,01,03)) ), |
14. } {Post x,ret,ﬂ,d)}

Figure 10.5.: The code and a proof sketch of copy_dag
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10.3. Parallel Speculative Shortest Path (Dijkstra)

Given a graph with size vertices, the weighted adjacency matrix a, and a
designated source node src, Dijkstra’s sequential algorithm calculates the
shortest path from src to all other nodes incrementally. To do this, it
maintains a cost array c, and two sets of vertices: those processed thus
far (done), and those yet to be processed (work). The cost for each node
(bar src itself) is initialised with the value of the adjacency matrix (i.e.
c[src|=0; c[i]=a[src][i] for i#src). Initially, all vertices are in work and
the algorithm proceeds by iterating over work performing the following two
steps at each iteration. First, it extracts a node i with the cheapest cost
from work and inserts it to done. Second, for each vertex j, it updates its
cost (c[j]) to min{c[j], c[i]+a[i][j]}. This greedy strategy ensures that
at any one point the cost associated with the nodes in done is minimal.
Once the work set is exhausted, ¢ holds the minimal cost for all vertices.

We study a parallel non-greedy variant of Dijkstra’s shortest path algo-
rithm, parallel_dijkstra in Fig. [I0.6] with work and done implemented
as bit arrays. We initialize the c, work and done arrays as described above
(lines , and find the shortest path from the source src concurrently,
by spawning multiple threads, each executing the non-greedy dijkstra
(line @ The code for dijkstra is given in Fig. . In this non-greedy
implementation, at each iteration an arbitrary node from the work set is
selected rather than one with minimal cost. Unlike the greedy variant,
when a node is processed and inserted into done, its associated cost is not
necessarily the cheapest. As such, during the second step of each iteration,
when updating the cost of node j to min{c[j], c[i]+a[i][j]} (as described
above), we must further check if j is already processed. This is because if
the cost of j goes down, the cost of its adjacent siblings may go down too
and thus j needs to be reprocessed. When this is the case, j is removed
from done and reinserted into work (lines . If on the other hand j
is unprocessed (and is in work), we can safely decrease its cost (lines .
Lastly, if j is currently being processed by another thread, we must wait
until it is processed (loop back and try again).

The parallel_dijkstra algorithm is an instance of speculative paral-
lelism [26]: each thread running dijkstra assumes that the costs of nodes

in done are final and will not change as a result of processing the nodes
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1. void parallel_dijkstra(int[][] a, int[] c, int size, src){

2. work[size], donel[size];

3. for (i=0; i<size; i++){

4. cl[i] = alsrc][i]l; work[i] = 1; done[i] = O;

5. }; clsrc] = 0;

6. dijkstra(a,c,size,work,done) || ... || dijkstra(a,c,size,work,done)
7. return c;

8. }

1. void dijkstra(int[][]a, int[] c, intsize, bitarray work, done){
2. i=0;

3. while(done != 2%%2°-1){ b=<CAS(work[i],1,0)>;

4. if () { cost=cl[il;

D. for(j=0; j<size; j++){ newcost=cost+al[i] [j]; b=true;

6. do{ oldcost = c[j];

7. if (newcost < oldcost){

8. b = <CAS(work[j],1,0)>;

9. if (b){ b=<CAS(c[j],oldcost,newcost)>; <work[jl=1>; }
10. else { b=<CAS(done[j],1,0)>;

11. if (b){ b=<CAS(c[j],oldcost,newcost)>;

12. if (b){ <work[j]=1> } else { <done[jl=1> }

13. P}

14. } while(!b)

15. } < donelil=1 >;

16. } i=(i+1) mod size;

17. + %
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Figure 10.6.: A parallel non-greedy variant of Dijkstra’s algorithm



in work. However, if at a later point it detects that its assumption was

wrong, it reinserts the affected nodes into work and recomputes their costs.

Mathematical graphs Similar to the graphs in we define our
mathematical graphs, v€ GraPH, as triples in (V X E x L) where V is the
vertex set; E:V— (V— W) is the weighted adjacency function with weights
W £ Nw{oo}, and L:V—D is the vertex labelling function with the label
set D defined shortly. Given a graph (V| E, L), we use the matrix notation
for adjacency functions and write E[i][j] for E(i)(j).

Unlike span (§10.1)) and copy_dag (§10.2) where a new thread is spawned
at every recursive call point, in parallel_dijkstra the number of threads
to run concurrently is decided at the beginning (line @ and remains un-
changed thereafter. This allows for a simpler token mechanism. We define
our tokens as elements of the (countably) infinite set # € ©=N\ {0,1}.
We refer to the thread with token 6 simply as thread 6. Recall that each
node z in the graph can be either: unprocessed (in work); processed (in
done); or under process by a thread (neither in work nor in done). We
define our labels as D £ W x ({0,1} W ©) x (V — {o,e} & W). The first
component denotes the cost of the shortest path from the source (so far)
to the node. The second component describes the node state (0 for unpro-
cessed, 1 for processed, and # when under process by thread €). The last
component denotes the responsibility function. Recall that when a thread
is processing a node, it iterates over all vertices examining whether their
cost can be improved. To do this, at each iteration the thread records the
current cost of node j under inspection in oldcost (line @ If the cost
may be improved (i.e. the conditional of line m succeeds), it then attempts
to update the cost of j with the improved value (lines |§|, . Note that
since the cost associated with j may have changed from the initial cost
recorded (oldcost), the update operation may fail and thus the thread
needs to re-examine j. To track the iteration progress, for each node the
responsibility function records whether i) its cost is yet to be examined
(0); ii) its cost has been examined (e); or iii) its cost is currently being
examined (¢ € W) with its initial cost recorded as ¢ (oldcost=c). We
use the string notation for responsibility functions and write e.g. ".c.0™,
when the first n nodes are mapped to e, the (n+1)st node is mapped to

¢, and the last m nodes are mapped to o. We write O (resp. ®) for a

353



function that maps all elements to o (resp. e).

Given a graph v=(V, E, L), we write 7" for V, 4* for E, and v~ for L.
We write v¢(x), v°(x) and ~"(z), for the first, second and third projections
of L(x), respectively. Two graphs are congruent if they have equal vertices
and edges: v = v9 = Y= A P=15. We define the weighted path

relation (~5.), and its reflexive transitive closure as follows:

Actions We define several families of actions in Fig. [10.7] each of which
indexed by a token 6. The Aé describes the CAS operation of line
in the algorithm: the state of a node is changed from unprocessed to
being processed by thread 6 (i is removed from work). The A2 describes
a ghost action at line [0] for iteration j when storing the current cost
of 7 in oldcost. The thread has not yet examined the cost of node j
(R[j]=0). It then reads the current cost (¢’) of j and (ghostly) updates
the responsibility function. The Ag describes the CAS operations of lines
and when successful: when processing i, we discovered that the cost
of j may be improved (c+E[i][j] <¢). In the former case, j is currently
unprocessed (in work, s=0), while in the latter j is processed (in done,
s=1). In both cases, we remove j from the respective set and temporarily
change its state to under process by 6 until its cost is updated and it is
reinserted into the relevant set. The Ag describes the CAS operations in
lines [9] and when successful. The cost of j has not changed since we
first read it (R[j]=c’) and we discovered that this cost may be improved
(c"<c’). The responsibility of i towards j is then marked as fulfilled
(R'[j]=e) and the cost of j is updated until it is subsequently reinserted
into work via Ag. The Ag denotes the reinsertion of j into work in lines |§|
and [12] following successful CAS operations at lines [9] and [II The state
of j is changed to 0 to reflect its insertion to work. The Ag and Ag sets
respectively describe the reinsertion of j into work and done in lines [9] and
following failed CAS operations at lines [9] and When attempting to
update the cost of j, we discovered that the cost of j has changed since we
first read it (¢'#c”). We thus reinsert j into the relevant set and (ghostly)

update the responsibility function to reflect that j is to be re-examined
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AyE{((V.E,L),(V,E,L"))| L(i)=(c,0,0) A L'=L[i + (c,6,0)]}
L(i)=(c,0, R) ANVk<j. Rlk]=e /\R[j]:o}

Hl>

(V,E,L),(V,E,L")) | AL(j)=(c',~ )
AR'=R[j — ] AN L'=L[i — (c,6,R)]

L(i)=(—,0,R) A R[j]=c A c+E[i][§] < }

||l>

(V,E,L),(V,E,L") AL(j)=(c,8,R") A s€{0,1} A L'=L[j+>(c,0,R")]

{
{
L(i)=(c,0,R) A R[j]=¢ A L(j)=(c',0,R")
{ (V.E,L),(V,E, L)) | N"=c+E[i][j] A "< }
(c"0,R")]
A2
e
e
e
0=

III>

AR'=R[j — o] AN L'=L[i — (¢,0,R")][j — (c

| L(3)=(c,0,R) A R[j]= e AL(j)=(c',0,—
(V. B, L), (V, B, L)) A(L)/:(L[j H)(ﬁ,70[’](]))] A= )}

L(i)=(c,0,R) A R[j]=¢" A L(§)=(c",0,0) A ¢/#” }
ANR'=R[jrso| N L'=L[i — (¢,0,R")|[j — (¢/,0,0)]

L(i)=(c,0,R) A R[j]=¢" A L(j)=(c',0,8) A c/£c” }
AR'=R[j s o] A L'=L[i = (c¢.0,R)][j > (c/,1,®)]

L(i)=(c,0,R) A\ R[j]=c A c+El[i][j] > c}
AR'=[j— o|RAL'=[i — (¢,0,R")]L

(V,B,L),(V,E,L")) | L(z)=(c,0,®) A L'=L[z ~ (c,1, ®)]}

Hl>

||l>

(V,E,L),(V,E, L))

III>

(V,E,L),(V,E,L"))

Hl>

(V,E,L),(V,E,L"))

||l>

Figure 10.7.: The mathematical actions of dijkstra

(R'[j]=0). The A3 describes a ghost action in line [7| when the conditional
fails: examining j yielded no cost improvement and thus the responsibility
of 7 towards j is marked as fulfilled. Lastly, the Ag captures the atomic
operation in line [I5} processing of i is at an end since all nodes have been
examined. The state of i is thus changed to processed (i is inserted into

done). We write Ay for actions of 6, i.e. Ag= Uie{l...9} Al

Mathematical invariant Throughout the execution of dijkstra for a

source node SRC, the graph ~ satisfies the invariant Inv(SRC, ) below.

Inv(7y, SRC) £ VX € 7. min3™°(X,y¢(x))
Vv (3v,z,c. min3 (Y, ’yC(Y)) AY(Y)#L A 'Y][z]=0
AY Doz AWitsO (15 (Y)+C, 2, X))
minS*°(x, ¢) £ min{c | src L} X} =c
wit>"°(c, z,X) £ mind*°(z,c) Ay%(z) > ¢
A(z=xV (3, W. 2Ly WA witS(c+, W, X))
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The Inv(vy,SRC) asserts that for any node X, either its associated cost
from SRC is minimal; or there is a minimal path to X from a node Y (via z),
such that the cost of Y is minimal and Y is either unprocessed or is being
processed. Moreover, none of the nodes along this path (except Y) are yet
associated with their correct (minimal) cost. As such, when Y is finally
processed, its effect will be propagated down this path, correcting the costs
of the nodes along the way. Observe that when dijkstra terminates, since
all nodes are processed (i.e. VX.y*(X)=1), the Inv(y, SRC) entails that the

cost associated with all nodes is minimal.

Lemma 16 (dijkstra stability). For all graphs v,~', source nodes SRC,
and tokens 0, the Inv(vy, SRC) invariant is stable with respect to Ag:

Inv(y,SRC) Ay Ag ' = Inv(v/, SRC)

Proof. Follows from the definitions of Ag and Inv.

Spatial graphs We represent a mathematical graph -« in the heap via
the g(y) predicate below as multiple x-separated arrays: two bit-arrays for
the work and done sets, a two-dimensional array for the adjacency matrix,
a one dimensional array for the cost function, and two ghost arrays for
the label function (one for the responsibility function, another for the node

states).

g(7y) 2 work(y) * done(v) * adj(7y) * cost(y) * resp(y) * state(~y)

work(y) £ - ® (workl[i] — 1)*' ‘ @ (workli] — 0)
i€{ily(i)=0} i€{ily®(i)#0}
done(y) £ - @ (doneli] — 1)*‘ ‘ @ (doneli] — 0)
ie{ilys(i)=1} ie{ilys(i)#1}
adj(7) ég (J@7 ali][j] = ~"[il[4]) cost(7) ég (cfd] = ~<(8))
resp(7) = @ (@ rli]li] = 2" [11)) state(y) £® (sli] = 7°(1))

Spatial specification We specify the spatial precondition of dijkstra,
Pre(6,70), as a CoLoSL assertion defined below where 6 identifies the
running thread, and -y denotes the original graph (at the beginning of
parallel_dijkstra, before spawning new threads). We instantiate our

user-defined capabilities as sets of tokens in P (©). That is, the partial
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commutative monoid of user-defined capabilities is given by (P (©),w,0).
The precondition Pre states that the current thread 6 holds the [f] capa-
bility, that the original graph 9 may have evolved to another congruent
graph 7 (captured by the existential quantifier) satisfying the invariant Inv,
and that the shared state contains the spatial resources of the graph g(v).
As before, the spatial actions on the shared state are declared in I by
lifting mathematical actions to spatial ones indexed by the corresponding
capability. Finally, the spatial postcondition Post is analogous to Pre and

further states that all nodes in v are processed (in done).

A

Pre(6,70) = [37 (Yo=y A Inv(7, src)) JI
Post(6,70) [Eh/ (Yo=y A Inv(v, sTc) AYXEY. v5(X)=1) }I
12 { 6]: &(7) Aww ~ )}

Verifying parallel_dijkstra A proof sketch of dijkstra is given in
Figs. As with copy_dag in at all proof points the
spatial part (g(v)) remains unchanged and the changes to the graph
are reflected in the changes to the pure mathematical assertions. Ob-
serve that when all threads return, the pure part of the postcondition
(Inv(y,src) AVX €. v*(X)=1) entails that all costs in cost are minimal
as per the first and only applicable disjunct in Inv(y,src). As such, the
proof of parallel_dijkstra is immediate from the parallel rule (PAR).
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{P"e(gﬁo)}
1. void dijkstra(int[][] a,int[] c,int size,bitarray work,done){

2. 1=0;

3. while(done != 2%%°-1){b=<CAS(work[i],1,0)>;
// apply A} if possible

4. 12 {10) «(3r-g0) * (0= Anv(y.s10) A FE=0AT@)=S) ), }
cost = c[i]
{0] [Elw g(7)* (7027 Alnv(y, src) Ay3(i)= 9/\7'(i)=./\cost=’y°(i)ﬁ[}
5. for(j=0; J<s1ze j+Hd{
{ [0] * [H’y g(y) * (Yo=7 A Inv(y, src) A4° (1) O A y(i)=13.0%%2°73 A cost=1°(1) I}
newcost = cost + al[i][j]; b = 1;
Iy. gy ('yo =y Alnv(7y, sTc) AyS(1)=0 AT (1)=13.0%i%e-]
/\cost = ( ) Anewcost=cost+v"[i][j] A b=1) I
6. do{ oldcost=c[jl;// apply A7
H'y, - g(7) * (0=y Alnv(7, stc) Ay3(i)=0 A+ (i)=13.c.08ize-i-1
/\cost ~°(1) A newcost=cost+7v"[i][j] A b=1 A oldcost=C) .
7. if (newcost<oldcost){
3% . g(7) * (9=y Alnv(y, stc) Ay5(1)=0 A (i)=13.c.0s17e-3-1
/\cost 7°(i) A newcost=cost+7*[i][j] A oldcost=C A newcost<oldcost) /,
8. b=<CAS(work[j1,1,0)>; // apply A} if possible
9. if(b){

E% C. g(7) * (0=y A Inv(y, ste) A*(1)=60 Ay (1)=10.c.0%=e-3 j

{ [0]%| Acost=7°(i) A newcost=cost-+vE[i][j] A oldcost=C A newcost<oldcost
A*(3)=0/"(3)=0)

b=<CAS(c[j],oldcost,newcost)>; // apply A if possible

[}y,c. g(7)* (0= A Inv(y, stc) AvS(i)=0Acost=7(1) A newcost<oldcos }

[9] AN ((bzl A ry"(i):]_j+1'osize—j—1) v (bZO A ,Yr(i) 13.c.0size-3- 1
A*(3)=0 A ~"(3)=0)
<work[jl=1>; } // apply A} or Aj depending on the value of b

0] + Ty. g(7) * (0=y A lnv(y,sTc) A75(i)=0 A cost=7°(1) A newcost<oldcost
A ((b=1 A5f(1)=13"".0%22¢731) v (b=0 A 5"(i)=17.0%=¢7)))

~

Figure 10.8.: A proof sketch of dijkstra (continued in Fig. |10.9)
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9. else {
{[9] % E%C- g(7) * (0=y A Inv(v, sTc) A7°(1)=0 A y"(i)=13.c.0%2e-3-1 Acost:vc(i)} }
I

Anewcost=cost+7"[i][j] A oldcost=C A newcost<oldcost)
b=<CAS(done[j1,1,0)>; // apply A} if possible

10. 1f(b){
3y, C. g(7) * (1027 A Inv(y, sTC) A75(1)=0 A7 (i)=1].C.0%=e3-1 } }
t
I

0] /\ cost= ( ) A newcost=cost+7"[i][j] A oldcost=C A newcost<oldcos

7 *(3) 6’/\7(3) °)
b= <CAS(C[J] oldcost,newcost)>; // apply A} if possible

%C g(7) * (70=y A lnv(y, src) Av5(1)=0 A cost=°(i)
[0 (b 1 /\’Y (1) 13+t gsize-j- 1) vV (b 0/\")/ (1) 13.c. Osize—j—l))
)/,

Anewcost<oldcost A newcost=cost+7"[i][j] A v*(j)=0 A" (j)=@®

11. if (b){ <work[jl=1> } else { <done[jl=1> }
// apply A} or A] depending on the value of b

[0] * 3’7 gy (70 =y Alnv(y, src) Ay (1)= 9Acost=7c(i) /\ newcost<oldcost
o & o ~ REERT) I

{ * (=yAlnv(y, sTe) Ay (1) =0

12.

(0] + (newcost<oldcost Ab=1 Arf(i)=13*1 psize-3-1)
V(newcost<oldcost Ab=0A~"(i)= 1j ()Size‘j)

V(newcost>oldcost Ab=1A7"(i)=1J.— 0size-i-1) "

// apply A$on the third disjunct
0] * 37 g(7) * (=Y Alnv(y, sT¢) AY*(1)=0
(b 1An/ (i)=13"1.03e73 1)V (b=0A7f(1)=13.08%%¢73)) |,

13. } whlle( 'b)

6] +(31-801) + 0=y A Inv(y, sr¢) A 9*(3)=0 A" (1) =025 }
4. ¥ {~ [37 8(7) * (W Alnv(y, sT¢) Ay* (1) =017 (1)=9) ), }
<done[i]=1>; // apply A
{[9] *[3% g(7) * (o=yAlnv(y, stc) Ay (i lj }
15.  } i = (i+1) mod size;
16. > {[9] *[3’7. g(7) * (70=7 A lnv(vy, src) A Va. ys(m)zlﬂl}
{Post(G,vo)}

Figure 10.9.: A proof sketch of dijkstra (continued from Fig. D

359



11. Conclusions

Throughout this thesis, we have considered numerous challenges concerning
abstract library specification, library refinement and fine-grained concur-
rent reasoning. In doing so, we have explored numerous ideas, answered
several questions and found new techniques and solutions.

As to abstract library specification, we have applied structural separa-
tion logic (SSL) [60] for abstract specification of several libraries and for lo-
cal reasoning about their client programs. Most notably, we have used SSL
to specify a fragment of the Document Object Model (DOM) Core Level 1
library [I], following the standard closely. We have demonstrated that our
specification significantly improves over the existing DOM formalisms [24]
52| in that it is local, compositional and language-independent. We have
generalised the theory of SSL from [60] to allow for a language-independent
library specification and client reasoning. This way, our library specifica-
tion can be used to reason about different client programs of the library
written in different programming languages. We have demonstrated this
by integrating SSL with several program logics based on separation logic
(SL). Most notably we have integrated the SSL DOM specification with
the SL-based JavaScript program logic of [21I] and used it to verify several
realistic JavaScript ad blocker programs.

As to library refinement, we have explored two existing approaches to
library refinement for separation logic: the locality-breaking and locality-
preserving refinements. We demonstrated that while the more popular
locality-breaking approach is more suitable for the refinement of sequential
libraries, the locality-preserving is better suited for the refinement of con-
current libraries as it simplifies the proof obligations. We have presented
a JavaScript implementation of the DOM fragment formally specified in
this thesis. We have established the correctness of our DOM implemen-
tation with respect to its formal specification by providing a locality-

breaking refinement proof. Unlike existing formalism of DOM where the
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axiomatic DOM specification is justified against a high-level operational
semantics [59, 60} 52, 24], we link our specification to an underlying imple-
mentation (in JavaScript) and demonstrate that our implementation satis-
fies the same specification. This allows us to obtain a stronger soundness
result as our specification is justified against a realistic implementation
rather than the semantics devised specifically to validate the axiomatic
specification.

Concerning concurrent reasoning, we have introduced the concurrent
local subjective logic (CoLoSL) for compositional reasoning about concur-
rent programs. We have introduced the notion of subjective views where
we verify each thread with respect to its customised local view of the
state. Subjective views may arbitrarily overlap with one another, and
may expand or contract in accordance with the thread footprint. We have
introduced the general composition and framing of interference relations
(describing how the shared resources may be manipulated by each thread)
in the spirit of resource composition and framing in standard separation
logic. We have demonstrated that this fluidity allows for better proof
reuse. We have used CoLoSL to reason about several nontrivial concur-
rent graph-manipulating algorithms, two of which had never been verified

before.
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A. DOM Specification

We proceed with a description of each of the DOM operations defined in
Def. [61] and its axiomatisation in SSL.

A.1. Node Axioms

When n identifies a DOM node, then

e r:=n.nodeName: returns the name of n in r.

{vars(n :N,T:R)*xa+— #docy[f]E & 7}
r :=n.nodeName

{vars(n DN, 1 “Ydocument”) * a — F#docy[S]E & ’Y}

{vars(n :N,r:R)*a— SN[B7’Y]1E<‘1}

r :=n.nodeName

{vars(n IN,T:S)x SN[ﬁa’Y]E}

{vars(n :N,T:R)*a— #textN[S]F}
r :=n.nodeName

{vars(n DN, T CHtext”) ® o FHtexty [S]F}
{vars(n IN,T:R)* Q> SN[S’]F}

r :=n.nodeName

{vars(n IN,T:S) ke SN[S’]F}
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e r:=n.nodeValue: returns the value of n in r.

{vars(n !N, T : R)x a— #docy[f]E & ’y}
r :=n.nodeValue

{vars(n :N,r:null) x a — #docy[B]E & ’y}

{vars(n :N,T:R)*a— SNW,’Y]?}

r :=n.nodeValue

{vars(n :N,r:null) * a — SN[B,’y]ﬁ}

{vars(n :N,T:R)*a— #textN[S]F}
r :=n.nodeValue

{vars(n IN,T:S)* > #teXtN[S}F}

{vars(n :N,T:R)*a+— Sy[T]p * val(T, S’)}
r :=n.nodeValue

{vars(n ‘Nyri s xa— SN[T]F}

e The r:=n.nodeType: returns the type of n in r. Each DOM node
type is described as an integer value, with the text, element, attribute
and document node types associated with integer values 3, 1, 2 and 9,

respectively.

{vars(n :N,T: R)*a— #docy[f]f & 7}

r :=n.nodeType

{vars(n (N, T 9) % a— #docy[B]E & 7}
{vars(n :N,T:R)*a+— SN[B,’Y]E}

r :=n.nodeType

{vars(n INyril) ko Sw[ﬁa’Y]g}
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{vars(n IN,T:R)*q— #textN[S]F}
r :=n.nodeType

{vars(n DN, T 3) k> Htexty [S]F}

{vars(n IN,T:R)*a— SN[T]F}
r :=n.nodeType

{vars(n IN,T:2) ko SN[T]F}

e r:=n.parentNode: returns the identifier of the parent node of n in r
when it exists; it returns null if n is a document or attribute node (a
document node is the top-most node and has no parent; an attribute
node is associated with an element node, but is not the child of an

element node), or if n resides in the grove.

{vars(n DN, T R) * o #docy[sy[B,7]5]E & 6}

r :=n.parentNode

{vars(n DN,T: U) * a e Fdocy[Sy[B,7]B]E & 5}

{vars(n IN, T R) ko Sy[B, € @ Sy[v, 0] © GQ]E}

r :=n.parentNode

{vars(n IN, T U) xa = Sy, e @ Sy [y, 0] @ ez]ﬁ}

{vars(n IN,T:R)* o= Sy[B, 71 @ #texty[8]w @ 72}?}

r :=n.parentNode

{vars(n PN, T U) x> Sy[B,m ® #Htexty[s]y @ 72]?}
{vars(n :N,T:R)*a— Sy[f1 @ #texty[s]w]r @ 52}

r :=n.parentNode

{vars(n IN, T U) x> Sy © #texty[S ] ]r @ /32}
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{vars(n :N,T: R)*a— #docy[f]E & ’Y}
r :=n.parentNode

{vars(n :N,r:null)*xa— #docy[S]E & *y}

{vars(n IN,T:R)*a— SN[T]F}
r :=n.parentNode

{vars(n :N,r:null)*q— SN[T]F}

{vars(n IN,T:R) k> Sy[B,7]F © gg}

r :=n.parentNode

{vars(n DN, T :null) * a— Sy[B,7]E @ Qg}

{vars(n DN, T @ R) * o — #texty[S]y B Qg}
r :=n.parentNode

{vars(n :N,r:null) xa — #Htexty[s]y @ Qg}

e r:=n.childNodes: compiles a (live) NodeList containing the identifiers
of the children of node n and returns the identifier of the NodeList in

r.

{vars(n N, T :R)* o — #docy[T]g, & v * TIDs(T, L)}
r :=n.childNodes

{EIF, Fo. vars(n:N, r:F) * a — #docy[T]5, & v * F1CFy % FéFg}

{vars(n !N, T :R) k= Sy[f, T]E, * TIDs(T,L)}
r :=n.childNodes

{SF, Fo.vars(n: N,r:F)*a — Sy[3, T|g, * F1CFy % FéFQ}
{vars(n IN,T:R)*q— #textN[S]Fl}

r :=n.childNodes

{EIF, Fo.vars(n: N,T : F) % o +— #texty[S]p, * F1 CFo * FéFg}
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{vars(n IN,T:R) k> SN[S/]Fl}
r :=n.childNodes

{HF, Fo.vars(n : N,T : F) % o — Sy[8']p, * F1CFy * FéFQ}

e r:=n.firstChild: returns the identifier of the first child of n in r

when it exists; returns null if n has no children.

{vars(n N, T R) ko Fdocy[Su[B,]%]E & 5}
r:=n.firstChild

{vars(n DN, T M) * a s #docy [SulB, 15 ]E & 5}

{vars(n :N,T: R)*a— #docy[De]E & 5}
r :=n.firstChild

{vars(n :N,r:null) x a — #docy[De]E & 5}

{vars(n N, T R) k> Sy[B,8uly, 0] @ e]ﬁ}
r:=n.firstChild

{vars(n IN,T M) xSy B, Suly, 05 ® 5]?}

{vars(n DN, T R) % Sy[f, #texty[s ]y ® ’Y]?}
r :=n.firstChild

{vars(n DN, T M) * a > Sy[f, #texty[s]w @ ’Y]E}

{vars(n IN,T:R)*q— SN[B7®f]E}

r:=n.firstChild

{vars(n N, :null) * a — Sy[f, Qf]ﬁ}
{vars(n :N,T:R)*aq+— #textN[S]F}

r :=n.firstChild

{vars(n :N,r:null)*q+— #textN[S]F}
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{vars(n N, T : R)* a — Sy[#Htexty[s ]y @ B]F}
r:=n.firstChild

{vars(n DN, T M)k o > Sy[#texty s @ ﬁ]p}

{vars(n :N,T:R)*q— SN[Qtf]F}

r:=n.firstChild

{vars(n iN,r:null)*a— Sy [@tf]p}

e r:=n.lastChild: returns the identifier of the last child of n in r when

it exists; returns null if n has no children.

{vars(n N, T R) ko Fdocy[su[B,]T]E & 5}
r :=n.lastChild

{vars(n DN, T M) * a s F#docy [SulB, 75 ]E & 5}

{vars(n :N,T:R)*xa+— #docy[De]p & 5}
r :=n.lastChild

{vars(n :N,r:null) *x a — #docy[De]p & 5}

{vars(n DN, T R) x> Sy[B, 7 @ Suld, G]E:]E}
r :=n.lastChild

{vars(n DN, T M) %« Sy[B,7 ® Suld, E]E:]g}

{vars(n IN,T:R)*a— Sy[f,7® #textM[s’]F/]E}
r :=n.lastChild

{vars(n DN, T M)k Sy[B,7® #teXtM[S/]F’]E}
{vars(n :N,T:R)*a+— Sy[f, @f]ﬁ}

r :=n.lastChild

{vars(n :N,r:null) o +— Sy[53, @f]ﬁ}
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{vars(n IN,T )k #textN[S]F}
r :=n.lastChild

{vars(n :N,r:null)*a— #textN[S]F}

{vars(n :N,T:R)*a— Sy @ #textM[S’]F/]F}
r :=n.lastChild

{vars(n DN, T M) * > Sy[ © #texty [S/]F’]F}

{vars(n IN,r:R)*q— SN[Qtf]F}
r :=n.lastChild

{vars(n DN, r:null) xa— SN[@tf]F}

e r:=n.previousSibling: returns the identifier of the previous sibling
of n in r when it exists; it returns null if i) n is the first child of its
parent; or ii) n identifies a document or attribute node; or iii) n resides

in the grove.

vars(n: N, T : R) *  — #text, [s'] @ sy[B,7]E }
r :=n.previousSibling
vars(n : N, 1 : L) * a — #text,[s']w @ sy[B,7]E

r :=n.previousSibling

{
{ 3
{vars(m: N,z - B) ¥ o s 8,897 © Htexty[s')e |
{varsm: N,z 1) % s 5, [8.7]% © ftext(s]e |
{vars(n: N.x ) o 8L[8,7]5 @ s[5, ]t |

r :=n.previousSibling

{vars(n IN,T L) *a SE[B,]E @ sy[d, e]g}
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{vars(n DN, T :R) x a — #text, [y @ #textN[S}F}
r :=n.previousSibling

{vars(n DN, T L) x> Htexty [y @ #textN[S}F}

{vars(a s N,z R) % 0 s 5, (8, #textu[s')s © 15 )

r :=n.previousSibling

{vars(n N, T :null) * a — Sy[f8, #texty[s]y ® 7]?,}

{vars(n IN,T:R)*xa— S,[3,Sx[7,0]E® E]E:}
r :=n.previousSibling

{vars(n :N,r:null)*a— s, [3,Sx[y,0]E® e]g/’}

{vars(n DN, T R) % a > #docy[sy[B, )55 & 6}
r :=n.previousSibling

{vars(n :N, T null) * a = #docy[sx[B,7]E]% & 5}

{vars(n :N,T: R)*a— #docy[f]f & 'y}
r :=n.previousSibling

{vars(n :N,r:null)*xa— #docy[S]E & 'y}

{vars(n :N,T:R)*a+— SN[T]F}
r :=n.previousSibling

{vars(n SN, r:null) sk — SN[T]F}
{vars(n IN,T:R)*a— Sy[5,7]E @ Qg}

r :=n.previousSibling

{vars(n DN, T :null) * o — Sy[B,7]E @ ®g}
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{vars(n DN, T —) k> Htexty[S]y @ Qg}
r :=n.previousSibling

{vars(n :N,r:null) *x a — #texty[S]y @ @g}

{vars(n DN, T :R) xa — #text [y @ #textN[S}F}
r :=n.previousSibling

{vars(n DN, T L) x> Ftexty [ @ #textN[S}F}

{vars(n :N,T:R)* a — Sy[#texty[s]w @ B]F}
r :=n.previousSibling

{vars(n :N,r:null) * o — Sy[#texty[s']y © ﬁ]F}

e r:=n.nextSibling: returns the identifier of the next sibling of n in r
when it exists; it returns null if i) n is the last child of its parent; or
ii) n identifies a document or attribute node; or iii) n resides in the

grove.

vars(n : N, T : R) * a0 > #texty[S']e ® SulB, ]2

r :=n.nextSibling

{ )
{vars(n:N,r:M)*aH#textN[ s'le @ Su[B,7]E }
{

{ I}

vars(n: N, T : R) * @ — Sy[f3,7]E @ #texty[s’
r :=n.nextSibling

vars(n : N, T : M) % v — Sy [, 7]E ® #texty[s’
{vars(n DN, T :R)*a+— Sy[f,7]E @ s),[9, e]?f}

r :=n.nextSibling

{vars(n PN, T M) ke Sy[B, )5 @ Sy [0, 6]:3',}
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{vars(n DN, T R) % > Ftexty[S]r @ F#texty, [S’]F/}

r :=n.nextSibling

{vars(n DN, T M) * > #Htexty[S]p ® #textM[S’]Fr}

{vars(n :N,T:R)*xa— Sy[3,7® #textN[S’]p]E,}

r :=n.nextSibling

{vars(n DN, r:null) xa— Sy[f5,7 @ #texty [S’]F]g,}

{vars(n IN,T:R) x> SL[B, 7 ®sy[0, 6]?]5}

r :=n.nextSibling

{vars(n :N,r:null)*a— SL[B,7 ® Sy[d, E]E]E:}

/

{vars(n N, T : R) x o — #docy [Sh[a, BIE]E & ’y}

r :=n.nextSibling

{vars(n :N,r:null)*a — #docy [SN[a,ﬂ]E]E; & ’y}

{vars(n :N,T: R)*a— #docy[f]f & 'y}

r :=n.nextSibling

{vars(n :N,r:null)*xa— #docy[S]E & 'y}

{vars(n :N,T:R)*a+— SN[T]F}
r :=n.nextSibling

{vars(n DN, r:null) sk a— SN[T]F}
{vars(n IN,T:R)*a— Sy[5,7]E @ Qg}

r :=n.nextSibling

{vars(n DN, T :null) * a— Sy[3,7]E @ ®g}
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{vars(n DN, T @ R) * o — #Htexty[S]y B @Q}
r :=n.nextSibling

{vars(n :N,r:null) *x a — #texty[S]y ® @g}

{vars(n DN, T R) % — Ftexty[S]r @ F#texty [S’]F/}

r :=n.nextSibling

{vars(n DN, T M) * > #texty[s]r @ #textM[s/]F/}

{vars(n :N,T:R)*xa+— Sy[f@ #textN[S’]Fz]F}
r :=n.nextSibling

{vars(n :N, T :null) * o — Sy[#texty[s']y © ﬁ]F}

e r:=n.ownerDocument: returns in r the identifier of the document node
with which n is associated. As we do not model document fragment
nodes (lightweight document nodes in the grove), the result always

corresponds to the document identifier d.

{vars(n :N,T: R)*a— #docy[f]E & 'y}

r :=n.ownerDocument

{vars(n :N,r:null)*xa— #docy[S]E & 'y}

{vars(n IN,T:R) %+ SNW,W]E}

r :=n.ownerDocument

{vars(n CN,T i d) ko SNW,V]?}
{vars(n IN,T:R)* Q> #textN[S]F}

r :=n.ownerDocument

{vars(n INyr i d) ko #textN[S]F}
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{vars(n IN,T:R)*q— SN[T]F}
r :=n.ownerDocument

{vars(n IN,T:d) x> SN[T]F}

When u, n and o identify DOM nodes, then

e u.insertBefore(n,o): inserts n into the child list of u before the
existing child o, and returns n. If o is null, n is appended to the end
of the child list. It fails if i) o is not null and is not a child of u; or
ii) the result of insertion does not correspond to a well-typed DOM
node (e.g. when n is a document node); or iii) n is an ancestor of u

(otherwise it would introduce a cycle and break the DOM structure).

{vars(u:U,m:M,n:N,r:R) }

x> SylB, 71 @ SH[8, €52 @ Ya]E * ¢ — s [n, T|! * complete(T)
r :=u.insertBefore(m, n)

vars(u: U,m: M,n: N,r: N)

{*a = Su[B,m ®@ sy, Tlry ® Sul0, €lel @ Yol x (= (g V %)}

vars(u: U,m: M,n: N, : R)
{* a = Sy[B,71 ® S, [0, €]r; ® Yalp * ( = #textN[S”]Fl}
r :=u.insertBefore(m, n)
vars(u: U,m: M,n : N, r : N)
{* a > Sy[B, 11 ® #texty[s"]e, @ Sy,[0, €]l ® Yol * ¢ — (@f\/gg)}

vars(u: U,m: M,n: N,T : R)
x> SylB, 71 @ Htexty[s]r, @ Yol x 0 > S [€, T]p! * complete(T)
r :=u.insertBefore(m, n)

{vars(u:U,m:M,n:N,r:N) }

x> Sy[B,71 ® Sile, TIET ® #texty[s"]r, ® 2] %6 — (Tf V Dy)

{vars(u:U,m:M,n:N,r ' R)

k> Sy[B, 71 @ F#texty[s ], @ 2|k x 0 — #textN[S’]Fl}
r :=u.insertBefore(m, n)

{Vars(u:U,m:M,n:N,r:N) }

ko> Sy[f, 71 @ F#texty[s]r, ® F#texty[s" e, @ yolf * 0 = (TVDy)
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vars(u: U,m:null,n: N,r:R)
x> Su[3,7]8 * ¢ = sl [, T]% * complete(T)

r :=u.insertBefore(m, n)

{vars(u :U,m:null,n:N,r:N) }

x o Su[B,y @ SLn, TIE]E * ¢ (D7 V D)

vars(u: U,m:null,n: N,r:R)
* o> Sy[B, 75 * € > FFtexty[s]w
r :=u.insertBefore(m, n)

{vars(u :U,m:null,n:N,r:N) }

x> Sy[B, 7 @ #texty[s]w]h * (— (D V Dy)

vars(u: U,m: M,n: N,r: R)
x> Sy[B1 @ #texty[s"]r, @ Balr * 0 — F#texty[s]r,
r :=u.insertBefore(m, n)

{Vars(u:U,m:M,n:N,r:N) }

ko> Sy[f1 @ #texty[8]r, @ #texty[s"]r, ® Bolr xd — (TFVSy)

vars(u: Uym:null,n: N,r:R)
* = Sy[Bp * > Ftexty[s]w

r :=u.insertBefore(m, n)

{vars(u :U,m:null,n:N,r:N) }

* o Sy (B ® Ftexty[s]w]e * (= (T V Fy)

kv — #docy[De]E & B x v — Sy[0, €]p!
r :=u.insertBefore(m, n)
{vars(u :U,m:null,n:N,r:N) }

* o > #docy [Sx[0, €]pt 2 & B xy — (D V Iy)

{vars(u :U,m:null,n:N,r:R) }

e u.replaceChild(n,o0): replaces o in the child list of u with n, and
returns o. It fails if i) o is not a child of u; or ii) the result of
replacement does not correspond to a well-typed DOM node (e.g. when

n is a document node); or iii) n is an ancestor of u (otherwise it would
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introduce a cycle and break the DOM structure).

vars(u: U,n:N,0:0O,r: R)
xa > SulB, 71 ®@Sg0, €]r} ® Y2lR
% (> SL[0, T]pl * complete(T) * p1 — &g
r:=u.replaceChild(n, o)
{vars(u:U,n:N,o:O,r:O) }

x> SylB, M@ Sy[f, Ty @l * €= (35 V Fg) x> S6[0, ]y

vars(u: U,n:N,0:0O,r: R)
{*a = SulB, 71 @ S50, €]r2 ® Yol x ¢ > Htexty[s"]p, x 0 — Qg}
r :=u.replaceChild(n, o)
vars(u: U,n:N,0:0,r:0)
{* ar—SulB, 71 ® #texty[S"]r, ® Yalp * (> (D VD) * =S, 0, e]?i}

vars(u: U,n:N,0:O,r : R)

* a5 Sy[B, 71 @ #texto[S]ry @ 22

% § — Sy [e, T]pl * complete(T) * { — &y
r:=u.replaceChild(n, o)

{vars(u:U,n:N,o:O,r:O) }

* o Sy (B, 71 ® Syle, Tle} @72y * = (D VD) * (= Ftexto[S"]r,

vars(u: U,n:N,0:0O,r: R)
ko> Sy[B, 71 ® #texto[S" |, @ Y2lE * 0 > #Htexty[S]e, * € — Dy
r :=u.replaceChild(n, o)

{vars(u:U,n:N,o:O,r:O) }

* = Sy, 11 @Ftexty[s]e, @72]p * = (D VD) * e Ftexto[s"]r,

vars(u: U,n:N,0:O,r : R)
x> Sy[f1 @ #texto[S"]r, @ Bolr * 0 — FHtexty[s ], * € — Iy
r :=u.replaceChild(n, o)

{vars(u:U,n:N,o:O,r:O) }

* v Sy f1 O Ftexty [ ]r, @ Bale * 0 (D V Dy) * € #texto[S"]r,
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vars(u: U,n:N,0:0,r: R)
s — #docy[shla, BlR2|E & 1y > Sy [0, €]pl * ( — Ty
r:=u.replaceChild(n, o)

vars(u: U,n:N,0: 0,1 :0)
s p —Fdocy [Sx [0, €]ii]E & nxy = (D5 V Sg) * ¢ — S, Ble2

F2

e u.removeChild(o): removes o from the child list of u, moves o to the
document grove (DOM nodes are never deleted; orphaned nodes are

added to the grove) and then returns o. It fails if o is not a child of
u.

{vars(u 1U,0:0,T:R)*a > Sy[B,71 @SL[0, €% @ ya]E * ¢ Qg}

T :=u.removeChild (o)

{vars(u 1U,0:0,1:0)%a > Sy[B, 71 ® Y2t * ¢ — sL[0, e]?}

{vars(u :U,0:0,T:R)*a > Sy, ® #texto[s ] @ Y2|E %0 — Qg}

r :=u.removeChild (o)

{vars(u :U,0:0,r:0)%a— Sy[B,71 @ Y]t %0 — #texto[s’]F/}

{vars(u 1U,0:0,T:R)*a— Sy[B1 @ #texto[S' ] @ Pa]r x v — Qg}

r :=u.removeChild (o)

{vars(u 1U,0:0,1:0)%a > Sy[f1 @ Pa]r *7y — #texto[s’]F/}

{vars(u L U,0: 0,1 :R) * o #docy[So[B,7]5]E & * 8 Qg}

r :=u.removeChild (o)

{vars(u 1U,0:0,r:0)%a— #docy[De]E & *6 — SO[B,W]E:}

e u.appendChild(n): appends n to the end of u’s child list and returns
n. It fails if i) the result of appending does not correspond to a

well-typed DOM node (e.g. when n is a document node); or ii) n is

an ancestor of u (otherwise it would introduce a cycle and break the
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DOM structure).

{vars(u :U,n: N,T:R)*a > Sy, 7]pl %0 — SL[e, T|p2 * complete(T)}

r :=u.appendChild(n)

{vars(u :U,n:N,T:N)*a— Sy[B,7®sile, T]rzlel 0 — (Df V Qg)}

{vars(u :U,n:N,T:R)*xa Sy[B,7]E*d— #textN[S’]F/}
r :=u.appendChild(n)

{vars(u DU,n N, T N) ko= Sy[B, 7 ® #texty[s]w]E 0 — (D V Qg)}

{vars(u :U,n:N,r:R)*xa— Sy[f]p*d — #textN[S/]F/}
r :=u.appendChild(n)

{vars(u SU,D N, T N) ko= Sy O #texty[8]w]e x 6 = (T V Qg)}

{vars(u :U,n: N, R)*a+— #docy[De]p & B x v — Sy[0, 6]?:}
r :=u.appendChild(n)

{vars(u U0 N, T N) ko #docy[Sx[6, €58 & By (D5 V Qg)}

e r:=n.hasChildNodes: returns a boolean value in r denoting whether

n has any children.

{vars(n :N,r:R)*a— #docN[SM[ﬁfY]E;]? & 5}
r :=n.hasChildNodes ()
{vars(n DN, T true) x a e #docy[SulB,9]%]E & 5}

{vars(n :N,T:R)*a— #docy[De]E & B}
r :=n.hasChildNodes ()
{vars(n N, : false) x a — #docy [l & 6}

{vars(n IN, T =) e Sy[B, @ @ Suly, 0] @ 62]?}

r :=n.hasChildNodes ()

{vars(n N, T true) & o e Sy[B, €1 ®@ Sy, 05 ® eg}ﬁ}
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{vars(n DN, T R) x> Sy[f, 71 @ #texty[s ]y ® 'YQ]E}
r :=n.hasChildNodes ()

{vars(n DN, T true) « o Sy[B, 71 ® #texty[S ] ® 72]?}

{vars(n :N,T:R)*a— SN[B,Qf]g}
r :=n.hasChildNodes ()

{vars(n N, : false) x a — sy[f3, Qf]ﬁ}

{vars(n :N,T:R)*a— #textN[S]F}
r :=n.hasChildNodes ()

{vars(n N, : false) x o — #textN[S]F}

{vars(n DN, T R) x> Sy[f1 @ #texty[s]y © ﬁQ]F}
r :=n.hasChildNodes ()

{vars(n DN, T : true) x a — Sy[B1 @ #texty[s]w @ BQ]F}

{vars(n :N,T:R)*a— SN[Qtf]F}
r :=n.hasChildNodes()

{vars(n N, : false) x a — SN[Qtf]F}

A.2. Text Node Axioms

When n identifies a text node, then

e r:=n.data: returns the value (text contents) of n in r.

{vars(n :N,T:R)*a+— #textN[S]F}
r :=n.data

{vars(n IN,T:S) x #textN[S}F}

e r:=n.length: returns the length of the value (text contents) of n in

r (i.e. returns a non-negative value corresponding to the number of
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characters in the value of n).

{vars(n :N,T:R)*q+— #textN[S]F}
r :=n.length

{HL. vars(n: N,T : L) x o — F#texty[S|p * L= \S|}

e r:=n.substringData(o,c): when o and c hold integer values and the
value of n is denoted by string s, the substring of s beginning at offset
o (indexed from 0) and continuing for ¢ characters is returned in r.
If the sum of o and c exceeds the length of s, then all characters
to the end of s are returned. This operation fails if o is an invalid
offset (i.e. negative or greater than the length of s), or if c is negative.
For instance, when the value of n is “lorem”, o=1 and c=3, then
r:=n.substringData(o,c) yields r="ore”. On the other hand, when

c=7, then r="orem”.

{vars(n:N, 0:0,C:C,T:R) * v — #texty[S1.92.83]p ¥ O=|S1| * C= \SQ|}
r :=n.substringData(o, c)

{vars(n iN,0:0,c:C,r:S2)*a— #teXtN[Sl.SQ.Sg]F}

{vars(n IN,0:0,C:C,T:R)*a > #texty[S1.82]r * 0= 81|  C> |Sg\}
r :=n.substringData(o, c)

{vars(n iN,0:0,Cc:C,Tr:8S9) %k #textN[Sl.Sg]F}

e n.appendData(s): when s holds a string, then s is appended to the

end of the value of n.

{vars(n iN,s:8) xa— #textN[S]F}
n.appendData(s)

{vars(n iN,s:8)xa— #textN[S.S’]F}

e n.insertData(o,s): when o holds an integer value and s holds a
string, then s is inserted into the text contents (value) of n at offset o

(indexed from 0). This operation fails if o is an invalid offset (i.e. neg-

385



386

ative or greater than the length of the value of n). For instance, when
the value of n is “lorem”, o=1 and s="ipsum”, then n.insertData(o,s)

updates the value of n to “lipsumorem”.

{vars(n :N,0:0,8:8) %+ #texty[S1.So]p x 0= |Sl\}
n.insertData(o, s)

{vars(n iN,0:0,8:8) %> #teXtN[Sl.S.SQ]F}

n.deleteData(o,c): when o and c hold integer values and the value
of n is denoted by string s, the substring of s beginning at offset o
(indexed from 0) and continuing for c¢ characters is removed from s.
If the sum of o and c exceeds the length of s, then all characters
to the end of s are removed. This operation fails if o is an invalid
offset (i.e. negative or greater than the length of s), or if c is negative.
For instance, when the value of n is “lorem”, o=1 and c=3, then
n.deleteData(o,c) updates the value of n to “lm”. On the other

hand, when c¢=7, the value of n to is updated to “1".

{vars(n iN,0:0,C:C)*a+— #texty[s.8".8"]p x 0=|s| x c= |S’\}
n.deleteData(o, c)

{vars(n iN,0:0,C:C) x> #textN[S.S”]F}

{vars(n IN,0:0,C:C)*a > #texty[s.8']p * 0= |s| * ¢> |S’|}
n.deleteData(o, c)

{vars(n :N,0:0,C:C)*aqt> #textN[S]F}

n.replaceData(o,c,s): when o and c hold integer values, s holds a
DOM string, and the value of n is denoted by string s, the substring of
s beginning at offset o (indexed from 0) and continuing for ¢ characters
is replaced by s. If the sum of o and ¢ exceeds the length of s, then
all characters to the end of s are replaced. This operation fails if o
is an invalid offset (i.e. negative or greater than the length of s), or if
c is negative. For instance, when the value of n is “lorem”, o=1, ¢=3
and s=“ipsum”, then n.replaceData(o,c,s) updates the value of n to

“lipsumm”. On the other hand, when ¢=7, the value of n to is updated



to “lipsum”.

{vars(n:N, 0:0,C:C,8:59) * a — #texty[s.51.8']p x 0= s| x c= \81]}
n.replaceData(o, c, s)

{vars(n iN,0:0,Cc:C,S:S9) k> #textN[S.Sg.S’}F}

{vars(n 1N,0:0,c:C,s:8") x> #texty[s.8]p x 0= |s| * CE\S’]}
n.replaceData(o, c, s)

{vars(n iN,0:0,c:C,s5:8 ) xa— #textN[S.S”]p}

e r:=n.splitText(o): when o holds an integer value, the text contents
(value) of n are split into two text nodes at offset o (indexed from 0),
keeping both in the DOM tree as siblings. The identifier of the new
text node is returned in r. This operation fails if o is an invalid offset

(i.e. negative or greater than the length of n’s value).

{vars(n iN,0:0,T:R)*a+— #texty[s.8]p x 0= \S]}
r:=n.splitText (o)

{EIM, F/.vars(n: N,0:0,T: M) % a — #texty[S]r ® #textM[S’]Fr}

A.3. Element Node Axioms

When n identifies an element node, then

e r:=n.tagName: returns the (tag) name of n in r.

{vars(n :N,T:R)*a— SN[677]§}

r :=n.tagName

{vars(n IN,T:S) k> SN[ﬁ,’y]E}

e r:=n.getAttribute(s): when s holds a string, the attributes of n are
inspected and the value of the attribute named s is returned in r if

such an attribute exists. If n has no attribute named s then the empty
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string is returned.

{vars(n :N,s:8,r:R)xa— Sy[B O S, [T]w,v]E * val(T,S”)}

r:=n.getAttribute(s)

{vars(n N,s:8 r:s ) xa—sy[B0O S’M[T]F/,’y}ﬁ}

{vars(n :N,s:8, T R)*a > Sy[A, ]2 * out(A,S’)}
r :=n.getAttribute(s)

{vars(n ‘N,s:S T M) ka— SN[Aa’Y]E}

e n.setAttribute(s,v): when s and v hold strings, the attributes of n
are inspected and the value of the attribute named s is set to v if such
an attribute exists. If n has no attribute named s then the attribute

set of n is extended with a new attribute with name s and value v.

{vars(n:N, s:8,v:s") xSy [B © Sy [T, V]p * 0 — Dy * grove(T, G)}
n.setAttribute(s, v)

{EIR,F”. vars(n: N,s : 8 v:5") }

x> Sy[B © sl [#textr[s" e e, Y]E 0 — G

{vars(n :N,s: 8, v:8") x> sylA,v]E xout(a,s’) x safe(S’)}
n.setAttribute(s, v)

M, F R, F”. vars(n: N, s : §', v : §)
x> Sx[A © Sy [Ftext[s"]pr e, VIR

e n.removeAttribute(s): when s holds a string, the attribute named s
is removed from the attribute set of n when such an attribute exists.

If n has no attribute named s then n remains unchanged.

{vars(n iN,s:8) x> Sy[B O S, [T]w, Y]E*0 — @Q}

n.removelAttribute(s)

{vars(n iNys 8 xa sy[B,y]Exd — S’M[T]F/}
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{vars(n iN,s:8) % a > Sy[A, 7]E * out(A, S’)}
n.removeAttribute(s)

{vars(n iN,s: S ) xa— SN[Aa’Y]E}

e r:=n.getAttributeNode(s): when s holds a string, the attributes of
n are inspected and the identifier of the attribute named s is returned
in r if such an attribute exists. If n has no attribute named s then

null is returned.

{vars(n :N,s:8,r:R)*xa— Sy[BO S’M[T]Ff,'y]ﬁ}
r :=n.getAttributeNode(s)

{vars(n ‘N,s:sriM)xa SO S’M[T]Fuﬂ?}

{vars(n :N,s: S T :R) x> sy[A9]E *out(A,S’)}
r :=n.getAttributeNode(s)

{vars(n :N,s: 8, r:null)*xa— SN[A,'yE}

e r:=n.setAttributeNode(a): when a identifies a DOM attribute node
named s, the attributes of n are inspected and the attribute named s
is replaced with a if such an attribute exists. If n has no attribute

named s then the attribute set of n is extended with a.

vars(n: N,a: M,R : R)
o> Sy[B O Sp[T1]ey, V5 * 0 = Sy[Tolr, © Ty x € Ty
r :=n.setAttributeNode(a)

vars(n: N,a:M,R: P)
k> Sy[B O S, [Talry, VE %0 > Dy % € SL[T1]p,

{vars(n:N, a:M,R:R) *x a—> Sy[A, V]E % 0 S, [T]w & &g * out(A, M)}
r :=n.setAttributeNode (a)

{vars(n iNya: M,R:null) * a > Sy[A ©® Sy, [T]w, Y5 %6 — Qg}

e r:=n.removeAttributeNode(a): when a identifies an attribute node

in the attribute set of n, a is removed from the attribute set of n and
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is returned in r. This operation fails if a is not in the attribute set of

n.

{vars(n iN,a: M, T :R)*a— Sy[BOSy,[T]w,V]E*d — Qg}
T :=n.removeAttributeNode(a)

{vars(n iNya:M,r:M)*xa Sy[f,7]E*d — S{\A[T]F/}

o r:=n.getElementsByTagName(s): when s holds a string, it searches
the child list of n (using depth-first, left-to-right search), compiles a
NodeList containing the identifiers of those element nodes whose names

match s and returns the identifier of this NodeList in r.

{vars(n IN,S:S,T:R)xa > SL[B, T]E srch(T,S,L)}
r :=n.getElementsByTagName (s)
{EIE’,F’. vars(n: N,s : 8,1 : F) x a — S, [3, T]¥ * ECE' « (S,F’)éE’}
A.4. Attribute Node Axioms
When n identifies an attribute node, then

e r:=n.name: returns the name of n in r.

{vars(n IN,T:R)*q > SN[/B]F}

I =n.name

{vars(n IN,T:S)* SN[ﬁ]F}
e r:=n.value: returns the value of n in r.

{vars(n DN, T :R)*a > Sy[T]p * vaI(T,S’)}
r :=n.value

{vars(n Nyris)xa— SN[T}F}

A.5. Document Node Axioms

When n identifies a document node, then
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e r:=n.documentElement: returns the identifier of the document element

in r when it exists; otherwise null is returned.

{vars(n N, T R) ko F#docy[Su]B,7]T]E & 5}

r :=n.documentElement

{vars(n DN, T M) * a s Fdocy [SulB, 15 ]E & 5}

{vars(n DN, T :R)*a+— #docy[De]p & 5}
r :=n.documentElement

{vars(n :N,r:null) *x a — #docy[De]E & 5}

e r:=n.createElement(s): when s holds a safe DOM string, the DOM
grove is extended with a new element node named s. The identifier
of the new element node is returned in r. A DOM string is safe if it
does not contain the invalid ‘#’ character. The new element has no
attributes and no children. This operation fails if s holds an unsafe

string (one containing the ‘#’ character).

{vars(n iN,S:8,r:R)*a— #docy[f]E & v safe(s)}
r :=n.createElement (s)

{EIM, FE. vars(n: N,s:S,r:M)* a— #docy[f]E & v @ Su[Da, @AE:}

e r:=n.createTextNode(s): when s holds a string, the DOM grove is
extended with a new text node with value s. The identifier of the new

text node is returned in r.

{vars(n IN,s:8,T:R)*a— #docy[B]E & ’y}
r :=n.createTextNode(s)

{EIM,F’. vars(n: N,s :S,r: M) *x a — #docy[S]E & v @ #textM[S]F/}

e r:=n.createAttribute(s): when s holds a safe string, the DOM
grove is extended with a new attribute node named s. The identifier

of the new attribute node is returned in r. This operation fails if s

391



holds an unsafe string (one containing the ‘#’ character).

{vars(n iN,S:S,r:R)*a— #docy[f]E & v safe(s)}
r :=n.createAttribute(s)

{EIM,F’. vars(n: N,s:S,r: M) xa— #docy[flE & v @ SM[Qtf]F/}

e r:=n.getElementsByTagName(s): behaves the same way as the ele-

ment node operation with the same name.

{vars(n iN,8:8,r:R)*a— #docy[T]E & S * srch(T, s, L)}
r :=n.getElementsByTagName (s)

{EEQ F. vars(n:N,s:S,1:F) * o= #docy [T]E & B % ECE * (S, F’)éE/}

A.6. NodeList Axioms

When £ identifies a NodeList, then

e r:=f.length(): returns the length of f in r.

{vars(f {F, T R)*a— #docy[T] & 6+ TIDs(T, L) * FéF’}
r:=f.length()

{EIM. vars(f : F,r : M) * o = #docy[T]% & 6+ M= |L\}

{vars(f DF,T:R)xa— Sy[B,T]% + TIDs(T, L) * FéF’}
r:=f.length()

{ElM. vars(f : F,r: M) * o — SNW;T]E/ * M= ‘L‘}

{vars(f DF,T:R)* o #texty[S]y * FéF’}
r:=f.length()
{vars(f CFr:0)xa— #textN[S]F/}

{vars(f D F,r:R)* > Sy[T]w * TIDs(T, L) % FéF’}

r:=f.length()

{EIM. vars(f : F,r : M) « o > Sy[8']w % M= |L|}
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{vars(f DF,r i R)* o= #docy[T]E & v * srch(T,8,L) * (S,F) € E}

r:=f.length()

{EIM. vars(f : F, 1 : M) % a — #docy[T]E & v * M= \L\}

{vars(f:F, IR) % o — Sy[B, T]% *srch(T, s/, L) *(s’,F)éE}
r:=f.length()

{EIM. vars(f : F, T : M) * a — Sy[B, T|E x M= \L\}

e r:=f.item(i): when i holds an integer, the i'" item of f (indexed
from 0) is returned in r. If i holds an out-of-bounds value (i.e. negative

or greater than or equal to the length of f) then null is returned.

vars(f : F,i:I,r: R)
x v — F#docy[Sx[B, V]r 52 & § % FEFg % 1=0
r:=f.item(i)

{vars(f (F,1:L,r:N)xa— #docy[sy[B,7]r e & 5}

{vars(f !F,i:1,r:R)*a— #docy[B]E & v * FEF * I%O}
r:=f.item(i)

{vars(f (F,1:1,r:null)* o — #docy[B]L & 'y}

{vars(f CF,1:1,r:R)*a— #docy [Pl & v * FéF’}
r:=f.item(i)

{vars(f (F,i:Lr:null)* o #docy[D)E & 7}
{vars(f (F,i:1,r:R)*I<0* a — Syla, B]% * FéF’}

r:=f.item(di)

{vars(f (F,i:Lr:null)*a— Syfa, ﬁ]ﬁ/}
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vars(f : F,i:L,r: R)
x> Sy[B, T|% * TIDs(T, L) * 1> |L| * FEF’
r:=f.item(i)

{vars(f DF,i:1,r:null) xa— Sy|f, T]E,}

vars(f : F,i:1,r: R)
x s Sy[B, T ® 4% * TIDs(T, L) % 0<1< L] * FEF
r:=f.item(i)

{HM. vars(f : F,i:1,r: M) *a— Sy[3, T ® 7] * M= \Ly‘}

{vars(f DF,1:1,T:R)*a > #texty[s]p * FéF’}
r:=f.item(i)

{vars(f (F,i:I,r:null)x o #texty [S]F/}

{vars(f DF,1:1L,r:R)*I<0*a > Sy[a]p * FéF’}
r:=f.item(i)

{vars(f CF,i:L,r:null)*a— SN[a]F/}

{vars(f CF,i: LT R) k> Sy[T]w * TIDs(T, L) % 1> |L| * FéF’}
r:=f.item(i)

{vars(f DF,i:I,r:null)xa— SN[T]F/}

vars(f : F,i:L,r: R)
% v Sy[T @ Bl * TIDs(T, L) * 0<1< |L| % FEF!
r:=f.item(i)

{HM. vars(f : F,i:1,r: M) x> Sy[T @ By * M= \L]I}
{vars(f :F,1:1,r:R)*a > #docy[B]E & v x (S, F)EE * I(O}

r:=f.item(di)

{vars(f (F,i:Lr:null)xa— #docy[B]E & "y}
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vars(f : F,i:1,r: R)
x v #docy [T]E, & B srch(T, s, L) * (8, F)EE x 0<I1< L]
r:=f.item(i)

{EIM. vars(f : F,i:1,r: M) *a +— #docy[T]E & B % M= |L|I}

vars(f : F,i:1,r: R)
x> #docy[T]E, & B srch(T, s, L) * (S, F)EE * 1> [L]
r:=f.item(i)

{vars(f :F,i:1,r:null)*a— #docy[T]E & B}

vars(f : F,i:1,r:R)
= Sy [B, T|E * srch(T, 8", L) * (8, F)EE * 0<1< L]
r:=f.item(i)

{HM. vars(f : F,i:1,r: M)k Sy[f, T]S « M= ]L|’}

vars(f : F,i:L,r: R)
s a = Sy [B, T|E * srch(T, 8/, L) * (8, F)EE * 1> |1
r:=f.item(i)

{EIM. vars(f : F,i: 1,7 :null) x a SN[ﬁ,T]E,}

{vars(f (F,i:Lr:R)*a—>Sy[B,7]|L * (s/,F)EE * 1<O}
r:=f.item(i)

{vars(f (F,i:1,r:null) xa— SN[B,’y]l'f/}
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B. DOM Implementation

Correctness

Definition 128 (JS assertion transformation). Given the implementa-
tion function [.] (Def. [87), and the JSLocic logical expressions JSLExp
(Def. , the JSLocIc expression transformation function, | .|, : JSLExp —

JSLEXP, is defined over the structure of JSLoGIc expressions as follows:

[w]e£w (LI =L 1Sl.=2S el = [el l#]. =

[x], =x [, =1 |Ei© Es], = | Er], © | B2,
LB e Eaf, = |Ei], o | E2], LE:: Eaf, = B, : [ B2,
|E1 @ Ea], £ |E1], @ | B2, |EvEaf, = | B, - B2,

[AE1.Es], 2 A E1], - | B2,

Given the JSLocic assertions JSAst (Def. [T5), the JSLocIc assertion trans-
formation function, | .|, : JSAsT — JSAsT, is defined over the structure of

JSLogcIc assertions as follows:
|false] , £ false I1P=Q|, £ 1P, = 1Ql, 3. P|, £ 3Jx. LP],

LE © E2], £ LE+ ], © | E2]. lemp], £ emp
L(E1, Bo) = E], = (LE1],, [E2].) — |E].  P*@Ql, = [P].*[Ql.
P =Q],=P], = Q. lPwQl, = [P],w]Q],

Lemma 17 (JS expression translation). Given the expression transforma-
tion function |.|, (Def. , the JSLocic expressions Exp, the JSLogGIcC
evaluation environments ENv and the JSLocic evaluation function (.)")
(Def. , for all E € Exp and € € ENv:

(LELD = (E) V Fxe. (E) =AxeA(LE]D = Ax.[e]
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Proof. By induction on the structure of JSLogIic expressions. The full
proof is straightforward and is omitted here. Informally, the proof of
all base cases but AEj.Ey follows trivially from the definition of |.],
(i.e. the |.], behaves as the identity function in these cases). The proof of
inductive cases follow from the inductive hypotheses and the definition of

the evaluation function. The proof of AE7.F, follows from the definitions
of (.)° and [.],.

Lemma 18 (JS assertion translation). Given the translation function |.]|
(Def. , the interface functions I (Def. , the JSLocGIc evaluation envi-
ronments ENV (Def. , and the JSLocic assertions JSAsST (Def. , for
alle € Env, I € J and P € JSAsT:

LIPL)" = 1Pl

Proof. By induction on the structure of JSLocic assertions.

Case false

L|false| |" = [0]" = 0 = |false|, = ||false],,].

Case emp

Llempl.J" = L{0}1" = {0} = |emp], = |[emp],|,

where 0 denotes the empty JavaScript heap.

Case (B, Ey) = E

”_|(E17E2) = E’eJI

(E1) =LA (Ba) =x A (E) =v }

(uﬂ Def. ) = {[(l, X) = U)] /\((3}77 e. v=Ay.e A w=\y. [ﬂe]]]) V U:ZU)

(LemmefTD) = {[(1,%) > w] | (LE1] D =1 A QLB2] ) =x A (LEL ) = |

(L-Je Def. ) =I[(LE:]., [ E=].) — |E].I
(L] Detf.) =[l(Er, E2) = E],],
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Case F1 © Ey

The proof of this case is analogous and omitted here.

Case IX. P
Let e=(I", L), then we have:

L3x. PlJ’

I
= “ U P([Fva},L)H
veJSLVALpom
I
= U u’P|([F‘XHU],L)H

veJSLVALpoMm

(LH.) = U P Lol s,z

veJSLVALpom
=|3x. |P]
(] Def.) =|[3x.P]

a|e

a‘e

Case P*xQ

LIP QL)

) _ [, A EPL T € Q)
(L[ Def. ) —{hl ha h1:<<h’1>>JS/\h2=<<h’z>>Js}
:{hl

ny € [P, . }*{h2 3hy € 1Q), - }
= (1),

ha= ((h5) ;s
(LI Det.) =[P * LIQlL
LH) =[Pl * @]l
([-1 Def. ) =[P *Q],l

Case P T Q where { € {—,,=}
The proof of these cases are analogous to that of P x () and are omitted

here.

Theorem 5 (Correct refinement (with proof)). For all P,Q € JSASTpom
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(Def. @) and C € JSOprpom (Def. @)
{rtc{Q} = r:{P}c{Q}

Proof. By induction on the structure of triples { P} C {Q}. In each case we
assume, as the inductive hypothesis, that the translated premises of each
rule are sound. We show how to derive a proof of translated conclusions

from these translated premises.

Case e € OpPpom

This follows immediately from Lemma

Case (Definition)

- (H)
T:{P}e{Q} b TENQ)
VLerdUPler '} Bl (Rl=rty T TER@)

Vier {||P|, * r| '} var [e] {llQ|, * |« |r=undefined| } .
L] Def.
Vier {||P|, * '} [var e {||Q * r=undefined|, * r|'y =
7 :{P} var e {Q * r=undefined} 7eDet
Case (Value)
Value
Ve (empl bv (vl M
Ve r. {lempl. * |r]"} v {|lr=v] + [r]"}
LJ,[.] Det.

VL,e,r. {|lemp| x|} [v] {Lir=v| *r]'}
7 : {emp} v {r=v}

7: Def.

Case (Variable)

Let P = o(Ls1,1,x,L) W y(Lsz, L.x,V). Given an evaluation environ-
ment €, an interface function I, and a set of states r, from Lemma
and the definition of |.]7 we have [L|P|€*TJJI = |P|, * ]’ and
P *r=Lx| *r|" =|P +r=|L], x| *|r], where

P'£o([Lsi]. . L% [L]) wy(LLsa ], | L], % LV].)

399



We then have:

(Variable)

Ve {|P'| .} x {|P'*r=|L], x| }

T - 7 (Frame)
VI e,r. {|P'| 7] } x {|P"*r= L], x[_*[r]"}
- _ — 1[I Def
VIe,r. {[|P|.*r] } [x] {l|P*r=Lx| *r]"}
7: Def.

7:{P} x {Px*r=L.x}

Case (Variable Null)

Let P 2 o(Ls,1,x,null). Given an evaluation environment €, an interface
function I, and a set of states r, from Lemma [I8] and the definition
of |.J" we have [|P| xr|" = |P'| * [r]" and ||P *r=nullx| «r|’ =
|P" % r=null.x| x* Lr]’, where P' = o(|Ls], L x,null).

We then have:

Variable Null
Ve (1P|} % ([P = rmmulig (vt Nt

Frame
VI, e,r. {|P'| % |r]"} x {|P" % r=nullx| « ||} ( mm)
L[] Def.
VI e r. {||P], * TJI} [x] {l|P * r=null.x| = TJI} -
7: Def.

7:{P} x {P *r=null.x}

Case (Member Access)
Let Q 2 Rx~(Ls,V,L) * L;Znull. Given an evaluation €, an interface
function I, and a set of states r, from Lemma |18 and the definition of |.|

we have

L@l +r]" = [|R] 7] «|S|,
LQ*r=Lx| |" = [|R| *r]"*|S*r=|L], x],
LQ*r=V| " = [IR| 7] «[S*r= V]|,

where S 2 ~y(|Ls]|,, [V],,L],) * | L], #null.
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We then have:

7:{P}e{Qxr=V} (L)
Ver {LIP xr)'} [el {LIQ*r=V| xr]"}
VLer{ [Pl «r] Y [l {LIR| *7)" S *r=[V].|}
VI,e,r. {LIP], = TJI}
Te] - x
{URI 7] 18 «x= L], I, }

VLer{||P|, "} [e.x] {||Q+*r=Lx| *r]"}
7:{P}e.x{Q«r=Lx}

7: Def.

Def. of |[.]

(Member Access)

L.J.[] Def.

7: Def.

Case (Computed Access)

Let Q £ Sy xy(Lso, Vo, X) and R 2 Sy % y(Lsy, Vi, L) * L%énull. Given an
evaluation environment e, an interface function I, and a set of states r,
from Lemma and the definition of |.| we have ||R|, 7|’ = [|S1], %] *
ITy|, and [|R*v=Vi| s7]" = ||Si] )" [Ty #r= V4 ],|_, where

Ty £~y(ILs1],, Val., LL].) = LL]. Z£null
Similarly, we know

L@l * 1" =LISal,  r]" * T2,
[HQ*XGXU* rivg‘g *TJJ]:[HSQ|E *TJI * ‘TQ * \LXJJeéXU* r= Mfgje}g
LQ*r=L.x| *r|" =||Sa| *r]" |Toxr=|L],.x|,
Ty =y(|Ls2]. ., [Vl [ X 1)
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We then have:

i {PYet (Rerzviy

VI e,r {[|P] xr]"} [e1] {[|R*r=Vi| r|"} T:Def.{L | Det
vLer{ Pl <)} [l { LiSi| « )"+ T+ = VA, |, } (1) 0
VI er. (L1P], *r]"}
Te1] L[e2]
{USal s+ r) * W(LLs2), Vol . LX1,) *r= LLJ, %], } -
L[] Def.
{LIP| *r]"} [erle2]] {[|Q+r=Lx| +r]"} ot
7:{P} elle2] {Q *r=L.x} 7iDel
where (1) denotes the application of the (Computed Access) rule, and
7:{R} e2 {Q * XExY xr=14} (I.H.)'D f
VI,e,r. (LRI )T} o
[e2]
{ll@+xext sr=v3]. |}
|-] Def.
VI, e, r. {\U51|6*7‘JI*‘T1‘6}
[e2]
{USelo )"« y(LEsal o LVale LX 1) # XD, ExVwr= Ve, |, |
&3]

Case (Object)

Let P2R; * v(Ls;,Y;, X;); {Pi_1}ei{P; xr=Y;} for i € 1---n and Q =
P, * R; R=3L. newobj(L, @proto,x1,---xn) * (L,x1) = X1 % --- x (L,xn)
Xy * (L, @proto) — lop * r=L. Assume x1%---#xn and that r & fv(P,).
Given an evaluation environment €, an interface function I, a set of states
r, and i € 1..n, from from Lemma [18 and the definition of ||’ we know
LRl srl’ = LRl +r) « [T, and [P, xr=Yisr]’ = [|Ril,+7]" s
T, v ], |, where T £ A(LLsil, , Y], 1X:1,).
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Similarly, we know [ |Q 7| |* = [|Rnl, * 7| % |T,, * R'|,_, where

R’ £ 3L. newobj(L, @proto, x1, - - - xn)
#(L,x1) — [ X1, % * (Lyxn) — | X, ],
(L, @proto) — lop * r=L

We then have:

T:{P_1}ei{P} Vie2.mn LH)

7: Def.

Ve {||Pl, * 7]} Teill {[|Bi, *r]"} Vie2.n N
.| Def.

VIer.  {[IRial xr]"«|Til}
(1) ei] Vi€ 2.n
(LRl r) T r= Vil | |
(Object)
VI, e {L1Pol, * )"}

x1:[el], ..., xn:[en]
(LRl 7]+ T s R}
VI,e,T.{[HPO|6*rJJI} [xi:el,..., xn:en] {[HQL*TJJ[} L0
T:{PO}Xlzel’---,Xn:en{Q} 7: Def.

Def.

)

ri{hyet(py M .

VIe,r {[|Pol, x7]"} [et] {LIP] +7]"}

VI, e,r. {[HPO\e*rJJI} Te1] {[|_|R1|6*7"JI* |T; * r= {LYQJJG}
(1)

|- | Def.
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Case (Binary Operators)
Let Q = Sy xy(Lsa, Vo, Vy); R = Sy xy(Lsy, Vi, V3), and V=133V].

Given an evaluation environment ¢, an interface function I and a set of
states r, from Lemma [18] and the definition of .|’ we know

LQ*r=Val, x )" = [|Sel. 7]« W(LLs2]. LVl . LVa),) * = LVal. ],
LRI *r)" = LISilxr) "+ y(LLsile s Vil Vsl
LR« r=Viloxr)" = 1ISil.#r)" « (LLsa), . LV, . LVa),) * = LV,
VI =1Val. @ Val.

Then we have:

T {PYet (Rerzviy

7: Def.
VI1,e,r. {MPL*?”JI}
Te1]
{Msl «y(Ls1,Vi,V3) *x r=V1|_* TJJI}
|-] Def.
V1e,r. {[pre *TJI}
[e1]
(t) ()
{ L[S, * TJI }
* IV(KLSIJe’ [LvlJJe, |LV3JJJ * = ILVvlJeL
f (¥
Vi, e, r. {“J})L:krj }
fet] @ [[e2]

{Mszf*rﬂf }

«[y([Ls2]., [Vale, [Valo) xr=[V].],

VI, e, r. {||P], * TJJI} et ®e2] {[|Q*xr=V]|,_x TJJI}
7:{P}el®e2{Q*r=Vv}

L-J,I-] Def.

7: Def.

where (x) denotes the application of the (Binary Operators) rule, and
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7:{R} e2{Qxr

iVQ}

(LH.)

VI,e,r. {||R], * TJJI} [e2] {l1Q % r=V5|_ * TJJI} i bet
R, Q Defs.
VI,e,r.  {[|S1*v(Ls1, Vi, V5)| *r|"}
[e2]
U rr(Lon Vo Vi) er2Valosrfy
VI,re. (LSl # )" (I Lsa ], IVa . Vsl o)l
[e2]
{USal, x 71" * V([ Ls2], , 1Vel,, [Val,) * r=[Vall.}
(1)
V = V38V,

Vi =1Vsl ®[Val.

1)

Case (Assign Global)
Let Q £ S *~(Ls, V1, V).

Given an evaluation environment €, an interface function I and a set of
states r, from Lemma |18 and the definition of .|’ we know

[UQ *(lg, X) = g *xr=V1], *TJJI =S|, *TJI*

L@ * (g, X) = Vo xv=Va| s 7| =

We then have:

v(LLs]. . [Vile, [Val.)
*(lg’ ”.XJJG) = g x r= [valﬂe

LS| 7]
Y(LLs] s [Vale s [Va].)

€

(g, [X o) = Vo] xr=[V2].

€
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7:{P} el {R*r=null. X} (L)

7: Def.
VI, e,r. {lLIP\e *TJI}
[e1]
{[HR «r=null.X|_x rﬂl}
7 |- Def.
VI, e, . {LIP] . *7]"}
[e1] (1)
{LIR], *7]" % [r=null. | X ot
LIR[ 7] =] LX].| : 0
LIS], *r]" =
I _ Y(LLs]., [Vale, [Va].)
V1,er. {\HP\6 x| } Tei]=[e2] w1y, X) s Vo,
*T= u%ﬂe €
: <= |L.L] Det.
VI,e,To{[HPL*?“JJI} [e1=e2] {“Lf * (lg, X) — Vo * I':VZ|EJ-|
7: Def.

T:{P}el=e2{Q* (I, X) = Voxr=V1}

where (T) denotes the application of the (Assign Global) rule, and

TRy 02 {Qx (I, X) = zrr=vyy
7: Def.
VLer{||R| *r]"} [e2] {||Q * (ly, X) & *riVl‘e*rﬂl} .
VI, e r. (LRI, *r]"} T
[e2]

{Msu wr] s }
”Y(H_LSJJ67HV1JJ6 7[L‘/2Je) * (ZQ’MXJJE) = gk r= H_‘/lﬂeL
(1)
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Case (Assign Local)

Let Q £ S x~(Ls, V1, V).

Given an evaluation environment €, an interface function I and a set of
states r, from Lemma [18] and the definition of .|’ we know

L@ * (L, X) = Vasx=Vi| xr | =[|S] =] =

/y(”_LSJJe ’ ”_%-JJE’ ”_VvZJJe)

([ L], [X].) = Vsl *r=[V1],
LIQ * (L, X) = Va s v=Va| s r|" = ||S], * 7]

Y(LLsles Vale s [Vale)
(L], [X] o) = [Vale xr=[Val,|,

€

We then have:

7:{P}el {R+«r=L.X} (LE)

WLer  {UPLer)T T
[e1]
{\UR*riL.X]G*TﬂI} L b
VI, e, r. {LIP|. *rﬂl}
[e1] 1)
{LIR|. *r]" *|r=|L],. | X].|} "
LIS 7]’
I _ Y(LLs] s [Vale s [Va].) *
VI,er. {[HP|5 1| } Tei]=[e2] L LX) o Al
xr= Va2, .
—— L[] Def.
VEer{UIP|er)'} Tet-o2] { “r@ (LX) V2 F%EJJ }
7: Def.

T:{P}el=e2{Q *(L,X) — Voxr=Vs}

where (T) denotes the application of the (Assign Local) rule, and
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T:{R}e2{Q* (L, X)— Vzxr=V;} (L5)

VLer{ IRl ]} [e2] {LIQ*(L,X) »Vrr=Vi| +r]'} HDfo
V1,e,r. {LIR, * TJI}
[e2]
LIS]. *r)" *

v(LLs]., [Vile, [Vale)
«([L]e, [ X1e) = [Vale = r= Vi,
(1)

Case (Function)

Let
3Ly, La. newobj(Ly, @proto) * (L1, Qproto) — I,

Q = | *newobj(Lg, @proto, prototype, @scope, Qbody)
*fun(Lg, I, x, e, L1) * r=Lo

Given an evaluation environment e, an interface function I and a set of
states 7, from Lemma (18 and the definition of |.]” we know 11Q], * r|f =
Q'] * [LTJI, where

3Ly, La. newobj(Ly, @proto) (L1, @proto) +— lop
Q" = | =newobj(Ly, @proto, prototype, @scope, Qbody)
«fun(La, L x, le]] , L1) * r=Ls

We then have:

Function)

Ve {Jempl} funcrionGo el (21 "
VI, e,r. {lemp| * ||’} function(x){[e]} {|Q’|. * || } .
L[] Def.
VI, e,r. {||emp], * ’I“JJI} [function(x){e}] {[|Q], * ’I”JJI} ul

7 : {emp} function(x){e} {Q} 7: Def.

Case (Named Function)

The proof of this case is analogous to that (Function) and is omitted here.
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Case (While)

Let S £ Rx*~(Ls,Vi,Va), @ = S * False(V3) * r=undefined.

Given an evaluation environment €, an interface function I and a set of
states r, from Lemma [18] and the definition of .|’ we know

LS *r=Vil, % )" = [IR|, * 7] % |[y(LLs], , LVAl. . [V),) * v= VA,

€

LIS * True(Va)l, * r]" = [|R| * 7]’
Y(LLs]., LVil., LVal,) * True(|V2].)

(Ls]e, [Vale s VD)
* False(| V2] ,) * r=undefined

*

€

L@l )" = LRl *r]" *

€

We then have:

(LH.)

7:{P} el {S*r=Vi}

VLer{||Pl. *r]'} [e1] {|S*r=Wi| s’}
LR, * TJI %

v(LLs]., [Vil., [Va].)
xr=|V1],

£ (While)
VI e,r. {LIPl 71"y
while([le1]) {[e2]>

(L eeyt o PUESL L Ll
‘ «False(|[V2].) * r=undefined|_
VI,e,r. {[|P], *r|"} [while(e1){e2}] {||Q|. *7]"}
7 :{P} while(el){e2} {Q}

: Def.

|-] Def.

VI,E,T.{ [L|P|E*TJ]I} Tei]

L-I,[-] Def.

7: Def.

7 :{S x True(V2)} e2 { P} (L5)

T 7 7: Def
VI, e,r. {||S * True(Va)| «r|"} [e2] {L|P]. x| }

Vi, e,r. {[HR|€ *TJJ] i }[IIGQ]]]{MP’ *TJI}
Y(LLs] e [Vile,LVale)* True([V2].))l, ‘
(1)

|-l Def.
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Case If
This case is analogous to that of (While) and is omitted here.

Case (With)

Let S 2 Rx~(Ls, Vi, Ly).

Given an evaluation environment €, an interface function I, a set of states
r and assertions P and ), from Lemma and the definition of [HJI we

know

N SRS sl = wrl! % Y(LLs], . [Vi]e, LL1],)
S s1=Loersil +rd! =LA, +rg!« 1L LV L

. 7 I __ 7 I* V(HLSJ37HWJ37HL1J6)
LS 1=l e = ULt o 20

=L - wrll = el « Y(Lsle Vale s [L4])
[ +120: zloxrl! =Ll et L e

L|P#1=L| «r]" = ||P| «r]"* 1= |L],
LQ*1=L| " = [|Ql *r]" 1= LL].|,
P #1=Ly : L] «r )" = ||P| *r)" * |1= | L], : L],

€

€

We then have:

T:{Px1=L} el {S*x]1=Lxr=vy} (I'H')f
7: Def.
VIer. {||P*1=L| xr]"}
[e1]
{MS*liL*riVﬂe *TJJI}
|-l Def.
Ve {LIPl *r]"« N=L] ]}
[et]
{lLIRle er]! « } i
v(LLs)e, [Vile [La],) * 1= L], *v= Vi ]|, ,
1P|, *r ! L@l =r]’ (Wlth)
VI,e,r. € with([le1]D{[e2]> ‘
{*“; lLLJJe!e} th([[e1]){[e2] {*‘1; HLME} .
VIer{[|Px1=L| +r]"} [with(e1){e2}] {||Q+1=L| +r]"} :[’).f h

7:{Px1=L} with(e1){e2} {Q x1=L}
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where (T) denotes the application of the (Assign Local) rule, and

7:{S*1=L1:L} e2 {Q x1=Ly:L} (LH.)
VLer{l|S *1=Li:L| )"} [e2] {||Q *1=Li:L] xr]"} )

LIR| = r] wr)!
VEer.q (Ls]e. Vil L L1]e) mezm{’lﬁulielthﬂﬂ L] }

)= L1 - [ L],

Def.

|- Def.

(1)

Case (Function Call)
Let

R1 £ Sy + This(Fy,T) @ y(Lsy, Fy, F»)
x (Fy, Qbody) — A\X.e3 * (Fa, Qscope) — Lso

Ro 2 Sy ~y(Lsa, Vi, Va)

R32 Ryx3L.1=1L: Lsy * (L, X) — Vo * (L, Qthis) — T
* (L, Q@proto) — null * defs(X, L, e3)
* newobj (L, @proto, Qthis, X, decls(X, L, e3))

Given an evaluation environment e=(I', L), an interface function I, a set

of states r and assertions P and (), from Lemma and the definition of
|.]" we know

LIRi|, #r] = [|S]. * r]" % |Th],
LIR: *x=Fy| 7} '= [ S1] r) T+ Ty e= [Fi ],
T=This(| /1], [T1.) @y([Ls1]. [ F1l. [ F2].)
* ([ F2],, Qbody) — AX. [les]]
* (| F2],,Qscope) — | Lsa],

([ Lsale s [Vide s LVale)
«l=|Lss], *xr=|Vi],

I=[L].: [Ls2].

|| Ro % 1=Lsg s v=Vi|_ % r|'= [ |Sal % 7] *

€

LIQ *1=L:Lsy|, | =[|Q|, * r]"

€
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[Q # 1=Lsgl " = 11Q, 7]+ 1= Lss],
LIRs| 7] = [ISel )" * T3],
T3 :7(“.L84Je ) ll.‘/lﬂe ) ”.‘/QJe)
3L 1=L: [ Lso |, + (L, [ X],) = [Val,
* (L,Qthis) — | T'], * (L,Qproto) — null
wdefs(| X |, ,L, [e3])
L, Qproto, Qthis, | X |, ,)
decls(| X ], ,L, [e3])

€

* newobj

We then have:

() & G Gd
VI,T,r. {(LIP]. *r]"}
Te1] ([e2]

I
{UEJSLL\JALD@M< H|Q|([F‘LH”LL') * Tﬂ * ’12L53|([F|LHU]7L’))}

VI,Dr{||P] |} [e1Ce2)] {l|FL.Q*1=Lss| +r|"}
T:{P}el(e2) {IL. @ *x1= Ls3}

(Function Call)

7: Def.

T:{P} el {R; *xr=F} (L)

VELL, P, x )} ot (URssr=Fil <r)'}
VI,T,r. {LIP], * 7]}
[e1]
(LISl # )"+ | Ty« r=Fy] }
()
T7:{R1} e2 {Ra x1=Lsgxr=V1} (L8 .
VIO, r{[|Ra| 7]} [e2] {||Rz*1=Lsg*r=Vy| sr|'}
VI,T,r. (LISl * )"+ |1}
[e2]
{MSQE*,W* (L Vi 5] }
«l=|Ls3|,*xr=|Vi], .

1)
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T {Ra} o3 (30, O+ =rilsy) .
VI, T, {[|Rs|. +r]'} [e3] {[|Ft- Q «1=L:Lso| + 7]}
VI,T,r. {IT5], * LISel, xr] "}
[e3]]
{UEJSLL\)AL <H|Q’[FLHU} * TH P |1;L:L82’([FLHU},L’)>}
(1)
1¢(Q, Ry)
V1D r 1 g f (LQlrl’, S )« plLLsal, Vil 1V2),)l, )
(1)
Case (Frame)
(Prefer
T T 7: Def.
VI e;r {[|P|cxr]"} Tell {LIQI*r]"}
VL, e,r {[|P| *|R|. *r]"} [e] {LIQI|R| *r]"}
VL e,r {[|P+ Rl )"} el {LIQ*Rl *r]"}
7:{PxR}e{Q=* R} 7 et
Case (Consequence)
i Pyeq@y f
7: Def.
(1) VI,e,r.{[UP’]E*rJI} Tel {[HQ’\E*TJJ[} (1) )
VI, e,r. {[L|P|6 *T’JJI} Tel {MQ’E *rﬂf}
7: Def.

T:{P}e{Q}
where (x) denotes the application of the (Consequence) rule, and
PHP

vler {UPLsr)"h < {1, r)' )
()

Lemma [19]
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Q+rQ
Ve {1 )"} c{LIQl, +r)'}
&

Lemma [T9]

Case (Elimination)
———F  (LH.
r{Prefqr

vIer. {|[P|xr)"} Tl {LIPL *r)'}
VEer{3e. [Pl «r)'} el {Zo. QL *r]'}

I
wi € |P|. A
VI, e, r. U W1-+Wso ! ‘ ‘6
vEJSLVapom \ || Wo €17 N\ x=0 1

el

I
wi € Q| A
U Wi +Wwsa @l
vEJSLVapom \ || Wy € 1 A x=v 1

VI,e,r.{ U (MW‘WE|P|EA"’C:“}”J])}

7: Def.

(Elimination)

* Def.

veJSLVALpoMm
[e]
{ U (liwlwe ]Q|€/\J::v}*rjjl>}
veJSLVALpom Ellﬂ Def.
vIer{L3x Pl )"} [e] {13x. QL 7]}
7: Def.

7:{3x. P} e {3X. Q}
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Case (Disjunction)

i Pe{oy P e {0 "
VI, e,r. {||Pi|, *r]"} VI, e,r. {||Pa|, *r]"}
[el [el
{LQu| *7]"} {11Qal *7r]"} 0
VI, e,r. {[|Pi] xr]"V [P %]}
[e]
(L@l * 7] v Qo * 71"}
| Def.
VI, e,r. {L(|Pi| *r)U (Pl +7)]"}
[el

{LQ1] ) U (1Qa] )]}

(1)
VL er LUV Bl el } Tl {LI@i v Qo 7))
T:{P1V P} e{Q1VQ2} rbe

where () follows from the semantics of V; and (f) denotes the application
of the Disjunction rule.
O

Lemma 19 (Implication preservation). For all evaluation environments e,
interface functions I € J, JSLoGicpom assertions P,(QQ € JSAsTpom, and
set of JSLocicpom statesr € JSLHEAPpQgM -

FP=Q = [IPloxr]" S QI )’

Proof. Pick arbitrary e, I € J, P,Q € JSAsTpom, 7 € JSLHEAPpgM and h
such that

FP=Q (B.1)
hellP| «r] (B.2)

We are then required to show:

hellQl «r]’ (B3)

From (B.2) and the definitions of |.| and |.|, we know there exists hy, A,
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hy, h,, by, hy and I; such that:

€, (hp,hy) = P and (h,,h;) er (B.4)
hi=(hy o h,)),; and hy € (hy e )/ (B.5)
dom(I")=(h, e h,)" A dom (I?"*)=(h,, e h,)°"* (B.6)
h:hl (¢] hg (B?)
From (B.1)) and (B.4) we know there exists h’ such that

h, ~ h' and €, (hy,h') EQ (B.8)

On the other hand, from the definition of ~ and (B.8) we have:
h,eh, ~h'eh, (B.9)

From (B.5), (B.6), (B.9) and Lemma |20| we then know there exists I» such
that:

ho € (W @ 1, )) (22 A dom(I3)=(b' @ b)) A dom(I3*)=(b & b, )"
(B.10)

From (B.4)), (B.8) and the definition of ¢ we know (h,oh,,h'eh,) € |Q| *r.
Consequently, from (B.5]), (B.7), (B.10) and the definition of |.| we have:

hellQl ]’

as required by (B.3]). O

Lemma 20 (Abstract (de)allocation preservation). For all h € JSLHEAP,
hy,hy € LHEAPRoM, [1 € J:

he ()10 A dom (M) =hi" A dom (1)) =hS" Ay ~ hy —>

DOM

3Ly. h € (ho)!¥22 A dom (IiM)=hi A dom(I3"t)=hg"t

DOM

Proof. Given a natural number n, let =™ denote the number of abstract
(de)allocation transitions taken in =~. That is, h; ~% hy, when h;=hy;
h; ~! hy, when hy can be obtained from h; by a single abstract alloca-

tion/deallocation; and h; ~"*! hy < Jhs. h; ~! h3 A hz =" hy. Since

416



~ denotes the reflexive transitive closure of the abstract (de)allocation

transitions, it suffices to show that for all n € N:

Vh € JSLHEAP, hy, hy € LHEAPpoM, I1 € J.
he (W) 270 A dom(IiM)=hi" A dom(I2"1)=hS" A hy ~" hy —>

31y h € (ho)!2 A dom (IM)=hil A dom (I")=hg"t

DOM

We proceed by induction on n.
The base case, when h; ~° hy, holds trivially since we have h;=hy and

can despatch the proof obligation by picking the witness Io=1.

Inductive case (n=k+1)
Pick arbitrary h € JSLHEAP, hi, hy € LHEAPpgnM, I1 € J, such that:
he () I A dom(IM)=h" A dom(I2")=hS" A hy ~*F1 hy (B.11)
VYm < k. Vh € JSLHEAP, hy, hy € LHEAPpoM, [1 € T.
he (h )21 A dom(IiM)=hi" A dom(IP"")=hS" A hy ~™ hy = (LH.)

3ly. h € (ho)!¥2 A dom (IiM)=hi A dom(I3"t)=hg"t

DOM

We are then required to show:

3y. h € (ho) Y2 A dom (IiM)=hil A dom (I$"t)=hS"t (B.12)

DOM

From (B.11) and the definitions of ((.)),.,, and ~**1 we know there exist
hi, hs, hy, hy € JSLHEAP, and hs such that:

h:hl ¢} h2 (¢] h,g (¢] h4 (B13)
hi € Protos A hy € Crust (hy, I W 1) (B.14)
ANhs € H(hy, IWI) A hy € true '

h; ~! hs A hg =" hy (B.15)

From the definition of the abstract allocation relation ~! and (B.15|), there

are now two cases consider.

Case 1 There exists a,x,dj,ds, hy such that

hi=[a +— dj] e [x+> dz]ehy and x € addr(d;)
hgz[a — d1 Ox dg] ° ho
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Let I3=(I;\x), where (I;\x) denotes I; with x removed from the domains

of I'" and I?t. From , and Lemma we then have:

hs € H (h3, Iy 13) (B.16)
From the definitions of I7, I3, hy and hg we have:
dom(IM)=hi" A dom (I3"t)=h3" (B.17)

On the other hand, from the definitions of hy, hs and the crust set
(Def. we have cset (hy, I W I;)=cset (hs, I W I3). Consequently, from
the definition of crust child list (Def. and crust (Def. we have
Crust (hy, I W I;) =Crust (hs, I & I3). As such, from (B.14) we have

ho € Crust (hg, I W I3) (B.18)

From (B.13), (B.14), (B.16)), (B.18) and the definition of ((.)),,, we then
have:

he (hshiol (B.19)

Lastly, from (I.LH.), (B.15), (B.17) and (B.19) we have:

Ily. h € (ho))!¥22 A dom (IiM)=hi! A dom (I"t)=h3"t

DOM

as required by (B.12)).
Case 2 There exists a,x,d;,ds, hy such that

h1:[a — dy ox dg] ° h()
hgz[a — dl] . [X — dg] ehy and x € addr(dl)

From (B.11), (B.14) and Lemma [21|(B.24) we know there exist (L,u) and
I3 such that I3=(I1 & [x — (L,u)]), where (1 & [x — (L,u)]) = (II" ¥ [x —
L], I?"* W [x — u]), and:

hs € H (h3,IL‘H I3) (B.QO)
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From the definitions of Iy, I3, h; and hg we have:
dom(IF)=hi" A dom (I3"t)=h3" (B.21)

On the other hand, from the definitions of hj, hs and the crust set
(Def. we have cset (hy, ] W I;)=cset (hs, W I3). Consequently, from
the definition of crust child list (Def. and crust (Def. we have
Crust (hy, I W I;) =Crust (hs, I W I3). As such, from (B.14) we have

ho € Crust (hg,f ) 13) (B.22)
From (B.13), (B.14), (B.20)), (B.22) and the definition of ((.)),,, we then
have:
T91I.
h € {(h3)) pou (B.23)

Lastly, from (I.LH.), (B.15), (B.21) and (B.23) we have:

31y h € (W)Y A dom (IM=hil A dom (I$¥")=h3"t

DOM

as required by (B.12). O

Lemma 21 (Abstract (de)allocation preservation (auxiliary)). For all hy,
h{,hs € LHEAPpom, I € J, a € Abpdpom, di,de € LDATApoM and X €
AADD:

h1:[a — dl] ° [X — dg] VAN hgz[a — dy ox d2] AX € addr(dl)

(B.24)
- El(L,u) H (hl ehy /W [X — (L,U)D =H (hg OhQ,I)

where I W [x — (L,u)] = (I W [x — L], [°" W [x > u]).
For all I € J, 1 € INTER, di,ds € LDATApgMm and X € AADD:

x € addr(dy) A (d] ox d2) defined —

L (B.25)
D (d1); * H(x—da, ) = D(d1 ox d2);

For all h € LHEAPpoM, lo, I € T

Vx € hi" Uh®"t, I(x) defined = H (h, Iy w I)=H (h,I) (B.26)
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For all h € LHEAPpomM, I € T
H(h,I) #0 = VYx € h™Uh® I(x) defined (B.27)

Proof . Pick arbitrary hg,hy,hy € LHEAPpoM, I € I, a € ADDpou,
dq,ds € LDATApoM and x € AADD such that

hlz[a — dl] ° [X — dQ] A hgz[a — dp ox dQ] ANX € addr(dl) (B.28)

Let:
([d],null) if a=Ry

A
L=

I(a) otherwise

From the definitions of hy, hy and hy we have
(hg ° ho)in:hion ] ({CL} N AADD) (hl [ ho)in:(hz (] h())in ] {X}
(hg . hQ)OUt:hSUt W addr (d1 Ox dg) (h1 . ho)OUt:(hQ ° hO)OUt %) {X}

(B.29)
There are two cases to consider.

Case 1. =¥y € (hy @ hg)™™ U (hy e hg)°Ut. I(y) defined
From the assumption of the case and Lemma [21|(B.27) we have:

H(hy e hgy, I)=0

On the other hand, from (B.29), the assumption of the case and the
definition of I & [x +— (L,u)] we then know

—Vy € (hy @ hg)" U (hy e hg)®t. (I [x — (L, u)])(y) defined

Consequently, from Lemma[21|(B.27) we have H (hy e ho, I & [x — (L, u)]) =0.
As such we have,

H (hQ Oho,[) =H (hl ehy, /W [X — (L,u)]) =()

as required.

Case 2. Vy € (hy @ hg)™ U (hy e hg)°Ut. I(y) defined
From (B.29)), the assumption of the case and the definition of I W [x
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(L,u)] we have
Vy € (hy e hg)™ U (hy @ hg)®t. (I W [x — (L,u)])(y) defined (B.30)
We then have:

A(L,u). H(hy ehg, I W [x +— (L,u)])
= |J Hiehylu[x— (Lu))
(L,u)€EINTER
H(la — di],TW[x — (L,u)])
(HDef.) = | «H([x = dy], T & [x — (L,u)))
(Lwelnter \ x H (hg, I & [x — (L, u)])

D (d1) rpes (£.)
(H Def. ) = U s H([x = do], T W [x — (L,u)])
(La)eInTErR \ 4 H (hg, Iy [X N (L7 u)])
(+) = U (D (1 ox d2)gpes (1) )
(L,u)EINTER *H (ho’ I'y [X = (Lv u)])

_ H([a'—)dl Ode]aILﬂ[XH(L’u)])
(HDef.) = |J <*H(h0 TW[x— (L,u)]) )

(L,u)€EINTER
(**) = ([ar—>d1 Ox dz] )*H(hQ,I)
(H Def. ) = ([a — dq ox dz] ho,])
=H (hg ° ho, )

where the step in () follows from Lemma [21|(B.25), and the step in (sx)

follows from Lemma 21[B.26)) and (B.30). O

Proof . Pick arbitrary I € J € INTER, d;,d2 € LDATApgym and
x € AADD such that

x € addr(d;) and (dj ox d2) defined (B.31)

We proceed by induction on the structure of dj.

Case d1=@+ € {De, Dy, Da, Dif, g}
This case holds vacuously since the x € addr(d;) assumption in (B.31)) is

contradicted.
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Case dj=d3 t d4 with I € {®,©,0,®}

Pick arbitrary L and u such that (=(L,u). From and the definition
of ox we know that either x € addr(ds), x ¢ addr(ds) and ds3 ox dg is
defined, or x ¢ addr(ds), x € addr(ds) and d4 ox dg is defined.

Case 1. x € addr(d3), x ¢ addr(d4) and ds ox d2 defined
We then have:

D <d1)§ * H (X — dg,[)
=D (ds1dy)"™ % H (x> dy, I)

(D(.) Def.) = 3L, Ly. L=L ++Ls %D (dg)ng,u) «D (d4)§L2’u)
«H (x > da, T)
(LH.) = 3Ly, La. L=L1++Lo * D (d3 ox d2)§L1’“) * D (d4)(IL2’“)
(D(.) Def. ) =D ((dsoxdy) I dy)S“"
(ox Def. ) = D ((d3 § dy) ox d2)§L,u)
=D (d; ox d2)}

as required.

Case 2. x € addr(d3), x € addr(d4) and dy ox d2 defined
We then have:

D <d1)3 * H (X — dg,[)
=D (ds 1 da)"™ % H (x> dy, I)

(D(.) Def. )  =3Ly, Ly. L=Ly+ Ly + D (d3)"*) % D (dy) "
*H (x +— do, I)
(LH.) = 3Ly, Ly, L=Ly++L2 %D (ds)ErLl’u) * D (dg ox d2)§L2’u)
(D(.) Def.) =D (d3 1 (d4 ox dz))gL’“)
(ox Def. ) =D ((ds 1 dy) ox d2)§L7U)
=D (d; ox d2)}

as required.
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Case dlzsn[as,f]}g

Pick arbitrary L and u such that (=(L,u). From and the definition
of ox we know that either x € addr(as), x ¢ addr(f) and as ox dy is
defined, or x ¢ addr(as), x € addr(f) and f ox da is defined.

Case 1. x € addr(as), x ¢ addr(f) and as ox da defined
We then have:

D(d1); *H(x— da, I)
— (sn[a ] ) )*H(x+—>d2,1)
(D(.) Def.) L=[n]* 3fid,l,, Lf, L. fs={fid} * ENode (n,s, lq, fid, u)
«FL(fid,n, Ly) = TLs (n, ts) * I & {s'm | (s, m) € L}
#D ()™ D (as)" ™™™ H (x = do, I)

(LH.) = L=[n] * 3fid, lo, Ly, La. fs={fid} * ENode (n, s, lo, fid, u)
*FL(fid,n, Ly) x TLs (n, ts) x I, & {s'm | (s',m) € L}
«D (f )(Lf ) D (as ox dg)gL“’null)
(D(.) Def.) = D (sy[as ox da, ]ts)(IL )
(ox Def. ) = D ((sulas, f]) ox do) "
=D (d; ox d2)}

as required.

Case 2. x € addr(as), x € addr(f) and f ox do defined
We then have:

D(d1); *H(x— da, I)
= D (sulas, £]%)' " « H (x = da, )
(D(.) Def.) L=[n]  3fid, 1, Ly, La. fs={fid} * ENode (n,s, 1, fid, )
«FL(fid,n, Ly) x TLs (n, ts) x I, & {s'm | (s',m) € L}
#D (£)™ 4D (as){F ™) s H (x > da, T)
(LH.) = L=[n| x 3fid, l,, Ly, Lq. fs={fid} x ENode (n,s, l,, fid, u)
*FL(fid,n, Ly) « TLs (n, ts) x I & {s'm | (s',m) € L}
£D (f oy dg){™ 5 D (as){Fomtt)
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(Lyu)

(D(.) Def.) =D (snlas,fox da]fi);
(<>x Def. ) =D ((Sn [as, f]}ﬁ) Ox d2)§L’U)

as required.

Case dj=#texty[s|s
This case holds vacuously since the x € addr(d;) assumption in (B.31]) is

contradicted.

Case dj=s[tf]s or dlz#docn[d]{sf &g
These two cases are analogous to the element case (where dj=s, [asaf]}i)

and are omitted here.

Proof . The proof of this part is by induction on the structure of
H(.,.) and D ()8 definitions. The proof is straightforward and we provide
an informal argument instead.
When h=0, the result holds trivially from the definition of H(0,.). When
h=h; e hy, the result follows from the inductive hypotheses for h; and hs.
Lastly, when h=a — d, then H(h,I)=D(d); where the choice of ¢
is decided by whether a=R; or ¢ € AADD. When a=XR; then we must
show that D(d)%dé’;ull):D(d)g[d]’null). On the other hand, when a €
AADD, from the assumption we have I(x) is defined, and consequently
I(x)=Ip W I(x) and thus it suffices to show D(d)%z)[:D (d)f(x). Either
way, it suffices to show that for all « we have D (d)j ,; =D (d);. From the
assumption we know that the range of h (i.e. h°") is in the domain of
I, and thus for all abstract addresses in h°“t (i.e. the abstract addresses
present in d) we have I(x)=IoWI(x). Observe that the definition of D (d)}
restricts I only with respect to those abstract addresses in d. Since for any
abstract address x in d the I(x) and IoWI(x) agree (i.e. I(x)=IpWI(x)),
it is then straightforward to show that D (d)7, ;=D (d).

Proof . The proof of this part is by induction on the structure of
the H(.,.) and D ()8 definitions. The formal proof is straightforward and
omitted here. We provide an informal argument instead.

Observe that the H(.,.) is defined piecemeal as the composition of each
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cell in h. For any abstract address in the domain of h (i.e. in hi"), the
H(x+ d,I) is defined as D (d)ﬁ(x) and is thus undefined if I(x) is not
defined. Similarly, for any abstract address x in the range of h (i.e. in
h°“t), the translation contains D (x); (for some ¢) with the definition of
D (x)} in turn stipulating that I(x)=¢. As such, D (x); (and consequently
H(h,I)) is undefined if I(x) is not defined.

Auxiliary Lemmata

The lemmas presented in this section are used in establishing the cor-
rectness of the DOM implementation in [44]. In the proof derivations
given in the remaining of this chapter, given a proof rule (Rule), we write
(Rule)” to denote the application of (Rule) combined with an application
of the frame rule. Similarly, we write (Rule)™ to denote the application
of (Rule) combined with an application of the rule of consequence. Fi-
nally, we write (Rule)™" to denote the application of (Rule) combined
with applications of the frame rule and the rule of consequence. Lastly,
we write vars(X; T v;0 ") Ls, to describe the variable store at the model
level (without logical variables), in the scope chain captured by Ls.

To verify our implementation, we assume the following axioms for the
JavaScript array library operations. The specification below is partial and
does not capture all behaviours admitted by the array library. We have

specified those cases used in our implementation only.

Definition 129 (Array axioms).

{P} e {Qx*r=V'} Q= Rx~y(Ls, V', V) *array(V, L)
{P} e.length {Q *xr=|L|}

(PYe [r=Viv Qs 81} Q=ry(Lsr. ViVa) = aray(Vi. )
{Q*Sl}e’ {r:‘/Q/*R*SZ} RZ’Y(L*SQ?VvQ/’VvQ)*array(VYhL)
{r)
e.item(e?)

{Rx Sy % [(o20V Va2 L)) ¥ r=mu11) v (0£Va< L]+ x= |L]*)] |
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{P} e {r=V/«Q =51} Q = y(Ls1, V{, Vi) = array(V1, —)

{Q*S1} e’ {r=V, x Rx Sy}

R = ~(Ls2, V4, Va) x array(Vq, L1++[Va]+La) Vo & Ly
{P} e.index0f (e’) {R * Sy *xr=|L1|}

{Pte{r=V{+«Q=51}  Q=~(Ls1,V{,V1)*array(Vy,—)
{Q* 51} e {r=Vyx Rx Sy}
R = ~(Lsg, V4, Va) * array(V1, L) V&L

{P} e.index0f(e’) {R* Soxr=—1}

{P} e {r=V/ xRy %51} Ry =~(Ls1,V{, V1) * array(V3, —)
{R1 %51} e {r=Vj = Ry} {R2} ea {r=VJ % Ry x Ry * S5}
Ry = (4(Ls2, V3, Va) w1 (Lss, Vi, 3))
Ry = array(Vi, L1++Lo+-Lg) * |L1| =V * | La| =V>
Rs = 3vL. array(L, L) * array(V1, L1++L3)

{P} e.splice(ej, e2) {R3* R5 % S3 *xr=L}

Lemma 22 (Function call (auxiliary)). Foralln, x1...Xm, X} ... X0, Y1+ Yo
f.n, T1...Tm, Y1---Y, €, Ls, fid, e, s, lg, u, lp, and lp, and for all

Di S {pla ... 7]96},
if pi <= pi*P;—>p)
then the following proof rule is sound

{pi « A 1=1:Ls * r} o {q <. lil:Ls}
{vs*p;} n.£(x1...%m) {vs xq*true}

where

vs = vars(n : n,X;: le"'m,yj : yjl"'o)Ls
p1 = DNode (n, fid, €) * Protos * F

p2 = ENode (n, s, 1y, fid, u) * Protos * F
p3 = TNode (n,s, fid, u) * Protos * F
p4 = ANode (n, s, fid) * Protos * I

ps 2 FL (n,u, L) x Protos % F

ps 2 TL (n,s,u) * Protos * I
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rele {x; :lemm, Qthis :n, Qproto:null, defs({x}) ... %/, },1, e)}
pi £ (n, Qthis) — & * Iy — {@Qbody: \x] ... x),.e, Qscope: Ls}
* F([n, s, 1], £, 1)

and for all a,b, L

(t) (&) {pi « 3. 1=1:Ls = r} e {q « 3. 1#LS}
{vs*p}n.£(x1. . . %)) {vs *q}

(Function Call)™*

where

Variable)*
{ws} n {y(Lsg, Lo.n,n) * [y(Lso, Lo.n,n) — vs] x r=Lg.n} (Variable)

(Member Access)™*

{vs xp;i} n.f {vs*p; xr=n.f}
{vs xp;} n.f {vs*p * (p, = p;) * r=n.f}

()

(Consequence)

and for j € {1...m}

Variable)*
{vs} x5 {v(Ls;, Lj.xj,x;) * [y(Lsj, Lj.x;,x;) = vs| xr=L;.x (Variable)
(Frame)
{'US *pl}
Xj
{V(LS% Ly.xj, ) * [y(Lsj, Ljxj, x5) = vs] * pi * riLj.xj}
(1)
]

Lemma 23 (Axiom correctness). For all (P,C,Q) € AXIOMpqgpm,
T:{P} C{Q}

Proof. By structural induction on the DOM axioms. We provide a proof
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of one of the axioms of r :=n.firstChild() and n.removeChild (o) here.

The proof of other cases are analogous and omitted here.

Case r:=n.firstChild()

We prove the correctness of one of the r:=n.firstChild() axioms; the
correctness proof of the remaining axioms is analogous.

Given an evaluation environment e=(I', Ls) € ENv, pick an arbitrary s €
P (JSLHEAPpon) and I € J such that:

p 2 |Jvars(n: N, s R) o s [B, Atexty[s]w @ 9]¢+ 5]

q= [Hvars(n DN, T M) x> Sy (B, #texty[s ]y ® 'Y]EL . SJJI
It then suffices to show that:
{p} r=n.firstChild O {¢}

From the definition of p we have:
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b :{[Hvars(n DN, T R)*a— Sy[f3, #texty(s]w @ 7]E|, * SJJI}
// From the definition of |.]” and Lemma

\

(31, Iy vars(n:n, r:r) ps % F ([0, Ig, Iy], firstChild, lpe)

vars(n : n,r : r)Ls * Protos * true

« U (h),, +H(h, 1) * Crust <Xb—>sn[y,#textm[s’]fs/®z}}§oh,[>
(h,h)es

3, Lo, leny Lay L. I(x)=([n], w) x fs={l.n} * ENode (n,s, 14, lcn, u)
*FL (Ien, n, [m]+L,) x TLs (n, ts) x Iy = {s" : 1| (8",1) € Ly}

*D (y)gL“’null) # D (Ftexty,[s/] v © z)gm]%Lz’n) )
vars(n: n,r : 7)rs * 3lg, ly. (EProto * NProto — Protos) * true

x U (h),s*H(h,I)=*Crust <x = Suly, #text 8] @ 2] o h, I)
(h,h)es

3, Loy leny Lay Ly I(x) = ([n],u) * fs={lcn} * FL (lcn, m, [m]-+HL2)
«TLs (n,ts) x lg = {s" : 1| (s",1) € L.}
*D (y)gL”’nun) % D (#texty,[s/] ;v © z)g[m]#Lz’n)
*(n, Qthis) — & * (n,firstChild) — & * (n, Qproto) — Iy
*((n, Qthis) — & * (n,firstChild) — & * (n, Qproto) — Iy
— ENode (n, s, lg, len, 1))
*(lg, firstChild) — & * (Ix, Qproto) — Iy
((lg, firstChild) — & * (g, Qproto) +— Iy — EProto)
*(ly, £irstChild) = lpc * lpe — {Qbody : A.epc, Qscope : Ls}
*((Iy, £irstChild) > lpc * lpc — {Qbody:\.epc, @scope:Ls} — NProto)
vars(n: n,r : r)rs * 3lg, ly. (EProto * NProto — Protos) * true

« U (h),s*xH(h,I)*Crust (x = sy, Ftexty[s] © z}]tg eh, I)
(h,h)es

3, Loy leny Lay L. 1(x) = ([n],w) * fs={len} * FL (len, m, [m]-+HL2)
«TLs (n,ts) x Iy = {s" : 1| (s",1) € L.}

*D (y)(IL“’nun) * D (#textm[s’]fs/ ® z)gm]%Lz’n)

F ([n, lg, Iy, £irstChild, lpc) * lpc — {@Qbody : \.epc, Qscope : Ls}
*(F ([n, lg, ], £irstChild, lpc) * lpc — {Qbody : \.epc, Qscope : Ls}

— ENode (n,s, g, lcn, u) * EProto % NProto)

*

klpe — {Qbody:\.epc, Qscope:Ls}
s(vars(mn, r:r) s * F ([0, lg, Ix], £irstChild, lpc)
klpe — {Qbody : A.epc, Qscope : Ls}
— [|vars(n: N, r : R) * a = Sy, #texty [8']w @ 75, * s|h)
(B.32)
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We then proceed as follows:

array axioms,
{p « 1. 1=1:Ls * | = {Qthis:n, @proto:null}}

this.childNodes.__contents__.length
{p « r=m * 3. 1=1:Ls * | = {Qthis:n, Qproto:null}

Lemma
{r}
n.firstChild()
{p s r=m * 3l. | ={Qthis:n, Qproto:null}
(Consequence)

{p} n.firstChild () {p * r=m * true}
{p} n.firstChild() {p *r=m}
{p} r=n.firstChild() {q¢}

|-] Def.
(Assign Local), (B.32)

Case n.removeChild (o)
Given an evaluation environment e=(I', Ls) € ENv, pick an arbitrary s €
P (JSLHEAPpoM) and I € J; such that:

and let

p= Mvars(n:N, 0:0,T:R) x a 5 Sy, 71 ® #texto[s']w @ y2lp * 0 = Qg‘e * SJJI
. sl
e *s]

*s]’

¢ £ |||vars(n:N, 0:0,T:R) * o > Sy[B, 11 ® Yo]f % & > Ftexto[s]w

q& [Hvars(n:N7 0:0,1:0) * a > Sy[B, 71 @ 2|E * & > H#texto[s]w

It then suffices to show that:
{p} r=n.removeChild (o) {¢}

From the definition of p we have:
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b= { | |vars(n:N, 0:0, T:R) s * @ > Sy [, 71 ® #texto[s] @ v]a]z], * sJJI}

// From the definition of |.]” and Lemma

vars(n:N, 0:0, r:R) s * Protos * true

U () exH (B, 1)xCrust (xssuly, 71 @ #texto[¥ ] 9725 o b, 1)
(h,h)es

3w, g, len, La, L1, La. 1(x)=([n],u) * fs={lc,} * ENode (n,s, lg, lcn, u)
*FL (Ien, vy L1+H-[o]HLo) * TLs (n, ts) x I, ={s" : 1| (s",1) € La}

xD (y)gL“’null) *D (21 ® Ftext,[s'] ;@ z2)(IL1+HO}+"L2’n) % o Ly

(vars(n:N, 0:0, T:R) s * 3y, Iy. (n, Qthis) — &

*(n, removeChild) — & * (n, Qproto) — Iy
*(lg, removeChild) — & * (Iy, Qproto) — Iy
*(ly, removeChild) — Iy * lpy — {@Qbody : \.epy, Qscope : Ls}
*(vars(n:N, 0:0, T:R) s * (n, Qthis) — &
*(n, removeChild) — & * (n, Qproto) — Iy
*(lg, removeChild) — & x (Iz, Qproto) — Iy
(

*(ly, removeChild) r lpy * lpu — {@body : A.epy, Qscope : Ls}

— | |vars(n:N, 0:0, T:R) % > Sy [B, 71 @ H#texto[s' ] @y2)El, * 5] 7))
(B.33)

Using a similar rewrite, we have:

vars(n:N, 0:0, T:R) ¢ * g, Iy. (n, Qthis) — &
*(n, __removeChild__) — & * (n, Qproto) — Iy
*(lg, __removeChild__) — & * (I, @proto) — Iy
(ly, __removeChild__) + lyy * Iy — {@Qbody : \.ery,, @scope : Ls}
*(vars(n:N, 0:0, r:R) s * (n, Qthis) — &
*(n, __removeChild__) — & * (n, Qproto) — Iy
*(lg, __removeChild__) — & * (ly, Qproto) — Iy
*(ly, __removeChild__) >l * lym — {Qbody : A.eym, Qscope : Ls}
— | |vars(niN, 0:0, T:R) % > Sy [B, 1 @ H#texto '] @y2)El, * 5] 7)
(B.34)
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We then proceed as follows:

(1)

p* 31 1=1"1:Ls
| = {Qthis:n, Qproto:null, o:0}
x1" = {Qthis:n, Qproto:null, o:0, i:undefined}

erm

{q’ « U 1= Ls « (I, 0) = ok r=1".0 % true}

(Function Call)™, (B.34)
{p « 3. 1=1:Ls * | = {Qthis:n, Qproto:null, o:o}}

this.childNodes.__removeChild__ (o)
{q’ « 3,0 1=1:Ls * (I';0) — o xr=l".0 % true}
Lemma
{r}

n.removeChild (o)
{q/ « 3. (I';o) — oxr=[".0 x true
(Assign Local))™,
{r}

r=n.removeChild (o)

{q « 3. (I',0) — oxr=l".0 * true

Consequence

{p} r=n.removeChild (o) {q * true}
{p} r=n.removeChild (o) {¢} (*)

where in (%) we i) unfold the definition of [.]; ii) apply the rule of con-
sequence to absorb true; and iii) fold the definition of |.||, and (f) follows

from the proof sketch below where we have unwrapped the implementation
code denoted by e;y:
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p x 1=1":1:Ls x | = {Qthis:n, Qproto:null, o:0}
x 1" = {Qthis:n, Qproto:null, o:0, i:undefined}

// From the definition of |.]”
(vars(n:n, 0:0,1:7) s % 1=1":1: Ls x Protos * true

x U (h),s*xH (b, I)xCrust (X'—)Sn[y, z1®#texto[s’]f8/®z2]}§ oh, I)
(h,h)es

«3u, g, len, La, L1, La. 1(x)=([n], u) * fs={lcn} * ENode (n,s, lg, len, u)
*FL (Ien, n, L1+H-[o]HLo) * TLs (n, ts) x I, =>{s" : 1| (s",1) € L}

*D (y)ch“null) *D (zl)(lLl’n)* D (#texto[s’]fsx)go]’n)* D (z2)§L2’") * 0Ly
x| = {Qthis:n, Qproto:null, o:0}

xl' = {Qthis:n, Qproto:null, o:0, i:undefined}

// Frame off

vars(n:n, 0:0, r:1) s x 1=1":1:Ls
«xENode (n,s, lq, len, w) * FL (len, 1, L1+H-[0]4+L2)
*D (#texto[s’]fs/)g[o]’n) % oé Ly * | = {Qthis:n, Qproto:null, o:0}
' = {Qthis:n, Qproto:null, o:0, i:undefined}
var i; // Apply (Definition)™
vars(n:n, 0:0, r:1) s x 1=1":1:Ls
«xENode (n,s, lq, len, w) * FL (len, 1y L1+H-[0]4+L2)
*D (#texto[s’]fs/)([o]’n) x oé Ly * | = {Qthis:n, Qproto:null, o:0}

I
xl' = {Qthis:n, Qproto:null, o0:0, i:undefined}

i = this.childNodes.__contents__.index0f (o) ;

// array index0f axiom in Def. [T29] (Assign Local)™, (Member Access)™
(vars(n:n, 0:0,1:1) s x 1=1":1:Ls
«xENode (n, s, lq, len, w) * FL (len, 1y L1+H-[0]+L2)
*D (#texto[s’]fs/)g[o]’n) x oé Ly * | = {Qthis:n, Qproto:null, o:0}
' = {@thz’s:n, @proto:null, o:0, i: |L1|}

if (i === -1) { throw NOT_FOUND_ERROR }

(vars(n:n, 0:0,T:1) s x 1=1":1:Ls

«xENode (n,s, lq, len, w) * FL (len, vy L1+H-[0]4+L2)

*D (#texto[s’]fs/)([o]’n) « o& Ly * | = {Qthis:n, Qproto:null, o:0}

I
| #I' = {Qthis:n, @proto:null, o:0,i: L1}
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this.contents.splice(i, 1);

// array splice axiom in Def. (Member Access)™
vars(n:n, 0:0, r:1) s x 1=1":1:Ls
*ENode (n,s, lq, len, w) * ", FL (Ien, m, L1+ Lo) * array(1”, [0])
*D (#texto[s’]fsl)g[o]’n) s« o& Ly * | = {Qthis:n, Qproto:null, o:0}
" = {Qthis:n, Qproto:null, o:0,i:|L1|}

o.parentChild = null;

// (Assign Local)™, (Member Access)™

vars(n:n, 0:0, r:r) s x 1=1":1:Ls
«xENode (n,s, lq, len, w) * FL (len, my L1+HLo2)
*D (#texto[s’]fs/)g[o]’nun) % o€ Ly * | = {Qthis:n, Qprotonull, o:0}
«l" = {Qthis:n, Qproto:null, o:0,1i:|Lq|} * 3", array(l”, [0])
// Frame on

vars(n:n, 0:0,r:1") s * 1=1":1: Ls % Protos * true

U {(B)exH (B, T)xCrust (x-ssuly, 71 @#texto[¥ ] 9725 o b, 1)
(h,h)es

3, g,y leny La, L1, La. 1(x)=([n],u) * fs={lcn} * ENode (n,s, lg, lcn, u)
*FL (Ien,ny L1+ Lo) % TLs (n, ts) x o, = {s” : 1| (s",1) € La}

*D (y)(IL“’null) x D (zl)(ILl’n)* D (#texto[s’]fs/)g[o]’null)* D (ZQ)(ILQ’n) * od Ly
x| = {Qthis:n, Qproto:null, o:0}

«l' = {Qthis:n, Qproto:null, o:0,i:|Lq|} x 31". array(l”, [0])

// From the definition of |.]’

q' *1=U":1:Ls * | = {Qthis:n, Qproto:null, o:0}
x 1" & {Qthis:n, Qproto:null, o:0,1i: |L1|} = 3". array(l”, [0])

03
q *1=1"1:Ls x | & {Qthis:n, Qproto:null, o:0}
x 1" = {Qthis:n, Qproto:null, o:0, i: |L1|} * 31”. array(l”, [o]) xr=l".0

{q’ x«1=0":1:Ls * (I',0) = oxr=I".0 % true}
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C. Auxiliary CoLoSL Lemmata

Lemma 24 (|=; implies F). For all P € AsT, I' € LENV, s,g € ISTATE
and J € AMob:
IskEggs P = I',skq P

Proof. We proceed by induction on the structure of assertion P.

Case P = p where p € LAsT

Immediate from the definition of |=, 5 for local assertions.

Case P = P,V P, where P, P, € AsT
Pick arbitrary I' € LENv, s,g € ISTATE and J € AMob, such that:

s, I )2973 PV P (Cl)
VI',5,,).1,s Fg9 Pr = I',sks, Py (I.LH1)
VI,5,0,).,s Fgg P» = T',skgy P (I.LH2)

From (C.1) and the =44 definition we know I',s =9 P1 or T',s =g Ps.
Consequently, from (I.LHI) and (I.H2|) we have: T',s kg, Pi or T',skFg, Ps.
Thus, from the definition of Fg, we have I', s Fq, P; V Ps as required.

Cases P=3z. P or P=P NP, or P=P; * P, or P=P, ¥ P,

These cases are analogous to the previous case and are omitted here.

Case P: s where P’ € Ast and I € TIAsT
Pick arbitrary I' € LENv, s,g € ISTaTE and J € AMobD such that I',s =49

I. From the definition of |=,5 we then know (s,g,7) = ] and

hence, from the definition of =, we have s € UNiTyys. Consequently, from

the definition of Fg, we have T, s Fg,

/ , s required. ]
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Lemma 25 (= implies Fg,). For all P € Ast, I' € LENv, [ € ISTATE and
J € AMob:
[P = T,lFy P

Proof. We proceed by induction on the structure of assertion P.

Case P = p where p € LAsST

Immediate from the definition of |= for local assertions.

Case P = P,V P, where P;, P, € AsT
Pick an arbitrary I' € LENv and [ € ISTATE, such that:

s, T ):g,i] PV P (02)
VILL.T, = P, — T,lkEq P (LH1)
VILLT,l =P, = T,lEq P (LH2)

From (C.2) and the definition of = we know I'\l = P, or Il = P.
Consequently, from ([.LH1) and ([.LH2|) we have: Tl Fg, P or T',lEg P;.

Thus, from the definition of Fg; we have:
I'iEg, PV P

as required.

Cases P=3dz. P or P=P, AP, or P=P, * P, or P=P| ¥ P,

These cases are analogous to the previous case and are omitted here.

Case P: ; where P’ € Ast and [ € TAsT
Pick an arbitrary I' € LEnv and [ € ISTATE such that:

A . (C.3)

From (C.3) and the definition of = for boxed assertions we have [ €

UNITrys. Consequently, from the definition of Fg;, we have:

T, hSLI

as required. O
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Lemma 26 (Compatibility). Given a partial commutative monoid (N, ey,
UNITy ), for all a,b,c,d € M:

aeyb=d N c<b = df cM.aeyc=f

Proof. Pick arbitrary a,b,c,d € M such that:

aeyb=d (C4)
c<b (C.5)

From (C.5)), we have:
JeeM.coye=5b (C.6)

and consequently from we have:
aeyceye=d (C.7)
Let us assume that
—Af eM.aeyc=f (C.8)
From and the associativity of monoids we know that
a &) c e € = (a oy ¢) oy e = undefined oy e = undefined ¢ M

which contradicts As such, our assumption in (C.8) is wrong and we

have:
dfeM.aeyc=f
as required. O
Lemma 27 (Closure monotonicity). For all 3,7 € AMop and n € N*:
Vs,r € 1State. Iy (s,7,9) = I (nn) (5,7 7)

Proof. Pick arbitrary J,7 € AMop and proceed by natural induction on

the number of steps n.
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Base case n=1
Pick arbitrary s,r € IStare. We are then required to show J g (s,7,9)
which trivially follows from the definition of |g.

Inductive case n=m++1

Pick an arbitrary s,r € ISTATE such that

j\l/(m+1) (87 r, jl) (Cg)
Vs’ ' € ISTATE. T |, (5',T’,J') = Jdm-1) (s’,r’,ﬁ]’) (ILH)

We are then required to show:

Vi.Va € T (k). reflected(a, s o r, I’ (k)) (C.10)
Vk.Va € I(k). potential(a, s o r) =

(reflected(a, s o r,T'(k)) V —wisible(a, s))A

(C.11)
V(s',r') € als,r]. Ign-1) (5,7, T)

RTS. (C-10)
Pick an arbitrary x and a € J’(x). From (C.9) and the definition of | we

then have reflected(a, s o, J(k)) as required.

RTS. (C-11)

Pick an arbitrary x and a € J(k) such that potential(a, s o r) holds. Then

from ((C.9) we have:

(reflected(a, s o r, I (k)) V —visible(a, s))A
V(s',r'") € als,r]. Tdm (8,17, T)

and consequently from (I.H)

(reflected(a, s o r,J'(k)) V —visible(a, s))A
V(s 1) € als,r]. I m—-1) (s',r",7")

as required.
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Lemma 28 (FORGET closure). For allJ,J" € AMobp (Def. and s1, 82,1 €
1State (Def. [91)):

Il (s1089,m,7) =T (51,8207, 7)

Proof. Pick arbitrary J,J € AMop and si, s2,7 € ISTATE such that:
I (s1082,7,7) (C.12)
From the definition of | (Def. , it then suffices to show
YneN. T, (51, sg o, J’) (C.13)
Rather than proving directly, we first establish the following:

Vn € N. Vsq, s9,r € ISTATE.
Iin (31 0 89, T, J’) =IJln (31, soor, J’) (C.14)

We can then despatch (C.13) as follows. For an arbitrary n € N, from
(C.12) and the definition of | we have I, (s10s2,7,9). Consequently
from (C.14) we have J|, (s1,s2 07,7) as required.

RTS. (C.14)

We proceed by induction on the number of steps n.

Base case n=0
Pick arbitrary si,ss,r € ISTATE. We are then required to show J g

(s1,8207,9") which follows trivially from the definition of .

Inductive Step n=m-+1
Pick arbitrary si, se,r € ISTATE such that:

It (31 0 89, T, J’) (C.15)
Vs1, 89, T € ISTATE.
Jlm (51 0 89, T, J/) = Jlm (81,52 or, J’) (I.LH.)
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We are the required to show:

Vk. Va € T'(k). reflected(a, s1 0 s2 0 7, I(k)) (C.16)
VK. Va € I(k). potential(a, sy 0 sp071) =
(reflected(a, s1 0 sg o7, J'(K)) V —visible(a, s1)) (C.17)
AV(s',7') € afsi,sp0r]. Tlmer (8',77,7")) (C.18)

RTS. (C-16)
Pick arbitrary x and a € (k). From (C.15) and the definition of |41

we then have reflected(a, s1 0 s9 07, J(k)) as required.

RTS. (C-17)

Pick an arbitrary x and a € J(k) such that potential(a,s; o s2 o r) holds.

Then from ((C.15) we have:
reflected(a, s1 0 s9 07,7 (k)) V —visible(a, 51 0 52)

In the case of the first disjunct the desired result holds trivially. In the
case of the second disjunct, from the definition of visible (Def. we have

—wvisible(a, s1) as required.

RTS. (C-18)

Pick an arbitrary x and a = (p,q, ¢) € J(k) such that potential(a, s;osgor)
holds. From ((C.15)) and the definition of | we then have:

V(s',r') € a[sy 0 s2,7]. T (8,7, T) (C.19)
Pick an arbitrary (s',7’) such that

(s',r") € afs1,s9.07] (C.20)

Then from the definition of a[s1, s o r] and by the cross-split property we

know there exists psi, psa, pr, 1, 85, 7" € ISTATE such that :

P =Dps1opsaop, NSy =ps108) Asy=psaosyAr=pror’A
(ps1 € UNITIns A8 =qo sy A1l =shor”) (C.21)
V (ps1 € UNITixs A8 = s1 A1l =qoshor”)
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and consequently from the definition of a[s; o sg,7]
p=ps1opszopy Asy=ps10sy Asy=psy085 AT =pyor’A
(s =qosi A1 =shor" AN(qos)oshr") € afssosa,r])

ps1 € UNITins A8’ = s1 A1/ =qoshor’A

V| [ (ps2 € UniTiys A (s8] 0 sh,qor”) € a[sy 0 sa,7])
V(psa & UNiTiys A (8] 0 qo sh,7") € afsy 0 s2,7])

That is,
35" 7", (s 08", r") € a[sy 0 s2,7] Ar'=5" 01" (C.22)

From and we then have

35" 1" Il (8" 08" 0" T Nr'=5" 01"
Finally from we have

3" 7" T (8’, s"or”, f]') ANr'=s"or"
That is,

Jdm (s/,r’,fll)

as required. ]
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Lemma 29 (MERGE closure). For all 3,J1,J2 € AMoD and sp, S¢, Sq, T €

ISTATE:
Il (sposc,sqor,I1) NI] (sqo08c,spor,Ta) =

Il (sposcosg,r,diUTg)

Proof. Pick arbitrary J,J;,J2 € AMoD and s, S, Sq,7 € ISTATE such that

Il (spose,sqor,J) (C.23)
J) (sq08c,8p01,72) (C.24)

From the definition of |, it then suffices to show

Vn € N. I, (sp 0 scosq,m,J1 UT) (C.25)

RTS. (C-25)
Rather than proving (C.25) directly, we first establish the following.

Vn € N. Vs, ¢, 8¢, € ISTATE.
Idn (spose,sq0r,J1) NIy (Sc0 Sq,8p0T,J2)

= Jln (sposcosg, I UTy) (C.26)

We then despatch (C.25) as follows. For an arbitrary n € N, from
(C.23), (C.24) and the definition of | we have I, (sp 0 s¢,sq07,91) ATy

(sc08q,8p01,J2). From (C.26) we then have J|,, (sp0 5.0 54,7,J1 UJ2) as

required.

RTS. (C-26)

We proceed by induction on the number of steps n.

Base case n =0
Pick arbitrary sy, sq, sc,7 € ISTATE. We are then required to show J /g

(sp 0 Sc 0 8q,7,3") which follows trivially from the definition of Jo.

Inductive Step n=m+1 Pick arbitrary s, sq,sc,7 € ISTATE and n € N,
such that

I (m+1) (8p© 8e,8407,71) (C.27)
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Idm+1) (8¢ 0 8¢, 8por,J2) (C.28)
VSp, 8¢, Scy T € ISTATE.
Jdm (spose,sq0m,J1) N Tl (8q0 8¢, 5p01,72)

= Jlm (sposcosgr, I Uds) (I.LH.)
We are then required to show:

Vk. Va € (31 UJ2)(k). reflected(a, sp o s 0 sq07,I(k)) (C.29)
Vk. Va € J(k). potential(a, sp o sc 0 sqo01) =
(reflected(a, s, 0 sc 0 84 07, (J1 UJa)(K)) V —visible(a, s, 0 sc 0 54) )A
V(s',7") € al[sp o scosq, 7). Tl (8',77,71 U T2))
(C.30)

RTS. (C.29)

Pick an arbitrary x and a € (J;1 UJ2)(k). From the definition of J; UJs we
know either a € Ji(k) or a € Ja(k). In the former case from and
the definition of |, 1 we have reflected(a, s, 0 s. 0 s407,J(k)) as required.
Similarly, in the latter case from and the definition of |,,+1 we

have reflected(a, s, 0 sc 0 s 07,I(k)) as required.

RTS. (C-30)

Pick arbitrary x and a = (p, ¢,c) € J(k) such that:
potential(a, sp 0 5. 0 54 07) (C.31)

From (C.27) and (C.31)) we have:

(reflected(a, sp 0 sc 0 sq 0 7,J1(K)) V —visible(a, s, 0 sc))A

v(slv T/) € a[sp © 8¢y 8¢ © T]' J\L(n—l) (5/7 Tla jl)
and consequently from the definition of J; UJs we have:

(reflected(a, s, 0 sc 0 sg 07, (J1 UJz)(K)) V —wisible(a, s, 0 s¢)) A

(C.32)
V(s',1") € a[sp o s, sg o). T (8,77, T7)
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Similarly, from (C.28|) and (C.31]) we have:

(reflected(a, s, 0 s 0 sq 07, (J1 UJ2)(k)) V —visible(a, sc 0 s54)) A

(C.33)
V(s',1") € a[sc 0 sq, spor]. Tdm (8',77,32)

From (C.32)), (C.33) and the definition of visible we have:

(reflected(a, s, 0 sc 0 5401, (J1 UJa)(k)) V —wvisible(a, sp 0 5. 0 5¢)) A
V(s',r") € alsposc,sqor]. Idm (8,7, 1) A (C.34)
V(s',7") € a[sc o sq,spor]. Tdm (8,77, T2)

Pick arbitrary s’,7’ € ISTATE such that
(s',7") € a[sp o sc 0 54,7 (C.35)

Then from the definition of a[sy o s. o s4] and by the cross-split property

we know there exist py, pe, pg, 5y, S, 5 € ISTATE such that :

s’ = sp05.084V
(pp & UNITIns V De € UNITIns V g & UNIT]ys)
Ns' = qos, 058,08, ANp=Dppop:0pg 0Py

— / _ / _ / _ /
NSp=DPpOS, NS¢ =PcOS.NSqg=DpPqgOSg\NT=pror

(C.36)

and consequently from the definitions of a[spo ., sqor] and a[sc o sq, spor]

we have:

(3’:sposcosq/\(sposc,sqor’) Ea[sposc,sqor]>

A (Sco8q,8p0r") € afscosq,spor]
! __ / / /
5§ =(qos5,05.05; A
(pc ¢ UNITyns V (pc € UNITyns A Pps Pq ¢ UNITINS)) A

(qos,os,s,07") € alsyose,sq0r] A

wSpor’) €alsco sy, spor]
Pp & UNITIys A Pe, Pg € UNITIns A

e Sqor') €alsyose, 5007 A

(seosy,qosyor’) € als.osq,spor]

(qos.os

C.37
V](gos,os ( )

Pq & UNITIns A P, Pp € UNITIyns A
V| (sposeqos
(qosios

or') € afsp o Se,sq07| A

/
q
!/

pSpor’) €alsco sy, spor]
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From , , and we have:

s = 850580084\
(Jim (spose,sqgor . J1) ANIlm (Sc08q,8p0r, Jg))
s’ =qos, 08,08\
(pe & UNITIxs V (Pe € UNITIns A Pp, Pg & UNITIns)) A
Ilm (qgo sy, 08l sh0r 1) A
Iim (qOSQOSZI,S;’OT/,Jg)
Pp & UNITIns A De, Pg € UNITInA
V| Idm (qos;osg,sﬁlor’,ﬂl) A
Ilm (sl.osl,qos, 01’ Ja)
Pg & UNITins A Pe; Pp € UNITIns /A

V| T (s osé,qos;or’,ﬂl) A

P
T (g0 5,0 501", 3)
(C.38)
and thus from (C.38) and (I.H.)
Jdm (8/,?”/,31 U 32) (C.39>

Finally, from (C.34), (C.35) and (C.39) we have:

(reflected(a, s, 0 sc 0 5407, (J1 UJ2)(k)) V —visible(a, s, 0 s¢ 0 54))A

V(s',r") € alsp 0 sc08q,7]. Tdm (8,7, T1 UTg)

as required.
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Lemma 30 (SHIFT auxiliary). For all 31,32 € AMob, s,s’,7,r' € ISTATE

and a € Tng(J1):
g, g, A ((s'sr") eals) v (s, ) eals,r]) = I <+ 7y Cis'or"} g,

Proof. Pick arbitrary J;,J2 € AMob, s,s’,r,r’ € IStatE and a € rng(Jy)
such that:

7, Clst g, (C.40)

There are two cases to consider:

Case 1. (¢,7') € a(s)

From the definition of E{S} and we know there exists a fence F
such that:

sed (C.A41)
F > (C.42)
Vi € F.Vk. Va € Jy(k). reflected(a, 1,T1(k)) A

Va € J1(k). a(l) # 0 A visible(a, 1) = reflected(a, I, J2(k)) (C.43)

From the definition of >, (C.41)-(C.42) and the assumption of case 1. we

know there exists " < ¢’ such that :
sor’ed (C.44)

Finally by definition of T} and — we have
i E{s’or”} Iy

as required.

Case 2. (¢,7") € als, r]

From the definitions of a[s,r] and a(s) and the assumption of the case we

know (s',7") € a(s). The required result then follows from case 1. O
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Lemma 31 (SHIFT closure). For all J1,J2,J € AMoD and s,r € ISTATE,
I (s, I) AT EF Iy — T (5,7, 99)
Proof. Pick arbitrary Jq,J2,J € AMoD and s,r € ISTATE such that

I} (s,7,97) (C.45)
g, £t 7y (C.46)

From the definition of |, we are then required to show:
Vn € N. I3, (s,7,92) (C.47)
Rather than proving (C.47)) directly, we first establish the following.

Vn € N. Vs, 7,7’ € ISTATE.
Tl (s,7,90) Ar! < v AT EE 9y = 91, (5,7,72) (C.48)

We can then despatch (C.47) as follows. For an arbitrary n € N, from
(C.45) and the definition of | we have J |, (s,7,J1). Let r’ € UNITys

denote a unit element. As such we have ' < r and sor’'=s. Consequently

from ((C.46) and (C.48)) we have J|, (s,7,J2) as required.

RTS. (C-48)

We proceed by induction on the number of steps n.

Base case n =10
Pick arbitrary s,r € IStaTe. We are then required to show IJ g (s,7,J2)
which follows trivially from the definition of |g.

Inductive Case n=m+1

Pick arbitrary s,r,rg € ISTATE such that:

:”/m—&-l (S,T’,jl) (C.49)
ro < r (C.50)
g, clserot g, (C.51)

Vs, r,rg € ISTATE.
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Tlm (5,791) Arg <7 AT E10 95 — 91 (s,7,79) (LH)
We are then required to show:

Vk. Va € Ja(k). reflected(a, s o7, I(k))) (C.52)
Vk.Va € I(k). potential(a, s or) =

(reflected(a, s o, J2(K)) V —visible(a, s) )A

(C.53)
V(s',r') € als,r]. T (8,77, 32)
RTS. (C:52)
Pick arbitrary x and a = (p,q,c) € Ja(k) and [ € ISTATE such that :
poc<sorol (C.54)

From (C.50), (C.51) and the definition of reflected we then know there

exist a”,¢” such that:
a" = (p,q,") €I1(k) Apod <sorol

Consequently from (C.49) and the definition of reflected we know there

exists a’, ¢ such that:
a = (p,q,c)€I(Kk)Apocd <sorol (C.55)
Thus from (C.54)),(C.55) and the definition of reflected we have:
reflected(a, s o r,I(k))

as required.

RTS. (C-53)

Pick arbitrary x and a = (p, ¢,c) € J(k) such that:

potential(a, s or) (C.56)
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From (C.49) and (C.56) we have:

(reflected(a, s o r,J1(k)) V —visible(a, s) )A

V(s 1) € als,r]. Tdm (s',77,T7) (C57)
Pick an arbitrary (s',7') such that
(s',7") € als, 7] (C.58)
Then from we have:
Ilm (s’,r’,f]l) (C.59)

On the other hand, from (C.58) and Lemma we know there exists
r1 < r’ such that:

g, cisomt g, (C.60)
Consequently, from , and we have:
Jdm (s',r’,f]z)
and thus from we have
V(s',r') € als,r]. Tdm (.77, 32) (C.61)

Since either visible(a, s) or —wisible(a, s), there are two cases to consider:

Case 1. -wisible(a, s)
From the assumption of the case and (C.61)) we then have:

—wvisible(a, s) AV(s',7") € as,r]. Tm (s’,r',Jz)

as required.

Case 2. visible(a,s)
From (C.57) and the assumption of the case we have:

reflected(a, s o, J1(k)) (C.62)
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Pick an arbitrary ! € ISTATE such that:
poc<sorol (C.63)

Then from (C.62) and the definition of reflected we know there exist o/, ¢/
such that:

ad=(p,q,d)Nd €Ti(k) Apod <sorol (C.64)

From ((C.56) and by definition of potential we know als o r] is non-empty.
From (C.64)), and the definition of a[s o 7] we know that a/[s o r] is also
non-empty. Consequently, from the definition of a/(s), we know a/(s) is
also non-empty.

On the other hand, from the definition of visible, and the assump-

tion of the case we have:

visible(d’, s) (C.65)

Thus from (C.50), (C.51)), (C.64), (C.65) and from the definition of C{s°70}

we know there exist a”,¢” such that:

a" = (p,q, ") Nd" €Ta(k) Apocd <sorol (C.66)

Finally, from (C.63]), (C.66) and by definition of reflected we have:

reflected(a, s o, J2(k)) (C.67)

From (C.61)) and (C.67) we have
reflected(a, s o r,Ja(k)) AV(s',7") € as,7]. Tm (s', r’,Jg)

as required.
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Lemma 32 (Confinement monotonocity). For all g,¢' € 1StatE and 3,7 €
AMop,

9idNg@ING ©F = gogd ©IUY
Proof. Pick arbitrary g,¢’ € IStatE and J,J € AMob such that:

gigdANg@©ING ©F (C.68)

From the definition of © and (C.68) we know there exist F,F such that

gEFAT I (C.69)
JEFAF » 7 (C.70)

Let
5 e {lor|ieFareF ALt} (C.71)

From the definition of F” and since g f ¢’ (C.68) we know:
gog €F" (C.72)

Pick arbitrary !” € 3’ and action a=(p,q,c) € rng[(JUJ),] From the
definition of JUJ" we know that either a € rng(J) or a € rng(J'). Without
loss of generality, let us assume that a € rng(J). From the definition of F”

we know there exists [,1’ such that:
I'=lol' Nl€FANI' €T (C.73)
On the other hand from , and the definition of (© we know:
Vr.lgr Aagree(poc,l)=p<IApLlr (C.74)

Pick arbitrary r such that [” § . Assume that agree(p o ¢,l”). From the
definition of agree and !” we know that agree(poc,l) and [ # r. As such,
from (C.74) above we have p < [ Ap L r, and consequently from the
definition of I”, p < 1" Ap L r. That is, we have:

"©a (C.75)
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Pick an arbitrary ' € a[l”]. From the definition of a[l”] we know that

there exists s such that:
agree(poc,l”)Apos=l"NqtsAr'=qos (C.76)

From the definition of agree and the definition of {” in (C.73) we have
agree(p o ¢,l) and thus from the definition of I” and (C.74) we have:

p<IiAnp Ll (C.77)

On the other hand, from the cross-split property and we know there
exist py, pr, s1, sy such that p=p; o pyr, s=s; 0 sy, l=p; o s; and I'=py o sy.
Since p L I’ we then know that py € UNITys, and thus p=p;, [=pos;
and !’=sy. As such from we know:

r'=qos; ol (C.78)

On the other hand, from (C.76]), the definitions of {” and agree and since
s=s; 0 sp we know agree(poc,l) Aqt s;. Consequently, from the definition

of a[l] and since [=p o s; we know
qo s € all] (C.79)

From (C.69)), (C.73)), (C.79) and the definition of » we have:

gos €T (C.80)

From ((C.74)), (C.80)), the definition of a[l”] (C.76) and the definition of F”

we have:
a[l”] cF (C.81)

From (C.75)), (C.81) and the definition of » we have ¥’ » JUJ. Thus
from (C.75)) and above we have:

gog ©IUY

as required. O
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Lemma 33 (EXTEND closure). For all 3,J. € AMop and for all g,s. €

ISTATE,
g © JN se @ Je = JUI] (3679aje)

Proof. Pick arbitrary J,J, € AMop and g, s, € ISTATE such that
g ©INs.© e (C.82)
From the definition of (¢©) we then know there exist F and F. such that

gETFNse€TFe (C.83)
Fe»IANTF.» T, (C.84)

From the definition of |, it then suffices to show
Vn e N.IJUIe |y (e, 9,7¢) (C.85)
Rather than proving (C.85) directly, we first establish the following:

Vn € N. Vg, s € ISTATE.
gEFANse€Fe = TUIy (Se,9,7e) (C.86)

We can then despatch (C.85) as follows. For an arbitrary n € N, from
(C.83) and (C.86)) we have JU ey (Se,g,Jc) as required.

RTS. (C-86)

We proceed by induction on the number of steps n.

Base case n =0
Pick arbitrary g¢,s. € IState. We are then required to show J U J. |g
(Se,g,Je) which follows trivially from the definition of |.

Inductive case n=m+1

Pick arbitrary n € N and g, s € ISTATE such that:

geF (C.87)
Se € Fe (C.88)
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Vg, s, g € FAS,€Fe = TUTelm (st.9',9) (LH)
We are then required to show:

Vk. Va € J.(k). reflected(a, se 0 g, (TUJe)(K)) (C.89)
Vk.Va € (JUJ.)(k). potential(a, s o g) =

(reflected(a, se © g,Jc(k)) V —visible(a, s¢) )A

(C.90)
V(s 1) € alse,g]- TUTedm (s',77,7e)

RTS.
Pick arbitrary x and a € J¢(x). From the definitions of JUJ, and reflected
we then trivially have reflected(a, se 0 g, (JUJe)(k)) as required.

RTS.
Pick an arbitrary x, a = (p,q,c) € (JUJ.) (k) and (s',7) such that:

potential(a, s. o g) (C.91)
(s',7") € a[se, g] (C.92)

There are two cases to consider.

Case 1. a€I(k)
From the assumption of the case, (C.87)), (C.84), the definition of » and

since s, o g is defined we have:
p L se (C.93)

From and the definition of potential we have 3ly,1ls. pocoli=s.0goly
and dl. pol=s.0g Aqtl. Consequently, we have dli,ls. pocoly =gols
and Jl. pol=sc,ogAqtl.

On the other hand from the cross-split property we know there exist
Py, Pe, lg and [, such that p=p,op., [=l 0l., g=pgoly, and s.=p.ol.. Since
p L se , we know p. € UNITIys and thus p=p, and g=pol,. Lastly,
since ¢ § I, from the definition of [ we know that ¢ § I;, and thus we have
ly. poly=gNqily That is,

potential(a, g) (C.99)
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From (C.93) and the definition of visible we have:
—visible(a, s¢) (C.95)

On the other hand, from (C.92)), (C.93) and the definitions of a[se, g], a[g]

and 1, we know:

s’ = se (C.96)
r € alg] (C.97)

Consequently, from (C.84), (C.87), (C.94), (C.97) and the definition of »

we have:

red (C.98)

Finally, from (C.88)), (C.96), (C.98)), (I.H) we have:

JUTedm (s’, r, Je) (C.99)
and consequently from (C.95) and (C.92)), (C.99) we have
—wisible(a, s¢) AV(s',7") € ase, g]. TU Je b (s', r, Je)
as required.
Case 2. a € J.(k)

From the assumption of the case and the definition of reflected we trivially

have:
reflected(a, se 0 g,3c(kK)) (C.100)

From the assumption of the case, (C.88)), (C.84) and the definition of »

we have:
ply (C.101)
From (|C.91)) and the definition of potential we have Jly,l5. pocoli=s.0gols

and Jl. pol=s.o0g A qfil. Consequently, we have 3ly,lo. pocoly = sco0lo
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and Jl. pol=scogAqtl.
On the other hand from the cross split property we know there exist
Dy, Pe, lg and [, such that p=p,ope, [=l40l., g=pgoly and sc=pcol.. Since

p L g (C.93), we know p, € UNiTrys and thus p=p. and s.=pol.. Lastly,
since g ff I, from the definition of [ we know that ¢ f ., and thus we have

Jle. pole=se AN qfdle. That is,
se=p o l. A potential(a, s¢) (C.102)

On the other hand, from (C.92)), (C.101)) and the definitions of als., g] and

1, we have:

=g (C.103)
s’ € a[se] (C.104)

Consequently, from (C.84), (C.88), (C.102), (C.104)) and the definition of

» we have:

s e, (C.105)

Finally, from (C.87)), (C.103)), (C.105) and (I.H|) we have:

TUTedm (8'57,36) (C.106)

Thus from (C.92) and (C.100), (C.106) we have:
reflected(a, sc 0 g,Je (k) AV(s',7") € a[se, g]. TUTe L (8,77, 3e)

as required.
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Lemma 34 (EXTEND closure (continued)). For all Jp,3,J. € AMoDp and

S,T,Se € ISTATE:

sor ©INSse©IeANT] (s,7,90)
= JUIJe] (5,70 3¢,0)

Proof. Pick arbitrary Jg,J,J. € AMoD and s, 7, s, € ISTATE such that

sor©JINse© I, (C.107)
I (s,7,90) (C.108)

From (C.107) and the definition of (©) we know there exist F and F. such
that

soreFANs.€F (C.109)
Fe INT» e (C.110)

From the definition of |, it then suffices to show

Vn € N.JU I |y (5,70 8¢, J0) (C.111)

RTS. (CI11)
Rather than proving (C.111)) directly, we first establish the following.

Vn € N. Vs, r, s, € ISTATE.
sor€FANse € Fe NIy (s,7,90) = TUTedp (8,70 8¢, o) (C.112)

We can then despatch (C.111)as follows. For an arbitrary n € N, from
(C.108) and the definition of | we have I/, (s,r,Jy). Consequently from

(C.109) and (C.112)) we have JU Iy, (8,7 0 s¢,Jo) as required.

RTS. (C.112)

We proceed by induction on the number of steps n.

Base case n =0
Pick arbitrary s,r,s. € ISTATE. We are then required to show J U J. |g
(s,r 0 se¢,J9) which follows trivially from the definition of .
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Inductive case n=m++1

Pick arbitrary n € N and s,r, se € ISTATE such that

sored (C.113)
se € F. (C.114)
I ms1) (8,7,90) (C.115)
V" " sl s or" € FASL € Fe Nl (8”7, 00)

= JUTedm (8", 7" 0 s2,90) (LH)

We are then required to show:

Vk. Va € Jo(k). reflected(a, s or o se, (TUT.)(K)) (C.116)
Vk.Va € (JUJ.)(k). potential(a,soros.) =

(reflected(a, s o r 0 s¢, Jo(K)) V —wisible(a, s) )A
V(s',r") € als,r0se]. TUTedm (5,77, T0)

RTS. (C.116)
Pick arbitrary x and a = (p,q,c) € Jg(x). From (C.115) and the definition

of | we then have reflected(a, sor,J(x)). Consequently, from the definition

(C.117)

of reflected we trivially have:
reflected(a, s o7, (JUJ.)(k)) (C.118)
Pick an arbitrary [ € ISTATE such that
poc<sorosg,ol (C.119)

From (C.118)) and the definition of reflected we then know there exist a’,
such that:

a = (p,qd)e(TUT)(k) Apod <soroscol (C.120)

Finally, from (C.119)), (C.120) and the definition of reflected we have

reflected(a, s o r o s¢, (TUTe)(k))
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as required.

RTS. (C.117)

Pick arbitrary k, a = (p,q,c) € (JUJ.) (k) and (s',r’) such that:

potential(a, s o r o s¢) (C.121)
(s',7") € a[s,r o s.] (C.122)

Since either a € J(k) or a € J.(k), there are two cases to consider:

Case 1. a € I(k)
From the assumption of the case, (C.113]), (C.110)) and the definition of »

we have:
pLse (C.123)

From and the definition of potential we have 31, lo. pocoli=soros,o
lo and dl. pol=soros.Aq # [. Consequently, we have Jl,ls. pocoly = sorols
and Jl. pol=soros. Aqtl.

On the other hand from the cross split property we know there exist
PsrsDe,lg and I such that p=ps o pe, I=ls 0 le, (s 0 7)=pg ol and

Se=pe ©le. Since p L s, (C.123]), we know p. € UNIT[ys and thus p=ps,.
and sor=polg. Lastly, since g f [, from the definition of [ we know that

q 1 lsr, and thus we have Jlg.. polsg=sor Aqtls. That is,

potential(a, s o r) (C.124)

On the other hand, from (C.122)), (C.123) and the definitions of als,r o s

and L, we know there exists r":

' =1r"0s, (C.125)
(s',7") € a[s, ] (C.126)

From ((C.126) and the definitions of a[s,r] and a[s or], we know &' or” €
a[s or]. Consequently, from (C.110]), (C.113)), (C.124), and the definition

of » we have:
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sor"edF (C.127)

On the other hand, from (C.115)), (C.124)) and (C.126]) we have:

(reflected(a, s o r,Jp(k)) V —wisible(a, s))A (C.128)
Idm (s',7",90) (C.129)

From (C.114), (C.127)), (C.129) and (I.H)) we have:

JUTedm (5/7 o Se, JO)
and thus from (C.125))

JUTedm (s',77,90) (C.130)

Consequently, from (C.122), (C.130) we have:

V(s',r") € als,rose]. TUTe Ly (8,7, 90) (C.131)
From (|C.128)) there are two cases to consider:
Case 1.1. —wisible(a, s)
From (C.131]) and the assumption of the case we have:

—wisible(a, s)A
V(s',r") € als,r 05¢]. TUJe b (s', 7, 30)

as required.

Case 1.2. reflected(a, sor,Jo(k))
Pick an arbitrary [ € ISTATE such that

poc<soroscol (C.132)

From the assumption of the case and the definition of reflected we then
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know there exist a, ¢ such that:

a = (p,qg,d)Nd €Jp(k) Apod < soroscol (C.133)

From (C.132)), (C.133]) and the definition of reflected we have:

reflected(a, s o r o s¢, Jp(k)) (C.134)

Thus from (C.131)) and (C.134]) we have:

reflected(a, g o se, Jo(K))A
V(s',r") € als,r 05¢]. TUJe b (s’, 7, 30)

as required.

Case 2. a € J.(k)
From the assumption of the case, (C.114]), (C.110)) and the definition of »

we have:
plsor (C.135)

From and the definition of potential we have 3l;, 5. pocoly=soros.o
lo and 3. pol=soros,Aq § . Consequently, we have Jl;,ls. pocoly = sorols
and Jl. pol=soros. Aqfl.

On the other hand from the cross split property we know there exist
PsrsDeslg and Il such that p=pg o pe, I=ls 0 le, (s0r)=ps ols and

Se=pe © le. Since p L s, (C.135)), we know ps- € UNIT1ys and thus p=p.
and s,=p o l.. Lastly, since ¢ ff [, from the definition of | we know that

gt le, and thus we have .. pol.=s. A q i le. That is,
potential(a, s.) (C.136)
From and the definition of visible we have:
—wisible(a, s) (C.137)

From ((C.135)) and the definitions of a[s,ros.] and L, we know there exists
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s, such that:

s=sAr'=ros (C.138)
s, € a[se] (C.139)

Consequently, from (C.110), (C.114), (C.136)), (C.139) and the definition

of » we have:

s € Fe (C.140)

e

From (C.115)), (C.138)) and Lemma below we have:

Idm (s',r, Jo) (C.141)

From (C.113)), (C.140), (C.141), (I.H) we have:

JUTJedm (8', ros., JO)
and thus from ((C.138]
Jude i(nfl) (Sl, T‘/, jo) (C.142)

Finally, from (C.122), (C.137) and (C.142) we have:

—visible(a, s) AV(s',r") € als, 7 0 sc]. TUTe b (5,77, 90)

as required.
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Lemma 35 (}=; monotonicity). for all P € Ast, I' € LENV, 5,9, € ISTATE
and 3,7 € AMob:

I',s ’:g’j P A g/ © J = I',s ):gog’,JUJ/ P

Proof. By induction on the structure of P.

Case P = p where p € LAST

Immediate from the semantics of local assertions.

Case P=P VP
Pick an arbitrary I" € LENv, s, 9,9 € IStaTE and J,J' € AMob such that

Lys =g PLV P (C.143)
g (C.144)
Vs, q,q € ISTaTE. VJ',J € AMoD.

DskEga PIANg ©F = T,s Egograuy Pi (I.LH1)
Vs, g, € IStaTE. VJ',J € AMoD.

D,sbgs PPAG ©F = T,s Fgograuy P2 (1L.H2)

From (C.143) and the definition of =49 we know I',s =g Pi or I',s =49
Py; consequently, from (C.144), (L.HI) and (L.H2) we have: I',s [=40q 305
Py or T',s Egogguy Po. Thus, from the definition of g0y g0 we have:

F, S 'Zgog’,f]UJ’ PV P

as required.

Cases P=3z. P or P=P, NP, or P=P; * P, or P=P, ¥ P,

These cases are analogous to the previous case and are omitted here.

CasePé[

Pick an arbitrary I' € LENv, s,g € IStaTE and J,J" € AMob such that

Lys g , (C.145)

g (C.146)
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Vs, g,q € IStaTE. VJ',J € AMoD.
sy PAG ©F = T,sgog a0y P (LH)

From (C.145) and the definition of |=,5 we have:
s € UNTis A3, 1. g =5 or' AT,s' 559 PP NT] (s', 7, (]IDF)
Thus from (C.146|) and (I.H)) we have:

s € UNiTiyg A3s', 1. g = 5" o' AT, s =gogauy P'A

Il (S/’T,a <|I[>F)

Consequently since we have g © J (from the well-formedness of worlds and
that (I,g,9) € WorLp), from (C.146)), the definition of » and Lemma

we have:

5 € UNITins A3s', 1. g =5 or' AT, s Egog! 9U P'A
July| (s/, ' og, <|I|)F)

After rewriting we have:

s € UNiTins A3s', 7. gog =8 or' A&\ T Egog auy P'A
Jud'L (s, {Ihp)

That is,

Ls ):gog’,JuJ’ I

as required. O
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Lemma 36 (Confinement (auxiliary)). for all P € Ast, I' € LENV, 5,9 €
ISTATE and J,J € AMob:

Fa (8,9,3) ): PAs @ J = F,S ):gos,JuJ’ P

Proof. By induction on the structure of P.

Case P = p where p € LAsT

Immediate from the semantics of local assertions.

Case P=P VP,
Pick an arbitrary I' € LENv, s,g € IStaTE and J,J" € AMob such that

I'(s,9,9) =PV P (C.147)
g (C.148)
Vs, g € 1StaTE. VJ',J € AMob.

I,¢6))EPiNg ©F = T,s Fgog auy P (I.LH1)
Vs, g € IStaTE. VJ',J € AMoD.

[,(59,7)EPRAN ©F = T,s Fgpgaur P (L.H2)

From (C.147) and the definition of = we know I',(s,¢,J) = P1 or
T, (s,9,9) E P»; consequently, from (C.148]), (I.LHI) and (I.LH2) we have:

I, s Fgosgur P1oor I',s =gosguy Po. Thus, from the definition of |=gos Uy

we have:
Fa S ’:gos,juﬂ’ Pl \ P2

as required.

Cases P=3dz. P or P=P, AP, or P=P, * P, or P=P, ¥ P,

These cases are analogous to the previous case and are omitted here.

Case Pél

Pick an arbitrary I' € LENv, s,g € IStaTE and J,J" € AMob such that

L, (s,9,9) 1 (C.149)
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s@7 (C.150)
Vs, g € ISTaTE. VJ',J € AMoD.
[590N)EPAs©@©T = T,s = gos, Uy’ P’ (ILH)

From ((C.149) and the definition of = we have:
s € UNTiys A3s', 1. g=5"or' AT, s' 559 PP NT] (s',r’, {IDy —))
From (C.150) and Lemma [24] we have:

s € UNTiys A 38,17 g = s o' AT, s f=gos gy P'A
J\[, (5/7 T/’ (<|II>F ) _))

From the well-formedness of worlds and (C.149) we know g (© J. As such,
from ((C.150)), the definition of » and Lemma |34] we have:

s € UNITiys A 38,17 g = s o' AT, s f=gos gy P'A
Juigy (Sl,r' os,((I)p, —))

After rewriting we have:

s € UNiTpyg A 3s',77. gos =" or' As', T =gosguy P'A
JuIL (s (IDp)

That is,

F, S 'Zgos,ﬂuj’ I

as required. O
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Lemma 37 (EXTEND stability). for all P € Ast, I' € LENV, w,w’ €
WORLD,
IwkEPA(w,w)e R = T'w P

Proof. We proceed by induction on the structure of assertion P.

Case P = p where p € LAsST

Immediate from the semantics of local assertions.

Case P=P VP,
Pick arbitrary I" € LENv, [, g,¢" € IStaTE and J,J" € AMob such that:

(l,9,9), T =P VP (C.151)
JO©I (C.152)
Vl,g,g € 1StaTE. VJ',J € AMoOD.

I,g)EPANg ©F = T,(l,gog,JuT)E P (I.LH1)
Vl,g,q € 1StaTE. VJ',J € AMoOD.

IL,g))EP,ANgd ©F = T,(l,gogd,JUT) E P (I.LH2)

From (C.151) and the definition of = we know T',(l,g9,J) E P; or

(1,9,9),T | Py; consequently, from (C.152), (I.H1) and (I.H2) we have:
[,(l,gog ,JUT)YEP, or T,(l,gog,JUT) E P,. Thus, from the defini-
tion of = we have I', ([,go ¢’,JUJ) = P V P5 as required.

Cases P=3dz. P or P=P{ AP, or P=P; * P, or P=P, ¥ P,

These cases are analogous to the previous case and are omitted here.

Case Pél

Pick arbitrary I' € LENv, s, ¢ € IStaTE and J,J € AMobD such that

(Lg 9T (P ) (C.153)

GRS (C.154)
Vl,g,q € 1StaTE. VI, J € AMoOD.
L(l,g)EP NS ©g = (l,gog ,JUT),T EP (LH)
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From and the definition of = we have:
leUnitiys A3s', 7. g =5 or' AT,s" =g9 P'ATL (8" (I)y)
Thus from and Lemma we have
L€ UNitps A3s' 1. g=5"or o g AT, 8" Egograuy P AIL (8,7 (I)p)

Consequently since we have g © J (from the well-formedness of (I,g,J) €
WoRrLD), from ((C.154)), the » definition and Lemma [34] we have:

L€ UNiTins A3S', 17 g =8 o' NS\ T Egog auy P'A
July (S/, r'og, QI[}F)

After rewriting we have:

le UNitis A3s' 1. gog = s or! A", T f=gog guy P'A
Judy| (s’, r, (|I|>F)

That is,

(I,gog,JuJ),T ):I

as required. O

Lemma 38 (Stability). Given the update rely RY (Def. , for all P € AsT
(Def.[103), if P is stable with respect to the actions in R* (Def.[113), then

it is stable:
stable (P, R") = stable (P)

Proof. Let S € P (WoRLD x WORLD) denote a binary relation on worlds

defined as follows.

S & U S*  where S°2 R°UR"U {(w,w)|w € WORLD}
1€EN
S L (w,w') | (w,w”) € SYA (w”,w) € S"}

From the definition of the rely relation on worlds (R) we then have R = S.
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It thus suffices to show that for all n € N and P € Asr,
stable (P, R") = stable (P, S™)
We proceed by induction on n.

Base case n =0

Pick arbitrary T' € LENv, w,w’ € WORLD and P € AsT such that:

(w,w') € SAT,w = P (C.155)
stable (P, R") (C.156)

We are then required to show:
Lw EP

From ((C.155) and the definition of S° there are three cases to consider:

L If (w,w') € {(w,w) | w € WoRrLD}, then w’ = w and from (C.155)) we
trivially have T, w' = P.

2. If (w,w') € R® then from Lemma 37 and (C.155) we have I',w’ |= P.

3. If (w,w’) € R" then from (C.156) we have I',w' = P.

Inductive case n=m+1

Pick arbitrary w,w’ € WorLD, I' € LENv and P € Ast such that

(w,w') € S" AT, w = P (C.157)
stable (P, R") (C.158)
stable (P, R") = stable (P, S™) (ILH.)

From (C.157) and S™*! we know there exists w” € WorLD such that

(w,w"”) € SO (", w') € S™ (C.159)

From (C.158)), (C.159) and the base case we know I',w” E P. Con-
sequently, from (C.158), (C.159) and ([.H.) we have I';w’ = P as re-
quired. ]
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Lemma 39 (Weakening (full proof)). For all P € Ast (Def.[103):
PH|P
Proof. By induction on the structure of assertions.

Case P = p where p € LAsT

Follows immediately from the definition of |for local assertions.

Case P =3X. @

Pick arbitrary I' € LENvV and w € WORLD such that I',w = 3x. Q. From
the definition of = we then know there exists v such that [I' | X:v],w E Q.
From the inductive hypothesis we have [I' | X:v],w =|Q and consequently
from the definition of = we have I',w =|(3X. Q) as required.

Case P=QVR

Pick arbitrary I' € LENv and w € WorLD such that I',w = @ V R. From
the definition of = we then know that I';w = @ or I';w = R. From the
inductive hypothesis we have I', w =|Q or I',w | R. From the definition
of = we then have I',w |=|Q V |R. Consequently from the definition of |
we have I', w =[(Q V R) as required.

Case P=Q*Ror P=QWR

These cases are analogous to the Q V R case and are omitted here.

Case P:I

Pick arbitrary I' € LEnv and w=(l,g,J) € WoRLD such that T',w = [.
From the definition of = we know that [ € UniTrys. From the definition
of = we then have I',w = emp. Consequently from the definition of | we

have I', w =[|Q]; as required.
L]
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Lemma 40 (Boxed assertions). For allT' € LENv, (I, g,J) € WorLp (Def.[109),
s,g € ISTATE (Def. , J € AMop (Def. and P° € BAsT (Def. :

T,(,9,9) | P® = 1€ UniTiys AT, =49 PP (C.160)
AV € Unitiys. T, (1, g,9) = PP
T, s =g PP = s € UNiTiys AT, (5,9,9) = PP (C.161)

AVs' € UNITqns- 1, s’ |:97j pb

where |= and =49 denote the satisfiability relations in Def. .

Proof (C.160)). Pick an arbitrary I' € LENv, and (l,9,J) € WORLD such
that T, (1,9,7) E PP We then proceed by induction on the structure of
P®.

Case PP =emp
Follows immediately from the definitions of |= and |=44 for emp.

Case PP = I

Follows immediately from the definition of |= for (@],

Case PP = PP« P§

From the definition of = and composition on worlds we know that there
exist 1,1y € ISTATE such that [=lj oly; T, (I1,9,9) = PP and T, (I2,9,7) =
P2b. From the inductive hypotheses we then have:

I € UNiTins AT, 1y g9 PP AV € UniTiys. T (15, 9,9) |= PP
lo € UNiTins AT D2 F=g 9 sz AV, € Unitiys. T, (15, 9,9) = sz

From the definition of [ and o we have [ € UNIT1ys as required. Similarly
from the definitions of [ and |47 we have I',l 5,9 PP * PY. For the third
conjunct, pick an arbitrary I’ € UNiTrys. From the definition of unit set
we know there exists a unit element I/, € UNiTys such that I’ ol/,=I". Since

both I’ and I/, are in UNITyys from above we have:

(',9.9) E PP A (U, 9,9) = Py

Consequently from the definition of = we have (I’ o l),9,7) = PP * PP.
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Lastly, since I’ o I/ =l’, we have (I, g,J) = PP * PY as required. O

Proof . Pick an arbitrary I' € LENV, s,g € ISTATE and J € AMoD
such that I',s =44 PP We first establish the second conjunct. The first
and third conjuncts then follow from the second conjunct and the previ-
ous part . For the second conjunct we proceed by induction on the

structure of PP.

Case PP =emp

Follows immediately from the definition of =, for emp.

Case PP = I

From immediately from the definition of =5 for (@,

Case P® = PP % PP

From the definition of |=,4 7 and composition on worlds we know that there
exist s1,s2 € ISTATE such that s=sj 052, I',s1 =49 Plb and T',s2 =49
PP. From the inductive hypotheses we then have T, (s1,9,J) &= PP and
T, (s2,9,7) = PP. Consequently, from the definitions of s, and = we have
T, (s,9,9) | PP x P® as required. O
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Lemma 41 (Boxed assertions (continued)). For all T' € LENv, (I,g,7) €
WOoRLD (Def. and PP, QP € BAsT (Def. :

T,(,9,9) EP°*Q" <= T,(l,9,9) E P°wQ"

where |= denotes the satisfiability relation in Def. .

Proof.
The = direction

I, (l,g,9) EP°+Q°
':Def b b
— Hll,lg ,(ll,g, )):P /\P lg,g, lZQ ANl=l1 oly
Lemdlll 3y, 1. T, (11, 9,9) PP AT, (I, 9,9) £ QY Al=ly ol

Aly,la, 1 € UNITyys

emmfp (1,g.9) = PP AT (Lg.9) F Q°

2D (1,g,9) = PP Qb

as required.

The <« direction

I,(,g,9) FPPwQ
)::Dif. EIll,l27l3- Fu (ll © l2,gvj) >: Pb A Fv (l2 o l3ug7j) ): Qb
ANl=lyolyol;
Lemma40l b b
=" 31, l2,l3. T, (lholp,9,9) E PP AT, (l2013,9,9) F Q
ANl=lyolyol3 Nljoly,ly0l3 € UNITIng
UNI%Def. 3l17l27l3- Fa (ll © l27gvj) |: Pb A Fv (l2 o l3ag)j) ): Qb
ANl=lyolyol3 Nl oly,ly0l3,11,1ls,1l3 € UNITIng
3, 1o, 13 T, (i 0 12, 9,9) | PP AT, (I3,9,9) £ Q°
ANl=lyoly0l3

Lemmdm

T, (1,g,7) £ PPx QP
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Lemma 42 (Flattening normalisation (auxiliary)). For allT' € LENvV, I, g €
ISTATE (Def. , J € AMop (Def. and quantifier-free assertions P € AST

(Def. [103):
il ):gﬂ PsTyl ):g,ﬂ nf (P)

where =49 denotes the satisfiability relations in Def. .

Proof. Pick arbitrary [,g € ISTATE, J € AMoD and quantifier-free assertion
P € Ast. We proceed by induction over the structure of P.

Case P = p where p € LAsT

Follows immediately from the nf (.) definition for local assertions (nf (p) =p).

Case P=QVR

Def.
Tl gae P Ty Q V Tyl g R
s Tl nf(Q) v T, ggnf(R)
21y nf (Q) V nf (R)

MORE P ey nf(QVR) <= T, g nf(P)

Case P=Q*R
Let nf (Q)=\ (g * Q?) and nf (R)= \/ (rj* RP). We then have:
jeJ keK

Dyl Egs P2 A1y I=ly oy AT Iy 23 Q A Tly f=gg R

L 3y 1. 1=l oy AT, Iy =g nf (Q) AT, Iy =g nf (R)

<~ dl1,lb. 1=l ol

AT g V(@5 % Q) AT 1o g \/ (r  RY)
jed keK
22 35 e g Ik e K. 3y, b, 1=l 0y
ATl fgg 45 % Q2 AT, g f=g g Ti * RE
22 55 e g Tk € K. 3y, 1o, Is, 1y I=1y o Iy 0 I3 0 Iy
ATl gy ¢ AT, 13 FEgg Q

AT, ':g’j re AT,y lzg,f] RIE
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FDLLeml 45 - 7 9k € K. Tlg, La, Is. I=lo o I3 o Iy
Alz,ly € UNiTigs AT, 1o g9 g5 % Tk
AT,l3 g Q4 AT, Ly =g R
Lepmdl 35 ¢ 7 3k € K. g, Iy, 5. I=lpo Iz 0 ly AT, lg =g q; * T
AT, ls gy Q2 AT,y =gy RY

@. dj e J. EIk:EK.F,l):g,gqj*rk*Q?*Rz

I Def.
— 'l =g \/ (qj * T *Q? *Rz)
jeJ keK

D g nf(Q* R)
— 1,1 ':g’g nf (P)

nf(.)D

Case P=QWR
Let nf (Q)=\ (g * Q?) and nf (R)=\/ (ry* R}). We then have:

jeJ ke K
T, (L,g,9) P2 301, s 1=l 01y o 13
AT lholalEgg @ AN Tlaols g9 R
o 50 s 1=l 01y 03
ATl oly g nf (Q) AT, Iy ols g nf (R)
— 3y, 1o, s, I=ly o ly 0 Iy

AT oy gy \/ (g * Q) AT Iy ols g9 \/ (v RP)
jeJ keK

2 3 e g Tk e K. 3y, b, Is. I=1y oIy 0 I

ATl oly g qj* QY AT, Iy 0ly =gy T+ RY
T2 g € g3k € K. 30, o, s, L, Is, D, by =11 o Dy 0 I

Alyola=lyolsNlyols=lgol;

AT, Uy gy i AT, 15 =g Q8

AT, lg ):g’j re AT, 17 ):g,J R]B

475



Lemndf 55 7 3k € K. 30y, 1o, I, la, Is. I=ly o Iy o I3 0 5 0 I
ANlpolag=liolyolsNlgolg=lyolzol; Als,l; € UNITys
AT lyoly b=gg g AT s gy QF
AT, lyoly Eggri AT,z =49 RE

22 55 ¢ g 3k € K. Tlo, 15, 1r. I=lg 0 5 o I+

Nls,l7 € UNiTins AL lo g9 5 W T
AT,l5 g0 Q5 AT, 7 g RE

Lemmdlll 55 7 3k € K. 3, s, Iy, I=lp oI5 0 Iz AT, Ig Fgs @ 8Tk
AT, 05 =gy Q2 AT, I7 =g RE

— JjeJIke K.T,lyy (W) = Q5 * Rp
= T,l=y9 \/ ((qjthrk)*Qj*Rk)

jeJ keK

T, gy nf (QWR) <= Tl =49 nf(P)

): Def.

): Def.

nf(.) Def.

Case P = I
Let nf (Q)=\ (g * Q?). We then proceed as follows:

Jj€J
IiEgs P

f.
@y l € Unirins A 3T I\=(I)p A3s, 7. g=sor

AT s =gg QAT (s,r, f]’)

UNIT
<" 31, Sy € UNITIns. L0 ly=I A Js,7. s=50 8y

Al € Unitis A3 T =(I)p Ag=sor
AT s =gg QAT (s,r, J’)

PRI Aly, Sy € UNITIng. Lo =l A ds, 1. s=50 8
Al € Unitiys A3 T =(I)p Ag=sor

AT, s Eganf(Q)ANTL (s,r, J’)

£(.) Def.
" g):f Aly, Sy € UNITys. Lo ly=I A s, 1. s=so0 s,

Al € Unitiys A 3T I\ = (I)p Ag=sor
/\F5|—g7g\/ *Q] /\ﬂi(srjl)

jeJ
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Def.
E:e} dj € J. Aly, sy € UNITng. Lo =l A ds, 7. s=s0 s,

Al € Unitis A3 T =(I)p Ag=sor

AT, s g0 a5 % Q2 NTL (s,7,7)

Def.
)?:e} d5 € J. Aly, sy € UNITys. Lo ly=l A ds, 7. s=50 8,

Al € UNitiys A 3T = (I A g=sor A Tsy, s2. $=51 0 59
AT, s1 g3 q; NI (s,7,0) AT, 59 =g Q?
Lepmdll 55 7 90, s, € UNiTins. L0 ly=I A 3s, 7. s=5 0 5,
Al € Unitiys A 3T T\ = (I) A g=sor A Tsy, s2. =1 0 59
N sy € UNITing AT 81 g9 ¢j AT (s, T, 9/) AT, 50 =g Q?
Le&m dj € J. Aly, sy € UNITng. Lo ly=l A ds, 7. s=s o0 s,
Al € UNitiys AFT. I =(I)p Ag=sor
AT, s g0 q; NI (5,7,9) AT, 5y =g Q?
Le&m dj € J. Aly, sy € UNITng. L0 =l A ds, 7. s=s0 s,
Al € Unitis A3 T =(I) Ag=sor
AT, s g9 q; NI (8,7,0) AT, Ly =g Q?

UM 35 ¢ 730, € UNiTne. [ 0 ly=

Al € Unitis A 3T Io= (I A3s,r. g=sor

AT, s Egg aj ATL (5,7, 7)) AT 1y Fgg QP
’?é%f' d7 € J. 3l € UnNiTyys. 1o L=

AT (1,9,9) E @), A Tolu g3 QF
@' 37 € J. 3l € UnNiTyys. o 1=

AT g @), A Tl g QF

Lemm .
LN € 73, b 1=l 0l AT, gy (@), A Tz g QO

E Def. _ .
— JjeJ I, g0 (@), * Q2

= Def.
— T,l=,9 \/ (1 £ Q)

jeJ
nf(.) Def.
YR s nf (Q),) <= T,1 =, nf(P)
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Lemma 43 (Flattening normalisation (full proof)). For all assertions P €
AsT (Def. i the prenex normal form:

F P < nf (P)
where nf (.) denotes the flattening normalisation function in Def. .

Proof. Pick arbitrary I' € LENv, (I, ¢,9) € WorLD (Def. [102)) and assertion
@P € Ast (Def. [103)) in the prenex normal form with prefix (@ and matrix

P. We are then required to show:

(g9 EP<T,(,979) Enf(P)

where P denotes a quantifier-free assertion and = denotes the satisfiability

relations in Def. [[04f We proceed by structural induction on P.

Case P = p where p € LAsT

Follows immediately from the nf (.) definition for local assertions (nf (p) =p).

Case P=QVR

): Def.

F,(hg,)):P L(lLg)EQ Vv T,(1,9,9) FR
[, (1,9,9) Enf(Q) Vv T,(,9,9) Fnf(R)
5T, (Lg,9) F of (Q) V nf (R)
"UBE T (1,9,9) nf (QV R) <= T,(L,g.9) k= nf (P)
Case P=Q*R
Let nf (Q)=V (g5 * Q?) and nf (R)= \/ (ry* R}). We then have:
jed keK
L, (l,9,9) F P
= Def.

— E|l17l2 = llol2/\r (ll)gaj) >:Q A T, (l27gvj) >:R
<i> Al1,ls. I=ly olyg AT, (ll,g,f]) ’: nf (Q) AT, (lg,g,f]) ): nf (R)

— ElllaZQ- l:ll o 12 A F)(llagaj) ’:\/ (qJ*Q?) A Fa(bvgaj)’:\/ (rk*RIZ)
jeJ keK

22 g5 c g Ak e K. Tl o, 1=1y o1y

/\F7 (llvg7j> ):qj *Q?/\Fa (l27gaj) 'ZT'k*Rz
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)iif 3j€J dk e K. 3[1,[2,[3,[4 = llolgolgol4

AT, (l,9,9) E ai AT, (I3,9,9) = Q3
T, (l2,9,9) Ere AT, (la,g,9) = RY
FDbLemB0 50 o 7 Sk e K. Ty, 1y, Is. I=lg o I3 0 Iy
Nlg,ly € UNiTing AT (Lo, 9,9) = g5 % 7k
T, (13,9,9) E Q2 AT, (la,9,9) = Ry
Lepmdll 55 ¢ 7 3k € K. g, Uy, 5. I=lg o l3 0 Ly AT, (lo 9,9) |= a5 * 7
T, (I3,9.9) £ QY AT, (la,9,9) b Ry

e IeK.T,(,g9) b= gy + Q2 « RE
}:Def
D,(bg. 0\ (g% * Q)+ Rp)
jeJ keK
nf(.) Def

2D (1,9, ) Enf(Q*R) — T.,(l,g,9) = nf (P)

Case P=QWR

Let nf (Q)=\ (g * Q?) and nf (R)= \/ (ry* R}). We then have:
jed kEK

I(,9,9) P

T2 by 1y I=l 0 lp 0 1y
T, (liols,g,9) = Q AT, (lyols,g,9) =R
B S50, 1=l o ls 03
L, (lioly,g,9) Enf(Q) AT, (l20l3,9,7) = nf (R)

< dly,lo,l3.l=l10l50l3

F, (ll Olg,g,j) ': \/(Qj *Q?) /\F, (lgolg,g,f]) ): \/ (T’k *RIS)

jeJ keK
JjeJ Ike K. Ay, lyls. I=liolyols
T, (liols,g,9) = qj* Q2 AT, (Iz013,9,9) = rp  RY
Jj e J Ik e K. 3y, ly,13,14,15,16,l7. 1=l 0 Iy 0 I3
Alyola=lyolsAly ols=lgoly
T, (l4,9,9) g5 AT, (15, 9,9) Q2
T, (ls,9,9) = re AT, (I7,9.9) = RY

Def.
P

Def.
=
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Lemmdll 55 o 7 3k € K. 30y, 1o, Is, Iy, 5. =1y 0 Iy o I3 o I © I7
ANljols=liolgolsAlyolz=lyol30l; ANls,l7 € UNITIns
Ly(liol2,9,9) Fqi AT, (l5,9,9) F Q?
T, (lz0l3,9,9) = ri AT, (I7,9,9) = R
2 35 € Tk € K. o, Is, by I1=lp oI5 o Iy
Nls, Iz € UNiTis AT (lo, 9,7) = qj Wy
I, (5,9,9) EQ°AT,(I7,9.9) | Rp
Lepmdlll3; ¢ 7 3k € K. 3o, Is, lr. I=lg 0I5 0 I; AT, (lo, 9,9) = q; ¥ 7
I (s,9.9) E QAT (l7,9.9) = R}
— 3jeJIkeKT, (1,979 k(W) Q5+ Rp

Dbg)E \ ((gwr)«Q+ )

jeJ keK

I'l,9,7) Enf(QWR) < T,(l,9,7) = nf(P)

|: Def.

|: Def.

nf(.) Def.

Case P:I

Let nf (Q)=V (g; * Q?). We then proceed as follows:
jedJ

E Def.

L(Lg,))EP <= Tl 1
Lemm@r l ':gj nf ( )

Def.
L \ (@), + @)
JjeJ
':Def \/ l }:gj : )
jeJ
Lemm@ \/ l g, ): I * Q?)
jeJ

|: Def.

jeJ
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Lemma 44 (Sequential command soundness). For all C® € SEQ, (L1,C%, Lo) €
AXg and h € LSTATE:

[C®ls (LLy e {R}].) C [La e {R}],

Proof. Pick an arbitrary h € LSTaTE. We proceed by induction over the

structure of CS.

Case C°
Follows immediately from Par.

Case skip
[l (LL e {n}],) = [Le.{n}],

, C [Le{n}],
as required.

Case C;C5
RTS.
s G5l (Lo {h}],) € [L e {R}],

where (L,C5, L"), (L",C5, L") € AXq

Proof.
el (Le ) = [651, (IG5, (1L w0 {A}),)
L) C Gl (L (h}),)
LH)  C (L e {n}),

as required.

Case C7 + C3
RTS.

IC1 + Colls (LL e {h}],) € [L" o {R}],

where (L,C5, L"), (L,C5, L") € AXs.

Proof.

[e3 + 3l ([L e {n}]) = [Cils (LL e {h}].) U IC5] (L o {R}],)
(LH.) [L e {h}], U [L e {h}],
[L" e {n}],

N 1N

as required.
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Case (C%)*
s )l (L o {h}),) € L w0 (A},

where (L,C5% L) € AXq.

Proof. Let (C%)%=skip and (C%)""1=C%;(C®)". From the definition of |.| (.)
we then have:

1)1 (o) = J 1(c)"]; (o)

neN

It then suffices to show that for all n € N:

1)l (LL o {n}].) C [Le.{h}],

where

I]Csl]s (LL oL {h}JL) g LL oL {h}JL (IH)

We proceed by induction on n.

Case n=0

1(e*)°0 (LL o {R}],) = Iskipl (LL ou {h}],)
= Lo {n}], C[LeA{n}],

as required.

Case n=m++1

From the inductive hypothesis we have:

1) s ([L o {h}],) € [L ow {h}], (LH.2)

We then proceed as follows:

Je)™ (L o {R}]L) =1c (€)™ I (LL o {h}],)

=[(Cc)™[s (IC°[s (LL o {h}],))
()]s ([L o {R}],)
CH3Z)  C|Le {h}],

as required.
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Lemma 45 (Update guarantee containment). For all wy, we=(l2, g2,J2), w,w
(I',q',9") € WoRrLD,

wp e wy = WA (llvg,vjl) € Gu(wl) = (ZQ,Q/, jl) S Ru(w2)
where RY(w) = {w' | (w,w’) € R¥(w)}.

Proof. Pick arbitrary w,wi=(l1,91,J1), wa=(l2,g2,J2) and (I',¢’,T’) such
that:

w1 @ W2 =W (C162)
(',g',7) € G"(un) (C.163)
From (C.162) we know:
91 = g2 (C.164)
Ji=172 (C.165)

By definition of G"and from (C.163]) and (C.165)) we know:

J=01=7 (C.166)
(1o g = (0 g)) (C.167)

. Ik < (Lk- (91,9") € [I1] (5) A
gy ( (o g0 ) = (o g)u)f )

There are two cases to consider:

Case 1. g1 = ¢
From (C.164)) and the assumption of the case we know ¢’ = go. Conse-
quently, from (C.166[) we have:

(w2)1, 9,7 = (l2, g2, J2) (C.168)

By definition of R" and from ((C.168]) we can conclude:

(<w2>Lag/7J/) € Ru(l2792732) <C169)

as required.
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Case 2.

Ik < (k- (91,9") € [N] (k) (C.170)
((hog)) = (o)) (C.171)

From (C.162), (C.164)) and (C.165) we know that

w = (ll 9} l2,92, jg) (C.172)
Since wf (w) (by definition of WorLD) and from (C.164) we know:

(l1olz0g2)k = (I1)x o« (I2)k ok (92) = (L1 0 91)k o (l2)x is defined

(C.173)
(l1olaog1), = (l1 o g1)L 1. (I2), is defined (C.174)
Since k1 < (1)« , from and Lemma we know:
ki (l2)x ok (92)x (C.175)
From (C.164)), (C.171)) and we know
(I"og) e, (Io),=("clyog), is defined (C.176)
From (C.167) and (C.173) we know
(I"og ) ox (I2)x = (' oly0g')x is defined (C.177)

From (C.176]) and (C.177) we know [j ola o g’ is defined and consequently:

lyog is defined (C.178)

From (C.165)), (C.170), (C.175)), (C.178) and by definition of RY, we have:

(w2)L, 9", T) = (l2, g2, T2) € R"(l2, 52, 72)

as required. O
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Lemma 46 (Extension guarantee containment). For all wq,ws,w,w’ =
(I',q',9") € WoRrLD,

wi w2 =w A w' € Ge(wl) — ((WQ)L’glaj,) € Re(wQ)

Proof. Pick an arbitrary w; = (l1,91,71), wa = (I2,92,%2),w and w' =
(I',g',9") such that:

w1 W2 =W (0179)
w' € G¢(wy) (C.180)

RTS.
((wa2)i, ¢, T) € RE(ws)
From (C.179) we know:

g1 =gaNJ1 =175 (C.181)

By definition of G¢ and from (C.180) and (C.181)) we know there exists
l3,14, 9" € ISTATE, K1,k € KaP, t € N and J;,Jo € AMobD such that

11213014/\1/1:l30(0,/€1)
ANg"=140(0,k)Ng =goog’

(C.182)
A dom(k1) U dom(ke) C {t}
ANTJ1=0,T: W[t —= 1)) AT =T1 UTs
From ((C.182) and the definition of R® we have:
(w2)L, 9", 9") € RS (w2)
as required. O
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Lemma 47 (Guarantee containment). For all wy,wa=(la, s2,2), w,w’ =

(I',q',9") € WoRrLD,
w1 @ w2 = w A (1/79/73/) € 9('(,01) = (l27g,7jl) € :R(wQ)
Proof. Pick arbitrary wi,wa=(l3, s2,J2), w,w'=(l',¢',T’) such that:

wy e wy = w (C.183)
(l2,9,7") € G(wr) (C.184)

We are then required to show:
(2,9, 7) € R(wa)
From and by definition of § we know:
(', g,7) € (G*UG®)" (we) (C.185)
From , and by Lemmata and we have:
(I2,"7) € (R" U R®)" (w)
and consequently
(I2,¢',9") € R(ws)

as required. O
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